( ' ) Warning: Cannot modify header information - headers already sent by (output started at /home/candela/btbits/x64_btbits/html/wifire_cb.php:11) in /home/candela/btbits/x64_btbits/html/javascript_hdr.php on line 245

Call Stack
# Time Memory Function Location
1 0.0000 357840  {main}( ) .../wifire_cb.php:0
2 0.0006 573440 require_once('/home/candela/btbits/x64_btbits/niml/javascript_hdr.php ) ../wifire_cb.php:13
3 0.0006 573568 sefcookie( $name ='devmode’, $value = 1, $expires_or_options = 1713304314 ) ../iavascript_hdr.php:245
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LANforge WIFIRE Cookbook

The LANforge WIFIRE Cookbook provides a set of high-level examples of how to setup useful fest scenarios in
LANforge-FIRE for WiFi fraffic generation. Each example intends to give the reader a brief infroduction to the fest
scenario and a set of step-by-step instructions on how to use the LANforge-GUI to configure the test.

All of the following examples will work on Linux systems running the LANforge software with the LANforge kernel
and a sufficient license. If you are running another Linux kernel, you will not be able to exactly duplicate some of
the examples, but there are usually work-arounds available to assist you. Please contact us at
support@candelatech.com if you have any questions.

If you are using the Windows version of LANforge, you will have to modify ports using the Windows ufilities.

LANforge WIFIRE WiFi Traffic Generation

Before attempting the examples below, ensure that you have successfully followed these software installation
guides:

e LANforge-GUI Installation

o LANforge Server Installation

It is also recommended that you back up your current running LANforge Server database so that you may safely
return to your current operating state.

Quick Examples

o LANforge-FIRE Examples
o LANforge WIFIRE Wireless Testing Examples
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LANforge WIFIRE Detailed Cookbook Examples

. AP Testing: Basic AP Testing

. AP Testing: Jamming a Channel With CT523

. UE Testing: Creating a VAP in Bridge Mode

. Audio Quality Testing: VolP-Mobile Audio Quality Testing using POLQA/PESQ

. Audio Quality Testing: Mobile-Mobile Audio Quality Testing using POLQA/PESQ
. UE Testing: Creating a Routed VAP to Ethernet

. AP Testing: Station Performance for 1, 50, and 128 Stations

. AP Testing: Multicast-Download Test

. UE Testing: Configuring a Virtual AP With Limited Stations

. UE Testing: WiFi-Station-Association Code 17

. Enterprise: HotSpot 2.0 With EAP-TTLS (Client Needs Only Username/Password)
. Entferprise: HotSpot 2.0 With EAP-TLS and EAP-TTLS

. Enterprise: HotSpot 2.0 With EAP-AKA

. Enterprise: HotSpot 2.0 With EAP-SIM

. Enterprise: Fast-Roaming Stations With 802.11r (FT-EAP)

. Enterprise: Two-Access-Point Network With 802.11r (FT-EAP)

. Enterprise: Four-Access-Point Network With 802.11r (FT-EAP)

. Entferprise: Roaming With HotSpot 2.0

. Enterprise: HotSpot-2.0 Release 2

. AP Testing: Rate-vs.-Range Test

. AP Testing: Attenuation-vs.-PDU-Size Test

. AP Testing: WiFi-Capacity Test

. AP Testing: Station-Reset Test

. AP Testing: Emulating Degraded Stations

. AP Testing: Scripted Attenuation of a WiFi Connection

. AP Testing: External Traffic Generation

. Captive Portal: Captive-Portal Testing

. Captive Portal: Older Captive-Portal Login If_ifup_post

. UE Testing: Emulating Many VAPs With One Radio for Station-DUT Testing

. UE Testing: Emulating a Degraded VAP: Stafion-DUT-Management-Frame-Retry Logic
. AP Testing: Multiple Stations With a Hunt Script

. UE Testing: Running UDP Traffic With Android

. UE Testing: Verifying Android QoS

. UE Testing: ScriptHunt With Test Groups

. AP Testing: WPS Association

. AP Testing: Station MU-MIMO Performance for 2x2 and 1x1 Stations

. UE Testing: WiFi-Capacity Test With Layer 4-7

. AP Testing: Sniffing WiFi Monitors With Wireshark

. AP Testing: Scripting a Stand-Alone CT703 or CT704 Attenuator

. AP Testing: DFS Testing With CT712 RF-Noise Generator and RADAR Simulator
. Mesh Testing: Mesh-Testing Video Demonstration

. Packet Capture: WiFi Packet Capture and Diagnostics

. Packet Capture: Powersave Test Cases

. Packet Capture: Scripting Multiple Simultaneous Packet Captures, Including OFDMA
. Packet Capture: OFDMA vs. MU-MIMO Packet-Capture Analysis

. Packet Capture: 6GHz Packet Capture

. AP Testing: WiFi-Transportation-Testing Video Demonstration

. UE Testing: WiFi-Gaming Demonstration Video

. UE Testing: Setting Up a RADIUS server

. UE Testing: Setting Up WPA3

. UE Testing: Wifi Roaming With Opportunistic Key Caching (OKC)

. UE Testing: Using iperf to Generate Traffic

. UE Testing: Using flent fo Generate Traffic

. AP-Mode Corruptions: Overriding RSN Information Elements of Beacon Frames
. AP-Mode Corruptions: Overriding RSN Information Elements of EAPOL-Key Message 3/4
. AP-Mode Corruptions: Overriding RSNXE Information Elements of EAPOL-Key Message 3/4
. AP-Mode Corruptions: Overriding SAE Commit Message

. AP Testing: Inflight-Entertainment Video

. AP Testing: Configuring EAP-PEAP and MSCHAPv2

. Chamber View: Basic AP Testing

. Chamber View: Setting up Attenuator Connections

. Chamber View: Advanced VLAN AP Scenario
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63. Chamber View: Receiver-Sensitivity Testing With LANforge
64. Chamber View: Dataplane Test: Throughput Over Different Packet Sizes
65. Chamber View: Dataplane Test: Throughput Over Different AP Orientations
66. Chamber View: Rate-vs.-Range Test: Throughput Over Different Signal Strengths
67. Chamber View: Hunt Test: Latency Over Different Packet Sizes
68. Chamber View: WiFi-Capacity Test: Throughput With Many Stations
69. Chamber View: WiFi-Station-Reset Test
70. Chamber View: Compare Multiple APs' Performance With Dataplane
71. Chamber View: Roam Test With 802.11k/v/r
72. Chamber View: Automating Tests With Script
73. AP-Auto Tests: Auto-AP Test: Setup
74. AP-Auto Tests: Auto-AP Test: Stability
75. AP-Auto Tests: Auto-AP Test: Capacity Test
76. AP-Auto Tests: Auto-AP Test: Throughput Test
77. AP-Auto Tests: Auto-AP Test: Band Steering Test
78. AP-Auto Tests: Auto-AP Test: Long-Term Test
79. TR-398 Tests: TR-398 Issue 1 Test: Receiver Sensitivity, Throughput, Capacity
80. TR-398 Tests: TR-398 Issue 2 & Mesh: Calibration, Max Throughput Test
81. TR-398 Tests: TR-398 Issue 2/3 & Mesh: Advanced Configuration
82. Chamber View: Automated Mesh-Topology Test
83. Chamber View: Creating Simple LANforge Access Points
84. Chamber View: Create 802.11k/v/r LANforge Access-Point Cluster
85. Chamber View: Automated CI/CD Regression Testing
86. Scripts: Python Script to Show Latency and Throughput at Different QoS
87. Scripts: Python Script to Create Many Connections and Capture Packets
88. AP Testing:Using the Port Monitor
89. Chamber View: CI/CD Lights-Out Chamber Setup
90. Scripts: Creating Test Scripts With the Realm Class
91. Scripts: Creating Layer-4 Test Scripts With Python
92. Scripts: Creating Generic Test Scripts With Python
93. Scripts: LAN-Theoretical-Throughput Calculator for 802.11a/b/g/n/ac Standards
94. Chamber View: Initial Setup to Run Scripts Test Suite for AP Testing
95. UE Testing: Mobile STA Mesh Test -TPUT/ROAM
96. Interop: Test Video Streaming with DASH Server and Interop APK
97. Interop: Setup LANforge InterOp for Android
98. Interop: Installing LANforge Server on Windows Machine
99. Interop: Installing LANforge Server on MacOS Machine
100. Interop: Installing LANforge Server on Linux and Ubuntu Machine
101. Interop: Android Real-Browser Test
102. Interop:Android Layer-3 Traffic Test
103. Interop:Video Streaming Test on Android
104. Interop: Setup LANforge InterOp for iOS
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Generating Traffic for WLAN Testing

Goal: Setup and run Wireless LAN traffic using the LANforge CT523 or similar system.

In this test scenario, the LANforge CT523 is used fo
simulate 4 virtual wireless stafions that associate with a
third party access point. Three traffic tests will be E
configured and run to demonstrate possible wireless L J
access point tests. NOTE: This cookbook assumes that you Lo forrge Uil
have already created a VAP, and have an interface that

is handing out DHCP addresses.
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Virtual Stations

1. Create the virtual wireless stations.
Note: All of its virtual stations will use the same wireless AP in this example, but each station may be
configured for a different AP as long as all stations on the same radio use APs on the same channel.

A. Go to the Port Manager

* LANforge Manager Vers 3

Control Reporting Tear-Off Info Plugins

[ chamberview | [ stopan | [ Restart manager | [ mefresn | | hew

Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mar | VAP Stations | DUT | Profiles | Traffic-Profiles | Messages |
| File10 |

Status | Layer-3 | L3 Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | RF-Generator Layer 47 | Generic |

Disp: ‘192 168.100.121:0 | ‘ Sniff Packets ‘ [¥] Down

| Clear Counters H Reset Port H Delete, |

Rpt Timer: [nediun (8 5) [ Apply | CIVRF Display |[ create ][ modty |[ Batchmodiy |
All Ethernet Interfaces (Ports) for all Resources.

Port |Pha..|Downi P SEC| Alias PDES”‘ RX Bytes ‘ RXPkts | PpsRX bpsﬂ TXBytes | TXPkts | PpsTX | bpsTX
.1.00 |[] kd 92.168.100.216 etho 109,389,970/ 1,412,882 17| 13,855 281,379,123| 278,612 14| 112,65]
1.0 0117 ethL 750,048 0 701990 5.009 €

0 J v 0.0. eth2 0| 0 0 [4
.1.0: ™ .0.0. wiphyQ 15.236‘542.”‘ 16.,628.... 9| 20.450/11,185,167... 7&90.3%‘ 5¢
1.0 .0.0. wiphyL [l 109 0 [ ¢

05 [ [ 0.0.1 wland _|wiphy0j 1,026 3 q 2,082 13| [
1,06 [0 [ .0.0. wianl  [wiphyl] [ [ 0] of [

[l I [»]
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B. Select port wiphy0 and click Create

¢ Create VLANSs on Port

(2 MACAMLAN (O 802.1QWLAN ) Redirect () Bridge ) Bond

() GRE Tunnel (0 WiFi STA 2 WIiFI VAP () WiFi Monitor (2 WiFi Virtual Radio

[ o] g

Quantity:

Basic Settings | WiFi Settings | Advanced Settings |

VLAN 1D:

1P A

IP Mask or Bits:

Ready

C. Select the Wifi STA button, then entfer MAC, Quantity, STA ID, and SSID. Select the DHCP-IPv4
checkbox:

) MACVLAN () 802.1QVLAN (O Redirect ) Bridge ) Bond

) GRE Tunnel @ WiFi STA O WIFI VAP () WIFi Monitor ) WiFi Virtual Radio

Resource: |1 (1f0350-81=8) ‘v‘ Port: |3 (wiphyo) ‘v‘

Quantity: |4

Basic Settings rW\Fi Settings rAdvanced Settings |

VLAN ID:
STA ID: o |
Parent M

MAC Addr: |Hx:}€x:}€x:*:*:m |v|

[JDHCP4Pv4  [[] Multiple Subnets

IP Address: [ |

IP Mask or Bits: |

Gateway IP: [ |

#1 Redir Name:

#2 Redir Name:

[] Down ‘ Apply ‘ | Cancel | | Ready
A. In this example, all 4 virtual stations will connect to the same access point

B. If your access point can serve DHCP, you can select the 'DHCP-IPv4' checkbox here to
enable each virtual station as a DHCP client

C. If you choose to enter IP addresses manually, the create function willincrement the last
octet of the IP address for each virtual stafion created

D. Click Apply when finished

D. Verify that the virtual wireless stations are created

e LANFforge Manager Versi

Contral Reporting Tear-Off Info Plugins
[ chamber view | [ stopal | [ Restart Manager | | Befresh | | mere |

Event Log | Alerts | Port Mgr | VAP Stations | DUT | Profiles | Traffic-Profiles | Messages |
Attenuators |  RF-Gemerator | Filed0 | Layer47 | Generic | TestMgr | TestGroup |  Resource Mgr |

Status | layer3 |  L3Endps I wvolrmTP I VolP/RTP Endps E Ar ) [” wanlinks |

Disp: [192168.100.121.0 | [ Sniff Packets | #oown [1][ clear counters || Resetport |[ Delete |

Rpt Timer: [nediun (851 [=|[  Appy ] owee 3] Display |[ create ][ Modify |[ BatchModify |

All Ethernet Interfaces (Ports) for all Resources.
Parent

Port |Pha...| Down| P SEC| Alias ['Soe RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX | t

00 192.168.100.216 etho 104,514,688| 1,364,054 15| 13,122| 230,922,952| 230,972 16| 1

01 [0 [0 011z ethl 747.276] _ 4.850| 0| 48 699.364] 4,99 0

0. v 0.0.0 eth2 0| 0] 0 0 0
1.0 .0.0.0 wiphy0 §,770,822....| 13,486.... 37| 73.887| 4,797,568.... 3,156,706 0

04 [0 | [0.0.0.0 wiphyL 0 109 0 0 0 0

0! 4 0.0.0 wlan0 iwiphyo| 1,026| 3| 0 ] 2,082 1 0
106 [[J [kl [0.0.0.0 anl__[wiphyl 0 0| 0 0 0 0

) 0.1. 1 stal [wiph 2,371,710,...| 1,580,197 0 EE‘ 2,443,823,.../1,608,24 0
110 0.1. stal wiphyO| 2.358,154...[ 1,572,053 0 0 2,457,516....|1,616,31 0
TS [ I [ I P sta2 [wiph: 444,146) 3,281 0 0 511,478 87 0

13 0.1.5.10 sta3 [wiphr 442,070 3.263] 0 35 511,714 .86 0




E. Scroll to the right to view each station's link quality and other interface details

Ver:

Control Reporting Tear-Off |nfo Plugins
| [chamber view | [ stopan | [ mestart Manager | [ mefresn | [ HELP

Event Log | Alerts | Port Mgr | vAP Stations | DUT | Profiles | Traffic-Profiles | Messages |
Attenuators | RF-Generator | Fileld | Llayer47 | Genmeric | TestMgr | TestGroup |  Resource Mgr |

Status | layer3 | L3Endps | VoPRTP | WolP/RTP Endps [ A 1 [” wantinks |
Disp: [192.168.100.121:0 | ‘ Sniff Packets ‘ Down . ‘ Clear Counters | ‘ Reset Port ‘ ‘ Delete |
Rpt Timer: [nedivn (8 5) [ ]| Apply | R E\ Display || create || modiy ][ Batehmodity ]
All Ethernet Interfaces (Ports) for all Resources.
d | bps TXLL|Bytes TXLL bps RXLL|Bytes RX..| Reset | TXRate | RXRate | Status ap Channel | Mode | Actiity | Sig
144,706|238,555..|  16,677|137,491... Complete |1 Gbps |1 Gbps o
819,124 0| 863.676/complete |L Gbps |1 Gbps o
0 0 o[Complete [0 bps 0bps o
23 4.797.5..] 73,965 8.771.9..complete 0bps 0 02.11a. |1
o[Complete 0 bps 0 02.11a... [0
2,082 0 1.026|Complete [0 Mbps |0 bps NONE Not-Ass... [0 0z.11a. |1 0 den
0 0 o[Complete [0 Mbps |0 bps NONE Not-Ass... [0 UT0 20 |0 0 dei
0| 2.243.8... 2,371.7../Complete |6 Mbps |35 | (O 02.11a... 63 d
0| 2.457.5... 2,358,1...[Complete |6 Mbps _|35: 02.11a... 63 d
39| 511,964 34| 444,572|Complete |6 Mbps  |351 | 0211a... 63 d
o 511,714 442,070/Complete [87.8 Mbps|35: horized|04: 02.11a... 63d

For more information see LANforge User's Guide: Ports (Interfaces)


http://www.candelatech.com/lfgui_ug.php#port

2. Create Layer-3 connections between the station interfaces.

A. Go to the Layer-3 tab and click Create

® LANforge Manager Version(5.4.1)

Control Reporting Tear-Off Info Plugins
| Chamber View |

| Stop All | | Restart Manager | ‘ Refresh ‘ | HELP

Event Log | Alerts | Port Mgr | vaP Stations | DUT | Profiles | Traffic-Profiles | Messages |
Attenuators I’ RF-Generator I/F\Ierlo r Layer 4-7 rGener\c rTest Mar r Test Group r Resource Mgr \

Status | Layer-2 | L3Endps | VoP/RTP | VoIP/RTPEndps |  Armagedden | Wanlinks |
Timer: Test Manager [al <] [ select Al |[ start + |[ stop - |[ quiesce |[ cl:
w |C|—SDD |v|Go‘ | Display H Create H Modify | ‘ _De\ete'|

Cross Connects for Selected Test Manager
Name Type | State | PktRxA | PktRxB Bps Rxc A Bps Rx B ‘Rxnmp%;s‘ﬂxnmp

[al I I el

B. Create a statfion-to-station UDP speed test:

dp eate/Mod oss Co
I:I | All | | Display ‘ | Sync | | Batch-Create | | Apply ‘ ‘ oK ‘ ‘ Cancel

Cross-Connect
CX Name: |udp-0-1
CX Type: [Lanrorge 7 DR [~|
Endpoint A Endpoint B
Resourca: [ (1fesme-gem) | w| 1 (17esm0-m2em) v
Port: [7 stam [ «|[10 (sta1) I~
Min T Rate;  [DoCSIS 1 (30 mbps) [+ |[oocss 1 (30 Hepsl I~
Max Tx Rate: |53"'E ‘V‘ ‘Same ‘V‘
Min PDU Size;  [AUTO [+ [amo [~
MaxPDU Size:  [Same | v |[sane [~
IP ToS: [pest Effort (o) [w|[gest Effort (0) |+]
Pkis To Send:  [Infinite |~ | [Infinite I~
A. Test 1: sta0-stal, UDP, 30Mbps

C. Create a station-to-station TCP speed test:

P eate/Mod oss Co
l:‘ ‘ All | ‘ Display | ‘ Sync ‘ ‘ Batch-Create ‘ | Apply | | oK | | Cancel

Cross-Connect

CX Name: ftcp-0-1
FOREE [tanforge 7 TcP I~
Endpoint A (Client) Endpoint B (Server)

Resource: ‘1 (1f0350-81e8) |v||1 (1f0350-81e8) |v|
Port: [7 tsta) [+][10 tsta) [~]
MinTxRate:  [TL (1543 bbps) [=][r asea mbps] [~]
Max T Rate: ‘Sﬁme |v | |Same |v|
Min PDU Size:  |AUTO [+ [auro |~
Max PDU Size; |Same [+][same [~]
P Tos: [est Effort  (8)  [w|[pest Effort () [+]
Pkts To Send: ‘Infinite |v | |Inf1nite |v|

A. Test 1: sta0-stal, TCP, 1.54Mbps bi-directional traffic

For more information see LANforge User's Guide: Layer-3 Cross-Connects (FIRE)

3. Run traffic tests concurrently, and view results.


http://www.candelatech.com/lfgui_ug.php#cx

A. This example shows little packet loss, however being that this is traffic sent wirelessly via stations, their
may be interruptions due to busy channel frequencies, if needed, adjust your Tx rate accordingly.

control Reporting Tear-Off Info Plugins

‘ Chamber View ‘ ‘ Stop All | ‘ Restart Manager | | Refresh | | HELP

Event Log | Alerts | Port Mgr | vAP Stations | DUT [ Profiles | Traffic-Profiles | Messages |
Attenuators | RF-Generator | Filel0 | Layer4-7 | Generic | TestMgr | Test Group | Resource Mgr |
Status Layer-3 r L3 Endps r WolP/RTP r VolP/RTP Endps r Armageddon r WanLinks ‘

Timer: Test Manager|a|l |v‘ ‘ Select All || Start + || Stop - || Quiesce ||E
. [o-s00 B [ isplay || create |[ modty | [ pelete |
Cross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps Rx A BEps Rx B Rx Drop % A Rx Drop
tep-0-1 LF/TCP [Run 23 23 1,437,232 1,445,531 4.348
udp-0-1 LF/UDP [Run 19,723 20,615 28,522,417 29,094,228 0
[Al i ] [»]

B. The Layer-3 Endpoints fab has more detail.

® LANforge Manager Version )

Control Reporting Tear-Off Info Plugins
| Chamber View | ‘ Stop All | ‘ Restart Manager | | Refresh | | HELP

Event Log I’Alerts I/Port Magr I/VAP Stations | DUT [ Profiles rTraﬁic-Prof\Ies rMessages ‘
Attenuators |/ RF-Generator ’/FI\E-\O |/ Layer 4-7 rGener\c rTest mMgr ’/ Test Group |/ Resource Mgr |

Status L3 Endps r VolP/RTP r VolIP/RTP Endps r Armageddon r WanLinks |
U Size |AUTD ¥ ||Go| Max PDU Size|Same ¥ || Go ‘ Start + H Stap - H Quiesce | Clear
Rate |New Madem (56 Kaps) w|[Go| MAX TxRate [ssme - [[Go
0-1000 -|[co ‘Disp[ay| |Cr§ate| Batch Mcdify| IE
All Endpoints
: Tx Rate
Name EID Run|Mng Script Tx Rate £ v Tx Rate (last) T Rate LL
tcp-0-1-A T v |lv] Nene 1,441,042 1,444,123 1,563,483 1,636,842
tcp01B 1.1.10.8 |[v] |[v] None 1,483,618 1,493,826 1,565,038 1,648,968
udp-0-1-A 1.1.7.5 v] |[v] None 27,558,037 27,565,469 28,843,347 30,596,386
udp-0-1-B 1.1.10.6 ||v| ||v] |[None 28,705,922 28,804,337 30,432,095 31,337,008
[« Il J [¥]

C. Select the cross-connects or endpoints and Right-Click — Dynamic Report on the L3 Endp or Layer-3
table to view a live report of the connections.

» Dynamic Reports

Repart Graph n ¢ ¥ Endpoints
© = ¥
3 2 A[udr0-18 L
- e udp-0-14
= L
o | |o tep-0-14
a 2 | tep-0-1-8
o -
| L
" & Add/Remove
B (2] L |
= ;| ¥ Ports
o n i
° = 4
2 75 Add/Remove
o Lo
£ = ¥ Stations
=
u no U
| = el
I s . Add/Remave
e lvﬂv‘l"i'! b - Y Y T e rivl kL _‘L.‘., 4 || w Test Groups
) aososzacsoeis  1eoro 11030 13000 13860 13520 2010923031545 ®
udp-0-1-B-TkBps  udp-0-1-B-RxBps
& udy Bps  udp-0-1-A-RxBps ﬁ H "
< tcp-0-1-B-TwBps  fcp RxBps - K
4 tcp-0-1-A-TxBps  tcp-0-1-A-RxBps 4 | []clobal stats
Time O O Select Data
Auto Scale: WA [V B [v] Position Label []Pause | Load | | Auto Adjust | | Adjust | | Print | |—

For more information see LANforge User's Guide: Layer-3 Endpoints (FIRE)

For more information see LANforge User's Guide: Reporting


http://www.candelatech.com/lfgui_ug.php#endp
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Generating Traffic to saturate a particular
WiFi Channel

Goal: Setup and run Wireless LAN ftraffic using the LANforge CT523 in order to fully saturate a
WiFi channel.

In this test scenario, the LANforge CT523 is used to R
simulate 4 virtual wireless stations on one radio that ./\/\.
associate with an access point on the other radio. This l ——————— 1 l
allows a single LANforge machine to be a complete WiFi
network. Please see the Wifi Testing cookbook example

first. These steps assume the configuration from that
cookbook is already in place.

System Under Test

Lard forge Ui

Lo fo mg e W‘EI RE
—
———

Access Point

WWIiFT CTlie it

by

LANforge WIFIRE

BE

Virtual Stations

- am s am =y

1. Create a virtual AP on wiphy1.

A. Go to the Port Manager

LANforge Manager Version(S.2.8)

| swopan | [ Restartmanager | | Remresn |

Layer-4 | Generic | TestMgr | Test Group | Resource Mgr | Serial Spans | PPP-Links | Event Log | Alerts | Port Mgr | Messages |

Control Reporting Tear-Off Info

status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps | | Wanlinks | Attenuaters | Collision-Domains | File-10 |
Disp: [192.168.100.226:0.0 | [ smifPackets | | clearcounters || Resetron || perete |
RoeTimer feotun 8 5) [~|[ apey | [ viewpewns || create || moary || satcn moany |
Ethemet Interfaces (Ports) for all Resources.
ort_Phan..| Down [ SEC | ANas | RXBytes | RXPkis | PpsRX | bpsRX | TX Byes | TXPkis | PpsTx | bpsTX | Colisions | RX Errors | TX
o0 | 0| O 168.100.1 B 7,727,370 64,311 6,344 57,278, 50,45 S| 39,56 0
o O 195.195.1 eth1 1,617,516 8,71 2,17 6,178] & 0
0 0 [winhyo | 12,199, _|8,860,55 5,371 12,411, |8,349,17 26| 134,617
0 o wiphy. q [
04 | O | o jwlan0 [ 0
05 fwian1 [ [ 0
06 72.16.0.130 stal 487,433..] 452,60 11,898,...|7,288,977
o7 72.16.0.131 sta 11,734,.[7,885,30° 496,698..| 450,664
GH 72.16.0.132 sta. 5,350 39 1470
09 72.16.0.133 sta 3,700 20 1,470 11]
[«] Il I Dj

Logged in to: 192.168.100.195:4002 as: Admin

B. Select port wiphyl and click Create


https://www.candelatech.com/wifi_client_emulators.php
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C. Select the Wifi VAP button, then enter MAC, Quantity, STA ID, and SSID. Enter IPv4 address info:

Create VLANs on Port: 1.1.03 =0X

) MAC.VLAN 0 802.1QVLAN () Redirect () Bridge ) GRE Tunnel

O WiFi STA @ WiFivaP () WiFi Monitor ) WiFi virtual Radio

ekl Ir]  nesowces [lremsm [z]  vemfihy

VLAN ID: [ DHCP-IPva

Parent MAC: DHCP Client ID: I:D

MAC Addr: = IP Address: ’99917 Global IPv6: ]Au‘roi

Quantity: ’17 IP Mask or Bits:m Link IPv6: ’AuTOi
GatewayP: || IPv6GW: |

#1 Redir Name: #2 Redir Name:

STAID: o] ssip [test-105-b [~]

WiFi AP: Key/Phrase: | |

[Jwpa []wpa2 [1wep

[]Down

apply | cancel |

D. Configure the radio's channel (which will apply to the VAP that was just created). Select the wiphy1
interface in the Port-Mgr tab and click Medify. Select the channel, and optionally the country-code,
and then press Ok. If you elect to change the country code, you must do so on all radios in your
system in order for proper function.

wiphy1 (brent-521) Configure Settings .

Port Status Information
Current: LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radio Driver: athl10k() Bus:

Port Configurables

General Interface Settings

Enable
[]Set IF Down [Ipown [] Aux-Mgt

DSt T [IDHCP-IPv6é [ DHCP Release  DHCP Vendor ID:
[]Set TXQLen .
[]DHCPAPva | Secondary-IPs | DHCP Client D: fone — [+]

[]Set MTU
[ set Offload DNS Servers: |BLANK Peer IP: NA
[ ] Set PROMISC IP Address: W Global IPv6: ’AUTOi
1P Mask: [pooo | LinkIPve: o]
Gateway IP:  [0.0.0.0 IPv6 GW: oo ]
Alias: M 1500
MAC Addr: 04:0:21:0e:39:31 TXQlLen 0
Rpt Timer: medium (8 s) = WiFi Bridge:
WiFi Settings
Max-VIFs: 64 Max-Stations: 64 Max-APs: 7 Supports: 802.11abgn-AC
Country: ‘Singapure (702) |v|
channel/Freq: | 44 (5220 Hha)| [~]
Antenna: ‘AII |'| Tx-Power: |DEFAULT
RTS: [DEFAULT | Frag: 2338 |

[ verbose Debug

‘ Print || View Details H Logs | ‘ Probe || Sync | ‘ Apply H 0K ‘ | Cancel ‘

For more information see LANforge User's Guide: Ports (Inferfaces)
2. Use the Netsmith feature to create a virtual router and configure DHCP for the AP.
A. Go to the Status tab, and click the Netsmith button for Resource 1.
B. Drag the existing interfaces info a more pleasing layout.
C. Right-Click in empty space and create a new Virtual Router. Just click OK, using the default
configuration.
D. Drag the VAP interface into the virtual router and click Apply at the bottom-right of the Netsmith
window..
. Double-lick the vap0 icon (which should now be green) to bring up the Create/Modify Connection
window.

m

. Select the DHCP option, and then fill in the Range Min and Range Max values appropriately.

l
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G. Apply Netsmith again and the configuration should be done.

Netsmith configuration for Resource: LEC2220-1(1.1) Version: 5.2.8

Mat-eth0
192N168.100.195/24

W 195.185.185.1/24
n

Virual Routers and C =]
e
a
e
ROMNA)
wianl
vap0
wiphyl 9.9.9.1/24
|
wian0

[

[T

WanlLinks

[ WanLink Names
Peer WanLinks
[[] WanLink Config

[]Show Legend

Fire

Port Names Fire Names

Parents

Info Print Sync

Col. Domains [ ] IPv6s

Close

Apply

MR _

3. Use Batch-Modify to configure all of the existing WiFi stations to talk to the new AP.

A. Go to the Port-Mgr tab, select sta0, stal, sta2, and sta3, and then click the Batch Modify button.

Configure the SSID to match the AP, and then press OK

LANForge Port Batch Modifier

=m

E Search: EI ‘ Apply ” 0K H Cancel |
| Clear DHCP ‘ ‘ up | ‘ Down | | Down Logout ‘ =)
| Portal Re-login ‘ ‘ Portal Logout | ‘ Portal Login |

Up/Down [na [*] pHep [na [~]
DHCP-IPv4 ‘NA "| DHCP client ID |NA |"
DHCP VendorID  [NA | mru [va Il
DNS Servers [na | 1Pv6e GW
Reset Port IP [na [*] Globalipve
IP Mask [na | Link 1Pve
Gateway IP [na | DHCP-Pve [na [~]
MAC [na [v| ™aLen [roa Rk
Rpt Timer ‘NA "| WiFi Bridge |NA |"

FTP [na [+] wrre [na [+]

SSID [test195b | [ma |
Key/Phrase ‘NA |NA |v‘
Freg/Chan Rate |NA |"

RTS Tx-Power
AMPDU-Factor A ~| AMPDU.Density [roa [~]
Max-AMSDU NA >| brip
WPA NA ~| weaz [na [+]
WEP NA -
Disable HT40 NA ~| Disable SGI |NA |"
Scan Hidden NA ¥| Allow Migration |NA |"
Verbose Debug NA ‘Vl
Post IF-UP Script NA

- W=

=

B. The station interfaces should now get DHCP addresses matching the new AP

o] x|

LANforge Manager Version(5.2.8)
Control Reporting Tear-Off Info
[ swpan | | Restat Manager | | Refresh | | nee
Layer-4 | Generic | TestMgr | Test Group | Resource Mgr | Serial Spans | PPP-Links | Event Log | Alerts r Port Mgl r’Massages |
Status | Layer-3 | L3 Endps | VoIP/RTP | VolP/RTP Endps | wanLinks I F
Disp: [192.168.100.226:0.0 | ‘ SnIff Packets ‘ | Clear Counters ‘ ‘ [Reset Port ‘ ‘ Delete ‘
Rpt Timer: jneaiun 3 5) [ ]| Apply | [ viewpewns || create || moairy || saten moairy |
All Ethernet Interfaces (Ports) for all Resources.

ort_|Phan..| Down P SEC | Alias | RXBytes | RXPiis | PpsRX | bpsRX | TX Bytes | TXPkis | PpsTX | bpsTX | C
00 192.168.100.195 [0 etho 1,869 501 ,825]_ 789,614 68 9 87,16
o1 195.185.195.1 |0 =thl 1,017 130 320 0| 0
02 0.0.0.0 o wiphyD 4,690 446 334 12,696 10 1 1,39
0z | 0| [J o000 o wiphyl 1,809 150 402 27,003 14 1 2,97:
04 0.0.0.0 o wlano q 0 5 3 0 0

s | O | O wlanl 0 0]

5 stal ,616 4 47, ,654

7 | O] 0 sta ,00 4 89 ,802 1

8 sta; , 958 4 84| ,740] i

9 ’Ea ,868] 4 74| ,850) 1

0 [vap0 ,106] 4 1,001 20,090 7 2,

[« I I [v]

Logged in to: 192.168.100.195:4002 as: Admin

4. Create Layer-3 connections between the station interfaces.



A. Go to the Layer-3 tab. If there are existing connections, stop and/or delete them, and then click
Create. Give the test a name, select sta0 and stal for ports, set rate to 100M, and set payload size.
When complete, press Apply to create the new CX.

udp-flood - Create/Modify Cross Connect HM“

|:|| All ‘ ‘ Display H Sync || Batch-Create H @ || oK || Cancel |

Cross-Connect

CX Name: Iudp—flood

CX Type: |LANforge / UDP |v|
TXE i RX EI

Resource: 1 (LEC2220-1) w | |1 LEC2220-1) -

Port: 6 (stal) ¥ | |7 (staly -

Min Tx Rate: 100K ( 100 Mbps ) w | [LO0OK ( 100 Mbps ) -

Max Tx Rate: Sane - | [Same -

Min PDU Size: UDP P1d (1,472 B) w | [UDP P1d (1,472 B) -

Max PDU Size: Same - | [Same -
IP Tos: Best Effort (0) w | [Best Effort (0) -
Pkis To Send: Infinite - | [Infinite -

B. Create a second UDP connection on sta2 and sta3 interfaces. Change name, change ports, and
press OK.

udp-flood-2 - Create/Modify Cross Connect HIEJI.‘

|:|| an | | pisptay || sync || Baten-create || lapny |[ ok |[ cancer |

Cross-Connect

©X Name: Judp-fiood-2

CX Type: [LAnrorge / uDP [+]
TX Endpoint RX Endpoint

Resource: 1 (LEC2220-1) w ||l (LEC2220-1) -

Poru: 8 (sta2) - [ |9 (sta3) -

Min Tx Rate: 100M ( 100 Mbps ) w [ [100M ( 100 Mbps ) -

Max Tx Rate: Same w | [Same -

Min PDU Size: UDP P1d (1,472 B) w | [UDP P1d (1,472 B) -

Max PDU Size: Same w | [Same -
IP ToS: Best Effort (0) w | [Best Effort (0) -
Pkts To Send: Infinite | |Infinite -

For more information see LANforge User's Guide: Layer-3 Cross-Connects (FIRE)
5. Run traffic tests concurrently, and view results.

A. Select both CXs in the Layer-3 tab, and click the Start button.

LANforge Manager Version(5.2.8) o[ x|

Control Reporting Tear-Off Info
‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP

Layer-4 [ Generic | TestMgr | Test Group | Resource Mgr | Serial Spans | PPP-Links | EventLog | Alens r Purl Maor | |
Status | Layer-3 | L3 Endps | VoIP/RTP | VoIP/RTP Endps | rWaanks I Domains | File-10 |

RotTimer [fast (153 [+]Go] Test Manager [an -] seec Al |[ san |[ swp [ quiesce || crear |

View [0~ 200 [~]so] | pisplay || create |[ modity | [ petete |

ross Connects for Selected Tast g
Wame | Type | State [Pkt Tx A->BJPkt Tx A<-B| Rate A->B | Rate A<-B [Rx Drop % AlRx Drop % B|Drop Pkts A|Drop Pkts B| Avg RTT | Ry

udp-flood _|LF/UDP |Run | 121,181 121,731/20,849,257[20,913,330| of 0] o o 33|
udp-flood... [LF/UDP [Run | 121‘sss| 1z1,171\21,031,401\20,905,132\ o of o o EEl
[ I [»]
Logged in to; 192.168.100.195:4002 as; Admin
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B. Go to the Port-Mgr tab, scroll to the right, and confirm that the Activity for this channel reports a
fairly high percentage.

LANforge Manager Version(5.2.8) o[ x|

‘ Stop Al ‘ ‘ Restart Manager ‘ Refresh HELP

Layer-4 [ Generic | TestMar | Test Group | Resource Mgr | Serial Spans | PPP-Links | EventLog | Alens r Furl Mar I |

Control Reporting Tear-Off Info

Status | Layer-3 | L3 Endps | VoIP/RTP | VoIP/RTP Endps | | wanLinks | Domains | File-10 |
Disp: [192.168.100226:0.0 || sniff Packets | [ Clear Counters || Resetpor || Delete ‘
R Timer: jpediun 8 ) ||| Appy ] | viewpewis || create || Modity |[ BatchMouiry |
Ethemnet Interfaces (Ports) for all Resources.
X HE | TX Wind | bps TX LL [Bvies T LL| bps RX LL [Bytes RX LL| _Reset Rate | Staws | Activity | Signal | Noise | Crypt | Retr
0 0 180,745| 108,391 17,751] 33,147,.. |Complete |1 Gbps o o
0 0 12] 60,616 2,637 20,41Z,..,Complete |1 Gops 0
0 0| 86,801, .| 19,863,..| 88,595, ] 20,865,...|Complete 4.218 o
0 0] 86,627,...| 7,454,0..| 94,061,..| 7,919,2...[Complate 2.17 0
0| 0 0 0| 0| O|Complete 0.0 Mbps |NONE 4.221 0 dBm =595 m 0
0 o o 0/Complete [0.0 Mips |HONE 4.17 H 95 dBm
,547,...| 13,756, 519, .| 2,324,7...|Compléte |360. Author 4 B m |- m
,807,...[ 2,358,7..| 21,261,..| 13,568, ..[Complete [360. [Author 2 39 dBm |-95 dBm
,687,...| 1,864,3 328, | 1,834,6... Complete 324 Author 4 E m |- m
1608, 1.850.4..[ 21.377...| 1,839,5...Complete [270. [Auihor 2 38 dBm |95 dBm
,628, ' 442 2 ,498, ,346,4... [Complete 0 Mbps 4 9 0 dBm = m
[« I I ] 0]

Logged in to: 192.168.100.195:4002 as: Admin

C. Select the 4 station ports and Right-Click — Dynamic Report on the Port-Mgr table to view a live
report of the ports.

Dynamic Reports (o] x|

Report Graph Endpoints

e
5

H Add/Remove

Ports

Add/Remove
[] Global stats
Graph Data
[ Tx-Pps [ Rx-Pps
[] Rx-Latency [ Rx-Jitter
b B X-Bps []Rx-Bps
[ Tx-Emors [ Rx-Errors
[ Rx-Drops [] collisions.
T B [] Link Speed [] RX Signal
[] Tep-Cx-Active [] Tcp6-Cx-Active
v z L[] Tep- Cx-Estab [ Tep6-Cx-Estab
o] | o | Qudn-tx-Bps [l udp-Rx-Bps
l o l [Judp-Tx-Pps ] udp-Rx-Pps.
= & o 2 [] Tep-Tx-Bps [] Tep-Rx-Bps
= T eRm | WED | D mm E0 | Bew | mimn Sreeamoer < Qua-urys =
5 i?ﬁ?éiiiii 1stal-TxBps _ 1:sta2-TxBps 5 [] L4-Rx-Bps [JL4-Errors
e [ Voip-Active
Auto Scale: A 7B Position Label  [JPause | Load | | AutoAdust | [ Aaust | [ pam | [ ciose |

For more information see LANforge User's Guide: Reporting

te Virtual AP in Bri

Goal: Create a Virtual AP and set it up to bridge with the wired Ethernet port.

Create a Virtual AP and set it up to bridge with the wired
Ethernet port. This example uses the LANforge CT523 but
the procedure should work on all CT521, CT522, CT523,

CT525 and similar systems. | N:\ I

) ) ) é Wi Client LANforge Gul

WiFi Clients
7
P
S -
— N i —_ —_

LANforge W\F\RE |
| Switch LANforge WIFIRE
|
|

=

Virtual Access Points


http://www.candelatech.com/lfgui_ug.php#reporting
https://www.candelatech.com/wifi_client_emulators.php

1. Create a virtual AP on wiphyl.

A. Go to the Port Manager

LANforge Manager Version(5.3.6) V()&
Control Reporting Tear-0ff Info Plugins

| Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh | ‘ HELP ‘

Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Stations | Messages |
Status | layer3 | (3Endps | VOIP/RTP | VoIPRTPEndps | Armageddon | Wanlinks | Aftenuators | Filed0 |

Disp: [127.0.0.1:0 [ snif Packets | Clear Counters || Reset Port ][ Delete |
RptTimer: jnediun (853 [~|[ appy | viewDetails || create || Moaiy |[ Barch moary |
Al Ethemet Interfaces (Ports) for all Resources (i razra & virtual intarace of 30me fypa.]
Port |Pha..|Down P SEC| Alias PDES“ RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
0 | | [152.168.100.238[0 |etho 14.160.660...) 14,169... 7| 39,006 1.022.728....| 6,469,733 5
1 |0 O [0.0.00 E 18,374 89 196 1,516,865 14,599
: .0.0.0 o 7,842,954,... 5.180,2... 47.057,254...) 31,081,
5 |0 O [0.0.00 E 47.056.710...| 31,081, 7.842,956....| 5,180,
4 |0 |0 [0.6.00 E 311
: .0.0.0 E 2,590 29 C
: 0.0.0 [wiphy0 6,739,308 2,893,266
7 |0 |0 [oco0 wiphyL 0
2.0 192168.100164/0 etho 725,10 7.851 5792  4.869.02 5,509 5
1 | [0.0.0.0 <thl 10,60 B EXE 51
2 | [ [0.0.00 [wiphyo 0 0
2.3 v 10.0.0.0 [wian0__iwiphyo| 0 0
o I I D]

Logged in to: localhost:4002 as: Admin

B. Select port wiphyl and click Create.
C. Select the Wifi VAP button, then enter MAC, Quantity, STA ID, and SSID:

Create VLANS on Port: 1.1.7 v) (&) (¢

O MACVIAN O 802.1QVLAN O Redirect O Bridge & Bond © GRE Tunnel
© WiFi STA ® WiFi VAP ) WiFi Monitor O WiFi Virtual Radio

Shel; Resource: 1 (cts2a-btbo) v Port: [7 wiphyl) I~
VLAN ID: [ DHCP-Pv4

Parent M DHCP Cliert 1D; [lore | =]
MAC Addr: porowsrao [w] 1P Address: Global IPv6: [auTO

Quantity: L] PMaskorBitss [ | LinkIPwe: oo ]
Gateway IP: [ pvsow oo ]

#1 Redir Name: #2 Redir Name

STA ID: o] sso [e1Tiottsnetwork [~]

WiFi AP: Key/Phrase: [ |

CIwea Cwea2 Cwep

[]Down

Ready |

‘ Apply Q‘ Cancel
b

D. Configure the radio's channel (which will apply to the VAP that was just created). Select the
wiphyl interface in the Port-Mgr tab and click Modify. Select the channel, and optionally the
country-code, and then press OK.

wiphyl (ct524-ffb0) Configure Settings ¥) (=) (x

Port Status Information
Current: LINK-DOWN NOME
Driver Info: Port Type: WIFI-Radio Driver: ath10k(988x) Bus: 0000:04:00.0

Port Configurables

Standard Configuration r RF Patterns rFirmware ‘

Enable General Interface Settings
[] Set IF Down [ bown

Alias:

MAC Addr: |04:f0:21:20:37:00

o Tmen [fst__G 9 |

WiFi Settings
Max\IFs: 64 Max-Stations: 127 Max-APs: 7 Supports: 802.11abgn-AC

Country: United States (840)

Channel/Freq: | 44 (5220 Mhz) |v| AP: ‘DEFAULT ‘
Antenna: |AH (3%3) |'| Tr-Power: ‘DEFAULT (-1) |V|
RTS: |[DEFAULT | Frag: [2346 |
[]Werbose Debug
| Print H View Details H Logs | | Probe H Synec | | Applu‘ oK ‘ ‘ Cancel
|
s

For more information see LANforge User's Guide: Ports (Inferfaces)
2. Use the Netsmith feature to create a bridge device to hold the VAP and the Ethernet Port.
A. Go to the Status tab, and click the Netsmith button for Resource 1.

B. Drag the existing interfaces into a more pleasing layout and click Apply


http://www.candelatech.com/lfgui_ug.php#port

C. Right-click in empty space and chose the New Bridge option.

i ion for ct524-ffb0(1.1) Version: 5.3.6 v (~) (¢
rtual Routers and Connectior [+]
-
o
=
vapo wiphyl
New Router =
New Connection
ethl
u
cth3 S
[ ]
wiphy
eths u
eths W
vt etho
192.168.100.239/24
n
gl 1 [Tv] |
[Ishow Legend [¥] Fire IPv4s Print Sync Apply Close

Port Names [ Fire Names  [] Zero-IPv4s apply Progre Cancel Apply

eer Wanlinks  [v] Parents [ col. Demains [ IPvss
Netsmith Status
wanLink Config

D. Enter Quantity 1, and give it a name such as br0, and then click Apply

Create VLANS on Port: v) (2) (x;

O MACVIAN () 802.1QVLAN (U Redirect ~ @ Bridge  ©Bond () GRE Tunnel
O WIFi STA O WIiFiVAP () WiFi Monitor (O WiFi Virtual Radio

resaurce: [ o] P T —
VLAN 1D [] DHCP-Pva

Parent MAC: DHEP Client D e [+
. [ T+] 1P address: Global IPv6: [aUTo
Quantity: 1 IP Mask or Bits: Link IPv6: JAUTO

Gateway IP: [ pvsow oo ]
Bridge Name: bro #2 Redir Name:
STA ID: SSID: [ I=]
WIFI AP Key/Phrase:
Owpa O wpaz O wep
[1Down
[ epy N Cancel | |

E. Click SYNC in the Netsmith window and the br0 interface should appear.
F. Right-click on the bro0 interface and select Modify Port

bro (ct524-ffb0) Configure Settings v (Al (%

Current: LINK-UP PROBE-ERROR TSO UFO GSO GRO —
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Port Configurables

Enable General Interface Settings
Set IF Down ow '
= [SlEown im0 g Aging Time; 300 -~

gSEt BEE [ DHCP-Pv6 [v] DHCP Release  DHCP Vendor ID: Bridge Priority: 32768 e

SetTXQlen

S [CIDHcP-Pv4 [ SecondarylPs | DHCP Client 1D: [None  []| MaxAge: 20 -
o

[ Spanning-Tree

[ set offload DNS Servers: [BLANK | PeerP: NA Hello Time: 2 -
ClsetBridge Info P Address: [0.0.00 | Global IPve: suTo || Forwarding Delay: [15 v
IP Mask: [0.0.00 ] UnkIPve: |
GatewaylP: [0.0.00 | IPvBGW: Jauto ]

Alias: MTU 1500

MAC 04:f0:21:20:52:00  TXQ Len 1000

RptTimer  [nediun (8 s) [ =] wiri Bridge: nonE [~]
idge Informatior e

Configured Ports | Current Ports |

Services— < : |
ethl ethl Add Ports
CIHTTP eap0 }Fap 5 ]
EFre
[J rRADIUS

[ pint |[ vewbetails | [ Erobe |[ symc | [ apsy \@ Cancel

{Attempt to apply changes. and close the window. If the apply fails, your change

A. Add vap0 and ethl to the bridge.
B. Click Apply, and then Sync.



G. Go back to the Netsmith window, and you should see the br0 device connected to vap0 and
ethl with purple lines. If you do not, try clicking once on the br0 icon to force are-draw. You now
have a VAP in bridge mode. Connect the upstream network to ethl, and stations associated with
vap0 will be able to communicate with that upstream network.

for ct524-ffb0(1.1) Version: 5.3.6 >) (a) (x)
rtual Routers and Connectior

oee

wiphyl
-

_ vapo

eth2
-ems I

wiphy0
eths L]
ethd W
Mgt-etho
192.168.100.239/24
L]

7 Waninks [ show Legend [ Fire IPuds Print Sync Apply Close

[¥] WanLink Names ] Port Names [ Fire Names [ ] Zero-IPuds apply Progress: cancel Apply

Peer Wanlinks  [] Parents [] Col. Domains [] IPés
Netsmith Status:
[l WanLink Config

VolP-Mobile Audio Quality Testing using
POLQA/PESQ

Goal: Evaluate the voice call quality made between VolP-SIP and Mobile call through
POLQA scoring server. PESQ can also be used in place of POLQA here.

. (@:D)}
Consider an example:
LANforge-A (resource) makes a VoIP-SIP phone call towards a &) VolIP to Mobile [ﬁu
Mobile device which is connected to LANforge-B (resource) via T . i
LANforge manager (cloud). LANforge-A plays a reference & -
audio file over the VolIP-SIP call. The calll is being recorded by ML—’—l‘:‘“"°"‘“‘ "“’““mm
LANforge-B. After the call completes, both the reference audio W 25 =
file and recorded audio file are evaluated by LANforge o e
manager using the POLQA server. The POLQA server scores the e e
recording based on audio quality loss during the call. ™™ . ‘L o

e S s ]

1. Requirements:
A. LANforge systems (version 5.4.7). One manager and atleast one resource.
. LANforge licenses
. VolIP service provider
. POLQA license and server

. POLQA standard reference audio files

- m O 0O w

. Mobile Phone having Bluetooth connection and active SIM card.

. Bluetooth USB dongle

T O

. Analog audio cable
I. USB sound card
J. Internet access
K. Mobile network

2. Configuration:



A. Connection between one or more LANforge resource systems towards one LANforge manager
(Cloud) should be done fill here.

. LANforge and POLQA licenses are installed.
Installation steps: Follow /home/lanforge/audio-bluetooth/README.txt on all LANforge resources.

. Afterinstallation, please reboot all the LANforge systems.

m O 0O o

. On the LANforge manager (cloud), open the GUI .
In the VoIP/RTP tab, select Create.

Create/Modify Cross Connect

Cross Connect Information

CXName: |votp-Test | RotTimer: [fast (15)  [w]  TestManager [defauttem |v]cxType:  [voice-stP -
@Muti-Call  ObDirected  MinCall Duration(s) [Fle | MaxRing Time 3 20 v]cosec  [6711u ~
© Continuous Call ® Use Gateway  Max Call Duration 5) [l | Minnter-ca Gap s: [15 | startetay: 15 -

[JDonit Send TP Number OfFCalls 10 | Maxtoter-cait cap 51:[15 | quiesce:  [a5 s seq =

TX Endpoint (endpoint A)

EndpName:  |VolP-Test-A [IUnManaged ] BindSIP UDP Port [auto | TxFile [ romenantorge/media/Amenglish N8 _mist 252 8swav |

Shelf: 1 | Cloont Answer [ Recor st port [s060 | Destination:  [puTo |

Resource: [ (skon) | Clrevcan [ Enable Scoring 1P Tas: [pest effore @ [+] phone# [s1PPhone Number |

Port: 0(eth0MGT) || o Tunneiing [ Playtospeaker SocketPriorit: [0 | call Gateway: [s1P call Gateway Detais |

1P Addr: luto v] ONoreststat Cvap VAD Delay(rns) Record File

Auth User Name: [S1P user nfo [ Single Codec [ Overrice SDP  VAD Force Senc Scoring Server

DisplayName:  |AUTO [ Mobile DlPlyAucio  fiter Buffer: 8 Quiesce: [ [-]
ClBlewcth  RegExpire: 300 [=] speaker [ [-]

RX Endpoint (endpoint B)

Endp Name: VoIP-Test-B []UnManaged  [] BindSIP UDP Port [puto | TxFie [momenantorge/mesia/amenglish N8 _mts1_f2s2 8swav |
Shelf: 1 | ClvontAnswer ] Recora sipport [s060 | Destination:  [puTo ]
Resource: 3 (sko3) | Wlrevcan Enable Scoring TP Tas: [pest effore @ [+ ] phone# [Mobite Nurmber |
Port: 0(eth0MGT) || [lo Tunneing [ Playtospeaker SocketPriority: [0 | calGateway: [auTo |
1P Addr: lauto | CINoFsststart [CIVAD VAD Delay(ms) RecordFle  [omefanforge/tmp/ |
Auth User Name: [Mob user info [ single Codec (] Override SDP  VAD Force Send Scoring Server: [127.0.0.1:3998 |
Display Nare:  |[AUTO Mobile ClPlayAudio  ter Buffer: |8 Quiesce: [ [~]

ClBluetootn|  RegExpire: 300 [o] spesker [ [-]

(] [owencee ]

A. Cross Connect details to be filled are:

|. TX Endpoint A: The VolIP-SIP endpoint performs an outbound call over the Interet
towards the Mobile phone mentioned in RX Endpoint B. During this call, SIP plays
an audio Tx File over the call.

Phone: SIP Phone info

i. Call Gateway: SIP Call Gateway info
ii. Auth User Name: SIP Userinfo

iv. Resource: LANforge resource-A (hostname skO1 from Ferndale location in
this example)

v. Port: Management Port with Internet access (eth0 in this example)

vi. Display Name: SIP Name or mac_address

vii.

Tx file: reference audio file to be played on call

Il. RX Endpoint B: The Mobile connected to LANforge resource-B receives an inbound
call from VolP-SIP over the Internet. LANforge resource-B starts recording the active
incoming audio call via Bluetooth channel or analog audio cable option at the
specified Record File location. The recorded file is then evaluated by POLQA
server against the original Tx File.

Phone: Mob phone number
i. Call Gateway: AUTO
ii. Auth User Name: AUTO

iv. Resource: LANforge resource-B (hosthame sk03 from New York location in
this example)

v. Port: Management Port with Intfernet access (eth0 in this example)

vi. Display Name: Mobile mac_address

Vii.

Tx file: same audio file as TX Endpoint-A Tx File
viii. Checkboxes:

i. Mobile: True

i. Rev Call: True (become areceiver)

ii. Bluetooth: True (Record call through Bluetooth channel optional)
Bluetooth: False (Record call through analog audio cable)

iv. Record: True
v. Enable Scoring: True (Enable POLQA scoring)
ix. Record File: Recording folder path
x. Scoring Server: POLQA Server Address
B. Select Apply, OK, and START the test.
C.



LANforge Manager Version(s.4.7)

Chamber view stop All

AP Stations | DUT | Profies | Trafficprofiss | Event Log | Alets | Messages | Warnings | + |

Control_Reporting Windgws nfo._Tests

Restart Manager

HELP

Serial Spans | PPP-Links
VOP/RTP Endps |

Attenuators Re-Generator | Fi Generic | Testigr | Connection Group | CollsionDomans | Resource viar |
Status Povgr | Bxtended Port Mgr " tayers | (3ndps | (ayerd7 | Amogeddon | Wanliks | VoPRTP
Rt Timer: fast 1 51 [ [ao] TestMarager ol [v] | Selscta][[start] | stop - auissce | cisar ]
vew  [p-20000 - [osplay | [osieie]
ross Comnects for Selected Test
weme | pe | sme hn; s | 395 e |ocorap s e orop s | otay =5l iy 8| era s J‘ e
Vo Test SPIGTITG i progress TIS7 I e @see 04m 008 g o o L0017 VePTet

ogged in to: 192.168.100.180:4002 as: Admin

F. GoTo VoIP/RTP Endps tab fo get the POLQA Scores.
(MOS-LQO, Attenuation AGC, Avg. Delay, SNR Reference, SNR Degraded).

LANforge Manager Version

7

Control Reporting Windows Info_Tests

[ chamberview | [_stopar | [ Restart Manager [_Refresh_|

Serial Spans | PPP-Links |

Event Log | Alerts | Messages | Wanings | + |

HELP

| VoPRTPENndps | rat Generic Test Mgr | Connection Group Collision-Domains. " Resource Mgr
Status | Port Mgr Extended Port Mgr layer3 |  L3Endps [ tayera7 Armageddon ‘WanLinks I~ vorRTP
clear |[ Delete || gatch Modiy
ip
Name state Reg state MOS—LQO»‘ MOS{QO‘ Attenuation (AGC) | Avg Delay| SNR Ref| SNR Deg‘ Scoring Ek\g‘ T Pkts| Rx Pkts| Tx Bytes | RxBytes | Dropped| 000 Pkts| Dup
VoPTest8 in progress Unreg 8 245 0006 () @3 @3 o 4277 4270 684,320 683.200 0 (]
VoP-Test-A n progress Unreg o o o o o o o 4.277] 4,258 684,320 681,280 o o

[« 1]

|Loggedin to: 192.168.100.180:4002 as: Admin

3. Sample POLQA Score Report from POLQA server.

4. If you need assistance, you can contact us at support@candelatech.com

lity T
POLQA/PESQ

tin

Goal: Evaluate the voice call quality made between two Mobile phones through POLQA

scoring server. PESQ can also be used in place of POLQA here.

((t[ﬁﬂ»))

Consider an example:
LANforge-A (resource) makes a Mobile phone call towards
another Mobile device connected to LANforge-B (resource).

Both the LANforge resources are connected together via
Oy S
LANforge manager (cloud). LANforge resource-A plays a — -
= oo

reference audio file over the call through analog audio cable s >
or bluetooth. The incoming call is being recorded by LANforge

Mobile to Mobile

((‘Dﬁﬂ )

E= oege.
e 3

Lintogs

resource-B through analog audio cable or bluetooth. After the = r

call completes, both the reference audio file and recorded ML
audio file are evaluated by LANforge manager (cloud) through e, (M, e ]

the POLQA server. The POLQA server scores the recording, s ; S

based on audio quality loss during the call. oo

1. Requirements:
A. LANforge systems (version 5.4.7). One manager and atleast one resource.

B. LANforge licenses

C. POLQA license and server
D. POLQA standard reference audio files
E. Mobile Phones having Bluetooth connection and active SIM cards.
F. Bluetooth USB dongles
G. Analog audio cables


http://www.candelatech.com/examples/polqa_results.txt
mailto:support@candelatech.com

H. USB sound cards
I. Internet access
J. Mobile network

2. Configuration:

A. Connection between one or more LANforge resource systems towards one LANforge manager

(Cloud) should be done fill here.

LANforge licenses and POLQA licenses are installed.

After installation, please reboot all the LANforge systems.

m O 0O o

. On the LANforge manager (cloud), open the GUI .
In the VoIP/RTP tab, select Create.

Create/Modify Cross Connect

Cross Connect Information

CXName: [mm |Rettimer: [fast (1) || TestManager [defautim | v]cxType:  [Voice sip -
® Mult-Call ® Directed Min Call Duration s) [Fe ~|MaxRingTime (5~ [20 ~]codec:  [a7110 =
O Continuous Call O Use Gateway  Max Call Duration (s) [Fle ~ | Min Inter-Call Gap (s) ] start Delay:[15 -

[JDon'tsendRTP Number OFCalls  [10 ~ | Maxnter-Call Gap (5

e ice: [0

Installation steps: Follow /home/lanforge/audio-bluetooth/README.txt on all LANforge resources.

TX Endpoint (endpoint A)

EndpName:  |M-MA [ UnManaged  []Bind SIP. UDP Port [auto | xFie [romenantorge/media/amengish N&_mist_f2s2 8swav |

Shelf: 1 ~| O ponttAnswer [ kecor Stpport [s060 | Destination:  [puTo

Resource: o (skon) ~| Clrevean [l Enable Scoring 1P Tos: [pest effore @ [+ prones [caler phione Nurmber |

port: otetmoman) [ CNoTunneling [ Playtospeaker SocketPriority: [o] Call Gateway

1P Addr: luto ~] ONoraststar CIvad VAD Delaytrms) Record File

Auth User Name: [user 1 [ Single Codee  [] Override SDP  VAD Force Sandt Scoring Server:

DisplayNarne: [Caller Phone Details Mobile PlayAusio  iter Bufer: 8 Quiesce: [ [~]
ClBluetocth  RegExpire: 300 [o] spesker | [~]

RX Endpoint (endpoint )

EndpName:  |MM-B [ UnManaged  [] Bind SIP. UDP Port [auro | TxFie [romenantorge/media/amenglish N&_mist_f2s2 8swav |
Shelf: 1 | [ Dorit Answer (7] Record SIpport [s060 | Destination:  [aUTO |
Resource: 5 (ske3) ~| M Rreveal nable Scoring 1P Tos: [pest effore @ [+ pnones [Receiver phone Number |
port: otetmoxman) [ CNoTunneling [ Playtospeaker SocketPriority: [0 Call Gateway:
1P Addr: kuo  [v] Onorastsia Clvab VAD Delaytrms) RecordFile | omeflanforgertmp/ |
Auth User Name: [user 2 [ single Codec  [] Override SDP  VAD Force Send Scoring Server: [127.00.1:3003 |
DisplayName: ~[Receiver Phone Detaid. (7] Mobile: ClPlayAudio fiter Buffer:  [8 Quiescer | [~]
[lBietooth  RegExpre: 300 [o] speater | [-]

[roren | [ smorcens |

A. Cross Connect details to be filled are:

I. TX Endpoint A: Mobile-A performs an outbound call fowards Mobile-B. During this
call, Mobile-A plays an audio Tx File over the call which is triggered from LANforge

resource-A via analog cable or bluetooth connection.

Phone: Phone Number A

ii. Auth User Name: Mob User A

ii. Resource: LANforge resource-A (hostname skO1 from Ferndale location in

this example)

iv. Port: Management Port with Interet access (eth0 in this example)

v. Display Name: Mobile A mac_address

vi. Tx file: reference audio file to be played on call

vii. Checkboxes:

i. Mobile: True

i. Rcv Call: False (become a caller)

ii. Bluetooth: True (Play audio through Bluetooth channel optional)

Bluetooth: False (Play audio through analog audio cable)

iv. Record: False
v. Enable Scoring: False

vi. Play Audio True

IIl. RX Endpoint B: Mobile-B connected to LANforge resource-B receives an inbound

call from Mobile-A. LANforge resource-B starts recording the active incoming
audio call from Mobile-B via Bluetooth channel or analog audio cable option at

the specified Record File location. The recorded file is then evaluated by POLQA

server against the original Tx File.

Phone: Phone Number B

ii. Auth User Name: Mob User B

ii. Resource: LANforge resource-B (hosthname sk03 from New York location in

this example)

iv. Port: Management Port with Internet access (eth0 in this example)

v. Display Name: Mobile B mac_address

Vi.

Tx file: same audio file as TX Endpoint-A Tx File

vii. Checkboxes:

i. Mobile: True

i. Rev Call: True (become areceiver)

ii. Bluetooth: True (Record call through Bluetooth channel optional)

Bluetooth: False (Record call through analog audio cable)

iv. Record: True

v. Enable Scoring: True (Enable POLQA scoring)



viii. Record File: Recording folder path

ix. Scoring Server: POLQA Server Address
B. Select Apply, OK, and START the test.
C.

Nforge Manager Version(’
Control Beporting Windgws Info Tests

‘ Chamber View ‘

7)

[ sopan | [ RestartManager | [ Reresn | [ e
Serial Spans | PPP-Links | vAP Stations Profiles | Traffic-Profiles | Eventlog | Alerts | Messages | Warnings | +
Attenuators RF-Generator | Filel0 | Gemeric | TestMgr Connection Group Collision-Domains | ResourceMgr |
Status | PortMgr | ExendedPortMgr | Layer3 | L3Endps | layerd7 | Armageddon | Wanlinks | VOIP/RTP | VOIP/RTP Endps |
Ret Tirmer: ‘fas! s ‘leolTestMamger ‘al\ ‘v‘ ‘ Select All H Start+ Quiesce H Clear ‘
View  [0-20000 [+ ]eo]
ross Connects for Selected T
Narne ‘ Type ‘ State PitTxA~B| PktTxA<B| BpsR<B | BpsReA | RxDrop%A| RxDrop%B| DelayA—B| DelayA—B | Jit
MM SIP/G711u_In progress o 0 o 0 o 0 o [}

(K11

1L
LLogged in to: localhost4002 as: Admin

I+]

F. GoTo VoIP/RTP Endps tab fo get the POLQA Scores.

Control Reporting  Windows

ANforge Manager Version(5
Info Tests

‘ Chamber View ‘

‘ Stop Al ‘
Attenuators

(MOS-LQO, Attenuation AGC, Avg. Delay, SNR Reference, SNR Degraded).

‘ Refresh ‘ | HELP

[ Flelo | Generic | TestMgr |
status | PortMgr | Extended Port Mgr

ConnectionGroup |
[ tayer3 | 13Engps | tayeraz |

‘ Restart Manager ‘
Serial Spans | PPP-Links | vAP Stations Profiles | Traffic-Profiles | Eventlog | Alerts | Messages | Warnings | + |
[” RF-Generator

Collision-Domains

Resource Mgr |

[ wantinks | voiprRTp [ VolP/RTPEndps |

All Endp
Name State RegState | MOS-LQO# | MOS-LQO| Attenuati.| Avg Delay| SNRRef | SNRDeg [ScoringB..| TxPkis | RxPkis | TxBytes R
M-M-A On Hook Unreg 0 0 ] ] 0 0 0
M-MEB  OnHook Uneg 0 319 5371 1200461 300 401 0 0 0 0

[ 1L
Logged in to: localhost:4002 as: Admin

[»]

4.

3. Sample POLQA Score Report from POLQA server.

If you need assistance, you can contact us at support@candelatech.com


http://www.candelatech.com/examples/polqa_results.txt
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ted Virtual AP with Ethernet
Gateway

Goal: Configure LANforge CT523 or similar with as a virtual access point with access to an
ethernet network.

LANforge WiFi systems can be configured as wireless

access points that are gateways to wired networks where 6oe
the wired network is a separate broadcast domain.
Q System Under Test 3 —3 |

At Destination
Destination
Network 5)) Network LANforge GUI
WiFi Client
T _I \
| S
] D) |
U ane | ))) —
orge
I WiFIRE
== “(((. LANforge
WiFi Client WIFIRE
1. Configure the gateway port
2. From the Status tab, click Netsmith
B LANForge Manager  Version(5.2-11) =3
Contral Reporting Tear-Off Info Plugins
| Stop All ‘ ‘ Restart Manager | | Refresh | ‘ HELP ‘

File-I0 r/ Layer-4 r/Genar\c rTast Mgr rTest Group r/HEsuurca Mgr r/ PPP-Links r Event Log r/A\er‘ts r/ Port Mgr r Messages |
Status | Layer-2 | L3Endps | VOIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains |

License Info Current Users Test Configuration Database
* Admin from:192,168.100.27 . n
gnuserver from:127.0.0.1 =3 ayisso
Name: i
Download DB Show
[a] Il D]
I

< 1

Licenses expire in: 316 days.

Support expires in: 316 days.

| »

“irtual Shelf 1
Resource 1 Resource 42
(]| wn (] wm [
n ] [
un (] oo (N i [
(] i ]

hﬁ“_‘ﬁ_’u‘ | Netsmith |

Logged into: 192.168.100.26:4002 as: Admin

3. In the Netsmith window, right click the ethernet port connected to the destination network and click Modify

Port
Virtual Routers and Connections (=]
@, Mgt-p33pl 1p1
o .1512568‘100‘25.'24 E98.168.100‘43124 =
Q‘ Display WanLink & WanPaths
- Connect W
Madify
wiphy0 Toggle WanLink
ify WanLink
#Ianﬂ Create Ports
sniff Port
Reset Port —
-
] Delete Port I DOl
Wanlinks [] show Legend [¥] Fire gelete aniik EI M Apply Close
elete
[¥] WanLink Mames [¥] Port Names Fire Nam T e V=T APy FTOgrEss: Ccancel Apply
Peer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
WanLink Config

4. Configure the gateway port with these settings:



Port Status Information

Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO G50 GRO

Driver Info: Port Type: Ethernet Driver: e1000e(3.2.5-k) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
[]set IF Down O 10bt-HD 10bt-HD
T e © 10bt-FD
[[]Set MAC own Lx-Mg ) 100bt-HD 10bt-FD
Lset™<aten  [IDHCP4PuS [DIICP Release  DHCP Vendor D o toobti>
e [IDHCP-IPv4 | Secondary-IPs | DHCP ClientID: fione | =] 8 oD ARA D
Set Offload i 1000-FD
-l DNS Servers: [192.168.100.1 Peer IP: NA ® Autonegotiate o
[ Set Rate Info []10G-FD
IP Address:  [192.168.100.43 Global IPv6: [auTO .
[] Set PROMISC ) [ Renegotiate [] 40G-FD
1P Mask: 255.255.255.0 Link IPv6: [auTO
[] Set Rx-AllFCS [ Restart Xcur Flow-Control
Gateway IP:  [192.168.100.1 1Pv6 GW: AUTO
[ set Bypass % CJPROMISC
. Alias: MTU: 1500 offload
[]set Bridge Info I RX-ALL
MAC Addr:  [00:90:00:21:9f:5d | TX QLen 1000 F1TSO Enabled
[]set cPU Mask O Rx-FCS
— Services — ) yRass J GSO Enabled
YD [JLRO Enabled
a CPU Mask: WiFi Bridge: [~]| Oeypass Power-pown L
[1RraDIUS [IBypass Disconnect
Print View Details Probe Sync Applyd
| I || I | [Caeeivy

5.

. DNS Servers: 192.168.100.1
. IP Address: 192.168.100.43
. IP Mask: 255.255.255.0

. Gateway IP: 192.168.100.1

m O 0 ©» >»

. Click OK to commit changes.

In the Netsmith window, click Sync

6. NOTE: It is also possible to assign NAT to the outbound gateway port.

A. From the Netsmith screen, you would right click on plpl
B. Choose Modify

C. Select NAT

D. Click OK

E. Click Apply in the Netsmith window.

7. Create the virtual access point (AP)

A. Right click the radio wiphy0 and select Create Port:

opepO

Virtual Routers and Connections

E&?ﬁ?ﬁg?llowﬁfﬂ %51168‘100.43,'24
u

wiphy0

Display WanLink & WanPaths
Connect

Modify

Toggle WanLink

Modify WanLink

ID

[4]

] Madify Port
WanLi
Sniff Port
‘WanLin

Peer
[¥] WanLin

[+

IPvds
[1Zero-IPvés apply Progress:
Domains []IPvEs

Reset Port jomes

Delete Port
Delete WanLink

Netsmith Status:

Info Print Sync

Apply

Cancel Apply

Close




B. Configure the AP with these settings:

) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy0

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration | custom WiFi

General Interface Settings

Enable
[ set IF Down O bown [] Aux-Mgt

[] set MAC []DHCPPV6 [#] DHCP Release  DHCP Vendor ID:

[]Set TXQLen

Sra [ DHCP.IPva S.ecundary.lps DHCP Client ID: _
e

[] 5et Offload DNS Servers: |[BLANK Peer IP:
] Set PROMISC IP Address: [10.26.11 | Global IPve: AUTO

IP Mask: 255.255.255.0 Link IPv6: AUTO
Gateway IP:  [192.168.101.43 1Pv6 GW: AUTO
—Services— Alias: MTU: 1500

[IHTTP MAC Addr: 00:eb:7c:d6:0a:49 TX QLen 1000

D ot e, e (@ 5[] wiorage:

WiFi Settings

—Low Level—  SSID: [veptest [=] ap: DEFAULT

[J PROMISC Key/Phrase: | | Mode:  [a(@ [+]
[1TS0 Enabled  FregiChannel: 5240148 Rate:
[JUFO Enabled ~ DTIM-Period: [2 | Max-sTA: [2007 ]
[]GSO Enabled  Beacon: [240 |

[JLRO Enabled  []WPA []wWPA2 []OSEN []WEP []Disable HT40 [ Disable HT80 []Disable SGI
GRO Enabled  []Verbose Debug

Cancel

| print || view Details |[ Logs | [_probe ][ Dpisplay scan |[ sync | [ appry |

. Select WiFi VAP

. Select a MAC Address: 00:eb:7c:d6:0a:49
. IP Address: 10.26.1.1

. IP Mask: 255.255.255.0

. Gateway IP: 192.168.100.43

m O 0O w >

F. STAID: 0
G. SSID: vaptest

C. In the Netsmith window, click Sync

Virtual Routers and Connections (=]

a, Mgt-p33pl

15?2&58-100‘251‘24 %5.1168.100‘43,‘24 =
N | u I

vap0
wiphy0 10.26.1.1/24
. ]
rlanﬂ

I} [ v

IPv4s Info Print Sync Appt Close
wanLink Names [¥] Port Names [1Zero-IPvas apply Progress: Cancel Apply

Peer wanLinks Parents Caol. Domains []IPves
[v] wanLink Config

wanLinks [] show Legend

Netsmith Status:

8. In the Netsmith window, right click and select New Router

Virtual Routers and Connections [~
L} Mgt-p33pl e
195 1661 00.25/24 P55 168.100.43124 L
& ™ u 5
New Connec!
wiphy0 ot New Bridge
T_f_*——*—f——f_,__i_ 10.26.1.1/24
—m
#ﬂlanﬂ
q Tl [ [l |

WanLlinks [] Show Legend [¥] Fire IPvds Info Print Sync

Wanlink Names Fire Names  [] Zero-Pv4s apply Progress Cancel Apply

eer Wanlinks Parents Col. Domains []IPvés
Netsmith Status:
WanLink Config

9. Create arouter using default settings: click OK.



Mame: |<Auto Create New Name= | width: JLoo Height: |100

[[JuUse 0SPF []Multicast Routing []Use OLSR [JRIPv2 []RIP Dflt Route []Xorp SHA []IPv6 Router []IPv6 RADV

[ Use Existing Cfg []BGP Router []BGP 4B AS []BGP Reflector []BGP Caonfederation []BGP Damping
MNotes about this Virtual Router

BGP Configuration Information

Router ID Local AS Cluster ID
Confederation ID Damping Half Life Damping Max Suppress
Damping Reuse Damping Suppress
BGP Peer Flags Peer AS Peer ID Local face  Nexthop Nexthop6 Hold Time  Delay Open

[ Active []client [] Confed Ucast
OActive client [ Confed
[ active []client [] Confed
OActive [client [ Confed Ucast
[ Active []client [] Confed Ucast
OActive [client [ Confed
[ active []client []Confed
O Active [client [ Confed Ucast

Ucast

Ucast

Ucast

Ucast

0K Cancel

A. In the Netsmith window, click Apply

10. Drag vap0 into the virtual router

Virtual Routers and Connections (]
a, Mgt-p33pl B
192.168.100.26/24 §95 168.100.43/24
@ = 5 =
e RGIAT -
vap0
‘wiphy0 .10 26.1.1/2

k

r\anﬂ

[(]

] I D

Wanlinks [[] Show Legend Fire IPvds Info Print Sync égplj Close
1

WanLink Names Port Mames Fire Names [ ] ZerodPvds Apply Progress:

Cancel Apply

eer Wanlinks Parents Col. Domains [] IPves
Netsmith Status:
WanLink Config

A. In the Netsmith window, click Apply

11. Drag plpl into the virtual router

Virtual Routers and Connections =
a, Mgt-p33pl
192.168.100.26/24
@ = =
e RO(MA) 1
wvap0
wiphyo 10.26.1.1/2

plpl
192.168.100.43/24
L)

r\anu

< I [ I+

WanLinks [[] Show Legend [v] Fire IPvds Info Print Syne I
1 Cancel Afply

WwanLink Names Port Mames Fire Names [] ZeroPvds Apply Progress:

i Col. Domains []IPvés
Netsmith Status:
WanLink Config

A. In the Netsmith window, click Apply

12. Assign DHCP to the vap0 port
A. Right click on vap0 and select Modify

Virtual Routers and Connections -

Mgt-p33pl
192.168.100.26/24
L

ROUNA]
vap0
wiphyo 10:26.1.1/2

Display WanLink & WanPaths

YY)

#Iann Connect
4] [} :ug‘g \:’a:br\k -——m7
odify Po
V] v v/
WanLinks [] show Legend [¥] Fire 1Pvas W | ate Ports Apply Close

WanLink Names Port Names Fire Names [ Zero-IPy Sniff Port Cancel Apply
Peer Wanlinks Parents Col. Domains []IPv6s Reset Port
[¥] WanLink Config Delete Port

Ralata Wanl ik




B. Configure DHCP with these settings:

cre:teIMuH c [
Interface-Cost: 1
Port 1-A: | ‘ | RIP-Metric: 1 i
OSPF Area: 0.0.0.0
port 1-8: [Askip | Elsrmmm
WanLink: Fskip | [~] vereD:
2 . VRRP Priority:
port 2.1 eiskip | -] VRRP Interval:
Port 2-A: [skip | [~] Mexttiop: 0.0.0.0

DHCP Lease Time: [43200 |

DHCP DNS: [1e2.168.1001 | |
DHCP Range Min:  [10.26.1.20 I |
DHCP Range Max: |1D.26.1‘50 \ ‘ H |
DHCP Domain: | | ‘ |

RIESELS NextHopIEv: ]

1Pv6 Subnets (aaa::0xx):

DHCPv6 Range Min: ‘ |
DHCPv6 Range Max: ‘ |
DHCPd Config File: I I |

\ |

[ NAT DHCP [ ] DHCPV6 [] Custom DHCP []VRRP [] cand-RP
K
[should this interface serve DHCP?

. DHCP DNS: 192.168.100.1

. DHCP Range Min: 10.26.1.20
. DHCP Range Max: 10.26.1.50
. Select DHCP

m O 0O = >

. Click OK fo commit the settings.

C. In the Netsmith window, click Apply

13. NOTE: To fest this setup, you could use a laptop with WiFi or a desktop system with a USB WiFi dongle to
associate with the Virtual AP. If you have a second radio in your LANforge CT523 you could create a virtual
station on one of those extra radios, as well.

Test WiFi station upl thr hput

Goal: Test WiFi station upload throughput with various numbers of stations.

Test WiFi station upload throughput with various numbers
of stations. This example uses a pair of LANforge CT520
systems, but the procedure should work on all CT521, |
CT1522, C1523, CT525 and similar systems. Encrypted | & |
throughput (WPA2) will perform better on the CT523 and System
higher systems because their CPUs are more powerful. This Under Test LANforge GUI
test assumes you have already created a virtual AP on
system 1 and configured it to act as a router and give out / l
DHCP. /,%._

L ]

System Under Test

Ethernet
Upstream Part

Access Point LANforge WIFIRE
_
P g e mm o mm mm mE
| LANforge WiFire I
B |
i Virtual Stations == |
e Sen R 1

1. Test TCP upload throughput with one station (Open)


http://www.candelatech.com/ct520-128_product.php

A. Go to the Port Manager, select the wlan0 interface on the second system, and click Modify. Set the

SSID to match the VAP on system 1.

+ wlan0 (brent-521) Configure Settings = =Y
Port Status Information
Current: LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA Parent: wiphy0
Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Enable General Interface Settings
[ set IF Down [ pown [] Aux-Mgt
[]set MAC
i [CIDHCP-IPVG ] DHCP Release  DHCP Vendor ID:

e en
[] set Offload DNS Servers: [10.97.1.1 Peer IP: NA
[]set PROMISC  IP Address:  0.0.0.0 Global IPvé: AUTO
e — IP Mask: 0.0.0.0 Link IPv6: AUTO
L] HTTP Gateway IP:  0.0.0.0 IPv6 GW: AUTO
L] FTP Alias: MTU: 1500
[] RADIUS MAC Addr: 00:0e: 8e: 3d: 30:f8 TXQLen 1000
— LowLevel— RptTimer: [faster (15) |+|wiFiBridge:
[IPROMISC WiFi Settings
[0 TS0 Enabled

SSID: pen-138 ap;  [oEFAuLT |
[J UFO Enabled
[] GSO Enabled Key/Phrase: | | Mode: (& (8) [«]
[JLRO Enabled Freg/Channel: 5180/36 Rate: |0S Default ﬂ
RO [1wPA []wWPA2 [ | OSEN [ | WEP [ | Disable HT40 [ ] Disable SGI
‘ Print || View Details | | Probe H Display Scan || Sync | | Apply || OK ‘ ‘ Cancel

B. Go to Layer-3 tab and click Create to build a TCP connection. Select the Protocol, ports, rates, PDU
sizes, Send & Receive buffer sizes.

tep-se - Create/Modify Cross Connect

] | pisplay Batch-Create | [ Apply |
Cross-Connect Cross-Connect
©X Name: fep-se] Report Timer: fast (L s) -]
X Type: [Lanrorge / Tcp [~]
TX Endpoint RX Endpoint
X Endpoint RX Endpoint Pld Pattern Increasing ~ | |Increasing -
Resource: 1 (ec2010-ath9k-1) |+ |[3 (@520-6157 ~| | minpPort: AuTo ~ | lauto -
Port: 15 wap0y ~ | [+ swranoy ~| | MaxIPPort: Sane ~ | [sane -
Min Tx Rate: Zero ( 0 bps ) w||0C12  ( 622.08 Mbps ) |w Min Duration: Forever | |[Forever -
Max Tx Rate: sane ~ | |sane ~| | MaxDuration:  [sane ~ | [sane -~
Min PDUSize:  |UOF F1d (1,472 B) | w|[65535 (65,535 B) |w| | Min Reconn: o (©ns) ~|b a5 -
Max PDU Size:  [Sane ~ | [sane ~| | MaxReconn: Sane ~ | [sane -
1P Tos: Best ETTort (0 v | [pest Etrort (0 ~| | Multi-conn: Nernal (0) ~|[nermat c0) -
PKts To Send: Tnfinite | |[Infinite - Saript script
Cross-Connect TX Endpoint RX Endpoint
TestManager  [default_tm [+ |'sndBuffsize ame 2 ne) ST -
e B [+ | RoBurrsize 2HB (2 MB) ~ |[24B (2 NB) -
Send Bad FCS:
TX Endpoint RX Endpoint Src MAC:
AUTO ~||auto -
1P Addr: ‘ ‘ H7 | ‘ [ ] Use-Proxy [] Use-Proxy
[IReplay File [] Replay File [ Gt
Loop Loop :
[1Dest Mac [0 Dest Mac Proxy Port:
(GRS Socket Priority: |0 |[o |
Dest MAC: ‘ -l -] [ Payload I Payload |
TX Endpoint RX Endpoint TX Endpoint RX Endpoint
Delayed ACK Settings Delayed ACK Settings [ checksum [ checksum
[] unManaged [] unManaged
Min: DEFAULT el - [ puration Quiesce [ puration Quiesce
[] Quiesce-After-Range [ Quiesce-After-Range
DEFAULT ~ | [peFauLT ~
L (] TCP_NODELAY (] TCP_NODELAY
Max Segments:  |DEFAULT ~ | [DEFAULT - [] Clear-Port-0on-start [] Clear-Port-0On-Start
] Linear-1P-Ports ] Linear-1IP- Ports
Conn Timeout: 105 (10 5) [~[os o5 [~]
3 ftep-se-A tcp-se-B
TCP Mss: |05 petaux [~ [os peraunz B feo [0




C. Start the test by selecting the tcp-se row and click Start. Right-click and select Dynamic Report to
get areal-time graph of the throughput. We see about 250Mbps of TCP throughput.

Dynamic Reports [ o[ x |
Report Graph Endpoints
tp-se-B
2 Lz tep-se-A
= Add/Remove
27 [ Ports
Add/Remove
[ Global Stats
o H Graph Data
h o ] Tx-Pps ] Rx-Pps.
[ Rx-Latency [J Rx-Jitter
ol LS x-Bps. [ Rx-Bps.
v - [[] Tx-Ermors ] Rx-Errors.
[] Rx-Drops [] Collisions
A I L] Link Speed [ RX Signal
[ Tep- Cx-Active [] Tep6-Cx-Active
" L[] Tep- Cx-Estab [ Tep6-Cx-Estab
E 24 = u [] udp-Tx-Bps [] vdp-Rx-EBps
[ udp-Tx-Pps [J udp-Rx-Pps
e A [] Tep-Tx-Bps [] Tep-Rx-Bps
= |0 SIPE ] Ouwurys []14-Tx-Bps.
2 130313104021 412Lo 41Ee  WZLO 43700 46210 4210 42L0 20130013 105021 &
2 [1cp-se-B-TxEps £ | [L4-Rx-Bps [ L4-Errors
e O [ Voip-Active
Auto saale: A 1B Position Label  [JPause | Load | | lAwoaaust | [ Aaust | [ pam | [ close |

2. Test TCP upload throughput with one station (WPA2)

A. Modify the VAP to use WPA2 instead of being open. Go fo Port-Mgr tab, select vap0, and click
Modify

~ wap0 (brent-523) Configure Settings — @4

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphyo

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Enable General Interface Settings
[]Set IF Down [ Down [] Aux-Mgt

I C1DHCPAPY6 [ DHCP Release  DHCP Vendor ID:

[Jset TXQLen

Slerrmd [IDHCP-Pva | Secondary-IPs | DHCP client ID:
e

e e DNS Servers: [BLANK | PeerIP: NA

] Set PROMISC IP Address: ’W Global IPv6: ]mi
IP Mask: [255.255.255.0 | Link IPve: |
Gateway IP: [0.0.0.0 IPV6 GW: |

—Services — Alias: | " 1500

[IHTTR MAC Addr:  00:0e:Be:dLife:2f | TX Qlen 1000

il FTR Rpt Timer: mediun (8 s) ﬂ WiFi Bridge:

WiFi Settings

—Low Level—  SSID: [pen-128 [x] ap: DEFAULT

] PROMISC Key/Phrase: [ben-138-pwd | Mode: (B (®) []
[JTS0 Enabled  Freq/Channel: 2437/6 Rate:
[JUFO Enabled ~ DTIM-Period: [2 | Max-STA: [2007 ]
[]1GSO Enabled ~ Beacon: |240 |

[JLRO Enabled ~ []WPA [v] WPA2 [] OSEN [[] WEP []|Disable HT40 [] Disable HT80 [] Disable SGI
GRO Enabled  [Verbose Debug

| print || viewbetails || Logs | [ probe || Display scan || sync | | apply |

B. Configure wlan0 to use the same settings so it can connect to the VAP using WPA2 authentication.

C. Go fo the Layer-3 tab, start the tcp-se connection, right-click and select Dynamic Report fo get a
real-time graph of the throughput. We see about 43Mbps of TCP throughput. LANforge currently
does the WPA encryption in software on the CPU, so it is much slower than un-encrypted traffic.

3. Test TCP throughput with 50 stations (Open)

A. Go to the Port-Mgr tab, select the existing wlan0 and vap0 interfaces, click Modify, un-select WPA2
on each of them, and click Apply. This changes wian0 and vap0 back to Open mode.



B. Go to the Port-Mgr tab, select the wiphy0 interface on the second system, and click Create. Select
Wifi STA, enter starting MAC, quantity of 49, select DHCP-IPv4, STA ID of O, SSID, and Key/Phrase.
When properly configured, click Apply

¥ Create VLANSs on Port: 1.1.2 = (5] &%

) MAC-VLAN ) 802.1Q-VLAN ) Redirect ) Bridge ) GRE Tunnel
@® WiFi STA ) WiFi VAP (0 WiFi Monitor () WiFi Virtual Radio
e[ fx]  esewee [remsm v

VLAN ID: 7] DHCP-IPva

Parent MAC: DHCP client ID: [tore ————— [+]

MAC Addr: [po:ab:cd:ef.on:o1 [+| 1P address: Global IPve:  [AUTG

Quantity: 49 IP Mask or Bits: Link IPv6: [auTO
Gateway IP: IPV6 GW: [aUTO

#1 Redir Name: #2 Redir Name:

STAID: o] ssm: [ben-138 [~]

WiFi AP: [ ] Key/Phrase: |ben-138-pwd| ]

Cwpa Clwpa2 CIwep

[]Down

Apply H Ccancel

C. You should now see all 50 stations associated with IP addresses.

o] x|
Refresh HELP

Layer-4 [ Generic | TestMar | Test Group | Resource Mgr | Serial Spans | PPP-Links | EventLog | Alens r Fnrl Mar I |
At

LANforge Manager Version(5.2.8)

Control Reporting Tear-Off Info

‘ Stap All ‘ ‘ Restart Manager ‘

Status | Layer-3 | L3 Endps [ VoIP/RTP | VoIP/RTP Endps | [ wanLinks | Fite-10 |
Disp: |192 168.100.226:0.0 ‘ ‘ Sniff Packets ‘ | Clear Counters ‘ ‘ Reset Port ‘ ‘ Delete ‘
RotTimer: jpetiun 8 5) || Appy | [ viewbewis || create || Modify || BatchMouify |
Ethernet Interfaces (Ports) for all Resources.
ort_|Phan..| Down IP, SEC |__Mlias | RXBytes | RXFPidis | PpsRX | bpsRX | TXBytes | TXPids | PpsTX | bpsTX
0 O | [0 [o.0.0.0 0 ethl 0| 0 0] [3] of ol 0 o=
0z [ ]| [ 1097325 o sta0 1,452 [ 0 0 ,012 8| 0 i
0 0.0.0 0 wiphyO 1,343,3 145,931 851 644,416/180,125.| 3,472,7 20,012| 245,850,
oa [T T[] 7.1.207 o wiano 2,830,0..] 73,507, 841 444,084/178, 1,793,7 19,969/ 245,032..|
5 7. vap0 7 50 13,84 89
6 | O] 0 7.2.248 stal i 7 g
7 7.3.18 sta2 E 7 7|
I ] 7.3.17 sta3 i 7 =
7.2.251 stad. R 7|
ol 7.2.252 stas ,486] 7]
7. sta6 ,318] it 8|
LI ] 7.2.249 sta? R Ls‘ & g —
7. 0 sta ,06 it 8|
LI ] 7 4 sta ,19 7
5 7. 5 sta. 71 7|
6 | O] 0 7 E] sta 71 7
7 7. sta. ,93 7|
LI ] 7 sta ,93 6
7. sta. 62 7|
LI ] 7.3.1 stals 15 & g
735 stals 44 3 it g
LI ] 737 stal? ,50 6 7
7.3.6 sta18 31,41 334 6| =]
K Il I I
Logged in to; 192.168.100.138:4002 as: Admin

D. Go tfo the Layer-3 tab, modify the 'tcp-se' connection. Change the name to tcp-se-0001, and
change the RX Endpoint side's port from wlan0 to sta0. Click OK to create the new connection.

E. Now, create 48 more copies. Modify the tcp-se-0001 connection and click Batch-Create. Set
quantity to 48, and Port Increment A to 0. Click Apply fo create the 48 TCP connections, one on
each of the 48 stations.

L-g«l-zmlme.h

Layer-3 Batch Creator: tcp-se-0001

Port Increment A:

Starting Name Suffix:

Resource Increment A: |0

IP Addr Increment A: |0
IP-Port Increment A: 1

Names to be created: tcp-se-0002, tcp-se-0003 .. tcp-se-0049

Endp-A Resources; 1,1..1

Endp-B Resources: 3,3..3

Endp-A Ports: vap0, vap0 ... vap0

Endp-B Ports: stal, sta2 .. sta48

Endp-A IPs; AUTO, AUTO ... AUTO

Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: 42 Number of Digits: 4 Zero Padding

0001

e

Name Increment:
Resource Increment B: ’07
Port Increment B:

IP Addr Increment B;

IP-Port Increment B:

R

e
yiog
’7%

| [

ancel |




F. Select all of the tcp-se connections and click Start. Each of the connections are configured for
higher rates than the network can actually handle. This is OK, but it will give un-even throughput
results on different stations. So, you may wish to change the rate to something lower. If so, go to the
L3 Endps tab, make sure all of the tcp-se endpoints are selected, and click Batch Modify. Select B
Only since we want to just modify one side of the connection. Set Min Tx Rate to 5SMbps, and click

Apply
LANforge Layer=3 Batch Modifier ulj“

[l Both Endpoints [ | A Only B Only

Min Tx Rate: swbps [~ MaxTxRate: ]

Min PDU Size: Max PDU Size: ]

PId Partern

Min IP Port: [T 1= (17 a7 [ |

Quiesce: A IP ToS:

Pkis To Send: saipt A

Min Duration: Max Duration:

Min Reconn: Max Reconn:

TCP MSS: Max Delayed Ack Segments:

HA

L L B B [
L Do B B [ [«

Minimum Delayed Ack: Maximum Delayed Ack: 1)

Send Buffer Size: Receive Buffer Size:

Multi- Conn:

| cancer |

G. Go back to the Layer-3 tab and view the running connections.

LANforge Manager Version(5.2.8) [ o[ x|
Control Reporting Tear-Off Info
‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP
Layer-4 | Generic | TestMgr | Test Group | Resource Mgr | Serial Spans | PPP-Links | EventLog | Alerts T Pm Mar r’Messages |
Status | Layer-3 | L3 Endps [ VoIP/RTP | VoIP/RTP Endps | [“ wanLinks | | Fite-10 |
RotTimer: [fast (1) |+ [Go Test Manager [an [~] [ seteaan || san || stwop H quiesce || clear |
view [0~ 200 [~]so] | pispiay || create |[ modity | [ petete |
ross Connects for Selected Tast g
Name Type State [Pkt Tx A->B|Pki Tx A<-E| Rate A->B | Rate A<-B [Rx Drop % AlRx Drop % B| Drop Pkis A|Drop Pkis B| AvgRTT
tep-es JTC topped o 0| -
tcp-se ] Run 1222 ,120)
tcp-58-0001 |LF/ Run ,738 , 346}
1cp-5e-0002 |LF/ Run ,@‘
tcp-58-0003 |LF/ Run 169 L
tcp 4 |LF/ Run 7,48
1cp-58-0005 | LF/ Run 7,37
tcp 5 |LF/ Run 7,39
tcp-52-0007 LF/ Run 7,59 —
1cp- 7] Run 7,63
tp / Run 7,65
cp-se-t 7] Run 6,122,
tep-sa- i Run 6,122
tcp-se—t 7] Run 7,570
1cp-se- i Run 7,592,
tcp-se—t 7] Run 7,570
1cp-5e-0015 |LF/ Run 7,61
cp-58-0016 |LF/ Run 7,65 3
1cp-5e-0017 |LF/ Run 7,63 4
tcp-sa-i 7] Run 7,65 41
tcp-se— di Run 7,67 g
tcp / Run 7,635, 48/
Lo Il Iv]
Logged in to: 192.168.100.138:4002 as: Admin

H. Determine fotal throughput: Select all of the running connections and then Right-Click and select
Calculations. In this scenario, we see about 230Mbps of total TCP throughput.

I
£

LANforge Table Calculations | X |
Total
Calculation Pkt Tx A->B|Pkt Tx A<-B| Rate A->B Rate A<-B Rx Drop % AlRx Drop % B|Drop Pkts A|Drop Pkts B| Awg RTT
sum 0.00] 91,792.00 0.00| 230,609,918.00 2.60] 0.00 2.00 0.00/231,985.00|
Mean (Average) 0.00] 1,83584 0.00 4,612,198.36) 0.05 0.00 0.04 0.00] 4,639.70|
Median 0.00] 1,990.00 0.00 4,998,776.00] 0.00] 0.00 0.00 0.00] 55.00
fati

Mame Pkt Tx A->B|Plkt Tx A<-B| Rate A->B | Rate A<-B |Rx Drop % AlRx Drop % B|Drop Pkis A{Drop Pkis B| Avg RTT o
1cp-se 0.00] 150 16| 0.00[386,577.64 -0.05 0.00] -0.04 0.00] -4,623.70 [=]
1cp-se-0001 0.00] 151 18] 0.00[386,862.64 -0.05 0.00] -0.04 0.00] -4,620.70
tcp-5e-0002 0.00| 159.16 0.00|385,405.64 -0.05 0.00| -0.04 0.00| -4,617.70 3
tcp-5e-0003 0.00| 150.16, 0.00[3286,769.64 -0.05 0.00| -0.04 0.00| -4,615.70 I
tep-5e-0004 0.00| 150.16, 0.00[3286,793.64 -0.05 0.00| -0.04 0.00]| -4,613.70 [
tcp-5e-0005 0.00| 150.16, 0.00[386,793.64 -0.05 0.00| -0.04 0.00| -4,610.70
tcp-5e-0006 0.00| 15116 0.00|3286,934.64 -0.05 0.00| -0.04 0.00| -4,607.70
tcp-5e-0007 0.00| 152 .16 0.00|387,027.64 -0.05 0.00| -0.04 0.00| -4,604.70
tep-5e-0008 0.00] 150.16, 0.00|286,865.64 -0.05 0.00| -0.04 0.00| -4,602.70
tcp-5e-0009 0.00] 150.16, 0.00[386,817.64 -0.05 0.00| -0.04 0.00| -4,601.70
tcp-5e-0010 0.00] 150.16, 0.00[386,841.64 -0.05 0.00| -0.04 0.00| -4,600.70
tep-5e-0011 0.00] 150.16, 0.00[386,841.64 -0.05 0.00| -0.04 0.00| -4,598.70
tep-5e-0012 0.00] 150.16, 0.00[386,817.64 -0.05 0.00| -0.04 0.00| -4,598.70
tcp-5e-0013 0.00] 150.16, 0.00[386,841.64 -0.05 0.00| -0.04 0.00| -4,595.70
tep-5e-0014 0.00] 150.16, 0.00|286,865.64 -0.05 0.00| -0.04 0.00| -4,594.70 =
trm en AATE A nAl iEn e A anlEos 017 &4 Ane Al Ana AnAnl acasTal LT

4. Test TCP upload throughput with 50 stations (WPA2)



A. Modify the VAP and stations to use WPA?2 instead of being open. Go to Port-Mgr tab, select vap0,
and all of the stations and click Batch Modify. Change WPA2 to be 'ON' and enter password in the
Key/Phrase box. Leave all othe values set to 'NA' so they are not changed.

—ox

=

w LANforge Port Batch Medifier
E Search: E| ‘ Apply ” oK H Cancel |
| Clear DHCP ‘ ‘ Up | ‘ Down | | Down Logout ‘
| Portal Re-login ‘ ‘ Portal Logout | ‘ Portal Login |
Up/Down NA '| DHCP Release NA "
DHCP-1Pva NA ~| bHce ciient ID NA |
DHCP Vendor ID NA | MU MA |
DNS Servers [na | 1Pv6 GW
Reset Port IP [na [=] Globalipve
IP Mask [na ] Link IPv6
Gateway IP Ina | pHcp-iPve [na [+]
MAC [na [~] ™aLen [na |
Rpt Timer ‘NA "| WiFi Bridge |NA |"
FTP ua [=| wrre [raa |~]
SSID [na | wiFi ap [na |
Key/Phrase Jben-138-pwd | Mode [na [~]
Freg/Chan Rate |NA |"
RTS Tx-Power
AMPDU-Factor e [*] AmPDU-Density [roa [+]
Max-AMSDU e [x] brip
WwPA NA ~| wpaz [on [+]
WEP NA -
Disable HT40 NA ~| Disable 5GI [na [+]
Scan Hidden ‘NA ‘Vl Allow Migration |NA |"
Verbose Debug ‘NA "l
Post IF-UP Script NA .

B. Go back to the Layer-3 tab, select all of the connections, and click Clear to clear the counters.
Right-Click and select Calculations to view the totals. In this scenario, we see about 50Mbps of TCP

throughput.

5. Test TCP upload throughput with 128 stations

A. Use similar steps to those described above to create 78 more stations. In the Create VLANs window,
use STA ID of 49 and Quantity of 78 this time (since stations 0-48 have already been created). When
creating more TCP connections, you can click Modify on the tcp-se-0049 connection and click

Batch Create.

B. In this scenario, we see about 36Mbps throughput with TCP in WPA2 mode, and 28Mbps to 40Mbps

in Open mode.



Test WiFi Multi t Downl

Goal: Test WiFi Multicast Download.

Test WiFi Multicast Download with a small number of N
stations. This example uses a pair of LANforge CT520 ace
systems, but the procedure should work on all CT521,

CT522, CT523 and CT525 systems. Multicast is a bit special | == I
in Wireless networks. Packets are normally transmitted at System

the lowest rate, so even a small bit of multicast traffic will Under Test LANforge GUI
slow down the entire network. In this example, we will

fransmit multicast frames from the AP to the stations. /

Many users will instead use the wired Ethernet port as the /‘//
transmitter, but aside from the different port, the f.
procedure should be the same. This example assumes
you have already created and configured the desired
amount of WiFi station interfaces.

System Under Test

Ethernet
Multicast Source

LANforge WiFIRE

Access Point

Server

1. Create Multicast fransmitter on AP interface

A. Go to the L3 Endps tab, and click Create. Set the IGMP Addr, IGMP Dest Port, name, PDU Size, Port,
efc and click OK when done.

v Create/Modify Endpoint

E=e1

Endp Type: [Multicast [~ rpt Timer: [fast as -]

IGMP Addr [224.9.0.9 | 1IGMP Dest Port: [0990 ] 1GMP Source IP: IGMP Source Port:
Endp Name: |mcastxmit-sta shelf: 1 ~|Rresource:  [1 brent-521) ~|port: 6 (sta0) -
PId Pattern i i w | IP Addr: |AUTO ¥ |Min IP Port: 19999 ¥ | MaxIP Port: |Same -
Min Tx Rate: |4Mbps ¥ Max Tx Rate: |[Same ¥ | Min PDU Size: [UDP P1d (1,472 B) |w| MaxPDU Size: |Sane -
IP Tos: Best Effort (0) |w|PktsTo Send: [Infinite ~| T 32 | quiesce: 3(3seq -
Min Duration: [Forever ~| Max Duration: [sane ~|min Reconn: [ (@ ) [+|Max Reconn:  [sene -
Multi-Conn:  |Nornal (0) ~| Filename: Dest MAC: | [=] Script_| [ Payload
[]puration Quiesce []Do Checksum []UnManaged []RcvMcast []Multicast SSM [JReplay File []loop [¥]Dest Mac

2. Create Multicast receivers on Station interfaces

A. Go to the L3 Endps tab, and click Create. Set the IGMP Addr, Min IP Port, name, Port. The IGMP Addr
and IP Port should match the transmitter. Make sure you also select the 'Rcv Mcast' checkbox. Click
Apply when done. You can then change the name, change the Portf, and click Apply again to
create a duplicate endpoint on another station interface.

~_Create/Modify Endpoint —0OXx
Endp Type: [Multicast [=]rpt Timer: [fst as [v]
IGMP Addr [224.9.9.9 | IGMP Dest Port: [9999 ] 1GMP Source IP: IGMP Source Port:
Endp Name: |mcast-row-sta-00L Shelf: [z [+|resource: |1 tbrent-521) [+]port: 8 (sta1) [+
Pld Pattern  [increasing ~| P Addr: AUTO ~|Min 1P port:  [os9 [~|Maxip port:  [sane ~
Min Tx Rate: [zero (8 bps) ~|MaxTx Rate: [san ~|Min PDU size: [P P14 (1,472 B) [+|MaxPDU Size: [sane =
1P ToS: Best Effort (@) w | Pkts To Send: [Infinite v |[TTL: 32 ‘ Quiesce: 3(3sed -
Min Duration: [Forever ~| Max Duration: [sane ~|minReconn: [0 (@ ws) [+|Max Reconn:  [sane -~
Multi-Conn: [Normal (o) ~ | Filename: pestmac: | =] script_| [ payload
[] Duration Quiesce []Do Checksum []UnManaged RovMcast [ Multicast SSM [|Replay File [ Loop Dest Mac Advanced I Thresholds

3. Test throughput


http://www.candelatech.com/ct520-128_product.php

A. Select the Multicast transmitter and receiver endpoints on the L3 Endps tab and click Start. Observe
transmit and receive rates, packet-loss, and other statistics to very performance is at expected

value.
LANforge Manager Version(5.2.9) o x
Control Reporting Tear-Off Info Plugins
| stop All ‘ ‘ Restart Manager | ‘ Refresh ‘ | HELP
" TestGroup |

Resource Mgr | Serial Spans | PPP-Links | Event Log | Alerts | Port Mgr | Messages |
Attenuators I Collision-Domains " Fileo [ Layer-4 | Generic | TestMgr
Status Layer-3 L3Endps | VolPRTP [ VoIP/RTP Endps |” Armageddon

" wanLinks

Min PDU Sizel1x 11,024 8) |~/ Go| MaxPDU Sizesane [~][go]

[start_|[_stop_|[_quiesce | [_ciear |

[=Jsq]

MIN Tx Rate [New Moden ( 56 Kbps|¥||Go| MAX Tx Rate

View 0 - 400 ~|lGo Display, fy

Name Run|Mng| Script | TxRate | TxRate(l)| RxRate | RxRate(l)|RxDrop%| TxPkts | RxPkts | Delay | Dropped| Ji
meast-rev-sta-001 _|[¥ |[v] [Nene ,982,040| 3,503 WEE] 970 [a]
mcastrev-sta-002 _|[v] |[v] [Nene ,982,038_3,983,767 968 _|=
mcast-rcv-sta-003 v v lone ,982,038| ,983,868) , 968
meast-rov-sta-004 | lv] [[v] [None ,982,039| 83,802, 969
mcast-rcv-sta-005 v v lone 082,035 3,083,467, , 97
mcastxmit-sta vl [lv] [None | 3,996,096 3,995,42 0 0 112787
tcp--1.13-03.006-A V] |None of 0
tcp-1.13-03.0068 [[] |k |none 0 nl 0 =
[l L I I

Logged in to: 192.168.100.138:4002 as: Admin

LANforge WiFi Dual Virtual AP

tup with

Limited Stations

Goal: Configure Two virtual APs with a maximum of ten stations each.

Requires at least a fwo-radio WIFIRE system such as a
CT1522, CT523 or CT525. This cookbook provides a basic
setup to put a Virtual AP on each of two radios. Both APs
are operating on separate channels but share the same
SSID. We layout a basic constellation of APsin WPA2
mode that quickly fill up and force a station to search
multiple channels for a free AP. This is the condition for
issuing a Code 17 association refusal. This is not a
roaming setup (Wireless Roaming/HS2.0 or 802.11r)
because it is not configuring enterprise authentication or
roaming specifications.

N @

WiFi Clients
= ’:—
= =
=) =
— o — —
LANforge WIFIRE

1. Configure two radios to serve the role of Virtual APs.

R =4

WiFi Client

Switch

T oos
/s
LANforge GUI

l

LANforge WiFIRE



LANForge Manager Version(5.2.11) -8 X
Control Reporting Tear-Off Info Plugins

| Stop All | Restart Manager |

Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | PPP-Links | Event Log | Alerts |  Port Mgr | Messages |
Status | Layer3 | L3Endps | VoIP/RTP | VolP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains | Filelo |

Disp: [182.168.100.27:0.0 | | Sniff Packats | | Clear Counters ‘ ‘ Reset Port ‘ ‘ Delete |
Rpt Timer: ‘medium (8 s) "| | Apply | | Wiew Details ‘ | Create ‘ Modify | | Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources. ate a virtual interface of soms type.|
Port |Pha..|Down| P SEC ‘ Alias RX Bytes | RX Pkts Pps RX bps RX | TXBytes | TXPkts Pps TX bps T.
11.0 [l [] |192.168.100.42 |0 ethg 2,293 14/ 1 2,533 23,054 19| 2 25.4
111 0| [ [o.0.00 0 ethl 0 0 0 0 0 0 0
i O | O o000 0 wiphy0 0 0 0 0| 0| 0 0
11.3 0.0.0.0 0 wiphyl 0 0 4] 0 0 [8] 0
1.2 O | O 000 0 [wiphy2 0 0 0 0 0 5 0
[« I I [»]

Logged into: kedtest:4002 as: Admin

A. Start at the Ports fab. We will configure our second ethernet port as the upstream port for the virtual
APs.

eth1 (kedtest.candelatech.com) Configure Settings o B £
Port Status Information
Current:  LNK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet  Driver: e1000e(2.2.14-k) Bus: 0000:04:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

Enable General Interface Settings Port Rates
et IP Info Oz Advertise Rat...-
Set IP6 Info gmbt'm 10bt-HD
100btHD
[1Set IF Down [] DHCP4PVE DHCP Release [1pewn [ AwecMgt O 100bt-FD 10bt-FD

100bt-HD

[ set Mac [JoHCPIPv4 [ SecondaryiPs | DHeP Client D: Jyone  [+]| | © 100050

O 106FD
Cle ) DNS Servers: [BLANK peer Ip: N i e LERGEFE)
o utonegotiate
P Address:  [10.261.3 | GlobaliPve:  [auTo | 1000-FD
Tl i 1P Mask: 255.255.255.0 Link IPv6: auTo [IRensgotiate Cioe-Fo
Clpe iz Gateway IP:  [10.26.1.2 IPVE GW: [aUTO [IRestart xewr Flow-Control
[] Set PROMISC - T 1500 C1PROMISC
ElSet REAIFCS e pddr:  [00:80:02608:07 | TX QL 1000 S
C Addr: a: Qlen CIRX-ALL [¥] TS0 Enabled

[ set Bypass ~

[ set Bridge Info

ClsetCPUMask ~ FptTmer  [fast (3 o)l [] watchdog: E— Tl Cosypassnow [ G50 Enabled
— Services— CPUMask [0oor_ [v|WriBndges [NONE [v]| [CleypassPowerwp |[ILROEnabled

GRO Enabled

CwTe [1Bypass Power-DOWN
(miara O Bypass Disconnect
[ print_|[ view Detais | [ Probe ][ sync | Apply

JAftamnt tn annh channas hit An Aot clnca tha ror

Highlight port ethl and click Modify
Set the IP address to 10.26.1.3
and the netmask to 255.255.255.0

O 0 = >

. with a gateway address of the 10.26.1.2. (This gateway address matches the eth1 port
of a separate system that hosts stations.

E. Click OK

B. In the Ports tab, select radios wiphy0, wiphyl and click Modify. You will get two modify windows
that you will want to place side by side.

Channel/Frequency: Channel/Frequency:

A. Set the channel of wiphy0 to 36
B. and the channel of wiphy1 to 44
C. Click OK in both windows.



C. Time to create the first virtual AP. In the Ports tab, select wiphy0 and click Create.

Create VLANs on Port: 1.1.2 - Ex

O MACMAN (O 8021QMIAN () Redirect () Bridge () GRE Tunnel
@ WIFi STA (O WiFi VAP ) WiFi Monitor
e e E——
=\ VLAN ID: [] DHCP-Py4
Parent MAC: 0:43:36 oHep clierti: [ -]
MAC Addr: IP Address; Global IPvé: i
Quantity: IP Mask or Bits: Link IPV6: |
Gateway IP: IPv6 GW: |
#1 Redir Name: #2 Redir Name:
STA ID: b ] sso [linited-ap [~]
W] AP: [ 1 keyrhrase: limited-AP1 |
[ use WPA []use WEP
"% [ Down
=t ﬁpplyh i Cancel |
R EETmEm=Dm=—Z—=——————— @ @ |

A. Select WiFi VAP

B. Enfer a MAC address: 00:10:26:02:00:01

C. Quantity is 1

D. IPof 10.26.2.1

E. Let's use a ftypical subnet mask: 255.255.255.0

F. Gateway IP will be from eth1: 10.26.1.3

G. We will setup WPA2 with the SSID T1imited-AP and Key/Phrase 1imited-AP1
H. Click Apply to commit.

Click Cancel fo close the window.

D. Now craft a second virtual AP. In the Ports tab, select wiphyl and click Create.

Create VLANs on Po 81X
O MACMAN () 802.1QVIAN ) Redirect (2 Bridge (3 GRE Tunnel
O WiFi STA ® WiFi VAP ) WiFi Monitor
VLAN ID: ] DHCPAPvd
Parent MAC: e:43:3a:6 DHeP Cllenti: [ [~]
MAC Addr: IP Address: Global IPv6: [aUTO
Quantity: IP Mask or Bits: Link IPvE: i)
Gateway IP: IPVE GW: lAUTO
#1 Redir Name: #2 Redir Name:
STAID: SSID: [tinited-ap [+]
WiFi AP: Key/Phrase; limited-AP1 ]
[Juse wPA [Juse WeP
] Down ‘
Apply H Lancel

A. Select WiFi VAP

B. Enter a MAC address: 00:10:26:03:00:01

C. Quantity is 1

D. IPof 10.26.3.1

E. And a typical subnet mask of 255.255.255.0

F. Gateway IP will be from eth1: 10.26.1.3

G. We will setup WPA2 with the SSID 1imited-AP and Key/Phrase Timited-AP1l

H. Click Apply to commit.

Click Cancel fo close the window.

E. We now have two virtual access points on two radios on separate channels. Each is on their own
subnet. Now we limit the number of stations that can connect to them.

o x

Version(.

LANForge Manager
Control Reporting Tear-Off Info Plugins

[ stopal | [ Restart Manager | [ Refresh | [ HElP

Layer-4 [ Generic | Test Mgr | Test Group | Resource Mgr | PPP-links | Event Log [ Alerts [ Port Mgr | Messages |
Status | Layer3 | L3Endps | VoIP/RTP | VeIP/RTP Endps | Ar 1 [ Wanlinks | Attenuators |~ Collision-Domains | File10

‘ Clear Counters H Reset Port H Delste

sopy || |
All Ethernet Interfaces (Forts) for all Resources.

|[ Modify ][ Batch Modity |

Disp: ‘192.16& 100.27:0.0 ‘ ‘ sniff Packets ‘

Rpt Timer: [nediun (5 5) [=]] View Details Create

Port [Pha..|Down P SEC | Alias | RXBytes| RXPkis | PpsRX | bpsRX ‘ TXBytes | TXPkts | PpsTX | bpsTX | Co
0 | O | [J |192.168.100.42 tho 215641  1.852 5| 4.841/1.437.001  1.572 3| 31513
O | (I j10.261.3 sthl 3.234 75 532 6 0 [
0.0.0.0 WiphyO | 43,037,...| 284,906...| 3,025,030/ 3,655,668| 1,659,0...| 258,114...| 2,740,568/ 140,924... 6,4
O | O [0.0.0.0 [wiphyl [ 0
O | ] ]0.0.0.0 [wip 0 0
10.26.2.1 vapo 684 7 141
= 0 1 0O 02622 vapL 576 6 119|
[« ] I ]
Logged in to: kedtest:4002 as: Admin Y




F. In the Ports tab, hightlight endpoints vap0 and vapl and click Modify

DTIM-Period: [2 MaSTA:

e ]

. At the bottom of the Port Configure Settings window for vap0, change Max-STA to 10
B. Click OK
. Repeat this for vapl

2. We now have two virtual access points that can both accept a small number of stations. We put them on
different subnets because configuring DHCP on each VAP is simpler than adding a bridge device..

3. Let's proceed to configuring DHCP for the 10.26.2.0/24 and 10.26.3.0/24 networks.
4. In the Status tab, click on Netsmith

LANFforge Manager Version(5.2.11) W

Control Reporting Tear-Off Info Plugins

‘ Stop Al ‘ | Restart Manager ‘ | Refresh ‘ | HELP

Layer-4 | Generic [ Test Mgr | Test Group | Resol

urce Mgr | PPP-Links | EventLog | Alerts | Port Mgr | Messages |

status | Layer3 | L3Endps | VoIP/RTP | VoIP/RTF Endps | Armageddon | Wanlinks [  Attenuators | Collision-Domains [ Filedo |

License Info

Licenses expire in: 359 days.

Support expires in: 359 days.

Current Users
* Admin from:192.168.100.27
gnuserver from:127.0.0.1

Test Configuration Database

Download DB | [ show Progress

List: ‘dayj@ |V‘ ‘ Load |
Name: ‘ | ‘ Delete |
Load Behavior: ‘Chnose One |" ‘ Save |

|

Il TTr] ‘

Virtual Shelf 1

Resource 1

o (I
[l

Logged into: kedtest:4002 as: Admin

A. Arrange your ports in the Netsmith windows and click Apply

Neksmith configuration for Resource: kedtest.candelatech.com

anLink Names Port Names
Parents

ire
Col.

eer Warlinks
[¥] WanLink Config

b3
irtual Routers and Connections [
[ Mgt-etho hy0 wiphyl wiphy2 .
a‘ 132.168.100‘42.'24 Sl ! B [ ] A —
e - 1
- ap0 el
ethl 026.2.1/24 T26.3.1/24
10.26.1.3/24
u
il il B
WanlLinks [[] show Legend Fire IPvds Info Print Sinc

Names [ ZeroAPv4s apply Progress:

Domains [ ] IPvEs
Netsmith Status:

Neksmith configuration for Resource: kedtest.candelatech.com

B. Select vap0 and right click, choose Modify

Mgt-athﬂ
192.168.100.42/24
n

nHeL

ethl
10.26.1.3/24
[ ]

irtual Routers and Connections

wiphy0 !wiphyl .w\phy2

ap0 apl
0.26.2.1/24 0.26.3.1/24

Display WanlLink & WanPaths
Connect

Toggle WanLink

[4]

Modify WanLink

I [¥]

WanLinks

[[] show Legend

anLink Names Port Names

eer Warlinks Parents

‘anLink Config

Modify Port
Create Ports
Sniff Port
Reset Port
Delete Port

| Print Sync

Apply Close

Cancel Apply




C. Enable the DHCP pool and the Next-hop for the port

Create/Modify Connection 40X
Port 1-A: Interface-Cost: |1 |
Port 1-B: | [~] RP-Metric: 0 |
e e | ‘ | OSPF Area: [0.0.0.0 |
WRRP IP:

Port 2.8: [Askip | [~ ey
Port 2-4: [/ Skip | ‘ | VRRP Priority:
DHCP Lease Time:  [120 | VRRP Interval:
DHCP DNS: [0.00.0 | Next-Hop: [10.26.1.3 [
DHCP Range Min:  [10.26.2.10 | Subnets (a.b.c.dfio:
DHCP Range Max:  [10.26.2.250 | [o.0.0.0/0 I |
DHCP Demain: [ | | H |
DHCPVE DNS: [ i |
DHCPV6 Range Min: [ I |
DHCPVE Range Max:
DHCPd Config File:
CIMAT DHCP [JDHCPvE [ Custom DHCP [JWVRRP [ Cand-RP .

A. Select DHCP

B. Set DHCP Lease Time to 120

C. Set DHCP Range Min to 10.26.2.10

D. Set DHCP Range Max to 10.26.2.250

E. Set Next-Hop fo 10.26.1.3

F. Add Subnet 0.0.0.0/0
G. Click OK
D. Click Apply in the Netsmith window to commit the changes to LANforge. If you do not, these
changes will disappear.

E. In the Netsmith window, select vap1 and right click, choose Modify

Nektsmith configuration for Resource: kedtest.candelatech.com(1.1) Version: 5.2.11
irtual Routers and Connections -

wiphy0 wiphyl

ne O

Mgt-etho
n

apl
Display WanLink & WanPaths
Connect

apl

ethl
n

‘vlphy2 Toggle WanLink
Modify WanLink
Modify Port
Create Ports
Sniff Port
Reset Port
Delete Port
Delete WanLink

« il
[v] WanLinks [[] show Legend [¢] Fire

[v] WanLink Names Port Names
Peer Wanlinks Parents

[¥] WanLink Config

[+

Apply Close

Delete

[]1Pvas o FTI T
[J Zero-Pvas apply Progress:
Col. Domains [] IPves

Fire Names

MNetsmith Status:

F. Configure the DHCP pool and the Next-hop for vap1

Create/Modify Connection 4+ 0 X
Port 1-A: Interface-Cost: |1 |
Port1-8: [fskp | || RiP-Metric: L |
Wanlink: @skp | ] OSFF Area: [0.0.0.0 |
WRRP IP:

Port 2.8: [Askip | [t
Port 2-4: [/ Skip | ‘ | VRRP Priority:
DHCP Lease Time:  [120 | VRRP Interval:
DHCP DNS: [0.00.0 | Next-Hop: [10.26.1.3 [
DHCP Range Min:  [10.26.3.10 | Subnets (a.b.c.dfio:
DHCP Range Max:  [10.26.3.250 | [o.0.0.0/0 I |
DHCP Demain: [ | | H |
DHCPVE DNS: [ i |
DHCPV6 Range Min: [ I |
DHCPVE Range Max:
DHCPd Config File:
CIMAT DHCP [JDHCPvE [ Custom DHCP [JWVRRP [ Cand-RP *

A. Select DHCP

B. Set DHCP Lease Time to 120

C. Set DHCP Range Min to 10.26.3.10

D. Set DHCP Range Max to 10.26.3.250

E. Sef Next-Hop fo 10.26.1.3

F. Add Subnet 0.0.0.0/0

. Click OK



G. Click Apply in the Netsmith window to commit the changes to LANforge.

H. We will create a virtual router to allow upstream fraffic to reach the virtual access points:

x
irtual Routers and Connections =]
© wiphyo wiphyl
o Mgt-etho [F ks
e [ =
ethl ap0 apl
|}
wiphy2
B
1 I v |
WanlLinks [] Show Legend ire [ IPvas Info Print Sync
WanLink Names Port Names ire Names  [| Zero-IPvds Apply Progress: 1c Cancel Apply

Peer WanLinks Parents Col. Domains [] IPves
MNetsmith Status:
WanLink Config

A. Right click in the Netsmith window and select New Router

B. You will see the Create/Modify Virtual Router window. We can use a default configuration.

Create/Modify Virtual Router 40 x
Name: |=<Auto Create New Name:=| | width: [L00 Height: [100 |

[JUse 0SPF [ Multicast Routing []Use OLSR [JRIPv2 [JRIP Dfit Route []Xorp SHA [ IPv6 Router []IPv6 RADV
[ use Existing cfg  []BGP Router []BGP 4B AS []BGP Reflector []BGP Confederation []BGP Damping
Notes about this Virtual Router

BGP Configuration Information

Router ID Local AS Cluster ID
Confedaration ID Damping Half Life Damping Max Suppress
Damping Reuse Damping Suppress
BGP Peer Flags Peer AS Peer D Localface  Nexthop ~ Nexthops  Hold Tme  Delay Open

Oactive [Jclient []cConfed Ucast
O Active [ Client [ Confed
O Active [ Client [ Confed
Oactive [Jclient []confed
[OActive [Jclient []Confed Ucast
O Active [ Client [ Confed
O Active [ client [ confed
Oactive [Jclient [Jconfed Ucast

[ cancel

C. Click OK to save a default router

Netsmith configuration For Resource: K i 5 x
rtual Routers and Connectior |~
hy0 wiphyl
e Mgt-etho " te
Q L
) ethl apl apl =
i b
wiphy2 OINA]
L]

I 1l |

WanlLinks []show Legend [ Fire Ol 1Pvas Info Print sync lApply Close
1

Wanlink Names [¥] Port Names Fire Names  [] Zero-Pvds apply Progress: cancel Apply
Parents Col. Domains []IPvés

Peer WanlLinks

Netsmith Status:
WanLink Config

D. Drag the endpoints vap0, vapl and ethl into the virtual router, then click Apply in the
Netsmith window.

Netsmith configuration for Resource: kedtest.candelatech.co .1) Version: 5.2.11
rtual Routers and Connectior -

hy0 wiphyl
Mgt-eth i te
]

op0

wiphy2
[

[l I

[v] WanLinks [ show Legend [v] Fire [liPvas Infa Print Sync Dly| Close

Wanlink Name Port Names Fire Names  [[] Zero-IPv4s apply Progress: 1 Cancel Apply

Peer Wanlinks [¥] Parents Col. Domains [ IPv6s
Metsmith Status:
WanLink Config




E. We can verify outbound traffic using the following ping command. Open a terminal on
the LANforge system and run ping -I 10.26.3.1 10.26.1.2

root@kedtest:/home/lanforge - Terminal

LANforge WiFi Station Association Code 17

Goal: Configure Two virtual APs with a maximum of ten stations each.

This cookbook provides a basic station setup to emulate System Under Test
over-populating an AP with stations. Requires a WiFIRE

system such as a CT520 or better than can provide more

stations than your AP(s) under fest will accept. This is not a

roaming setup (Wireless Roaming/HS2.0 or 802.11r)

because it is not exercising enterprise authentication or Access Point
roaming specifications.

E

Syeta o ’_uuforge WiFire
Under Test LANforge GUI gg!3
| Virtual MS
%

i

Ethernet
Upstream Port

LANforge WiFIRE

1. Set up one AP with a maximum of 10 stations permitted and an SSID of jedtest. (Not shown.)
2. Create 11 stations for SSID jedtest
A. In the Port Mgr tab, select wiphyO and click the Create button.

LANFforge Manager Version(s.3.3) SEE
Control Reporting Tear-Off Info Plugins

| stop All ‘ | Restart Manager ‘ ‘ Refresh ‘ | HELP ‘

Filed0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | EventLog | Alerts | Port Mgr | Messages |

Status [ Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Ar |"wanLinks | Attenuators | Collision-Domains |
Disp: |192 168.100.133:0.0 | ‘ Sniff Packets ‘ ‘ Clear Counters | | Reset Port ‘ ‘ Delete ‘
Rpt Timer: [pediun (8'5) ||| Apply | | viewDpetails |[ createl o || Modify || Batch Modify |
All Ethernet Interfaces (Ports) for all Resources. —
Parent
Port |Pha...[ Down| IP SEC| Alias |0 RX Bytes RXPkts | PpsRX | bpsRX | TXBytes TXPkts | PpsTX
0 92.168.100.185 eth0 3,583,464 40,615 6 5,84 27,373,7 20,877
O | L [0.0.0.0 athl 0| 5 15
0.0.0 wiphyQ 312,252,546/ 1,213,599 402 2,111,015 13,451
O | L [0.0.0.0 wiphyl 43,655,02: 965 743, 4,703
0.0.0 wiphy2 90,878,49 1,026 1,266,152 6,550
O | ¥l [0.0.0.0 wlan0__[wiphy0| 0
v 0.0.0 wianl wiphyl 0 0
] 10.0.0.0 wlan2__|wiphy?] 0 0
[4] 1 ]

Logged in to: brent-523:4002 as: Admin




B. In the Create VLANs window, create 21 stations:

) MAC-VLAN
® WIiFi STA

VLAN ID:
Parent MAC:
MAC Addr:

Quantity:

#1 Redir Name:

) 802.1Q-VLAN
) WiFi vap

e
11

© Redirect
©) WiFi Monitor

Create VLANs on Port:

O WiFi

Resource:

DHCP-IPv4
DHCP Client ID:
IP Address:
IP Mask or Bits:
Gateway IP:

#2 Redir Name:

O Bridge

12

C GRE Tunnel
virtual Radio

1(brent523) |v)

Port: [2 (wiphy0) |~

Global IPv6:
Link IPv6:

IPv6 GW:

oo ]
e —
|

STA ID: o] ssi: [jedtest [~]
WiFi AP: [ Keyjphrase: [jedtestl ]
[1wpA WPA2 C1wep
[IDown
[ appiy p || cancel

A. Select WiFi STA,

B. Select DHCP-IPv4

C. and choose patfern xx:xx:xx:*:*:xx for MAC Addr.

D. Then enter 11 for Quantity

E. STAID should be 0

F. and SSID will be jedtest for this example.

G. We also will select WPA2

H. ..and click the Apply button.

C. We will see 11 stations in the Port Mgr tab:

LANforge Manager Version(5.3.3) S X
Control Reporting Tear-Off Info Plugins
| stopan | [ Restartmanager | | Refresh | [ nee |
Filed0 | Layer-a | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon |” WanLinks | Attenuators | Collision-Domains |
Disp: [192.168.100.133:0.0 | [ _sniff Packets | | clear counters |[ ResetPort || pelete |
Rpt Timer: [nediun (8 5) ||| Apply | | viewpetails || create || modify || Batchmodify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha... Down P sec| alias [[Sr°M  RxBytes | RxPkts | PpsRX | bpsRX | TXBytes | TXPkis | PpsTX
.05 v [0.0.0.0 wlan0___[wiphy0| 0 -
06 v] [0.0.0.0 wlanl___|wipl 0
.07 v lan2___|wip 0
08 sta [wiphy
.00 | [0 [ [ sta wiphy B
sta wiphi
mEEE sta lwiphy
stad \wiph
: stas [wiphy =|
.14 sta6 lwiph
5 sta7 wiphy
16 | (] [ L] stag lwiphy
7 stag wiphy
118 | [ | [ [o.0.0. stal0  |wiphy B
[4 i ] [»

| Logged in to: brent-523:4002 as: Admin

D. The stations should start and ten will associate.

LANFforge Manager Version(5.3.3)
Control Reporting Tear-Off Info Plugins
[ stopan | [ RestartManager | | Refresh | [ HELP |
File-I0 | Layer-a | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | Collision-Domains |
Disp: |192 168.100.133:0.0 | ‘ Sniff Packets ‘ ‘ Clear Counters || Reset Port ‘ ‘ Delete ‘
Rpt Timer: ‘medmn (8's) |v‘ ‘ Apply ‘ ‘ View Details || Create ‘ ‘ Modify ‘ ‘ Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.
Port |Pha... Down| P SEC| Alias P;E’S”t RXBytes | RXPkis | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
05 v] |0.0.0.0 wian0 lwip 0| 0 &
.06 | 00 | b [0.0.0.0 wianl |wiphyl 0 0
o7 v 0.0.0 fan2 \wiphy2 0
08 | O | O 177.1.917 sta0 [wiphyt 38, 83 2,01 2, 0
0! 77.1.9.12 stal |wipl 70, 1,007 1,482 7,
| .0.0.0 P sta2 wiphy 58, 91 1.127 7
77 X sta: lwip 68, 1,00¢ 2,069 0,
2 [ O [ Ol 177 stad [wiphy 70, 98 1286 7
77 stas |wip 78, 1,04 .937| ,468] =
a4 | [ [ O] 17716 stab [wiphy! ; 1,045 ,006| ,184
b 77 2 sta7? |wipl 3 967 007 ,021
16 | O | O 177.1.81 stag [wiphyt 734 1,052 031 834
7 77.1.9.14 stag \wiph 654 1,064 137 ,55!
118 | J | [] [177.1.6.18 stal0 W‘Ehy 334 1.030 108 356 =l
E I o]

| Logged in to: brent-523:4002 as: Admin

E.

In the LANforge Wireless Events window, you will see a warning for Association denied.

LANForge Wireless Events (brent-523:4002)

2015-11-20 13:04:04.648 1.1:
2015-11-20 13:04:04.686 1.1:
2015-11-20 13:04:04.687 1.1:
additional associated STA

2015-11-20 13:04:09.658 1.1:
2015-11-20 13:04:09.688 1.1:
2015-11-20 13:04:09.689 1.1:
2015-11-20 13:04:08.702 1.1:
2015-11-20 13:04:08.702 1.1:
additional associated STA

sta2: new station 00:0e:Be:dlicd:fg
sta2: del station 00:0e:8e:d1:c4:f8
sta2 (phy #1): auth 00:0e:Be:d1ic4 f8 -» 00:0e:Be:eb:72:2f status: 17: Association denied because AP is unable to handle

sta2 (phy #1): scan started

sta2 (phy #1): scan finished: 5180, **

sta2: new station 00:0e:Be:dlicd:fe

sta2: del station 00:0e:Be:d1:c4:f8

sta2 (phy #1): auth 00:0e:8e:d1icd 8 -> 00:0e:Be:eb:72: 2f status: 17: Association denied because AP is unable to handle

close | | saveFile




LANforge WiFi testing with HotSpot 2.0

Goal: Authenticate using HotSpot 2.0, 802.11u, and 802.1x EAP-TTLS.

Simplest HotSpot 2.0 example using EAP-TTLS where the client only needs a username and password fo
authenticate.

There are four main components to setting up this test:
1. One or more Access Points
2. ARADIUS Server
3. A DHCP Server
4

. One or more Clients

In this example, one LANforge system will fulfill the roles of APs, RADIUS and DHCP servers while another
LANforge system will fulfill the role of Client devices.

Any one of the four main components can be replaced by 3rd party devices as required.

HotSpot 2.0

o=

Access Point RADIUS and DHCP
___ e, _
3 WiFi Clients |

|

|
' ) ) |
' |
| Virtual Stations
—— i ——— )

1. Configure Access Point 1

A. Standard Configuration tab:

vap0 (Ifo350-6b3c) Configure Settings v () (x

Port Status Information
Current:  LINK-UP GRO MOME

Oriver Info: Port Type: WIFI4P Parent: wiphyd

Port Configurables

Standard Configuration | Advanced Configuration |  Misc Configuration | Custom WiFi |

Enable General Interface Settings
I SetMac [] Down [] Aux-Mgt DHCP Hostname: =
[[]Set™Q Len
[ secmmu []DHCP-PvE [¢] DHCP Release  DHCP Vendor ID: =
[[] Set offlaad [[] DHCP-Pva Secondary-Ps | DHCP Client ID: =
[ClEerhIEs DNS Servers:  [BLANK Peer IP: NA
IP Address: 20.1.1.1 Global IPv6: IAUTO
IP Mask: 255.255.255.0 Link IPvG: AUTO
Gateway IP: 0.0.0.0 IPvE GW: AUTO
Senices
[wrre Alias: MTU: 1500
C]Fte M ddr: 04:f0:21:d1:e7:79 | TX Q Len 1000
[]ons Rpt Timer: faster (1s) || wiFi Bridge: NONE |~
Il SEC Clar: IPSec G IPSec Password:
[[]1Psec-Upstream
IPSec Local ID.: IPSec Remote ID.:
WiFi Settings

T —
Lo KeyPhrase: [ [l Mode:  [ozitabmnac |

[W/ERE I Freg/Channel: 5745/1 Rate: I:I:‘
TS0 Enabled
g ha DTIM-Period: [2 | Max-5TA: [2007 |
UFO Ensbled
Beacon: 240
[[] 650 Enabled
[ R0 Enabled L1wPA [v]WPA2 [ ]WPA3 [ ] OSEN []WEP [Iverbose Debug
GRO Enabled [] Disable HT40 [] Disable HT80 []Enable VHT150 [ ] Disable SGI
| Print || Display || Logs | ‘ Probe || Display Scan || Syne ‘ | Apply || oK | ‘ Cancel




B. Advanced Configuration tab:

vap0 (If0350-6b3c) Configure Settings ) (a) (x

Port Status Information
Current:  LINK-UP GRO NONE

Driver Infa: Port Type: WIFI-AP  Parent: wiphyd

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Advanced WiFi Settings

Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Pairwise Ciphers:  |DEFAULT ﬂ Group Ciphers: |DEFALILT ‘v|

Ignore Probes:  |zero (0%) HESSID: [oa:f0:21:d1:07:70

Ignore Auth-Assoc: |zero (0%) Realm: |U‘vap0‘\uca\dumam.21[5:7]

Ignore Assoc: zero (0%) IMSL: |

Ignore Re-Assoc:  |zero (O%) = Milenage: |

g

HS20 Capabilities Consortium: [

HS20 Oper Class RADIUS IP [127.0.01

HS20 WAN Metrics

RADIUS Port  [1812

|
|
|
|
Corrupt GTi zero (%) Domain: [vapo.localdomain |
J
|
J
|

leeeg021 1 Disabled (0) || RaDIUS Secret [lanforge

Venue Group: Unspecified (0) venue Type:  [Unspecified (0) I~

Network Type: Private (0) = Address Types: |Nut Available (Q) ‘v|

Network Auth: 3GPP Cell Net: | |

Use 80211d Use 80211h [1BSS-oad []Neighbor Reports [] BSS Transition
Advanced/g802.1x [ Short-Preamble HotSpot 2.0 [ Disable DGAF
[¥]Enable 802.11u [ ]802.11u Internet [ ]802.11uASRA [ ]80211uESR []802.11u UESA

i

| Print || Display || Logs | ‘ Probe || Display Scan || Syne ‘ | Apply || oK | ‘ Cancel

C. Create a Virtual-Router for DHCP Service:

Netsmith configuration for Resource: 1f0350-6b3c(1.3) Version: 5.4.3 QLONE
irtual Routers and Connections -

1

/

ight-click/double-click/drag supported
M Router Port
= B Ports
=
o
o
=
A

~
L]

Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP ethl
Router supports IPv6 172.16.0.1/24
Peer ICE CX ROCL) W
M Edge Port

Collision Domain
== stopped WanLink
== Running WanLink e
M Phantom/Unknown
= % TX over last 3s
®— % Drop over last 60s
|——Network Connection
| stopped FIRE
[— Running FIRE
[ Peer ICE
|——Bridge Active
[~ Bridge Configured
[ Parent/Child

Mgtrelhﬂ
162.168.1.61/24
n

0

\\.wmhyu

IPvds Info Print Sync Apply se
*Cance\ A

WanLinks Show Legend

Dl
[ Zero4Pvas apply Progress: pply
eer Wanlinks [v] Parents [v] Col. Domains []IPv6es
WanLink Config

‘WanlLink Names Port Names

Netsmith Status

For more information see

LANforge User's Guide: Ports (Interfaces) ,
VAP Bridge Mode Cookbook ,

Virtual Router with DHCP Cookbook

2. Configure Access Point 2



http://www.candelatech.com/lfgui_ug.php#port
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

A. Standard Configuration tab:

vapl (If0350-6b3c) Configure Settings

Port Status Information
Current:  LINK-UP GRO NONE

Driver Infa: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

Standard Configurati

on | Advanced Configuration | Misc Configuration | Custom WiFi |

Enable General Interface Settings
o 3echiac [] Down [ Aux-Mgt DHCP Hostname:
Sz:zj - [] DHCP-IPvE DHCP Release  DHCP Vendor ID: =
[] Set offload [] DHCP-Pv4 DHCP Client ID: =
[FlscebriEs DNS Servers: [BLANK | Peer P NA
IP Address: 10.2.2.1 Global IPvG: IAUTO
IP Mask: 255.255.255.0 Link IPvG: AUTO
S GatewayP:  [0.0.00 | IPv6 GW: [auTe
[wrre Alias: | 1500
C]Fre MAC Addr: 00:0e:8e:b9:8e:26  TX O Len 1000
[Jons Rpt Timer: WiFi Bridge: =
la 1255C Client IPSec GW: IPSec Password:
L] tPrac-tpseraam IPSec Local ID.: IPSec Remate ID.:
WiFi Settings
Low Level Key/Phrase: ‘ Iﬂ‘ Mode: (802.11abgnAC) -
[/ EROKISE Freg/Channel: 5745/149 Rate: I:D
SL: E"a:‘le: DTIM-Period: [2 | Max-5TA: [2007
0 Enable T ——
[[] 650 Enabled HSacoir 240—]
[ LRQ Enabled [IwpPA [v]wPA2 []WPA3 []OSEN []weP [[]verbose Debug
RO Enabled [] Disable HT40 [] Disable HT80 []Enable VHT160 []Disable SGI

| Print || Display || Logs

| ‘ Probe || Display Scan || Syne ‘

apply || o« |

‘ Cancel

B. Advanced Configuration tab:

vapl (Ifo350-6b3c) Configure Settings

Port Status Information
Current:  LINK-UP GRO NONE

Driver Infa: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

Standard Configuration | Advanced Configuration r Misc Configuration r Custom WiFi

Select 'WPAZ2' on the
and enable Advance:

Pairwise Ciphers:

Corrupt GTK:
HS20 Capabilities
HS20 Oper Class
HS20 WAN Metrics
leee80211w:

se 80211d
[¥] Advanced/802.1x
Enable 802.11u

DEFAULT |~ Group ciphers: [pEFAULT

‘|i

RADIUS IP

Disabled (0)

Unspecified (0) Venue Type:

IW

Advanced WiFi Settings

Standard Configuration screen to enable Advanced/802.1x
d/802.1x to enable most of these. Enabling 802.11u enables others.

Ignare Probes: HESSID: |00:Oe:891b9:89126

Ignore Auth-Assoc: Realm: |0‘vap1‘\oca\domam.21[5:7]
Ignore Assoc: IMS: |

Ignore Re-Assoc: = Milenage: |

Domain: |\dap1‘\uca\dumam

Consaortium: |

[127.0.01

RADIUS Port  [1812

RADIUS Secret [lanforge

|Unspec1f1ed ()

Venue Group:
Network Type: Private (8) |+ Address Types: [Nt Available (@) I~
Network Auth: 3GPP Cell Net: | |

Use 80211h []BSS-load []Meighbor Reports [ BSS Transition

[] short-Preamble HotSpot 2.0 [ ] Disable DGAF

[Jeo2.1lulnternet []802.11uASRA []80211uESR []802.11u UESA

| Print || Display || Logs

| ‘ Praobe || Display Scan || Sync ‘ | Apply || oK |

‘ Cancel




C. Add DHCP Service for the second AP:

Netsmith configuration for Resource: 1f0350-6b3c(1.3) Version: 5.4.3 v) (a) (x
Virtual Routers and Connections

* |Right-click/double-click/drag supported
Router Port
B Ports
* |* stopped FIRE CX T—
Running FIRE CX =
Serves DHCP to incoming requests. .182‘168‘1‘61.’24
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanlLink
i el i 1$2212e 010020
M Phantom/Unknown = =
== % T over last 3s
m— 9 Drop over last 60s
[——Network Connection
Stopped FIRE
—— Running FIRE
Peer ICE
—— Bridge Active
Bridge Configured
Parent/Child

ethl
172.16.0.1/24

RO(1)

hyl wiphyO
:"P - -

41 ] [ 1»
v] WanLinks v] Show Legend [v] Fire V] IPvds Info Print Close

] WanLink Names [/] Port Names  [] Fire Names Zero4Puas apply Progress Cancel Apply

v]Peer Wanlinks [v] Parents v] Col. Domains IPvGs
Netsmith Status:
¥] WanlLink Config

3. Verify Freeradius is running and setup /etc/hosts file.

A. Freeradius is installed on the LANforge system by default with the TTLS user/pass credentials
testuser / testpasswd.

Mate Terminal o 6 €3

File Edit View Search Terminal Help
)-6b3c ~1# pgrep radiusd

Authenticator
t-Password =
.1:1812 to length 28

B. Edit /etc/hosts to add local domain names for each AP.

Mate Terminal 2 O &

File Edit View Search Terminal Help
350-6b3c ~]# cat /etc/hosts
1 localhost.localdomain localhost localhost6.loaldomainé localhost6
8.0.1 Tlocalhost.localdomain localhost localhost4.localdomaing localhost4
2.168.1.1081 lanforge.localnet lanforge.localdomain

.1.1.1 vap®.localdomain
pl.localdomain

4. Create EAP-TILS (802.1X username + password authentication) for one or more clients.



A. Create stations.

) MACVLAN

{2 GRE Tunnel

Shelf: R

Create VLANS on Port: 1.1.03
(2 802.1QWLAN () Redirect () Bridge ) Bond

(® WiFi STA () WiFi VAP ) WiFi Monitor

) WiFi Virtual Radio

esource: |1 (1f0312-7f22) |v‘ Port: |3 (wiphyl} ‘v

Quantity: |8

Basic Settings
WLAN ID:
STAID:

Parant M,

MAC Addr:

DHCPAPv4

IP Address:
IP Mask or Bits:
Gateway IP:
#1 Redir Name:

#2 Redir Name:

| WiFi Settings | Advanced Settings |

[oooo |

|m:m:xx:*:*:)o( |v|

[ Multiple Subnets

[ Down

Ready

B. The SSID and Key/Password do not need to be configured when using HotSpot 2.0:

sta0000 (Ifo312-7f22) Configure Settings (2 8 8
Paort Status Infarmation
Current:  DOWN LINK-DOWN GRO NONE
Driver Info: Part Type: WIFI-STA Parent: wiphyl
Port Configurables
Standard Configuration rAdvamced Configuration r Misc Configuration r’ Caorruptions r Custom WiFi ‘
Enable General Interface Settings
52 HE Down [ Aux-Mgt DHCP Hostname:
[] SetT%Q Len
[ secmmu [] DHCP-IPvE DHCP Release  DHCP Vendor ID:
[] ser offlaad DHCP-IPv4 SecondarydPs | DHCP Client ID:
I DNS Servers:  [BLANK Paer IP: NA
IP Address: 0.0.0.0 Global IPvE: AUTO
Services IP Mask: 0.0.0.0 Link IPv6: AUTO
e GatewayIP:  0.0.0.0 IPVE GW: AUTO
[]Fm
Alias: MTL: 1500
[]ons
MAC Addr: 04:f0:21:02:17:0c | TX Q Len 1000
[ rRaDIUS
[ 1psEc-client RptTimen [ || wiFiBridge: NONE I~
[] IPsec-Upstraam IPSec GW: IPSec Password:
IPSec Local ID.: IPSec Remote ID.:
Low Level WiFi Settings
[ Promise ssID: [tBLank] [+]ap:  [pEFRLLT |
TS0 Enabled
S it Key/Phrase: | 171 Mode: [20z.11sbanac -
UFO Enabled
/C . Of ;|05 Defaul
Dot Freaichamst o Rates [Bomic ]
[] LRO Enabled [wra [¥]wra2 [JwPA3 []OSEN []WEP
GRO Enabled [] Disable HT40 [] Enable VHT160 []Disable SGI
| Print || Display ‘ ‘ Probe || Display Scan H Sync | | Apply ‘ ‘ OK ‘ ‘ Cancel




C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,
802.11u, HotSpot 2.0 and other information. The EAP Identity and EAP Password must match the
configuration on your RADIUS server.

sta0000 (If0312-7f22) Configure Settings ) (a) (X%

Part Status Infarmation

Current:  DOWN LINK-DOWN GRO NONE

Driver Info: Part Type: WIFI-STA Parent: wiphyl

Port Configurables

Standard Configuration [ Advanced Configuration f’ Misc Configuration f’ Corruptions r Custom WiFi

Advanced WiFi Settings

Select 'WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others,

Key Management: HESSID: 04:f0:21:d1:e7:79

Pairwise Ciphers: Realm: vap0.localdomain

Group Ciphers: Client Cert:

WPA PSK: ] Msk 7
EAP Methods: Milenage:

EAP Identity: W Domain: ’\.'a—ECI.Im:aldomam
EAP Anonidentity: [ | cemsortum: | |
EAP Password: ,test— passwd Phase-1: ’—
EAP Pin: l— Phase-2: ]
Private Key: PK Password: ’—
CA Cert File: [ ] PACFiles 1
Network Auth: leeeB0211w: [Disabled (8)  [+]

[v] Advanced/802.1x Enable 802.11u HotSpet 2.0 []Enable PKC

| Brint || Display ‘ ‘ Brobe || Display Scan H Sync | | Apply H oK ‘ ‘ LCancel

D. The next station is setup with the HESSID and Realm/Domain of the second access point.

sta0001 (If0312-7f22) Configure Settings A X,

Part Status Infarmation

Current:  DOWH LINK-DOWN GRO NONE
Driver Info: Part Type: WIFI-STA Parent: wiphyl

Port Configurables

Standard Configuration | Advanced Configuration r Misc Configuration T/ Corruptions r Custom WiFi

Advanced WiFi Settings

Select 'WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others,

Key Management: [NPA-EAP HESSID: 00:0e:8e:b9:82:26
Pairwise Ciphers: Realm: vapl.localdomain

Group Ciphers: DEFAULT Client Cert:
WPA PSK IMS:

I
EAP Methods: Milenage:

EAP Identity: testuser Domairn: vapl.localdomain
EAP Anan Identity: Consortium:
EAP Password: testpasswd Phase-1:

EAP Pin: [  Jphasex [ ]
Private Key: l— PK Password: ’—
CA Cert File; l— EE—— | - . -

NetworkAuthi | |leee802llws m

[v] Advanced/202.1x  [¥]Enable 802.11u  [#]HotSpot 2.0 [] Enable PKC

| Brint || Display ‘ ‘ Probe || Display Scan H Sync | | Apply H oK ‘ ‘ Lancel




E. Verify stations connect and obtain DHCP IP address configuration.

LANforge Manager Version(5.4.3) +cli-sock M) (a) (x
control Reporting Windgws |nfo Tests

[ chamber view | [ stopal | [ Restart Manager | | pefresh | [ reLp |

VAP Stations | DUT | Profiles | Traffic-Profiles | Event Log | Alerts | Messages | Wamings | + | Wifi-Messages |
Status

VOIPRTP Endps | Attenuators | RF-Genmerator | Filel0 | Generic | TestMgr | Test Group | Resource Mgr | PPP-links |
)

PortMgr | Llayer3 | L3Endps | layer47 | r Wanlinks _ |©  VolPRTP |

Disp: ‘192 168.1.51:1 ‘ ‘ Sniff Packets | Down E ‘ Clear Counters || Reset Port || Delete |
Rpt Timer: [sediun (8 5) ||| Apply | CIVRF E [ Display |[ creste |[ moaty |[ Batchmoary |
All Ethernet Interfaces (Ports) for all Resources,

Port |3 P ‘ SEC plias | Parent Dev| RxBytes | RxPkts | PpsRX ‘ bps RX ‘ bps ~
1.1.00 192.168.1.51 0 etho 107.797..../94,229,792 121 798,836 3[4
1.1.01 172.16.0.12 0 ethl 0 0 0 0
1.1.02 0.0.0.0 0 wiphyo 0 0 0 0
1.1.03 0.0.0.0 0 wiphyl 1,061,941 4,262 97 194,864
1.1.04 0.0.0.0 0 wiphy2 0 0 0 [

1.1.05 0.0.0.0 0 wiphy3 0 0 0 0

1.1.06 10115 0 sta0000  wiphyl 210 3 0 EE]

1.1.07 10.2.2.4 0 sta0001 wiphyl 350 s 0 55

11.08 10116 0 sta0002  wiphyl 280 4 0 44

1.1.09 10.2.2.5 0 sta0003 wiphyl 350 b 0 55

1115 10117 0 sta0004  wiphyl 210 3 0 33

1.1.16 10.2.2.7 0 sta0005 wiphyl 350 bt 0 55

1117 10118 0 Sta0006  wiphyl 140 2 0 22

1.1.18 10.2.2.6 o sta0007 wiphyl 210 3 0 33 hd
[ Il ] Lo|
Logged into: 192.168.1.51:4002 as: Admin 8 stations: 81 01 0@

For more information see WiFi Station Cookbook

LANforge WiFi testing with HotSpot 2.0

Goal: Authenticate using HotSpot 2.0, 802.11v, and 802.1x EAP-TTLS and EAP-TLS.

Requires LANforge 5.2.10 or later. Create a Virtual AP

configured for HotSpot 2.0 and RADIUS (802.1x) " |
authenfication. Create two Station interfaces, one /\é |
connecting with EAP-TLS and one with EAP-TTLS. This
example uses two LANforge CT520 systems but the
procedure should work on all CT521, CT522, C1523, CT525

and similar systems.
System Under Test
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1. Create a virtual AP on wiphy0 of Resource 1. (Skip this if you are using your own AP)

A. Go to the Port Manager tab, select wiphy0 on proper resource, click Create, fill out appropriate
information and create basic Virtual AP interface.


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
http://www.candelatech.com/ct520-128_product.php

B. The new VAP should appear in the Port-Mgr table. Double-click to modify. Configure IP Address

information, SSID and select WPA2:

vapl (If0301-1n-f17-32) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP Parent: wiphy0

Port Configurables

standard Configuration | Ad d Configuration | Misc Configuration |
Enable General Interface Settings
[JSet IF Down [] DHCP-IPv6 DHCP Release [ Down [] Aux-Mgt
Do S Cra—
[]Set TX QLen
DNS Servers: [BLANK Peerip: NA
Set MTU
Llse IP Address: 10.97.1.1 Global IPv6: JAUTO
[ set Offload B
1P Mask: 255.255.0.0 Link IPv6: JAUTO
[] Set PROMISC
Gateway IP:  [0.0.0.0 1IPV6 GW: JAUTO
Alias: MTU: 1500
[~ Services— MAC Addr:  [00:0e:Be:c3:19:79 | TX QLen 1000
i din (85 |v] d =
LFTP e g
WiFi Settings
—Low Level—  S5ID: o DERAULT
] PROMISC Key/Phrase: | | Mode:  [B02.11aban
O TsOEnabled  Freq/Channel: 5745149 Rate: [psDefalt  [+]
[] UFO Enabled DTIM-Period: [2 | Max-STA: 2007
[JGSO Enabled ~ Beacon: 240
[ LRO Enabled [JUse wpPA A2 [[]Use WEP []Disable HT40 [] Disable SGI
GRO Enabled [lverbose Debug

| print || view petails || Logs | [_probe ][ pisplay scan |[_sync |

[aeety ][ ok |

C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,

802.11u, HotSpot 2.0,

RADIUS and other information. The RADIUS server can be the LANforge

machine when freeradius is installed via If_kinstall.pl --do_radius ... then just copy the client.p12 and
ca.pem from the /home/lanforge/ directory on the RADIUS LANforge machine to the Station
machine(s) and configure the stations to use those key files. Or, use your own RADIUS server and

copy key files as appropriate:

vapl (If0301-1n-f17-32) Configure Settings

Port Status Information
LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphyo

Current:

Port Configurables

[ Standard Configuration | Advanced Configuration | Misc Configuration |

Advanced WiFi Settings
Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x

and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

[o0:00:00:00:00:01

Ignore Auth-Assoc: Realm:

[o.lanforge.com.1315:61.21(2:41(5:7] |

|

Ignore Assoc:

Ignore Re-Assoc:

Corrupt G o

HS20 Capabilities Consortium: [

HS20 Oper Class 517C RADIUS IP ‘127‘0‘0.1

H520 WAN Metrics |01:8000:1000:80:240:3000 | RADIUS Port ‘1512

leee80211w: Disabled (8) |~ RADIUS Secret [lanforge

Business (2) Venue Type: ‘Pr‘lvate Residence (1)

Venue Group:

Network Type: [Personal (4)  [+] Address Types: [Fublic TPv (4) [+]
Network Auth: 00 3GPP Cell Net: [244,81;310,026:234,56 ]

Use 80211d [ | Use 80211h [ |Short-Preamble
Advanced/802.1x

HotSpot 2.0 [ Disable DGAF

Enable 802.11u

802.11u Internet  []802.11u ASRA 802.11u ESR 802.11u UESA

| Probe H Display Scan H Sync ‘

‘ Print H View Details H Logs |

nemn | ox |

D. Use Netsmith to create Virtual-Router. Add the vapX interface to the Virtual router, configure the
Virtual Router port object to serve DHCP. Optionally, add external Ethernet interface to virtual router
so that it can route to upstream networks. You could also set up the VAP in bridge mode and use
external DHCP server if preferred.

For more information see LANforge User's Guide: Ports (Interfaces) , VAP Bridge Mode Cookbook , Virtual
Router with DHCP Cookbook (Skip the WanLink portion)

2. Create EAP-TLS (key certific
A. Go to the Port Mana

ate authentication) Station on wiphyO0 of the second LANforge Resource.

ger tab, select wiphy0 on proper resource, click Create, fill out appropriate

information and create a basic Virtual Station interface.


http://www.candelatech.com/lfgui_ug.php#port
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

B. The new Station should appear in the Port-Mgr table. Double-click to modify. Select WPA2. The SSID
and Key/Password do not need to be configured when using HotSpot 2.0:

wlan0 (ct523-3n-f20) Configure Settings ) () (%

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration |

Enable General Interface Settings

[Jset IF Down [IDHCP-IPv6 [¥] DHCP Release  []Down ] Aux-Mgt

g ::: :;A; Len DHCP-IPv4 DHCP Client ID:
[ set MTU DNS Servers: W Peer IP: NA

Dl set offload IP Address:  0.0.0.0 Global ipve:  [auTo |
e W e masic 0.0.0.0 Link IPv6: oo ]
e Gateway IP:  0.0.0.0 IPV6 GW: oo ]
Qe Alias: I 1500

OFme MAC Addr:  00:0e:8e:30:9d:69 | TX QLen 1000
—Low Level—  RPt e = i HoH g
I PROMISC WiFi Settings

e Missi: [fecan [+]ap:  [pEFAULT |
Sz;z E:Zhb:zdd Key/Phrase: | | Mode: [B02.11aban [=]
CJLRO Enabled Freg/Channel: 5745/149 Rate: [0S Default [=]
GRO Enabled [JUse WPA [v] Use WPAZ [ |Use WEP [ | Disable HT40 [ ] Disable 5GI

‘ Print || View Details | | Probe H Display Scan || Sync | | Apply || oK ‘ ‘ Cancel

C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,
802.11u, HotSpot 2.0 and other information. The EAP Identity is required, but it may not matter what
value you enter unless your RADIUS server has specific requirements. The LANforge RADIUS server
does not care. The Private Key and CA Cert File should come from the /home/lanforge directory on
the RADIUS machine if using LANforge for the RADIUS server, or from your own RADIUS server's
machine if using your own RADIUS.

wlan0 (ct523-3n-f20) Configure Settings v (A~ (x

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration rMi5c Configuration \

Advanced WiFi Settings

Select 'WPAZ2 on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: [WFPA-E4F HESSID: [00:00:00:00:00:00
Pairwise Ciphers: Realm: |\anfurge.mm

Group Ciphers:  |all Client Cert: |

WPA PSK:
EAP Methods:
EAP Identity:

EAP Anon Identity: Consortium: |

Network Auth:

IMS1: |

|

|

\

J

enage: | |
lanforge Domain: [lanforge.com |
J

J

|

|

|

EAP Password: ,7 Phase-1: [
EAP Pin: li Phase-2: |
Private Key: W ge/client.pl2| PKPassword: |\anforge
CA Cert File: [homefanforgesca.pem | PAC File: [

leeeg0211w: |Disabled (0) [~]

[v¥] Advanced/802.1x Enable 802.11u HotSpot 2.0 []Enable PKC

‘ Cancel

‘ Print || View Details | | Probe H Display Scan || Sync | | Apply || OK.

D. Verify Station connects and obtains DHCP IP Address configuration.

For more information see WiFi Station Cookbook
3. Create EAP-TILS (802.1x username + password authentication) Station on wiphyO0 of the second LANforge
Resource.

A. Go to the Port Manager tab, select wiphyO on proper resource, click Create, fill out appropriate
information and create another basic Virtual Station interface.


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing

B. The new Station should appear in the Port-Mgr table. Double-click to modify. Select WPA2. The SSID
and Key/Password do not need to be configured when using HotSpot 2.0:

wlanl (ct523-3n-f20) Configure Settings ) () (%

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphyl

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration |

Enable General Interface Settings

[Jset IF Down [IDHCP-IPv6 [¥] DHCP Release  []Down ] Aux-Mgt

g ::: ::I:; Len DHCP-IPv4 DHCP Client ID:
[ set MTU DNS Servers: W Peer IP: NA

Dl set offload IP Address:  0.0.0.0 Global ipve:  [auTo |
e W e masic 0.0.0.0 Link IPv6: oo ]
e Gateway IP:  0.0.0.0 IPV6 GW: oo ]
Qe Alias: I 1500

OFme MAC Addr:  00:0e:8e:3d:30:e3 | TXQLen 1000

I PROMISC WiFi Settings

e Missi: [fecan [+]ap:  [pEFAULT |
Sz;z E:Zhb:zdd Key/Phrase: | | Mode: [B02.11aban [=]
CJLRO Enabled Freg/Channel: 5745/149 Rate: [0S Default [=]
GRO Enabled [JUse WPA [v] Use WPAZ [ |Use WEP [ | Disable HT40 [ ] Disable 5GI

‘ Print || View Details | | Probe H Display Scan || Sync | | Apply || oK ‘ ‘ Cancel

C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,
802.11u, HotSpot 2.0 and other information. The EAP Identity and EAP Password must match the
configuration on your RADIUS server. LANforge RADIUS defaults to: testuser, testpasswd when
freeradius is installed via If_kinstall.pl --do_radius. Phase-2 must be configured as shown for EAP-TTLS
with MSCHAPV2.

wlanl (ct523-3n-f20) Configure Settings v (A~ (x

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphyl

Port Configurables

Standard Configuration | Advanced Configuration rMi5c Configuration \

Advanced WiFi Settings

Select 'WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: [WFPA-E4F HESSID: [0a:00:00:00:00:00
Pairwise Ciphers: |CCMP TKIP Realm: |\anfurga‘mm

Private Key: PK Password: |
CA Cert File: PAC File: [
Network Auth: leee80211w: |Disah1ed (0) |v|

[v¥] Advanced/802.1x Enable 802.11u HotSpot 2.0 []Enable PKC

|
|
Group Ciphers:  [all Client Cert: | |
WPA PSK: ] Mse | |
EAP Methods: Milenage: | ‘
EAP Identity: W Domain: [lanforge.com |
EAP Anon Identity: ,7 Consortium: | |
EAP Password: [testpasswd | Phase-1: | |
EAP Pin: [ | Phasez [auth=MsCHAPVZ |
|
|

‘ Print || View Details | | Probe H Display Scan || Sync | | Apply || OK ‘ ‘ Cancel

D. Verify Station connects and obtains DHCP IP Address configuration.

For more information see WiFi Station Cookbook


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing

LANforge WiFi AP and Stations with HS20
and EAP-AKA

Goal: Use LANforge to create AP, RADIUS server, and Station that supports HotSpot 2.0 (HS20)
and EAP-AKA authentication.

Requires LANforge 5.2.11 or later. Create a Virtual AP S
configured for HotSpot 2.0 and RADIUS (802.1x)

authentication. Create second dummy AP to act as /\é |
RADIUS server using hostapd. Configure back-end tools
authenticate EAP-AKA. Create and configure LANforge
WiFi station to test authentication. This example uses two
LANforge CT520 systems but the procedure should work
on all CT521, CT522, C1523 and CT525 systems.
Information here should be useful for non-LANforge users
creating their own AP using the hostapd program.

Lard forge CS LN

AT rrge WwiFlIRE
This example uses LANforge for all components, so it is .‘)—’j‘y/f
both the test gear and the system under test. This
cookbook is primarily intfended to record information on I I
how to set up various components of an HS20 EAP-AKA I I
network for demo purposes. Users may choose to

implement sub-sections of this cookbook and replace
others with third-party APs, RADIUS servers, efc.
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Access Points RADIUS Server

1. Create a virtual AP on wiphy0 of Resource 1.

A. Go to the Port Manager tab, select wiphy0 on proper resource, click Create, fill out appropriate
information and create basic Virtual AP interface.

B. The new VAP should appear in the Port-Mgr table. Double-click to modify. Configure IP Address
information, SSID and select WPA2:

vapl (If0301-1n-f17-32) Configure Settings v (a) (%

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration |

Enable General Interface Settings
[]set IF Down [] DHCP-IPV6 DHCP Release [ ]Down [] Aux-Mgt
[ set MAC [IDHCP-IPv4 | Secondary-Ps | DHCP Client ID: :
[]set T™XQLen
DNS Servers: [BLANK PeerIP: NA
[]Set MTU
IP Address:  [10.97.1.1 Global IPv6: JAUTO
[[]Set Offload B
1P Mask: 255.255.0.0 Link IPv6: JAUTO
[] Set PROMISC
Gateway IP:  [0.0.0.0 1IPV6 GW: JAUTO
Alias: MTU: 1500
[~ Services— MAC Addr:  [00:0e:Be:c3:19:79 | TX QLen 1000

CJHTTP
OFte Rpt Timer: medium (8 s) = WiFi Bridge:

WiFi Settings

e e 55ID: ABCD-1234 AP: DEFAULT

[ PROMISC Key/Phrase: | | Mode:  [B02.11aban [+]
[ TS0 Enabled Freg/Channel: 5745/149 Rate:
[JUFO Enabled  DTIM-Period: [2 | Max-STA: [2007 |
[JGSO Enabled ~ Beacon: a0 ]

[JLRO Enabled []Use WPA [] Use WPA2 []Use WEP []Disable HT40 [] Disable SGI

GRO Enabled [JVerbose Debug

‘ Print H View Details H Logs | | Probe H Display Scan H Sync ‘ ‘ Apply |



http://www.candelatech.com/ct520-128_product.php

C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,
802.11u, HotSpot 2.0, RADIUS and other information. Note that the 3GPP Cell Net entry must
correspond to the IMSI we enter as the station's identity and the IMSI information in the hir_auc_gw
config file:

vapl (If0301-1n-f17-32) Configure Settings ¥ (2 (x

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration rMisc Configuration \
Advanced WiFi Settings
Select 'WPA2' on the standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

ignore Probes: HESSID: [o0:00:00:00:00:01 |
Ignore Auth-Assoc: Realm: [olanforge.com 1315161, 2L 2141 15:71 |
Ignore Assoc: IMSI: I |
Ignore Re-Assoc: Milenage: [

compromc  [o @ |z]oomaim [orogecon \
H520 Capabilities Consortium: [o1010101 |
J
|

HS20 Oper Class 517C RADIUS IP ‘127‘0‘0.1
HS20 WAN Metrics |01:8000:1000:80:240:3000 | RADIUS Port ‘1812

leee80211w: Disabled (0) |~ RADIUS Secret [nforge
Venue Group: Business (2) Venue Type: ‘PFlVElE Residence (1) ‘v‘

Network Type: Personal (4) |~ address Types: [Puslic 1Pva (4) [~]
Network Auth: 00 3GPP Cell Net: [055,54 |

7l Use 80211d [] Use 80211h [ Short-Preamble

dvanced/802.1x HotSpot 2.0 [ Disable DGAF
Enable 802.11u 802.11u Internet [ ] 802.11u ASRA 802.11u ESR 802.11u UESA

‘ Print H View Details H Logs | | Probe H Display Scan H sync ‘ ‘ Apply |

D. Use Netsmith to create Virtual-Router. Add the vapX interface to the Virtual router, configure the
Virtual Router port object to serve DHCP. Optionally, add external Ethernet interface to virtual router
so that it can route to upstream networks. You could also set up the VAP in bridge mode and use
external DHCP server if preferred.



E. For those doing this manually, the hostapd.conf file looks like this:
interface=vap0
driver=n180211
logger syslog=-1
logger_syslog_level=2
logger stdout=-1
logger stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_vap0.dump
ctrl _interface=/var/run/hostapd
ctrl _interface group=0
ssid=ben-138
bssid=80:01:02:03:04:05
country code=US
ieee80211d=1
hw_mode=a
ieee80211n=1
beacon_int=240
dtim period=2
max_num_sta=2007
rts_threshold=2347
fragm_threshold=2346
preamble=0
macaddr_acl=0
auth_algs=1
ignore broadcast ssid=0
# Enable HT modes if you want 300Mbps+ throughput.
#ht_capab=[HT20] [HT40-] [HT40+] [GF] [SHORT-GI-20] [SHORT-GI-40]
# [TX-STBC] [RX-STBC123] [MAX-AMSDU-7935] [DSSS CCK-40] [PSMP] [LSIG-TXOP-PROT]
ht_capab=[HT20] [HT40+] [SHORT-GI-40] [SHORT-GI-20]
#vht_capab=[HT20] [HT80+] [HT80-] [SHORT-GI-80]
wmm_enabled=1
wmm_ac_bk_cwmin=4
wmm_ac_bk_cwmax=10
wmm_ac_bk_aifs=7
wmm_ac_bk_txop_limit=0
wmm_ac_bk_acm=0
wmm_ac_be aifs=3
wmm_ac_be_cwmin=4
wmm_ac_be_cwmax=10
wmm_ac_be txop limit=0
wmm_ac_be_acm=0
wmm_ac_vi_aifs=2
wmm_ac_vi_cwmin=3
wmm_ac_vi_cwmax=4
wmm_ac_vi_ txop_ limit=94
wmm ac vi acm=0
wmm_ac_vo_aifs=2
wmm_ac_vo_cwmin=2
wmm_ac_vo_cwmax=3
wmm_ac_vo_txop_ limit=47
wmm_ac_vo_acm=0
channel=36
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server addr=127.0.0.1
auth_server port=1812
auth_server shared secret=lanforge
wpa=2
wpa_pairwise=CCMP
wpa_key mgmt=WPA-EAP
# 802.11u configuration
interworking=1
access_network_type=4
internet=1
asra=1
esr=1
uesa=1
venue_group=2
venue_type=1
hessid=00:00:00:00:00:01
roaming_consortium=01010101
venue name=eng:LANforge Test Venue
network_auth_ type=00
ipaddr_type availability=04
domain_name=lanforge.org
angp_3gpp_cell_net=055,54
nai_realm=0,lanforge.org,13[5:6],21[2:4][5:7]
# HotSpot 2.0 configuration
hs20=1
hs20_oper friendly name=eng:LANforge HotSpot 2.0
hs20_wan_metrics=01:8000:1000:80:240:3000
hs20_operating class=517C

For more information see LANforge User's Guide: Ports (Interfaces) , VAP Bridge Mode Cookbook , Virtual
Router with DHCP Cookbook (Skip the WanLink portion)

2. Create a dummy virtual AP on wiphyO of Resource 1 to act as RADIUS server.

A. Go to the Port Manager tab, select wiphyO on proper resource, click Create, fill out appropriate
information and create basic Virtual AP interface.


http://www.candelatech.com/lfgui_ug.php#port
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

B. The new VAP should appear in the Port-Mgr table. Double-click to modify. Configure IP Address
information, SSID and select WPA2:

vap2 (If0301-1n-f17-32) Configure Settings ¥) (=) (¢

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy0

Port Configurables

standard Configuration | Ad d Configuration | Misc Configuration |
Enable General Interface Settings
[] set IF Down ] DHCP-IPv6 [¥] DHCP Release  [] Down ] Aux-Mgt
Do S Cra—
[]Set TXQLen
DNS Servers: [BLANK Peerip: NA
Set MTU
Llse IP Address: 10.20.1.1 Global IPv6: JAUTO
[ set Offload B
1P Mask: 255.255.0.0 Link IPv6: JAUTO
[] Set PROMISC
Gateway IP:  [0.0.0.0 1IPV6 GW: JAUTO
Alias: MTU: 1500
[~ Services— MAC Addr:  [00:0e:8e:84:81:78 | TX QLen 1000
i din (85 |v] d =
LFTP e g
WiFi Settings
—Low Level—  S5ID: o DERAULT
] PROMISC Key/Phrase: | | Mode:  [B02.11aban [=]
O TsOEnabled  Freq/Channel: 5745149 Rate: [psDefalt  [+]
[] UFO Enabled DTIM-Period: [2 | Max-STA: 2007 |
[JGSO Enabled ~ Beacon: 240
O LRO Enabled [JUse WPA [¥] Use WPA2 [ | Use WEP [ | Disable HT40 [ | Disable 5GI
GRO Enabled [v]verbose Debug

| print || viewbetails || Logs | [ probe || Display scan || sync | | apply |

C. Select the Misc Configuration tab in the Port-Modify window and select Custom WPA Cfg and
specify the WPA Cfg file name:

vap2 (If0301-1n-f17-32) Configure Settings DEOEE

Port Status Information
Current:  LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

Standard Configuration r Advanced Configuration rMisc Configuration

More WiFi Settings

Freq-2.4: i Freq-5: i

X-Coordinate: 0 Y-Coordinate: |0

Z-Coordinate: 0

Post IF-UP Script: =
Custom WPA Cfg WPA Cfg: [inomesanforgeshostapd vap2_radius.con|

[ skip Portal on Roam

| print || viewbetails || Logs | [ probe || Display scan || sync | | apply |

D. We are just using LANforge to start/stop the hostapd process associated with the dummy AP. All
interesting configuration is in the custom config file, which should appear similar to this:

interface=eth0

driver=wired

logger syslog=-1

logger_syslog_level=2

logger stdout=-1

logger stdout level=2
dump_file=/home/lanforge/wifi/hostapd vap2.dump
ctrl_interface=/var/run/hostapd

ctrl_interface group=0

#ieee8021x=1

eapol_key index workaround=0

eap_server=1l
eap_user_file=/etc/hostapd.eap_user
server_id=1f138.lanforge.com

eap_sim db=unix:/tmp/hlr auc gw.sock
radius_server_auth_port=1812
radius_server_clients=/etc/hostapd.radius_clients

E. Create RADIUS client authentication file on the LANforge machine called
/etc/hostapd.radius_clients with contents similar fo:
192.168.100.0/24 lanforge
127.0.0.1/24 lanforge

F. Create the /etc/hostap.eap_user file, with confents similar to this:
"*@lanforge.com" TLS

"Q"* AKA

"2k AKA

"4k AKA

3. Configure back-end authenticator for EAP-AKA.



A. On the LANforge machine, use your favorite editor to create the file /etc/hlr_auc_gw.milenage_db
It should have contents similar to:

# Parameters for Milenage (Example algorithms for AKA).

# The example Ki, OPc, and AMF values here are from 3GPP TS 35.208 v6.0.0

# 4.3.20 Test Set 20. SQN is the last used SQN value.

# These values can be used for both UMTS (EAP-AKA) and GSM (EAP-SIM)

# authentication. In case of GSM/EAP-SIM, AMF and SQN values are not used, but

# dummy values will need to be included in this file.

# IMSI Ki OPc AMF SQN

232010000000000 90dca4edad5b53cfOf12d7c9c3bc6a89 ch9ccccab9258e6dcad760379fb82581 61df 600600000000

# These values are from Test Set 19 which has the AMF separation bit set to 1
# and as such, is suitable for EAP-AKA' test.
555444333222111 5122250214c33e723a5dd523fc145TcO 981d464c7c52eb6e5036234984ad0bef c3ab 16f3b3f70fcl
B. Asrooft user, start the hir_auc_gw tool:
cd /home/lanforge
lanforge.profile
hlr_auc_gw -m /etc/hlr_auc_gw.milenage db > /tmp/hlr_auc_gw.log&

C. Inthe LANforge-GUI, select the dummy vap (vap2 in our example) and click Reset to restart the
RADIUS process now that the hir_auc_gw program is running.

4. Create WiFi Station on second wiphy (and/or second LANforge) to test connectivity

A. Go to the Port Manager tab, select wiphyX on proper resource, click Create, fill out appropriate
information and create a basic Virtual Station interface.

B. The new Station should appear in the Port-Mgr table. Double-click to modify. Set the SSID to
[BLANK], and Select WPAZ2. The SSID and Key/Password do not need fo be configured when using

HotSpot 2.0:
stal (ct523-3n-f20) Configure Settings DG
Port Status Information
Current:  LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphy0
Port Configurables
standard Configuration | Configuration | Misc Configuration |
Enable General Interface Settings
[Iset IF Down [ DHCP-IPv6 [¢] DHCP Release  []Down [] Aux-Mgt
[]set MmAC )
[¥] DHCP-IPv4 | Secondary-IPs | DHCP Client ID: ﬂ
[]setT™XQLen
Oset M1y DNS Servers: [192.168.4.1 Peer IP: NA
Ol set offload 1P Address:  0.0.0.0 Global IPve:  [auTO
Oset promisc P Mask: 0.0.0.0 Link IPve: [auto
- Gateway IP: 0.0.0.0 1Pv6 GW: JAUTO
Services— >
ure Alias: MTU: 1500
ey MAC Addr:  [00:0e:8e:00:d0:71 | TX QLen 1000
e RptTimer:  [nediun (35) || wiFi Bridge:
CIPROMISC WiFi Settings
(1750 Enabled
S5ID: [teLania [~]ap:  [pEFaUT |
CJuFo Enabled . ‘ i -
Key/Phrase: Mode: [802.11aban -
[]GSO Enabled A e - 1" o
Freg/Channel: 5745/149 Rate: [0S Default
CILRO Enabled L
GRO Enabled []Use WPA [v] Use WPA2 []Use WEP []Disable HT40 [ Disable SGI
[ print_|[ View Details | | probe || Display scan || sync | [ appy ][ ok |

C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,
802.11u, HotSpot 2.0 and other information. The EAP Identity and EAP Password must match the
configuration on your RADIUS server, and in this case, that means it must match the hir_auc_gw
configuration we entered earlier. The HS20 Realm and Domain should be configured to match the
HS20 AP.

stal (ct523-3n-f20) Configure Settings V) (a) (x

Port Status Information
Current:  LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphyo

Port Configurables

[ Standard Configuration | Advanced Configuration | Misc Configuration |

Advanced WiFi Settings
Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.
Key Management: [#PA-EAP [+ HESsID: 100:00:00:00:00:00
Pairwise Ciphers: [CCHP TKIP [+] Realm: lanforge.com
Group Ciphers:  [Al1 [+ client cert:
WPA PSK: [ | msi: ||
EAP Methods:  [EAP-AKA [+] Milenage:
EAP Identity: [0555444333222111 @lanforge.com | Domain: [anforge.com |
EAP Anon Identity: [ | consortium: [ |
EAP [5122250214c332723a5dd5237c1 457c0:381 d464c7 c52eb6e5036 0bcF:16f3b3f70fcl| Phase-1: | |
EAP Pin: [ | Phase-2: ||
Private Key: [ | PkPassword: [ |
CA Cert File: [ | PAC File: |
Network Auth: | | teeeso211w: [pisabled (6) [v]
Advanced/g802.1x Enable 802.11u HotSpot 2.0 [ |Enable PKC

[ print_|[ view Details | [ probe || Display scan || sync | [ appy ][ ok |

D. Verify Station connects to the AP and obtains DHCP IP Address configuration. If it does not work,
look at the Station's supplicant logs, the AP logs, the RADIUS server logs, and the hir_auc_gw logs.



E. For those doing this manually, the wpa_supplicant.conf file looks like this:
ctrl_interface=/var/run/wpa_supplicant
fast_reauth=1
can_scan_one=1
# 802.11u / Interworking configuration.
interworking=1
auto_interworking=1
access_network type=0
# HotSpot 2.0 configuration
hs20=1
bss_max_count=2000
network={

interworking defaults=1
disable_ht=0

disable vht=1

disable ht40=0

disable sgi=0

ht_mcs=""
disable_max_amsdu=-1
ampdu_factor=-1
ampdu_density=-1

cred={
username="0555444333222111@wlan.org"
password="5122250214c33e723a5dd523fc145fc0:981d464c7c52eb6e5036234984ad0bcf:16T3b3f70fcl"
realm="1lanforge.org"
domain="lanforge.org"
eap=AKA

For more information see WiFi Station Cookbook

Goal: Use LANforge to create AP, RADIUS server, and Station that supports HotSpot 2.0 (HS20)
and EAP-SIM authentication.

Requires LANforge 5.2.11 or later. Create a Virtual AP S
configured for HotSpot 2.0 and RADIUS (802.1x)

authentication. Create a MAC-VLAN interface to act as /\é |
RADIUS server using hostapd. Configure back-end tools
authenticate EAP-SIM. Create and configure LANforge
WiFi station to test authentication. This example uses two [
LANforge CT520 systems but the procedure should work

on all CT521, CT522, C1523 and CT525 systems.

Information here should be useful for non-LANforge users

creating their own AP using the hostapd program.
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1. Create a virtual AP on wiphy0 of Resource 1.

A. Go to the Port Manager tab, select wiphyO on proper resource, click Create, fill out appropriate
information and create basic Virtual AP interface.


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
http://www.candelatech.com/ct520-128_product.php

B. The new VAP should appear in the Port-Mgr table. Double-click to modify. Configure IP Address
information, SSID and select WPA2:

vapl (If0301-1n-f17-32) Configure Settings ¥) (=) (¢

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy0

Port Configurables

standard Configuration | Ad d Configuration | Misc Configuration | Custom WiFi |
Enable General Interface Settings
[]set IF Down [IDHCP-IPv6 [7] DHCP Release  [] Down [] Aux-Mgt
SIS [IDHCP-Pv [ SecondaryPs | DHCP Client 1D: [ione [+
[]setTXQLen
DNS Servers: |[BLANK Peer IP: NA
Set MTU
d IP Address:  [10.97.1.1 Global IPve:  [AUTO
[ Set Offload X
1P Mask: 255.255.0.0 Link IPve: [auTo
[[]Set PROMISC
Gateway IP: [0.0.0.0 IPv6 GW: [auTo
Alias: MTU: 1500
—Services—

MAC Addr: 00:0e:8e:c3:19:79 T™XQlLen 1000

[CIHTTP

WiFi Settings

R Level SSID: ABCD-1234 AP: DEFAULT

] PROMISC Key/Phrase: | | Mode:  [g02.11aban [+]
[]TSO Enabled Freg/Channel: 5745/149 Rate: 05 Default [~]
] UFO Enabled DTIM-Period: [2 | Max-5TA: [2007 |

[ GSO Enabled Beacon: 240
[JLRO Enabled CIwpA WPA2 [] OSEN [ | WEP [] Disable HT40 [] Disable SGI
GRO Enabled [[]verbose Debug

[ print_|[ viewpetaits |[ togs | [ probe || Displayscan [ sync | [ appy |[ ox |

C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,
802.11u, HotSpot 2.0, RADIUS and other information. Note that the 3GPP Cell Net entry must
correspond to the IMSI we enter as the statfion's identity and the IMSI information in the hir_auc_gw
config file. Also, note that the Realm must contain the EAP Method Type 18 (EAP-SIM) as described
in http://www.iana.org/assignments/eap-numbers/eap-numbers.xhtml#eap-numbers-4:

vapl (If0301-1n-f17-32) Configure Settings 2 (=) G

Port Status Information
current:  LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

{ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

Advanced WiFi Settings

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: HESSID: ‘00‘00‘00:00:00‘33 |
Ignore Auth-Assoc: Realm: D.mytest.com,13:15:61,18:[5:1115:21,2L:(5:71]
Ignore Assoc: IMSI: I |
Ignore Re-Assoc: Milenage: [ |

Corrupt GTK: Domain: ‘mytest‘cum ‘
HS20 Capabilities [ | consortium: | |
HS20 Oper Class RADIUS IP [127.0.01 ]
HS20 WAN Metrics RADIUS Port  [1812 ]

leeeB0211w: Disabled (0) |~ RADIUS Secret [lanforge |
Venue Group: Business (2) Venue Type:  [Private Residence (1) [~]

Network Type: Personal (4) |+ Address Types: [public 1Pua (4) [~]
Network Auth: 3GPP Cell Net: 123,20 ]

Use 80211d []Use 80211h []Short-Preamble

dvanced/802.1x HotSpot 2.0 []Disable DGAF

nable 802.11u 802.11u Internet []802.11u ASRA 802.11u ESR 802.11u UESA

‘ Print H View Details H Logs | | Probe H Display Scan H sync ‘ ‘ Apply |

D. Use Netsmith to create Virtual-Router. Add the vapX interface to the Virtual router, configure the
Virtual Router port object to serve DHCP. Optionally, add external Ethernet interface to virtual router
so that it can route to upstream networks. You could also set up the VAP in bridge mode and use
external DHCP server if preferred.



http://www.iana.org/assignments/eap-numbers/eap-numbers.xhtml#eap-numbers-4

E. For those doing this manually, the hostapd.conf file looks like this:
interface=vapl
driver=n180211
logger syslog=-1
logger_syslog_level=2
logger stdout=-1
logger stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_vap0.dump
ctrl _interface=/var/run/hostapd
ctrl _interface group=0
ssid=ABCD-1234
bssid=00:0e:8e:c3:19:79
country code=US
ieee80211d=1
ieee80211h=0
ieee80211w=0
hw_mode=a
ieee80211n=1
beacon int=240
dtim_period=2
max_num_sta=2007
rts_threshold=2347
fragm_threshold=2346
preamble=0
macaddr_acl=0
auth_algs=1
ignore broadcast ssid=0
# Enable HT modes if you want 300Mbps+ throughput.
#ht capab=[HT20][HT40-] [HT40+] [GF][SHORT-GI-20] [SHORT-GI-40]
# [TX-STBC] [RX-STBC123] [MAX-AMSDU-7935] [DSSS CCK-40] [PSMP] [LSIG-TXOP-PROT]
ht_capab=[HT20] [HT40+] [SHORT-GI-40] [SHORT-GI-20]
#vht capab=[HT20] [HT80+] [HT80-] [SHORT-GI-80]
wmm_enabled=1
wmm_ac_bk_cwmin=4
wmm_ac_bk_cwmax=10
wmm_ac_bk_aifs=7
wmm_ac_ bk txop limit=0
wmm_ac_bk_acm=0
wmm_ac_be aifs=3
wmm_ac_be_cwmin=4
wmm_ac_be cwmax=10
wmm_ac_be txop limit=0
wmm_ac_be_acm=0
wmm_ac_vi_aifs=2
wmm_ac_vi_cwmin=3
wmm_ac_vi_cwmax=4
wmm_ac_vi_txop_limit=94
wmm_ac_vi_acm=0
wmm_ac_vo_aifs=2
wmm_ac_vo_cwmin=2
wmm_ac_vo_cwmax=3
wmm_ac_vo_txop limit=47
wmm_ac_vo_acm=0
channel=149
ieeeB8021x=1
own ip addr=127.0.0.1
auth_server addr=127.0.0.1
auth_server port=1812
auth_server_shared_secret=lanforge
wpa=2
wpa_pairwise=CCMP
wpa_key mgmt=WPA-EAP WPA-EAP-SHA256
# 802.11u configuration
interworking=1
access_network type=4
internet=1
asra=1
esr=1
uesa=1
venue_group=2
venue_type=1
hessid=00:00:00:00:00:33
venue_name=eng:LANforge Test Venue
network_auth_type=00
ipaddr_type availability=04
domain_name=mytest.com
angp_3gpp_cell net=123,20
nai_realm=0,mytest.com,13:[5:6],18:[5:1][5:2],21:[5:7]
# HotSpot 2.0 configuration
hs20=1
hs20 oper friendly name=eng:LANforge HotSpot 2.0
hs20_wan_metrics=01:8000:1000:80:240:3000
hs20_operating class=517C

For more information see LANforge User's Guide: Ports (Interfaces) , VAP Bridge Mode Cookbook , Virtual
Router with DHCP Cookbook (Skip the WanLink portion)

2. Create a MAC-VLAN interface on eth1 of Resource 1 fo act as RADIUS server.

A. Go to the Port Manager tab, select eth1 on the proper resource, click Create, fill out appropriate
information and create a basic MAC-VLAN inferface.


http://www.candelatech.com/lfgui_ug.php#port
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

B. The new interface should appear in the Port-Mgr table. Double-click to modify. Configure IP Address
information and select the RADIUS checkbox which will allow a hostapd based RADIUS server on the
interface using the config file /home/lanforge/wifi/hostapd_eth1#0.conf :

eth1#0 (If0301-1n-f17-32) Configure Settings v (A (x
Port status Information
Current:  LINK-UP PROBE-ERROR TSO UFO
Driver Info: Port Type: MAC-VLAN Parent: ethl
Port Configurables
Enable General Interface Settings —Advert Rates —
[]set IF Down 10bt-HD
[ set MAC CIbown [ Aux-Mgt 10bt-FD
Set TXQLen 100bt-HD
= . [JDHCP-IPv6 [7IDHCP Release  DHCP VendorID: one || el
[]set MTU g 100bt-FD
[]set offload jalDHCEIEYS DHCP client [D: - |one = Aut tiate 1000-FD
[]5et PROMISC DNS Servers: [BLANK Peer IP: NA _ []10G-FD
[Jset RxaljFcs 1P Address:  [172.16.30.2 Global IPve: [AUTO —j| ORenegotiate i
[]Set Bridge Info P Mask: [255.255.255.0 Link IPv6: [AUTO O Restart Xovr I Flow-Control
Gateway IP: [172.16.30.1 IPV6 GW: [auTo Orromisc
Serv Alias: [ M 1500 [ RX-ALL Offload
—Services—
MAC Addr:  [00:01:al:de:03:38 | TX QLen o ORx-FCs [ Ene
Hiwre [JBypass now! UFO Enabled
3 o [Bypass Power-UP [16G50 Enabled
EpBEnee o [ Bypass Power-DOWN |[CJLRO Enabled
[JBypass Disconnect ]GRO Enabled
[ print || Viewpetails | [ probe |[ sync | [ apply |[ ox |

C. We are just using LANforge to start/stop the hostapd process associated with the MAC-VLAN
interface. All interesting configuration is in the custom config file, which should appear similar to this:

interface=eth1#0

driver=wired

logger _syslog=-1

logger syslog level=2

logger stdout=-1

logger stdout_level=2
#dump_file=/home/lanforge/wifi/hostapd_eth1#0.dump
ctrl_interface=/var/run/hostapd

ctrl _interface group=0

ieee8021x=1

eapol_key index workaround=0

eap_server=1l

eap_user_file=/etc/hostapd.eap_user
server_id=1f0301.mytest.com
eap_sim_db=unix:/tmp/hlr_auc_gw.sock
radius_server_auth_port=1812

radius_server clients=/etc/hostapd.radius_clients

ca_cert=/etc/raddb/certs/ca.pem

server_ cert=/etc/raddb/certs/server.pem
private_key=/etc/raddb/certs/server.key
private key passwd=lanforge

D. Create RADIUS client authentication file on the LANforge machine called
/etc/hostapd.radius_clients with contents similar to:
192.168.100.0/24 lanforge
127.0.0.1/24 lanforge

E. Create the /etc/hostap.eap_user file, with contents similar to this:
"*@mytest.com" TLS
"@"* SIM,TTLS,TLS,PEAP,AKA
"1"* SIM,TTLS,TLS,PEAP,AKA

3. Configure back-end authenticator for EAP-SIM.

A. On the LANforge machine, use your favorite editor to create the file /etc/hlr_auc_gw.milenage_db
It should have contents similar to:

# Parameters for Milenage (Example algorithms for AKA).

# The example Ki, OPc, and AMF values here are from 3GPP TS 35.208 v6.0.0

# 4.3.20 Test Set 20. SQN is the last used SQN value.

# These values can be used for both UMTS (EAP-AKA) and GSM (EAP-SIM)

# authentication. In case of GSM/EAP-SIM, AMF and SQN values are not used, but

# dummy values will need to be included in this file.

# IMSI Ki OPc AMF SQN

232010000000000 90dcadedad5b53cfOf12d7c9c3bc6a89 cb9cccc4b9258e6dcad760379fh82581 61df 000OOOOOOOOEO

# These values are from Test Set 19 which has the AMF separation bit set to 1
# and as such, is suitable for EAP-AKA' test.
555444333222111 5122250214c33e723a5dd523fc145fcO0 981d464c7c52eb6e5036234984ad0bcf c3ab 16f3b3f70fcl
B. Asroot user, start the hir_auc_gw tool:
cd /home/lanforge
lanforge.profile
hlr auc_gw -m /etc/hlr_auc_gw.milenage db > /tmp/hlr_auc gw.log &

NOTE: If the hir_auc_gw does not start, you may have to remove the file /tmp/hir_auc_gw.sock first.

C. In the LANforge-GUI, select the MAC-VLAN interface (eth1#0 in our example) and click Reset to
restart the hostapd RADIUS process now that the hir_auc_gw program is running.

4. Create WiFi Station on second wiphy (and/or second LANforge) to test connectivity

A. Go to the Port Manager tab, select wiphyX on proper resource, click Create, fill out appropriate
information and create a basic Virtual Station interface.



B. The new Station should appear in the Port-Mgr table. Double-click to modify. Set the SSID to
[BLANK], and Select WPA2. The SSID and Key/Password do not need fo be configured when using
HotSpot 2.0:

stal (ct523-3n-f20) Configure Settings ¥) (=) (x

Port Status Information
Current:  LINK-UP GRO Authorized
Driver Info: Port Type: WIFI.STA Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration |

Enable General Interface Settings

[lset IF Down [ DHCP-IPv6 [¢] DHCP Release  []Down [] Aux-Mgt

g ::: ::‘Z Len DHCP-IPv4 DHCP Client ID: ﬂ

Olset mTu DNS Servers: [192.168.4.1 Peer IP: NA

[ 5et Offload IP Address:  0.0.0.0 Globalipve:  [auTo |

Ssctpromsc P Mask 0.0.0.0 Link IPv6: oo

S Gateway IP:  0.0.0.0 IPV6 GW: oo

’T] G Alias: M 1500

Orre MAC Addr:  [00:0e:8e:00:d0:71 | TX QLen 1000

[promMisC WiFi Settings

1750 Enabled

oo i 5512 [teLany []ap:  [pEFALLT |

C1GSO Enablea  eY/Phrase: [ | Mode: [802.11aban [+]

o e Freg/Channel: 5745/149 Rate: [05 Default  [~|

GRO Enabled [Juse wpA se WPA2 [ Use WEP [ Disable HT40 []Disable SGI

[ print_|[ view Details | [ probe || Display scan || sync | [ appy ][ ok |

C. Select the Advanced Configuration tab in the Port-Modify window and configure the 802.1x,
802.11u, HotSpot 2.0 and other information. The EAP Identity and EAP Password must match the
configuration on your RADIUS server, and in this case, that means it must match the hir_auc_gw
configuration we entered earlier. The HS20 Realm and Domain should be configured to match the
HS20 AP.

stal (ct523-3n-f20) Configure Settings ) (2 G2

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphyo

Port Configurables

[ Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

Advanced WiFi Settings

Select "WPA2 on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: ‘NPA'E!P ‘V‘ HESSID: 00:00:00:00:00: 33|
pairwise Ciphers: [FEraiT =
Group Ciphers:  [DEFAULT [+] client cert:

WPA PSK: [ | M5

EAP Methods: [ErP-stm [~| milenage:

EAP Identity: [1232010000000000@mytest.com | Domain:
EAP Anon Identity: | | consortium: [ |
EAP d:  [g0dcasedadsbs3cfofl2d7cocab b b 760379fb82581] Phase-1: B
EAP Pin: [ | Phase-2: |
Private Key: | PKPassword: |

[
CA Cert File: [ | PAC File:
Network Auth: | | teeeg0211w: |piszbled (a) [+

[l Advanced/802.1x Enable 802.11u HotSpot 2.0 []Enable PKC

| print || view Details | | probe || pisplay scan |[ sync | [ apply |

D. Verify Station connects to the AP and obtains DHCP IP Address configuration. If it does not work,
look at the Station's supplicant logs, the AP logs, the RADIUS server logs, and the hir_auc_gw logs.

E. For those doing this manually, the wpa_supplicant.conf file looks like this:
ctrl_interface=/var/run/wpa_supplicant
fast_reauth=1
concurrent_assoc_ok=1
scan_cur_freq=1
min_scan_gap=5
p2p_disabled=1

# 802.11u / Interworking configuration.
interworking=1
hessid=00:00:00:00:00:33
auto_interworking=1
access_network_type=0
# HotSpot 2.0 configuration
hs20=1
bss_max_count=2000
network={
interworking defaults=1
disable ht=0
disable vht=1
disable_ht40=0
disable _sgi=0
ht_mcs=""
disable max_amsdu=-1
ampdu_factor=-1
ampdu_density=-1

"1232010000000000@mytest.com"

"90dcadedad5b53cfOf12d7c9c3bcbad9: ch9ccccah9258e6dcad760379fb82581"
"mytest.com"

"mytest.com"

eap=SIM

For more information see WiFi Station Cookbook


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing

LANforge WiFi Testing Fast Roaming
tations with 802.11r

Goal: Use automated script to migrate stations between APs and report results.

Requires LANforge 5.2.11 or later. Configure Stations fo —
use FT-EAP (802.11r) and associate them with an 802.11r

AP network. Use the 'WiFi Mobility' LANforge-GUI Plugin to

automate roaming the stations between the APs. The e
plugin will create graphs and other reports that can be

saved to HTML. This example uses a LANforge CT523 [

system but the procedure should work on all CT520, CT523

and similar systems.

The two APs under test are on the same channel, so a
single radio/NIC on LANforge can roam virtual stations
between the APs. But, if the APs were on different
channels, only a single station per radio would be
supported. Multiple CT523 or other high-density systems
can be used to migrate stations between APs on different
channels.

System Under Test Swste

Urncder Test

Access Points

Virtual § tations

1. Configure stations to connect to APs configured for 802.11r. This requires special AP software support and
usually an AP Controller (APC).
A. Go to the Port Manager tab, select wiphy0 on proper resource, click Create, fill out appropriate
information and create desired number of Station interfaces.

B. The new stations should appear in the Port-Mgr table. Double-click to modify one of them.
Configure IP Address information, SSID and select WPA2:

stal (ct521-5359-F17x64) Configure Settings Lﬂso—lu—iw-‘-—’,bq-

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Configurables

standard Configuration | Advanced Configuration |

Enable General Interface Settings
e nfo DHCP-IPv6 |v| DHCP Release Down Aux-Mgt
Set IP Inf = I il =] g
SEHEEIDTE DHCP-IPv4 | Secondary-IPs | DHCP Client ID:
[] Set IF Down
DNS Servers: [192.168.2.1 Peer IP: NA
[] set MAC
IP Address:  0.0.0.0 Global IPvé: DELETED
[ISsetTX QLen A
IP Mask: 0.0.0.0 Link IPv6: DELETED
[]set MTU
Gateway IP:  0.0.0.0 IPv6 GW: DELETED
[] set Offload .
Alias: MTU: 1500
[] Set PROMISC
MAC Addr: 00:aa:aaaa:as 01 TXQlen 1000
T — Rpt Timer: medium (8 s) = WiFi Bridge:
[IHTTP WiFi Settings
L FrP SSID: AP: DEFAULT
Key/Phrase: lanforge Mode: 802.11aban =]
] Freq/Channel: 5180/36 Rate: 05 Default [~]
CIELLET RTS: Tx-Power: 17 dBm

[ TS0 Enabled

AMPDU-Factor: |05 Default = AMPDU-Density: 05 Default
[JUFO Enabled
[] G5O Enabled Max-AMSDU: Bridge-IP: 0.0.0‘0

[JLRO Enabled [Juse wpPA Use WPAZ D Use WEP [_| Disable HT40 |:| Disable SGI
GRO Enabled []Scan Hidden [ ] Allow Migration

‘ Print || View Details | | Probe H Display Scan || Sync | | Apply || 0K ‘ ‘ Cancel



https://www.candelatech.com/wifi_client_emulators.php

C. Select the Advanced Configuration tab in the Port-Modify window and configure the Key
Management, Private Key and other values needed to connect to the APs. Be sure to un-select the
Restart DHCP on Connect checkbox so that DHCP is not refreshed each time a station roams:

stal (ct521-5359-F17x64) Configure Settings

e

Current:
Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Status Information
LINK-UP GRO Authorized

Port Configurables

[ standard Configuration | Ad

d Configuration |

Pairwise Ciphers:
Group Ciphers:
WPA PSK:

EAP Methods:
EAP Identity:

EAP Password:
EAP Pin:
Private Key:
CA Cert File:
Network Auth:
Use 802.1x

Key Management:

EAP Anon Identity:

[] PC/SC & SIM/USIM  [| Enable 802.11u

[]Custom WPA Cfg WPA Cfg:

Advanced WiFi Settings

Select 'WPA2' on the Standard Configuration screen to enable 802.1x
and enable 802.1x to enable most of these. Enabling 802.11u enables others.

FT-EAP (11r) HESSID:
DEFAULT Realm:
DEFALLT Client Cert:

IMSI:
client

,—
Consortium:

llanforge | Phase-1: ]

[ | Phase-z ]

’W gefwififclient.p1 2| PK Password: |lanforge

/home/lanforge/wifilca.pem | PAC File: l—

EAP-TLS Milenage:

Domain:

I

[J Hotspot 2.0 Enable PKC

Ihomeflanforge/wifi/stal _wpa. conf

[ ]Restart DHCP on Connect

‘ Print ||

View Details |

Probe H Display Scan || Sync | | Apply || 0K ‘

‘ Cancel

D. Once the single station is connecting properly, use Batch-Modify to configure the rest of the stations

to match the first.

For more information see LANforge User's Guide: Ports (Inferfaces) , WiFi Station Cookbook

2. Create VOIP connections between the wired Ethernet eth1 interface and the stations. This will add realistic
fraffic load to the network under test and allow LANforge to report packet-loss statistics during roaming. The
VOIP feature costs extra, so you may wish to use a normal Layer-3 UDP connection which should also
provide good reports and a redlistic traffic load. The steps below are for VOIP, but Layer-3 would be very
similar.

A. Go to the VOIP/RTP tab, click Create, and configure a VOIP connection on eth1 and the first
station:
Create/Modify Cross Connect HI:JI..
Cross Connect Information
X Name: [voip-001 | Rpt Timer: [fast (1 5) ~|  TestManager [default tm|v|cxType:  [Voice -siP -
® Multi-call @ Directed Min Call Duration (s) [Fil |~|Max Ring Time (s):  [20 ~|codec: G.711u -
O Continuous Call © Use Gateway Max Call Duration (s) File ﬂMln Inter-Call Gap (s): |3 v | Start Delay: 3 -
[IDon't Send RTP Number Of Calls INFINITE || Max Inter-Call Gap (s): [3 ~| quiesce:  [a5 (a5 [~]
TX Endpoint (endpoint A)

Endpieme: [roip 001 A o Bind SIP UDP Port AuTO | xrile mediarfemale_voice_skhzway|

Shell e < [Ipon't Answer [ |Record SIP Port 15060 ‘ Destination: AUTO ‘

Resource: 1 (ct521-5359-F17x64) | v

o Y= | DR call [lEnable PESQ 1P Tos: o wiF) s [~ speaker [-]

IP Addr: lAuTO v | Clno Tunneling  []Play to speaker Socket Priority: o call Gateway:

Phone # JAUTO | CINo Fast Start  []VAD VAD Delay(ms) Record File

Display Name:

[Isingle Codec  []Override SDP  VAD Force Send PESQ Server:
Auth User Name:
Reg Expire: |30 Jitter Buffer: s ] quiesce: [-]
RX Endpoint (endpoint B)

e °.P-2% 8 Bind SIP UDP Port auTo | Txrite mediarfemale_volce_skhzway|

ster e o [Ipon't Answer [ |Record SIP Port 15060 ‘ Destination: |AUTO ‘

Resource: 1 (ct521-5359-F17x64) | v

— T ethD - @R call [lEnable PESQ 1P ToS: o mir) s [~ speaker [-]

1P Addr: AUTO +| CIno Tunneling  []Play to speaker Socket Priority: o | call Gateway:

Phone # [AUTO [INo Fast Start  []VAD VAD Delay(ms) Record File

A A [ single Cod []override SDP  vAD - Send PESQ S ]

P 70 ingle Codec verride orce Sen: Q Server:

Reg Expire: |30 - Jitter Buffer: e | quiesce: [-]

| Refresh | [ Batch-create | [ cancel |

B. Apply the configuration and make sure the call can complete. Then click Modify on the VOIP
connection and use Batch-Create to create one connection for each of the WiFi stations.

. Select the VOIP and/or Layer-3 connections and start traffic flow. For this example, the connections

should remain running while the roaming takes place. It would also be valid to do roaming without
any fraffic if that is the desired test case.

3. Start the WiFi Migration script.


http://www.candelatech.com/lfgui_ug.php#port
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A. Go to the Port Manager tab, select the stations you wish to roam, right-click and choose the WiFi

Mobility menu option.

WiFi Mobility La-J-AE—I-uﬂ
Refresh Interval (ms): 5000 -
Pause Between Commands (ms): S0 -
Pause after Show-Port (ms): 1000 -
Auto-Verify timer (ms): 1000 -
Maximum roam-time in graphs (ms): 250 -
WiFi Stations
Ports in Use Free Ports
1.1.2 stal 1.1.10 sta8 =
1.1.4 sta2 1.1.11 sta9
11 e IRE
Add Stat
1.1.6 stad = ation 1.1.13stall
1.1.7 sta5 1.1.14 stal2
1.1.8 stag Remove Station — 1.1.15stal3
1.1.9 sta7 1.1.16stal4
1.1.17 stals
1.1.18stals
Befors roaming, you should first scan the proper frequencies. o_cliscan 1 1 stal NA ‘trigger freq 5180 5300'
Otherwise, the supplicant process may do an internal scan sleep 1
hich may significantly affect the connection time: roam 1 stal dc:as:4:ff:4fae
do_cli scan 1 Resource STA NA 'trigger freq F1 F2' 1 cta2 de.as
To Toam to a new Access Point, add a line in the text area with foarm;: Sadtc 2
the following format roam 1 sta3 dc:a5:f4:ff:4f:ae
roan Resource STA BSSID roam 1 sta4 dc:aS:f4:ff:4f:ae
# Resource: Station's resource ID number, often '1' foem 1 stasdc a5t f3ce e
® STA: name of the station to roam: ‘stall’ roam 1 sta6 dc:a5:f4:f3:ce:9e
@ BSSID: the BSSID address of the AP: 00:01:02:03:04:05 roam 1 sta7 dc:a5:f4:f3:ce:9e
@ FL the first frequency to scan: 5180 sleep 20
# F2: Optional second frequency to scan: 5300 do_cli scan 1 1 stal NA 'trigger freq 5180 5300"
\After issuing ROAM commands, a pause should be added to let sleep 1
the stations adjust (in seconds, floating-point allowed) roam 1 sta7 dc:aS:f4:ff:4f:ae
sleep 20 : i o roam 1 stas dc:a5:f4 ff:4f:ae
T:;ssculaia generic LANforgs CLI command, begin command wit -oam 1 stas dc:as:f4 4f-ae
Eample roam 1 stad dc:a5:f4:f3:ce:9e
do_cli scan 1 1 stal NA 'trigger freq 5180 5300' roam 1 sta3 dc:a5:f4:f3:ce:9e
sleep 1 roam 1 sta2 dc:a5:f4:f3:ce:9e
e B el e TR roam 1 stal dc:a5:f4:f3:ce:9e
ey 2 sleep 20
do_cli scan 1 1 stal NA 'trigger fregq 5180 5300 P
sleep 1
roam 1 stal dc:aS:f4:fS:ce:ge
sleep 20 1] T D
lear Counters on Start Run Script in Loop

B. The options at the top default to common values and may not need to be changed. The ports will
be automatically configured based on the selection on the Port Manager tab, and can be
adjusted before starting the script. The Ports in Use should normally include all stations used in the
script. The configuration requiring the most work from the user is the roaming script itself. There is a
help section on the left, and a script-entry field on the right. Once the script is written, it should be
saved in a text file on the user's PC so that it can easily be pasted into future WiFi Mobility scripts.
Some key points are that you must scan about 1 second before roaming or the roam logic in the
supplicant process will either fail or do it's own roaming. Either way, the results may be worse than if
you do the roam properly in the script. It can take a bit of fime for LANforge to get all of the data it
needs to report on the roam attempf, so it is suggested that stations not roam more often that
about once every 10-20 seconds. If reporting is less important, then the stations can roam more
offen.



C.

Once the script is properly configured, click Start to start the roaming. A window will pop up that has
live-updating graphs of various reports. A text log is at the bottom for more detailed analysis, and
the whole thing can be saved as HTML. The graphs can be scaled and configured through right-
click menus if desired. It will take 1-2 complete roam attempts before the graphs are able to show

any useful information.
'WiFi Mobility Report .ﬂn
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Close Save File

D. Migration totals graphs.

WIFi Mobility Report .ﬂn
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E. Packet Loss graphs.

'WiFi Mobility Report
RX Packet Loss Per Roam

™
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RX Packet Loss
~
in
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Date

[m1stas @ 1stab & Lsta7 Lstal = Lsta2 - 1sta3 - 1.stad]

Total RX Packet Loss Percentage

0.00300
& 0.00275

]

2 0.00250
- 0.00225
¥
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& o.o0150

0.00125

16:01 16:02

—1.sta5 —lsta6 —Lsta7 lstal —1lsta2 1.sta3  1.stad

igration Script Contents:

ldo_cli scan 1 1 stal NA “trigger freq 5180 5380'
sTeep 1

roam 1 stal dc:aS:fd:ff:df:ae

roan 1 sta2 dc:aS:fd: ff:4f:ae

roam 1 5ta3 do:aS:f4:ff:4f:ae

roam 1 stad de:aS:f4:ff:4f:ae

roam 1 stas dc:aS:f4:f3:ce:ge

roam 1 stas dc:aS:fd:f3:ce:ge

roan 1 sta7 dc:aS:fd:f3:ce:%e

sleep 20

do_cli scan 1 1 stal NA 'trigger freq 5180 5300'

roam 1 sta7 dc:as:fa:ff.af:ae ]
roam 1 stab dc:a5:fa:ff.af:ae
roam 1 staS dc:aS: f4: ff:4f:ae
roam 1 stad dc:a5:f4:f3ice:ge
roam 1 sta3 dc:a5:f4:f3:ce:ge
roam 1 sta2 dc:a5:f4:f3;ce:0e
roam 1 stal dc:a5:fa:f3:ce:0e
sleep 20

| close | | saveFile |

F. Text log with timestamps. Can be coorelated with wpa_supplicant logs and other log files to debug

specific roam attempts.
'WiFi Mobility Report m

[—1stas —1sta6 —Lsta7 lstal —l.sta2 1sta3 —lstad =

Migration Script Contents:

do_cli scan 1 1 stal NA 'trigger freq 5180 5300'
sTeep 1

roam 1 stal dc:as:f4:ffi4fiae

roam 1 sta2 dc:a5:f4:ffi4fiae

roam 1 sta3 dc:a5:f4:ff:4f:ae

roam 1 stad dc:as:fa:ff.af:ae

roam 1 staS dc:aS:f4:f3:ce:%e

roam 1 stab dc:a5:f4:f3:ce:0e

roam 1 sta7 dc:a5:f4:f3ice:0e

sleep 20

do_cli scan 1 1 stal NA "trigger freq 5180 5300°
sTeep 1

roam 1 sta7 dc:a5:fa:ff.af:ae

roam 1 stab dc:aS:fd:ff:4f:ae

roam 1 staS dc:aS: fd: f1:4f:ae

roam 1 stad dc:a5:if4:f3:ce:ge

roam 1 sta3 de:a5:if4:f3:cei0e

roam 1 sta2 dc:a5:f4:f3ice:0e

roam 1 stal dc:a5:fa:f3:ce:0e

sTeep 20

1384905051.623 sta7: connected to: DC:AS:F4:F3:CE:OE in: 9,024 us =
1384905062.111 CLI: scan 1 1 stal NA ‘trigger freq 5180 5300°
1384905063.212 CLE: wifi_cli_cmd 11 sta7 roam DC:AS:F4:FF: AF:AE'
1384905063.263 CLI: wifi_cli_cmd 11 sta6 roam DC:AS:F4:FF: 4F:AE'
1384905063.314 CLE: wifi_cli_emd 11
1384905063365 CLI: wifi_cli_emd 11
1384905063.416 CLI: wifi_cli_emd 11
1384905063.467 CLI: wifi cliemd 11
1384905063.518 CLE: wifi cli cmd 11 stal Toam DC:AS:F4:F3:CE:SE'
1384905064.213 Detected: 0 dropped () packets during roam attempt, station: 1.1.6(sta7), BSSID: DC:AS:F4:FF:AF.AE
1384905064.263 1.8(stab), BSSID: DC:AS:F4:FF:4F.AE
1384905064.315 \1.7(sta5), BSSID: DC:AS:F4iFFi4FAE
1384905064366 \1.6(sta4), BSSID: DC:ASIFAF3:CE9E
1384905064.417 1.5(sta3), BSSID: DC:AS:F4:F3:CE:OF
1384905064.468 WARNING: Roam attempt did not work, station: 1.1.4(sta2), in VERIFY_ROAM task.
1384905064.468 WARNING: Requested BSSID: DC:AS:F4:F3:CE:9E Reported: DC:AS:F4FF:AFAE
1384905064.469 Detected: 0 dropped (i) packets during roam attempt, station: 1.1.4(sta2), BSSID: DC:AS:F4:F3:CE:9E
1384905064.519 Detected: 1 dropped () packets during roam attempt, station: 1.1.2(stal), BSSID: DC:AS:F4:F3:CE:9E
:F4iF3:CE;

1 629 stal: connected to: DC: :9E in; 8,067 US
1 631 sta3: connected to: DC: 1CE:9E in: 29,865 us
1 632 stad: tor DC: E:OF in: 35,853 us -
1 634 staS: connected to: DC:AS: . in: 30,478 us
1 635 sta6: connected to: DC:AS: - in: 80,238 us
636 sta7: connected to: DC in: 127,157 us

1384905075.639 sta2: connected to; DCASIF4FF4FAE ini 718,170 us

[1384905083.619 CLi scan 11 stal NA ‘trigger fraq 5180 5300°

1384905084,720 CLi wifi_cli_cmd 11 stal roam DCASiFAFFiAFAE

1384905084.771 Skipping roam request for port: 1.5ta2 because it is already associated with AP: DC:AS:F4:FF:4F.AE

1384905084.822 CLi: wifi cli_cmd 11 sta3 roam DC:AS:F4:FF:AFAE"

1384505084.873 CL: wifi cli_cmd 11 stad roam DC:AS:Fd:FF:AF AE"

1384905084.924 CLL: wifi cli_cmd 11 sta 'roam DC:AS:F4:F3:CE:9E'

1384905084.975 CLi wifi_cli_emd 11 sta6 'roam DCiAS:F4iF 3:CEi9E"

1384905085.103 CLi wifi_cli_cmd 1 1 sta7 roam DCiAS:F4:F3iCE9E"

1384905085.723 Detected: 0 dropped (m) packets during roam attempt, station: 1.1,2(stal), BSSID: DCG:ASIF4FF4RAE

[1384905085.823 Detected: 2 drapped (n) packets during roam attempt, station: 1.1.5(sta3), BSSID: DC:AS:F4:FF:4F.AE

1384905085.874 Detected: 1 dropped (m) packets during roam attempt, station: 1.1.6(stad), BSSID: DC:AS:F4:FF:4F.AE

1384505085.924 Detected: 1 dropped (n) packets during roam attempt, station: 1.1.7(sta5), BSSID: DC:AS:F4:F3:CE:9E

[1384905085.976 Detected: 2 drapped (m) packets during roam attempt, station: 1.1.8(sta6), BSSID: DC:A5:F4:F3:CE:9E

[1384905086.105 Detectad: 0 droppad (m) packets during roam attempt, station: 1.1,9(sta7), BSSID: DC:AS:F4iF3:CE 9E
Y

Close | | saveFile




LANforge WiFi Access Point Network with
802.11r

Goal: Configure a virtual AP network with 802.11r to allow testing fast fransition (FT) clients.

Configure virfual Access Points fo use 802.11r with FT-EAP.

—————
This example uses a LANforge CT523 system but the
procedure will work on all CT522, CT523 and CT525 multi- I M

radio systems.

L el oo e I
The wifi clients under test are also 802.11r enabled so that
they can initiate FT Requests and roam. Here we are using
another LANforge WiFire as the system under test to A
emulate 802.11r stations and force them to roam. A‘

In LANforge, each virtual access point will be running its A'

. Ll ffoaorng«=s WwWiFIRE
own hostapd process configured to enable 802.11r and ""-i“‘—-
bridged to other virtual access points. The bridged VAP %

network will emulate the Distributed System (DS) for FT

over-the-DS roaming. .
System Under Test -

= == 5= Sg;tie_rmgt
) )

WiFi Clients

Virtual APs RADIUS Server ||

g
E
&

——

1. Setup asingle virtual access point on each wifi NIC for at least two NICs and configure them for the same
channel and SSID.
A. Go to the Port Manager tab, select the parent device such as wiphy0, click Modify, set a specific
channel/frequency. Repeat for wiphy1.
B. Select wiphyO, click Create, fill out appropriate information and create a virtual access point.
Repeat for wiphy1.


http://www.candelatech.com/ct523-600_product.php

C. The new vap should appear in the Port-Mgr table. Double-click to modify. Configure SSID and select
WPAZ2 but do not fill in the Key/Phrase:

vapl (ct523-3n-f20) Configure Settings ) (o

X

Port Status Information
Current: LINK-DOWMN GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

——Enable General Interface Settings
[[] Set IF Down [ Down [ Aux-Mgt
[ set mac L] DHCP-Pv6 [#] DHCP Release  DHCP Vendor ID:
[]set X Q Len
ST [] DHCP-IPv4 Secondary-IPs DHCP Client ID: =
1=
[ Set Offload DNS Servers:  |BLANK Peer IP: NA
[ set PROMISC IP Address: 0.0.0.0 Global IPv6: AUTO
IP Mask: 0.0.0.0 Link IPv: AauTO
Gateway IP:  [0.0.0.0 IPVE GW: lsuTO
— Services— Alizs: MTU: 1500
LHTTP MAC Addr: 00:0e:8e:6¢:3&:71  TX 0 Len 1000
QP RptTimer:  [nediun (8 s) || wiFi Bridge: NonE I~
WiFi Settings
S SSID: 30211r-ssid AP: DEFAULT
C C Key/Phrase: Mode: (802.11aban-AC) >
[ PROMISC Y
C17TS0 Enabled  Freg/Channel: 5220744 Rate: 05 Default [~
[]UFOEnabled  DTIM-Period: [2 | Max-5TA: [2007 |
[1G50 Enabled Beacon: 240
[1LRO Enabled [C]wpPA [¢]wPA2 [ OSEN [JWEP []Disable HT40 []Disable HT80 [] Disable SGI
GRO Enabled []verbose Debug

‘ Print H View Details || Logs ‘ ‘ Probe H Display Scan H Sync | @

Cancel

D. Select the Advanced Configuration fab in the Port-Modify window and check the box
Advanced/802.1x and fill in the RADIUS IP/Port/Secret. Here the RADIUS server will be another
instance of hostapd configured on a bridge inferface and accessible via localhost.

vapl (ct523-3n-f20) Configure Settings () (&) (x,
Pert Status Information
Current: LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyO
Port Configurables
Standard Configuration | Advanced Configuration r/M\sc Configuration r Custom WiFi
Advanced WiFi Settings
Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.
Ignore Probes: HESSID:
Ignore Auth-Assoc: Realm:
Ignore Assoc: IMSI:
Ignore Re-Assoc: Milenage:
Corrupt GTK: Domain:
HS20 Capabilities Consortium:
HS20 Oper Class RADIUS IP [127.0.01 |
HS20 WAN Metrics RADIUS Port  [1812 |
leee80211w: RADIUS Secret [lanforge |
Venue Group: I:D Venue Type: | ‘ ‘
Network Type: l:l] Address Types: | ‘ ‘
Network Auth: 3GPP Cell Net:
[JUse 80211d [JUse 802110 [ Short-Preamble
[¥]ladvanced/802.14 [ HotSpot 2.0 [] Disable DGAF
[ Enable 802.11u  []802.11uinternst []802.11uASRA []80211uESR []802.11u UESA
‘ Print H View Details || Logs ‘ ‘ Probe H Display Scan ‘ ‘ sync | ‘ Apply | Cancel

E. Select the Custom WiFi tab in the Port-Modify window to fill in the additional hostapd options to
enable and configure 802.11r. These lines will be appended to the end of the LANforge generated
hostapd configuration file located in /nome/lanforge/wifi of the resource in use.



vapl (ct523-3n-f20) Configure Settings () (&) (%,

Port Status Information
Current: LINK-DOWMN GRO MNOMNE
Driver Info: Port Type: WIFI-AP  Parent: wiphyO

Port Configurables

[ standard Configuration |  Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:
pa_key_momt=FTEAP

fe_over_ds=1

Inas_identifier=000e8e7ee271

mobility_domain=alal

r0_key |ifetime=10000

r1key holder=000282722271

lreassociation_deadline=1000

pmk_rl_push=1

r0kh=00:0e:8e:ch:fc:48 0002Bechfcds 000102030405060708090a0b0c0d0a0f

kh bife bife e 706050403020100

| Print H View Details || Logs ‘ | Probe H Display Scan H sync | ‘ Apply

vap1 00:0e:8e:7e:e2:71 - Your MAC will be different.

wpa_key mgmt=FT-EAP

ft_over_ds=1

nas_identifier=000e8e7ee271  #vapl MAC without colon delimiters, yours will differ.
mobility domain=alal

ro_key lifetime=10000

rl_key holder=000e8e7ee271  #vapl MAC without colon delimiters, yours will differ.
reassociation_deadline=1000

pmk_rl push=1

#r0kh is vap2 MAC address, vap2 nas identifier, AES key
rokh=00:0e:8e:ch:fc:48 000e8echbfc48 000102030405060708090a0b0cOd0eOT

#rlkh is vap2 MAC address, vap2 rl key holder MAC, AES key
rlkh=00:0e:8e:cb:fc:48 00:0e:8e:ch:fc:48 0f0e0d0cObOa®9080706050403020100
full configuration file: hostapd_vap1.conf

vap2 00:0e:8e:cb:fc:48 - Your MAC will be different.

wpa_key mgmt=FT-EAP

ft_over ds=1

nas_identifier=000e8echfc48  #vap2 MAC without colon delimeters, yours will differ.
mobility domain=alal

ro_key lifetime=10000

rl_key holder=000e8echfc48  #vap2 MAC without colon delimeters, yours will differ.
reassociation_deadline=1000

pmk_rl _push=1

#r0kh is vapl MAC address, vapl nas identifier, AES key
rokh=00:0e:8e:7e:e2:71 000e8e7ee271 0f0e0d0cObOa0IOBO706050403020100

#rlkh is vapl MAC address, vapl rl key holder MAC, AES key
rlkh=00:0e:8e:7e:e2:71 00:0e:8e:7e:e2:71 000102030405060708090a0b0cOdOeOf
full configuration file: hostapd_vap?2.conf

If you wanted to add FT-PSK capability, add the following to the hostapd configuration file:
wpa_key mgt=FT-EAP FT-PSK
wpa_passphrase=1234567890

In this example, we are configuring push mode key distribution where the master key holder, ROKH,
derives the R1 key for all secondary key holders, R1KH, listed in the configuration file and sends it to
them over the DS via bridge interfaces. The ROKH and R1KH entries must be configured for all virtual
access points in the 802.11r network.

For more information on hostapd 802.11r configuration, see:

general hostapd configuration

https://www.w1 fi/cgit/hostap/plain/hostapd/hostapd.conf

how to enable wifi roaming
https://blog.fem.tu-lmenau.de/archives/1002-HowTo-enable-WiFi-roaming-with-hostapd-and-
VLANs.html

802.11r hostapd example
ftp://ftp.raspberry-pi-geek.com/pub/listings/rasp-pi-geek.com/04/AccessPoint/Listing04.txt

F. Repeat above steps A-E for vap2 on wiphy1.

2. Create a bridge device for the first virtual access point, vap1. This bridge will be placed inside a virtual router
so that it can serve DHCP requests and act as a RADIUS authentication server.


https://candelatech.com/downloads/hostapd_vap1.txt
https://candelatech.com/downloads/hostapd_vap2.txt
https://www.w1.fi/cgit/hostap/plain/hostapd/hostapd.conf
https://blog.fem.tu-ilmenau.de/archives/1002-HowTo-enable-WiFi-roaming-with-hostapd-and-VLANs.html
ftp://ftp.raspberry-pi-geek.com/pub/listings/rasp-pi-geek.com/04/AccessPoint/Listing04.txt

A. Go to the port manager tab, select Create, then select Bridge and enter Quantity 1 and a Bridge
Name, then Apply to create the bridge.

Create VLANs on Port: 1.1.00

O MACMLAN ) 802.1QVLAN © Redirect ® Bridge © GRE Tunnel
O WIFiSTA O WiFi VAP O WiFi Monitor (O WiFi Virtual Radio

s [ [ S S —
VLAN ID: ] DHCP-Pv4

Parent MAC: oHee Clientid; for: o]
MAC Addr: [preoeie -] P address: Global IPvé: [aUTO

Quantity: L | PMaskorsts: | | LnkIPvE: [auTO
Gateway IP: [ pweow [auTo

Bridge Name: bro #2 Redir Name:

STA ID; 5SID: I [-]

WIFI AP: Key/Phrase:

O wea Cwraz CIwer

[ Down

‘ Appl H Cancel ‘ | Ready

B. Modify the new bridge device to add vapl. Type vapl in the text entry box, then select Add Ports,
then select Apply.

br0 (ct523-3n-f20) Configure Settings ) (a) (%

Port Status Information
Current:  LINK-DOWN TSO UFO GSO GRO
Driver Info: Port Type: Bridge Cannot Detect

Pert Configurables

Enable General Interface Settings [ Spanning-Tree
Set IF Down ) .
u Dtz la/ AlncMgt Aging Time: 300 -
Tl e CIDHCPAPYE 7] DHCP Release  DHCP VendoriD: [Nome  [+]| grdoe prioriy, 32768 -
[setT™xQLen : B
[] DHCP-IPv4 secnndary IPs | DHCP Client ID: _ Max Age: 20 -
[Jset MTU , 5
Hello Time: -
ST DNS Servers: [BLANK Peer IP: NA
: Forwarding Delay: [15
[setBridge nfo  |* Address: 192.168.01 | Global IPvé: [auTo orwarding Delay -
1P Mask: 255.255.255.0 Link IPv6: lauTo
Gateway IP:  [0.0.0.0 IPVG GW; lauto
Alias: MTU; 1500
MAC Addr: 00;00:00:00:00:00 | TX Q Len 0
RptTimer:  [nediun (8 s) [w| wiFi Bridge: NONE [~
idge Informatior ————
Senvices — Configured Ports \ Current Ports \
CIHTTP Add Ports
OFrP apl
[CJRrADIUS
| Print H View Details | | Probe H sync | | Apply |
C. Select Sync to verify vap1 is a configured and current bridge member.
br0 (ct523-3n-f20) Configure Settings () () G
Port Status Information
Current:  LINK-UP TSO UFO GSO GRO
Driver Info: Port Type: Bridge Cannot Detect
Port Configurables
Enable General Interface Settings [l S panine e
Set IF Down ) g
u =l I/ AncMgt Aging Time: 300 -

[ Set MAC [JDHCPHPw6 [7] DHCP Release  DHCP Vendor ID: Bridge Priority: 32768 s
[JsetT™@Qlen - B

[] DHCP-Pv4 Secondar‘y -Ps DHCP Client ID: _ Max Age: 20 -
[ set MTU

[ Set Offload DNS Servers: |BLANK Peer IP: NA Hello Time: 2 -
[)setaridge nfo  |” Address: [192.168.01 | clobal IPvs: lauTO Forwarding Delay: |15 -
IP Mask: [255.255.255.0 | Link IPvé: [auTo
Gateway IP:  [0.0.0.0 IPVE GW: [auTo
Alias: =— . 1500
MAC Addr:  [00:0e:Be:7e:e2:71 | TXQ Len 0
Rpt Timer: WiFi Bridge: wone — [+]
Bridge Information S——
e — Configured Ports | Current Ports |
DT vapl lvapl | Add Ports
LIFTR
] RADIUS

| Print H WView Details | | Probe ‘ [syne| Apply




D. Go to Netsmith, right-click the bridge and select Modify to add DHCP service. Select the DHCP
checkbox at the bottom, then fill in the DHCP Lease Time, DHCP DNS, DHCP Range Min, DHCP
Range Max and DHCP Domain if needed, then select OK.

Create/Modify Connection X
Interface-Cost: 1 |
itk | ‘ | RIP-Metric: 1 |
' OSPF Area: [0.0.0.0 [
Port 1-B: kg | B
wanLink: [skip | [~] vere D
VRRP Priority:
Port 2-B: [¢] Ski . =
2 | ‘ | VRRP Interval:
Port 24 sk | =] Next-+op: [0.0.0.0 [

DHCP Lease Time: (43200
DHCP DNS: [192.168.0.1 Il

| Subnets (a.b.c.df):

| |
DHCP Range Min:  [192.168.0.10 | I

] |

i

DHCP Range Max:  [192.168.0.254 |

DHCP Domain: [ I
DHCPVE DNS: Nex Hop o |

IPvE Subnets (aaa: 0
DHCPvE Range Min:

|
|

DHCPd Config File: [ i
|

DHCPvE Range Max:

CINAT DHCP  [IDHCPv6  []CustomDHCP  [JWRRP  []Cand-RP

0K Cancel

E. Go to Netsmith, right-click in a free area and select New Router and select OK. Then drag the
bridge br0 into the virtual router and select Netsmith Apply.

For more information see Virtual Router with DHCP Cookbook (skip the wanlink portion)
3. Add a RADIUS server fo the bridge device.
A. Go to Netsmith, right-click the bridge and select Modify Port to add RADIUS service.
B. Select the RADIUS checkbox, then select OK.

br0 (ct523-3n-f20) Configure Settings ) (a) (%)

Port Status Information
Current:  LINK-UP TSO UFO G5O GRO
Driver Info: Port Type: Bridge Cannot Detect

Pert Configurables

Enable General Interface Settings
[ set IF Down [ Down [ Aux-Mgt

[ spanning-Tree

Aging Time: 300 -

ESEt M [CJDHCPPVE [F]DHCP Relesse  DHCP Vendor ID: Bridge Priority. 32768 -
SetTX Q Len
O set MTU [] DHCPPv4 Secondary-Ps DHCP Client ID: Max Age: 20 -

Sler e DNS Servers: [BLANK Peer IP: NA Hello Time: 2 -
S| |5 Address:  [192.168.0.1 | Global IPvé: o || Forwarding Delay: [15 -
IP Mask: [255.255.255.0 | Link IPve: oo ]
Gateway P: [0.0.0.0 | IPv6 GW: faoro ]
Alias: | V" 1500
MAC Addr:  [00:0e:8ei7eie2:71 | TX Q Len 0

RptTimer:  [nediun (8 s) || wiFi Bridge: NONE ]
Bridge Information —

Senvices— Configured Ports | Current Ports |
OHTP vepl  epl ] Add Ports
CFTR
RADIUS

[ print [ viewpetails | [ prove |[ syne | [ iy



http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

C. Setup the following configuration files to start the RADIUS service. You will need to create these files,
but the certificate files can be created by running the If_kinstall script with the --do_radius option.

/etc/hostapd.radius_clients
0.0.0.0/0 lanforge

/etc/hostapd.eap_user

"dotllr.user" PEAP
"dotllr.user" MSCHAPV2 "!!dot11lrl23" [2]

/home/lanforge/wifi/hostapd_br0.conf
interface=bro

driver=wired

logger syslog=-1

logger syslog level=2

logger stdout=-1

logger_stdout level=2
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0

eapol_key index_workaround=0

eap_server=1

eap_user file=/etc/hostapd.eap_user
server_id=ct523-3n-f20  #Your server_id will be different.
radius_server auth_port=1812

radius_server clients=/etc/hostapd.radius_clients

ca_cert=/etc/raddb/certs/ca.pem
server_cert=/etc/raddb/certs/server.pem
private_key=/etc/raddb/certs/server.key
private key passwd=lanforge

D. Verify that there are three hostapd processes running with the command:
ps auxwww |grep hostapd

which should show something similar to the following:

root@ct523-3n-f20i~ v (~
File Edit View Search Terminal Help

4. Create a second bridge device for the second virtual access point, vap?2.
Each vap in the 802.11r network requires its own bridge so that the bridge device receive logic can correctly
process packets from each vap during fast-transition client roaming.

A. Go to Netsmith, right-click in a free area, select New Bridge, enter Quantity 1 and a Bridge Name,
then select Apply. Sync Netsmith to view the new bridge.

Create VLANSs on Port: V) (m) (x
MACVLAN )802.1QVLAN ) Redirect ~ ® Bridge  ( GRE Tunnel
2 WiFi STA ) WiFi VAP WiFi Monitor WiFi Virtual Radio
shelf: [1 [+ Resource: [ (ct523-3n20) | =]
] DHCP-Pv4
IP Address: | Global IPve: |auTO
Quantity: 1 | 1P Mask or Bits: | tink IPve: [auTe
Gateway IP: 1 1Pvs Gw: [auTo

Bridge Name:  [brl

_] Down

Apply Cancel




B. Right-click the new bridge and select Modify Port to add vap?2 as a bridge member.

brl (ct523-3n-f20) Configure Settings &) (@) &)

Port Status Information
Current:  LINK-UP PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Pert Configurables

Enable General Interface Settings
Set IFD v |
SR Dz la/ AuncMgt Aging Time: 300 -

il zez r:: Ls RIS D) osesbnes el Bridge Priority: 32768 v
& en

S T HeAge: 2
[ set MTU oF ﬂ q -

[ Spanning-Tree

[ set offload DNS Servers: |BLANK Peer IP: NA Hello Time: 2 -
[ set Bridge Info IP Address: ’W Global IPv6: lmi Forwarding Delay: |13 -
1P Mask: [oooo | unkiPve: Jauro ]
Gateway IP:  [0.0.0.0 IPVE GW: |
Alias: E—— 1500
MAC Addr: 00:0e:8e:ch:fc:48 | TX Q Len 0

RptTimer:  [nediun (8 s) [w| wiFi Bridge: NONE [~
idge Informatior ———

Configured Ports \ Current Ports \

Services——

CIHTTP vepz  fvep2 | Add Ports
CFte
] RADIUS

| Print H View Details | | Probe H sync | | Apply

5. Each bridge will share a connection to a redirect device (rdd) pair so that FT messages can be sent and
received.

A. In Netsmith, right-click in a free area and select New Connection to create an rdd pair. Select Skip
for Port 1-B, WanlLink and Port 2-B then select OK. Select Netsmith Apply after creating the new

connection.
Create/Modify Connection X
Interface-Cost: 1 |
Port 1-A: |<Auto Create New Port> ‘v| Al L |
OSPF Area: [o00.000,000.000 |
boE s | =] vrre i
wanLink: | [~| veep i:
Port 28 | ‘ VRRP Priority:
VRRP Interval:
Port 2-A: [ Skip |<Auto Create New Port= ‘v| Next-Hop: [ |
DHCP Lease Time: Subnets (a.b.c.dpo):
DHCP DNS: i

DHCP Range Max: ‘I
|
Next-Hop-IPv6: [
IPv6 Subnets (aaa:0ho):

[

DHCP Range Min: [ I
[
[

DHCP Domain:

DHCPVE DNS:
DHCPvE Range Min:

DHCPvE Range Max: I
DHCPd Config File: | H
|

1 NAT [] DHeP [ DHcPvs [ custom DHCP []vRRP [ ] cand-rRP

Ok Cancel




B. Right-click and select Modiify Port br0, then add rddVRO to br0, select Add Ports then select Apply.
Your rddVRX numbering may differ depending on what other Netsmith objects are created.

br0 (ct523-3n-f20) Configure Settings ) (a) (%

Port Status Information
Current: LINK-UP TSO UFO GSO GRO
Driver Info; Port Type: Bridge Cannot Detect

Port Configurables

Enable General Interface Settings
Set IF Down Vi |
g = la/ AncMgt Aging Time: 300 -

Set MAC
g [IDHCP4PV6 [ DHCF Release  DHCP Vendor ID: _ Bridge Priority: 32768 s
SetTX Q Len
Tl [] DHCP-IPv4 Secondary -Ps DHCP Client ID: _ Max Age: 20 -
o

[ spanning-Tree

[ set Offload DNS Servers: [BLANK Peer IP; NA Hello Time: 2 -
s e | | Address:  [192.168.0.1 | Global IPv6: lauTo Forwarding Delay: |15 -
1P Mask: ym Link IPvs: lauTo
Gateway IP:  [0.0.0.0 IPVE GW: lauTo
Alias: E—— 1500
MAC Addr: 00:0e:8e:7e:22:71 | TX Q Len 0
Rpt Timer: WiFi Bridge: =
idge Informatior e
e — Configured Ports | Current Ports |
e — e
OFte
RADIUS

| Print H View Details | | Probe ‘ Sync| Apply

C. Right-click and select Modify Port br1, then add rddVR1 to brl, select Add Ports then select Apply.
Your rddVRX numbering may differ depending on what other Netsmith objects are created.

brl (ct523-3n-f20) Configure Settings ) () &

Port Status Information
Current: LINK-UP PROBE-ERROR TSO UFO GS0 GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Port Configurables

Enable General Interface Settings
Set IF Down w |
g [sleay il Hoe Aging Time: 300 -

gzet r:: 3 [ DHCPHPW6 [v] DHCP Release  DHCP Vendor ID: Bridge Priority: 32768 -
e en
[ DHCP-Pv4 Secundsry -Ps DHCP Client ID: Max Age: 20 A d
[ Set MTU
i

[ spanning-Tree

[ set Offload DNS Servers: [BLANK Peer IP: Hello Time: 2 -
Clsetaridge nfo [P Address: [0.00.0 ] Global IPvs: [AUTO Forwarding Delay: |15 -
IP Mask: 0.0.0.0 Link Pv: [auTo
Gateway IP:  [0.0.0.0 IPVE GW: [auTo
Alias: S 1500
MAC Addr:  [00:0e:Be:ch:fc:d8 | TXQ Len 0
Rpt Timer: WiFi Bridge: mone [+]
Bridge Information e
SRt — Configured Ports | Current Ports |
e \rf:gsm “r’;g\zm | Add Ports
LFP
[RaDIUS

[ print [ viewpetails | [ prove |[ [synd | [ appy |




D. The final Netsmith display should show the two bridged virtual access points connected by a rdd
pair

for ct5 f20(1.1) Version: 5.3.4 ) (~) (x

rtual Routers and Connectior

Right-click/double-click/drag supported
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= PeerICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink rddvR
M Phantom/Unknown
1% TX over last 3s
=% Drop over last 60s
— Netwark Connection VRl
—— Stopped FIRE bl
|——Running FIRE
-~ Peer ICE
|— Bridge Active
—— Bridge Configured
— Parent/Child

FY Y

RO(T)

bro
192.168.0.1/24
L]

WanlLinks Show Legend

Fire IPvds Info Print Sync Apphy Close

Wanlink Names [¥] Port Names [l Fira Names ~ [] Zero-IPv4s apply Progress: 100 Cancel Apply

Peer Wanlinks [¥] Parents [¥] Col. Domains [] IPvés
Netsmith Status:
‘WanLink Config

6. Connect clients and force them to roam from vap to vap. This can be accomplished with a wpa_cli
command for one or two clients or the Mobility Plugin Script for many clients. If the system under test is not
able to force aroam, a variable attenuator on each vap radio may help induce a client to roam as the
signal strength from vap to vap is varied.

A. Client connected to vapl.

LANforge Manager Version(5.3.4) v~ (x
Control Reporting Tear-Off Info Plugins
‘ stop All | | Restart Manager | ‘ Refresh ‘ | HELP
Layer-4 | Generic | TestMgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer-3 | L3Endps | VoIP/RTP | VoP/RTPEndps | Ar \ |” Wanlinks |~ Attenuators |  Filedo |
Disp: |127 0.0.1:1.0 ‘ | Sniff Packets ‘ Bl Clear Counters ‘ ‘ Reset Port ‘ ‘ Delete ‘
Rot Timer. [faster (1 5) ||| Apply | EH Viewbetals || creste || Modfy || BstchModiy |
All Ethernet Interfaces (Ports) for all Resources.
bps TX LL [Bytes TX Ll bps RX LL |Bytes RX..| Reset | TX-Rate | RX-Rate Status AP Activity | Signal Noise
0| 365,192]3,314,901 31,060, 281,938 Cﬂme\es_l GbES 1 GBES
0 0 158 1.480[Complete
0| 0 O|Complete |6 Mbps 26 Mbps _ |Authorized |00:0E:8E:7E:E2: 71 956 -44 dBm__ |-95 dBm
0 7 72[ 16,323 152.334[Complete ps .958
0 0 Complete ps
0| 0 0|Complete [0 Mbps ps INONE Not-Associated 0 dBm -1 dBm
o 0 o|complete [0 Mbps ps NONE Not-Associated 0dBm |1 dBm
[ Ii [»]

Logged in to: localhost:4002 as: Admin




B. Client roams to vap?2.

root@ct521-1lac-f20:/home/lanforge

File Edit View Search Terminal Help

lanforgel# roam 00:0

lanforgel# [

LANforge Manager Version(5.3.4)

Control Reporting Tear-Off Info Plugins

Stop All Restart Manager Refresh HELP
Layer-4 | Generic | TestMgr | Test Group | Resource Mar | Event Log | Alerts | Port Mar | vAP Stations | Messages
Status Layer-3 L2 Endps VolP/RTP VolP/RTF Endps Armageddon WarLinks Attenuators File10
Disp: [127.0.01:1.0 Sniff Packats || clear counters Reset Port Delete
Rpt Timer: [faster (1s) |w Apply v|[ viewDetais Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources,
bps TX LL|Bytes TX LU bps RX LL |Bytes RX..| Reset | Tx-Rate | RX-Rate | Status 2P Actity | signal | Noise
0| 190,631[6, 583,995|Complete |1 Gbps |1 Gbps 0
o 0 4,240[Complete 0
o 1 161|Complete |6 Mbps |6 Mbps _ |Authorized |00:0E:8E:CBiFC:48 [1.024  |-42 dBm |95 dBm
o 62 811  6,521] 263,34 0 bps 1.025
o 0 0 0 0 bps o
o 0 0 0 O Mbps [0 bps __ |NONE Not-Associated 0 6dem |1 d8m
o 0 0 0 olcomplate |0 Mbps [0 bps __|NONE Not-Associated o odem |1 d8m
d L I ] 3

Logged in to; localhost:4002 as: Admin

C. Client roams back to vapl.

root@ct521-lac-f20:/home/lanforge
File Edit View Search Terminal Help

[root@ct521-1ac-f20 lanforgel#

forgel# al roam of

21-1ac-f20 lanforgel#

LANforge Manager Version(5.3.4)

Control Reporting Tear-Cff Info Plugins

Pl

localhost:4002 as: Admin

Logged in to:

Stop All Restart Manager Refresh HELP
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages
Status Layer-3 L3 Endps VoIP/RTP VOIP/RTP Endps: armageddon WanlLinks Attenuators File-10
Disp: [127.0.0.1:1.0 sniff Packets A|| Clear counters Reset Port Delete
Rpt Timer: |nediun (8 s) |+ Apply ¥|| view Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources.
bps TXLL |Bytes TXLL| bps RX LL | Bytes RX..| Reset | TX-Rate | RX-Rate Status #p Activity | Signal Noise
12,636....| 2,417.8, 154,186 1 Gbps 1 Gbps 0
1,548 225 1Gbps |1 Gbps 0
0| 0 0
812,653 6,937 0
0] 0) 0 Mbps NONE Not-Associated 0 0 dBm -1 dBm
0f 0 0|Complete |0 Mbps 0 bps NONE Not-Associated 0 0 dBm -1 dBm
7,337 851 19,595Complete [175.5 M... |26 Mbps _|Authorized |00:0E:8E:7E:E2:71 _[1.199 -44 dBm_|-95 dBm




D. FT messaging in hostapd logs.

root@ct523-3n-f20:/home/lanforge/wifi ~) () (%

File Edit View Search Terminal Help

) ) 88 60 0
) 00 00 00 0O 0O 00 80
02 19 61 dc 75 be

48 85 67 b5 da 1lc ef 57 55

55 bb eb 18 84

PTKName
authentication respons
esponse IEs - h ump{ Ler

6c 2c 8f c6 T4 c9 4f 3
bb eb 18 84
8 48 85 67 b5 da 1c

- hexdump(len=2
88 8f ac 82 61

5 bb eb 18 84
67 b5 da 1lc ef
]
Be 8e cb fc 48

4 01 00 8|

85 67 bs
8e cb f

E. A wireless capture of over-the-air packets shows the transition.

11r-trial-07.pcap [Wireshark 1.10.14 (Git Rev Unknown from unknown)] (as superuser) DRRE

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

© © Bxs Q 5 BB coufF d0E= o

Filter: |wlan.addr contains 00:0e:8e:56:0b:b5 * | Expression... Clear save
None 2
No. Time Source Destination Protocol  Info
8 Probe Request, SN-254, FN=0, Flags=. , ssID-Broadcast

620/1459376706.625741000 ‘Sparklan_56:0b:bS Broadcast
621 1459376706.626220000 Netgear 01:b7:56 sparklan_56:0b: 802.11 Probe Response, SN=2649, FN=0, Flags=.
623 1459376706.626977000 Sparklan 7e:e2:71 Sparklan_56 802.11 Probe Response,
625 1459376706.627479000 Sparklan_cb:fc:48 Sparklan_56 802.11 Probe Response,
626 1450376706.628047000 Netgear_01:b7:56 Sparklan_s6:0b:bs 802.11 Probe Response, SN=2649, FN=0,
631 1459376706.655079000 ‘Sparklan_56:0b:b5 862.11 Null function (No data), SN=255,
632 1450376766. 655110000 ‘Sparklan_56:0b:b5 862.11 Null function (No data), SN=255,
633 1450376706 655119000 802.11 Acknowledgement, Flags=.......
634 1450376706.655160000 Sparklan_56:0b:bs 802.11 Null function (No data), SN=256, FNed, Flags=.......T
635 1450376766. 655194000 'Sparklan_56:0b:b5 862.11 Null function (No data), SN=256, FN=9, Flags=
636 1459376706 655228000 802.11 Acknowledgenent, Flags:

, BI=100, SSID=NETGEAR30-!

856 1450376710.812741000 'Sparklan_56:0b:b5 8 802.11 Authentication, SN=257,
857 1450376710.812802000 Sparklan_56:0b:bS (RA)  802.11 Acknowledgenent, Fla

858 1450376710.814799000 ‘Sparklan_cb:fc:48  sparklan_56:0b:bs 862.11 Authentication, SN=218,
861 1450376710.817354000 Sparklan_56:0b:bS (RA)  802.11 Acknowledgenent, Flags=
862 1459376710.818671000 ‘Sparklan 56:0b:b5 Broadcast 802.11 Data, SN-1315, FN=6, Fla

.F
863'1450376710.819479000 ‘Sparklan_cb:fc:48  'sparklan_56 . FN=0, Flags=.

802.11 Reassociation Response

0000 0011 .... .... = Element Count: 3

MIC: d207884093b090213b53ce192cab37c

ANonce: 3755bbeb188433c3da0c8650549748a4a6¢48882¢80ca189
SNonce: 38488567bSdalcef5755d4079cd65abfe27acec6e3d50219
Subelenent ID: PHK-R1 key holder identifier (RIKH-ID) (1)
Length: 6

= er e ~10) cbc
Subelement ID: PHK-RO key holder identifier (ROKH-ID) (3)
Length
PMK-RO key holder identifier (ROKH-ID): 00ege7ee271

¥ Tag: HT Capabilities (802.11n D1.10)
Tag Number: HT Capabilities (862.1ln D1.10) (45)
Tag length: 26

v HT Capabilities

e

00co €3 45 02 19 61 dc 75 ac 24 47 01 06 [ c.56.. M
00d0 [TICTIETMEE 03 Oc 30 30 30 65 38 65 37 65 6! Bege7ee2
00e0 37 31 2d la ef 11 1b ff ff ff 00 00 60 00 00 60  71- ey
000 ©0 00 00 01 00 00 00 00 ©0 00 00 60 00 00 dd 07

0100 00 50 f2 02 00 01 60

P
! PMKCRI key holder identifier (RIKH-1D) (wian_mgtftsubslem r1kh id), 6 bytes Packets: 1156 - Displayed: 24 (2.1%) —.. Profile: Default




F. Output graph of the Mobility Plugin script of several roaming stations.

WiFi Mobility Report v A (x
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LANforge WiFi Access Point Network with
802.11r

Goal: Configure four virtual APs in an 802.11r network to test fast transition (FT) clients.

Configure four virtual Access Points to use 802.11r with FT-
EAP. This example uses a LANforge CT525 system but a

= e
similar procedure will work on all multi-radio systems. I fé\-. J

The wifi clients under test are also 802.11r enabled so that Ll Faorag = =L
they can initiate FT Requests and roam. Here we are using
another LANforge WiFire as the system under test to A

emulate 802.11r stations and force them to roam. A‘ A‘
In LANforge, each virtual access point will be running its A A

own hostapd process configured to enable 802.11r and
bridged to other virtual access points. The bridged VAP
network will emulate the Distributed System (DS) for FT
over-the-DS roaming.

B
System Under Test _
—— _—

WiFi Clients

R\ S
3 LANforge WIiFIRE 802.11r Network I
| = |
e w8 )

[ Virtual APs RADIUS Server |

L el forge WwWiFIRE

AR

]

mu
=i

i

—— " — sl

1. Setup a virtual access points on a wifi NIC and configure it for a channel and SSID.


http://www.candelatech.com/ct525-384-6ac_product.php

A. Go to the Port Mgr tab, select the parent device such as wiphy0, select Create, then fill out
appropriate information and create a virtual access point.

Create VLANs on Port: 1.1.06 >) (2) ()

O MACMLAN ) 802.1QVLAN © Redirect © Bridge © GRE Tunnel
O WIFiSTA @ WiFi VAP © WiFi Monitor (O WiFi Virtual Radio

Shelf: Resource:  [L (benspe) | 7] Port: [6 (wiphy0) ]
VLAN ID: [ DHCP-Py4

Parent MAC: OHeP Cliert iD; [ore |+
MAC Addr: booowockti |w| 1P Address: Global IPvé: [AUTO

Quantity: ’17 IP Mask or Bits: ’7 Link IPv6: ’AuTOi
Gateway IP: [ pweow e ]

#1 Redir Name: #2 Redir Name:

STAID: o ] s [roaner [~]

WiFi AP: Key/Phrase: [ |

L] wPa [Vl wPAZ LI wep

[]Down

Apply H Cancel ‘ | Ready

B. Modify the new vap, select the Advanced Configuration tab in the Port-Modify window and check
the box Advanced/802.1x and fill in the RADIUS IP/Port/Secret. Here the RADIUS server will be a
freeradius process configured on localhost. The default RADIUS secret is lanforge and the default
login is testuser/testpasswd when freeradius is installed via If_kinstall.pl --do_radius.

vap0 (ben-5pci) Configure Settings A

%

Pert Status Information
Current: LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration r’M\sc Configuration r Custom WiFi

Advanced WiFi Settings

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: HESSID:

Ignore Auth-Assoc: |zero (0%) Realm:

Ignore Assoc: zero (0%) IMSI:

Ignore Re-Assoc:  |zero (0%) Milenage:

Corrupt GTK: zero (0%) Daomain:

HS20 Capabilities Consortium:

HS20 Oper Class RADIUS IP [127.0.0.1 ]

HS20 WAN Metrics RADIUS Port  [1812 |

i

leee80211w: Disabled (0) || RADIUS Secret [lanforge |
Venue Group: Venue Type: | ‘ ‘
Network Type: Address Types: | ‘ ‘
Network Auth: 3GPP Cell Net:

[Juseso0211d [Juses0211h []Short-Preamble

Ed\mnced,’ﬁuzlg [IHotSpet 2.0 []Disable DGAF
[Enable 802.11u  []802.11u Internet []802.11uASRA []802.11uESR []802.11u UESA

‘ Print H View Details || Logs ‘ ‘ Probe H Display Scan H Sync | ‘ Apply | Cancel




C. Repeat above steps A and B to create a single vap on wiphy1, wiphy2 and wiphy3 for a total of
four virtual access points.

Create VLANs on Port: 1.1.07 ) (~) (x)

0 MACVLAN ) 802.1Q-VLAN 0 Redirect  Bridge O GRE Tunnel
O WIFISTA @ WiIFivAP O WiFi Monitor O WiFi Virtual Radio

shelf Resource:  [L (bensped | 7] Port: [7 twiphyl)

VLAN ID: ] DHERPve
Parent MAC: DHCF Client ID: I:D
MAC Addr: powowocimoc  [w| 1P Address: [ Globalps: fure ]
Quantity: ] PMaskorBitss [ | LinkIPv&: oo 1]
Gateway IP: [ pweew faoto ]
#1 Redir Name: #2 Redir Name:
STAID: L ] ssm [roamer [~]
WiFi AP: Key/Phrase: [ |
L] wPa [Vl wpA2| LIwep
[ Down
Apply ‘| Cancel ‘ | Ready
Create VLANS on Port: 1.1.08 %) () ()

O MACMIAN ) 802.1QMVIAN (O Redirect () Bridge (3 GRE Tunnel
O WIFiSTA @ WiFiVAP O WiFi Monitor ) WiFi Virtual Radio

Shelf: Resource: 1 (ben-Spci) : Port: |8 (wiphy2) n
WLAN Dz C1DHCPAPv4

MAC Addr: IP Address: Global IPvs: )

Parent MAC:

Quantity: 1 IP Mask or Bits: Link IPv6: [aUTO

Gateway IP: IPvE GW: JAUTO
#1 Redir Name: #2 Redir Name:
STA ID: 2 SSID: [roamer [~]
WiFi AP: Key/Phrase: [ |
[IwrPa [VIWPA2 [1wEeP
[]Down

Apply “ Ccancel ‘ | Ready
Create VLANS on Port: 1.1.09 ) (a) ()

O MACAVLAN ) 802.1Q-VLAN 0 Redirect ) Bridge ©) GRE Tunnel
O WiFi STA ® WiFi VAP ) WiFi Monitor O wiFi Virtual Radio

Shelf: Resource:  [1 (ben-5pci) || Port: [0 (wiphy3)
VLAN ID: [l DHERPya

parent uacC: R T

MAC Addr: IP Address: [ ] clobalpve: oo ]

Quantity: PMaskorBitss [ | LinkIPvs: oo
Gateway IP: [ pwsew: |

#1 Redir Name: #2 Redir Name:

STAID: B ] sso [roamer [~]

WiFi AP: Key/Phrase: [ |

L] wPaA ¥l wpA2| L wep

[]Down

Apply “ Ccancel ‘ | Ready

2. Modify each vap, select the Custom Wifi tab and enter the additional lines that will be appended to each
vap hostapd configuration file.

A. For each vap, fill in the first 8 lines to enable 802.11r as well as the first part of the 3 rOkh entries and 3
r1kh entries for neighboring vap's.

The first part of the rOkh is the neighboring vap MAC address and NAS identifier which in this
example is the MAC without colon delimeters.

The first part of the r1kh is the neighboring vap MAC address and r1kh-id which in this example are
the same.



vap0 (ben-5pci) Configure Settings ¥) (&

Port Status Information
Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyO

Port Configurables

[ standard Configuration |  Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:
pa_key_momt=FTEAP

fr_over_ds=
Inas_identifier=04f02 1b98f00
mobility_domain=4321
Ir0_key: |ifetim
r1_key_holder=04fo21b38f00
lreassociation_deadline=1000
pmk_rl_push=1

rOkh=04:f0:21:69:91:03 04021699103
r0kh=02:f0:21:32:28:06 04021232806
r0kh=04:f0:21:b1:d7:0b 04f021b1d70b

rlkh=04:f0:21:69:91:03 04:f0:21:69:91:03
r1kh=02:f0:21:32:28:06 04:f0:21:33:28:06
rlkh=04:f:21:b1:d7:0b 04:f0:21:b1:d7:00

4] Tl D

| Print H View Details || Logs ‘ | Probe H Display Scan H Sync | ‘ Apply

vapl (ben-5pci) Configure Settings ¥) (&

Port Status Information
Current: DOWN LINK-DOWN GRO MONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

[ standard Configuration |  Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:
pa_key_mame=FT-EAF

fr_aver_ds=

nas_identifier=04f021699103

mability_domain=4321

r0_key_lifetime=10000

1 key_holder=04f021693102

reassociation_deadline=1000

pmk_r1_push=1

P0kh=04:f1:21:b3:8F.00 04f021b92F00
r0kh=02:f0:21:32:28:06 04021232806
r0kh=04:f1:21:b1:d7:0b 04021614700

r1kh=04:f0:21:b9:87:00 04:0:21:b3:8:00
r1kh=02:f0:21:32:28:06 04:f0:21:33:28:06
rlkh=04:f:21:b1:d7:0b 04:f0:21:b 1:d7:00

4] i D

| Print H View Details || Logs ‘ | Probe H Display Scan H Sync | ‘ Apply

vap2 (ben-5pci) Configure Settings ») () (x

Port Status Information
Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy2

Port Configurables

[“standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:
pa_key_mgme=FT-EAP
over_d:

Ift.
nas_identifier=04f021332806
mability_domain=4321
ri)_key. |ifetime=
1 key_halder=04f021332806
reassocistion_deadline=1000
lpmk_r1_push=1

rokh=04-0:21-b9:8f-00 04f021b98f00
r0kh=04:f0:21:69:91:03 04021635103
rokh=04:0:21:b1:d7:0b 04f021b1d70b

rikh=04-0:21-b9:8f-00 04:f0:21:b9:8F.00
rlkh=04:f:21:69:91:03 04:f0:21:69:91:03
rikh=04:f0:21-b1:d7:0b 04:40:21:b1:d7:0b

4] i D

| Print H View Details || Logs ‘ | Probe H Display Scan H Sync | ‘ Apply




vap3 (ben-5pci) Configure Settings ) () (x

Port Status Information
Current: DOWN LINK-DOWN GRQ NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy3

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-5pecified supplicant/hostapd configuration text:

pa_key_mgmt=|
s=1

reassaciation_deadline=1000
pmk_rl_push=1

P0kh=04:f1:21:b3:8F.00 0402 1b92F00
r0kh=02:f0:21:69:91:03 04021699103
FOkh=04:f1:21:33:28:06 04021332806

F1kh=04:f0:21:b3:8F.00 04:0:21:h3:6:00
r1kh=02:f0:21:69:91:03 04:f0:21:69:91:03
Flkh=04:f1:21:33:28:06 04:0:21:32:28:06

4] i [»

| Print H View Details || Logs ‘ | Probe H Display Scan H Sync | ‘ Apply |

B. Each vap will be represented by a corresponding rokh and rikh entry in all of the neighboring vap's
custom configuration sections. Here vap0 entries are highlighted.

(ben-spci) Configure Settings & A0 vap2 (ben-5pci) Configure Settings D0 O
User-Specified supplicant/hostapd configuration text: B User-specified supplicant/hostapd configuration text:
pa_key_mamE=FT.ESP pa_key_mome=FTEAP
ower ds= fe_over 4
[Jnas_identifier—uafaz 1656700 Inas_identifiar=04f021332806
FreBTey gamar Imability_domain=4321

=

Iyt
0 key lifetime=10000 Ir0_key_lifetim, o000
Ir1_key holde; 4f02 1b38FI0 Irl_key_holder=04f021332806
j?ummm, edline = 1000 reassaciation_deadiine=1000

pmk_r1_push=1 lpmk_r1_push=1

Irokh=04:f0:21:69:91:03 04f021639103 [rokh=va7o:21:b5:5k00 oaroz 1bssroo
Irokh=04.f0:21:32:28:06 04f021332806 I

kh=0.:0:21'b 1:d7-0b 047021613706 [okh=04: f0:2 1:b 1:d7:0b 0202 Lb1470b

IFLkh=04:f0:21:69:91:03 04:0:21:69:91:03 [roh=vwfozrbe:aton ooz the aro0
IrLkh=0a:f0:21:33:28:06 04:0:21:33:28:06 FIR= i I
IrLkh=04.f0:21:b 1:d7:0b 04:0:21:b1:47:0b L IFLkh=04:10:2 1 1:d7:0b 04:40:21:b 1:47:0b
| i I [r] a7 1 I [
vapl (ben-5pci) Configure Settings v () (X vap3 (ben-5pci) Configure Settings V) (=) (X
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
pa_key_mamE=FTEEP pa_key_momt=FTEAP
fe_over_d fr_aver_d
Inas_identifier=04f021639103 n3s_idantifler=04f02161d70b
321 mobility_domain=4321
= r0_key_lifetime=10000 —
47021638103 1 key_holder=04f021b1d70h
reassaciation_deadline=1000 reassaciation_deadline=1000
lpmk_r1_push=1 = pmk_r1_push=1 L
[rokh=nsfo:zrba:afo0 osfozibastoo 4:0:2 1:h5:8F.00 041021638100

[r0kh=0440:21'b 1:47-0b 04102 Lh Ld70b r0kh=04:0:21:33:28:06 14f121332806

[[+h=szfo21 b5ak00 0atoz s eroo
m = - e

I Lkh=04:f0:21:b 1:d7:0b 04702 b 1:47:08

4:70:21:b9:8F.00 04:0:21:bg:8.00

4A021:33:28:08 04:0:2133:28:06

I II [ [*] JJo] II [

C. Generate a unique 128-bit AES hex key for each rOkh entry in the vap.

vap0 (ben-5pci) Configure Settings V) (~) (% vap2 (ben-5pci) Configure Settings ) (A) (X

User-Specified supplicant/hostapd configuration text: User-specified supplicant/hostapd configuration text:

pa_key_mamE=FT.ESP pa_key_momt=FTEAP

fe_over_d fi_over d

Inas_idzntifier=04f21b3afo0 Inas_identifier=04f021332806

321 Imability_domain=4321

o = I0_key_Iifetime=10000 H
IFL_key_holder=04f021b98f00 Ir1_key_holder=04f021332806

reassaciation_deadline=1000 reassociation_deadline=1000

lpmk_r1_push=1 = lpmk_r1_push=1 =
Ikh=04:/0:21:68:3 1.0 04021689103 111111 163:8F00 0402 1h98f00

IFOkh=04:f0:21:33:28:05 041021332805 L kh=04:f0:21:69:91:03 041021633103 14
Ir0kh=04:f0:21:b 1:d7:0b 04021h1470b 00000000000033333333000000000000 rakh=04:fa :21b 1:d47:0b 04f021b1d70b

I Lkh=04:f0:21:63:31.03 04:/0:21:68:81:03 IFLkh=04:f0:21:b8:8£00 04:40:2 1:b9:8£00

IrLkh=04.f0:21:33:28:06 04:/0:21:33.28.08 IFLkh=04:f0:21:63:31:03 04:0:21:69:31:03

IFLkh=04:f0:21:b1:d7:0b 04:0:21'b1:d7:0b Ir1kh=04:40:2 b 1:47:0b 04:40:21b 1:47:0b
| i I I K il [

vapl (ben-5pci) Configure Settings <) () (x vap3, (ben-5pci) Configure Settings <) () (%

User-specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:

pa_key_mame=FT-EAR pa_key_mamt=FTEAR
fe_over_ fft_aver_d
Inas_identifiar=04f121639103 nas_idéntifler=04f021b1470b
Imability_domain=4321 mability_domain=a3z1
I0_key_Iifetime=10000 | r0_key_lifecim i
L key holder=0afo21699103 1 key_holder=04021b1d70h
reassociation_deadline=1000 reassaciation_deadline=1000
lpmk_r1_push=1 pmk_r1_push L
rokh=0a:fo:21:b:8f00 04f021b98f00 4:0:2 1:bS:8F.00 04021638700
rokh=0a:f0:21:33:28:06 047021332805 L 470.21:68:91:03 040021633103 L
rokh=04.f0:21:b 1:d7.0b 047021b1d70k 40:21:33:28:06 04f021332806
I Lkh=04:f0:21:68:8£00 04:40:2 1:b8:8£00 450:21:b9:3F.00 04:f0:21:b3:800
IFLkh=04:f0:21:33:28:06 04:0:21:33:28:06 470.21:69:91:03 04:40:21:69:91:03
Ir1kh=0a:fo:21:b1:d7:0b 04:50:21b1:47:0b L 470:21:33:28:06 04:f0:21:33:28:06
I I I [ T i Tl




vapo

(ben-5pci) Configure Settings D xl

vapz (ben-5pci) Configure Settings ) (A) (X

User-Specified supplicant/hostapd configuration text:

User-Specified supplicantfhostapd configuration text:

imobility_doma

IrL_key_halde

lpmk_r1_push=1

pa_key_mame=FTEAR
- over_d

Ir0_key lifstime=10000

_deadline= 1000

47021698700

04:f0:21:33:28:06 04:0:21:33:28:06
4:f0:21:b 1:d7:0b 08:70:21:b 1:47:0b

pa_key_mgme=FT-EAP

IFkh=04:f0:21:b8:2£00 04702 1b32f00
IFakh=0.4:0:21:69:91:03 04021699103
IFakh=04:f0 :21:b 1:d7:0b 0402 1b1d70b

=0,

1:b%:300 0470

O ]

RR=UET0 I T 99103 (A2 6T 3T
—04:f0:21:b1:d7:0b 04:40:21:b1:47:0b

« ] Ii [ « ] i [
vapl (ben-5pci) Configure Settings ~ o vap3 _Spci) Configure Settings V) (a) (X
User-Specified supplicant/hostapd configuration text: I User-Specified supplic ostapd configuration text:
e ey mami=F TR i a_key_mame—FTEAP
rd 1
domain=1321
= " keyweme 10000 H
1 key holder—0afo21b1d70k
reassaciation_deadline=1000 reassociation_deadline=1000
lpmk_r1_push= _r1push=
fokh=n4:z1ba:ak00 0afoz batioo robh-0auzLbe:sb 00 oaivathasioo
4:0:21:33:28:06 04021332806 L rokh=04:0:21:63:91:03 04f021639103
Fokhoneta ot rudr 08 osforthidvas h 041021 25 08 03021532808 Il
[[[Fikh=a470:21:69:8%00 04702 1:bg.8r.00 [ESEEE) ] = O e D o L
= 69903 042699103
—04:f0:21:b1:47:0b 04:0:21:b1:d7:0b ho 06 0:21:33:28:08 04:21133:26:05
(I I I

D] T

i 0l
E. Repeat steps C and D for the other three vap's.
vap0 (ben-5pci) Configure Settings <) (A) (%) vap2 (ben-5pci) Configure Settings V) (A) (x
User-Specified supplicant/hostapd configuration text: User-Specified supplicant/hostapd configuration text:
pa_key_momE=FT.EAP pa_key_momt=FTEAP
fe_over_
Inas_idzntifier a2 gt 421322808
i o0, ksywsmg—mnnn vl
IFL_key_holder=04f021b98f00 r1_key_holder=0af021332806
feaasociaton_deadline=1000 reassociation deadline=1000
lpmk_r1_pus pmk_r1_push=
I0kh=04:f0:21:65:31:03 04021695103 111 rhx 36 danatbsinn
04021332806 h. 69:91:03 04021633103 (1
0kh=04:f0:21:b 1:d7:0b 04021h1470b 00000000000033333333000000000000 elhmoa o oo b it
Lrlkh 04:/0:21:69:91:03 04:0:21:69:91:03 C 1:b5:8F.00 04:0:21:b3:5£.00 00800000000022222222000008000000
LR 1b1:dT:0b 04702 1'b 1:d7:0b
O 1 I [ I KN
vapl (ben-5pci) Configure Settin DINIO vap3 (ben-5pci) Configure Settin, v) (a) (%
User-specified supplicant/hostapd configurain text: ition text:
s deniner 040z 695103
Imability_domai
rnikeyihkmme,lﬂﬂﬂn M
Ir1_key_holder=0afo21599103
peaasociaton deadline=1000
rlp
00000000000066565666000000000000 06 04f021332806 —
402 LbSEE00 0410:2 1593500 00000000000 b9:8£.00 04:f0:21:b3:8E00
40:21:33:28:06 0470:21:33:2 r1kh=04:0:21:69:31:03 04:0:21:69:91:03 00000000000066666666000000000000
021 b 10700 04T 2L 1:47.0b 40:2133:28:06 04F0:21:33.28:06
(I I I I K ] I
vap0 (ben-5pci) Configure Settings ) () (% vap2 (ben-5pci) Configure Settings %) () (%
User-Specified supplicant/nostapd configuration text User-specffied supplicant/hostapd configuration text
pa_key_mame=FT.EAP pa_key_momt=FTEAP
fe_over_ fe_over_d.
Inas_idzntifier etz hant nas_idntifier=047021332806
Imability_domal imability_damain=1321
I0_kay.fetim = 0_key_Ifetime =
L ey hoders 4008 1h3sf00 1 key_holder=04f021332806
reassacistian_deadline= reassociation_deadline=1000
lpmk_r1_p pmk_r1_push=1
2 3 31,04 042 1c3s1s UBUSOGSAHUOLF 1 140G OouaBacoan
04f2 ]
e 23 o1 47:0h 4002 o370 0000300000353 3232200000000800
91:03 04:0:2 L6 4:40:21:b9:3f:00 04:f0:21:b3:%.00 00000000000022222222000000000000
fr-nato FFET 26:06 047021 33 zs e 00000800000077377373000000006050 4:40:21:69:91:03 04:40:21:69:91:02 00000000000055555555000000000000
RN 3: f0:21:61:47:0b 04:40:21:b1:d7:0b
< Il [ il KT i I
vapl (ben-5pci) Configure Settings vl x vapMgpen-5pci) Configure Settings DR
User-Specified supplicant/hostapd configuration text: I User-Specified suiglicant/hostapd configuration text:
pa_key_mamt=FTEAP 3 Fey mamc=FTEA
fie_over_d: fe_over_ds=
pas idenchar=04021695 103 e
Imability_domai Imability_domal
I0_key.Ifetim 2000 = Iro_key._[Fetime —
Ir1_key_holder=04fo2169 103 L key_halder=
pessaciation deadine= reassociation_deadline=1000
lpmk_r1_g lpmk_r1_push=
Tb3:ata0 a2 1bsein 4 1:b3:8£00 047021638700
06 041021332806 L kh=04:0:21:63:31:03 04021539103
[akh 041021 01:47.0h 04m21b1a70h kh=04:f 205 04021332806 i
kh=04:0:21:b3:8:00 04:40:21:b9:300 = 163:2F00 04:f0:21:b8:2E00 0000000 333000000000000
[lrtkh=o. 1 04:f0. 06 0888828880 =t 1:69:91:03 04:f0:21:69:91:03 00000000000 6666000000000000
= TETAT06 &R TETAT06 || = 1
a1 I I K ] vl




vap0 (ben-5pci) Configure Settings

vap2 (ben-5pci) Configure Settings

User-specified supplicant/hostapd configuration text:

User-Specfied supplicantfhostapd configuration text:

pa_key_mgme=FT-EAP
ffc_over_ds=

pras idenifer=04i021bsan
Imobility_domai
I0_key_lifetim,
Ir1_key_| holder—oefo21hosfoo
reassaciation_deadline=1000
lpmk_rl_push=1

pa_key_mome=FT-EAF
ffe_aver_d
Inas_idantifier= namnsszsns

m
r1_key_holder=04f021332805
reassaciation_deadline=1000
pmk_r1_push=1

f0:21:b3:8F.00 04f02 1b98fo0

[kh=04/0:21:55:31:03 047021655 103 1111

05 047021332806
ok =0af0.21.b1:47:0h 0018 1470h 0000000DA00033333333000000000000

IFLkh=044:0:21:65:5 1:03 04:0:21:65:51:02 00000G00000044444444000000000000
I Lkh=044:0:21:33:28:08 04:0:21:33:28:06 00000000000077777777000000000000
[FLkh=04:f0:21:b1:d7:0b 040:21:h 1:47:0b 000000000000aaaaaasa000000000000

0

1:69:91:03 04f0Z 1893103 000000000000835E3888000000000000
rOkh=04: f0:21:b1:d7:0b 04f021b1d70b 00000000000099855393000000000000

F1kh=04:0:21:b3:8F.00 04:f0:21:b9:87.00 00000000000022222222000000000000
r1kh=04:0:21:63:91:03 04:f0:21:69:91:02 00000000000055555555000000000000
r1kh=04:f0:21:b1:47:0b 04:

b1:d47:0b 000000000000z cEcCC000000000000

i I
vapl (ben-5pci) Configure Settings

vap3 (ben-5pci) Configure Settings

User-Specified supplicant/hostapd configuration text:

pa_key_mgmt=FT-EAP
ft_over_d:
inas_identifier=04f021h1470b
mobility_domain=4321

0 key_lifexim
1 key_holder=14f021b1d70b
reassociation_deadline=1000
pmk_r1_pu

L nEia 51,18 SEQNEM 21 68 EAn SoaEaONGanaL | LIEIEIBosanatBDY
IrLkh= :

r0kh: b3:8£,00 04702169800 000000000000a3332222008000000000

0440:71:33.26:06 047021332804 000000000000¢cececec00a000000000

r1kh=04:f0:21:b9:8%.00 04:f0:21:b3:2£:00 00000000000033333333000000000000

[rikn= Rl b A th DT S b L4y 0 00000000000 ok bhbRbBS0000000NDALS

:21:69:91:02 04:f0:21:69:9 1:03 000000000000 66666666000000000000
rlkh=04:40:21 06 04f0:21 08

1 I I v I«

IL ID

vapO: full hostapd configuration file
vapl: full hostapd configuration file
vap?2: full hostapd configuration file
vap3: full hostapd configuration file

For more information see Two WiFi Access Point Network with 802.11r

3. Create four bridge devices, one for each virtual access point.

A. Go to the port manager tab, select Create, then select Bridge and enter Quantity 4 and a Bridge

Name, then Apply to create the bridges.

Create VLANs on Port:

2 MACMLAN ) 802.1QVLAN 0 Redirect ® Bridge ©) GRE Tunnel
O WIFiSTA O WiFi VAP O WiFi Monitor (O WiFi Virtual Radio
shelf Resource:  [L (benspe) | v]
[] DHEP-Pv4

pore

IP Address: [ ] cloballPue: [auto

Quantity: A ] PMaskerBits [ | LnkIPv: [auTO
Gateway IP: [ pweew: [aUTO

Bridge Name:

\ o

WiFI AP:

Ow

[ Down

lpphy H Ccancel ‘ |

B. Modify each bridge device to add a vap. Netsmith will
been added as bridge member.

show a purple line when each vap has

for ben-5

i(1.1) Version: 5.3.4

rtual Routers and Connectior

Right-clickidouble-click/drag supported
M Router Port
= B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
= Gtopped WanlLink
=== Running WanLink
M Phantom/Unknown
[m— % TX over last 3s
®— % Drop over last 60s
|——Network Connection
[ stopped FIRE
|=——Running FIRE
— Peer ICE
|— Bridge Active
| Bridge configured
—— Parent/Child

000

Mgtrethﬂ
¥ 2‘153.100‘1801‘24

TR R R W

WanlLinks

Show Legend re

Wanlink Names ] Port Names ire Names  [] Zero-Pv4s Apply Frogress:

Col. Domains [] IPv6s

Peer WanLinks
wanlLink Config

Parents
Netsmith Status:

Info Print Sync Apply

cancel Apply


https://www.candelatech.com/downloads/ap4-vap0.txt
https://www.candelatech.com/downloads/ap4-vap1.txt
https://www.candelatech.com/downloads/ap4-vap2.txt
https://www.candelatech.com/downloads/ap4-vap3.txt
http://www.candelatech.com/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r

C. Add a single virtual router, drag br0 into the router, then give it an IP address and make it a DHCP
server.

for ben-5pci(1.1) Version: 5.3.4 ) (a)(x

rtual Routers and Connectior

g

L+ ]
* |Right-click/double-click/drag supported|
@, |™ Router Port

M Edge Port

=== Stopped WanLink
=== Running WanLink

M Phantom/Unknown
1% TX over last 3s
1% Drop over last 60s
|[——Network Connection
- Stopped FIRE
|——Running FIRE

— Peer ICE

|— Bridge Active

—— Bridge Configured
— Parent/Child

B Ports
Stopped FIRE CX

Running FIRE €X

Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF

Router supports Multicast

Router supports BGP

Router supports IPv6

Peer ICE CX

Collision Domain

RO(1)

ro
192.168.0.1/24

[] WanLinks Show Legend [¥] Fire IPvds
Wanlink Name

Peer Wanlinks [¥] Parents [¥] Col. Domains [] IPvés
Netsmith Status:
‘WanLink Config

For more information see Virtual Router with DHCP Cookbook (skip the wanlink portion)

4. Each bridge will share a connection to a redirect device (rdd) pair so that FT messages can be sent and
received.

A. In Netsmith, right-click in a free area and select New Connection to create an rdd pair. Select Skip
for Port 1-B, WanLink and Port 2-B then select OK. Select Netsmith Apply after creating the new

DHCP

\
\
nLink: [#] Skip | ‘
\
\

b P
Port 2.8: [ASkip | | P
VRRP Interval:
Port 2-A: [] Skip |<Auto Create New Port= v| Next-Hop: [ |
DHCP Lease Time: Subnets (a.b.c.dfx):
| I |
| I |
DHCP Range Mas: | H |
DHCP Domain: [ i [
Next-Hop-Pvé: [ |

|
: [

d Config F [ I
|

[ NAT [L] DHCP [l DHCPvE [] custom DHCP []vRRP [] cand-RP

connection.
Create/Modify Connection o
Interface-Cost: |1 |
Port 1-A: |<Auto Create New Port> v| Al [ |
OSPF Area: [000.000.000.000 |
Port1-8: [Askp | S

VRRP ID:

IPv6 Subnets (aaa:0ho):

Ok Cancel



http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

B. Right-click and select Modiify Port br0, then add rddVRO to br0. Your rddVRX numbering may differ
depending on what other Netsmith objects are created.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 ) (a)(x

rtual Routers and Connection pec

#

Right-click/double-click/drag supported
. |[MRouter Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
= PeerICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
1% TX over last 3s
1% Drop over last 60s
|[——Network Connection
- Stopped FIRE
|——Running FIRE
— Peer ICE
|—Bridge Active
—— Bridge Configured L
— Parent/Child

bro
192.168.0.1/24

[«]

il T I

WanlLinks Show Legend [ Fire IPvas Info Print Sync Apply. Close

anlink Names [] Port Names ire Names [ Zero-Pvds apply Progress: 10¢ Cancel Apply

‘eer WanlLinks Parents Col. Domains [] IPvés
Netsmith Status:
‘WanLink Config

C. Right-click and select Modify Port br1, then add rddVR1 to brl. Your rddVRX numbering may differ
depending on what other Nefsmith objects are created.

g ion for ben-5pci(1.1) Version: 5.3.4 ~) (a) (x

rtual Routers and Connection -

£

Right-click/double-click/drag supported
W Router Port
B Ports
Stopped FIRE CX
Running FIRECX 1 ek 100.180/20
Serves DHCP to incoming requests. thl
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
m—1% TX over last 3s
=% Drop over last 60s \
[——MNetwork Connection
- Stopped FIRE \ rl
|——Running FIRE
-~ Peer ICE
|——Bridge Active
-~ Bridge Configured \ brl —
—— Parent/Child \

RO(T)

bro
192.168.0.1/24

Ll I [T

[¥] Wanlinks Show Legend ire IPvds Info Print sync IApphy Close

‘anLink Names [v] Port Names ire Names ] Zero-IPv4s apply Progress:

eer WanLinks Parents ol. Domains [ IPvBs
Netsmith Status:
anLink Config




D. Create two more rdd pairs for bridges br2 and br3.

guration for ben-5pci(1.1) Version: 5.3.4 2 (@)

rtual Routers and Connection pec

Rightclick/doubleclick/drag supported|
U, |M Router Port

. |= BPorts
* |* Stopped FIRE CX
; Mgt-etho
H Gomdboy) FGLE @2 . 195 168.100.180/24
= Serves DHCP to incoming requests. e
= Applies NAT to outgoing packets. m eth2 br2
. W eths br3

Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
B Phantom/Unknown
1% TX over last 3s
1% Drop over last 60s
|[——Network Connection
- Stopped FIRE
|——Running FIRE
—— Peer ICE
|—Bridge Active
——Bridge Configured
— Parent/Child

rddvR2 L

bro
192,168.0.1/24 e

rddVR4

-ddVRS

o« M

[v] WanLinks Show Legend [] Fire IPvds Info Print Sync Apphy

anlink Names [] Port Names ire Names [ Zero-Pvds Apply Progress:

‘eer WanlLinks Parents ol. Domains [] IPvés
Netsmith Status:
'anLink Config

E. Add rddVR2 and rddVR3 to bridge br0.

gt ion for b pci(1.1) Version: 5.3.4 ) (=) (x

irtual Routers and Connection: B

* |Right-click/double-click/drag supported
U, |[M Router Port

" B Ports
Stopped FIRE CX
Running FIRE CX . 1 100 180/24
Serves DHCP to incoming requests. ethl
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port

Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
=% TX over last 3s
=% Drop over last 60s
|[——Metwork Connection \
-~ Stopped FIRE rel
|=——Running FIRE
-~ Peer ICE
|— Bridge Active
- Bridge Configured \ brl
—— Parent/Child \

=

RO(T)
rddvR2

5o
192,168:0.1/24 LERE

rddvR4

ddVRS

fl I I |

‘WanlLinks Show Legend ire IPvds Info. Print synic Apply Close

‘anLink Names [v] Port Names ire Names  [] Zero-Pvds Apply Progress: 10¢ Cancel Apply

eer WanlLinks Parents Col. Domains [ IPvés
Netsmith Status:
Wanlink Config




F. The objects vap?2/br2 and vap3/br3 can be moved so that their logical relationships can be
visualized. Add rddVR3 to br2, then add rddVRS5 to br3.

Netsmith configuration for Resource: ben-5pci(1.1) Version: 5.3.4 V)~ (x

rtual Routers and Connection pech

j.-

Right-click/double-click/drag supported
. |[MRouter Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
= PeerICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
M Phantom/Unknown
1% TX over last 3s
1% Drop over last 60s
|[——Network Connection
- Stopped FIRE
|——Running FIRE
— Peer ICE
|—Bridge Active
—— Bridge Configured
— Parent/Child

[«]

0 [ v

Fire IPvds Info Print Sync Apply Close

Wanlink Names [¥] Port Names Fira Names  [] Zero-IPv4s Apply Progress: 100 Cancel Apply
Peer Wanlinks [¥] Parents [¥] Col. Domains [] IPvés

Netsmith Status:
‘WanLink Config

G. The final Netsmith display should show all four of the bridged virtual access poinfs connected by a
rdd pair, with br0 as the central bridge.

WanlLinks Show Legend

g ion for ben-5pci(1.1) Version: 5.3.4 ~) (a) (x
irtual Routers and Connection: B

£

Right-click/double-click/drag supported
M Router Port
B Ports
Stopped FIRE CX
Running FIRE CX
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPv6
Peer ICE CX
M Edge Port
Collision Domain
=== Stopped WanLink
=== Running WanLink
B Phantom/Unknown
m—1% TX over last 3s
=% Drop over last 60s
[——MNetwork Connection
- Stopped FIRE
|——Running FIRE
-~ Peer ICE
|——Bridge Active
-~ Bridge Configured
— Parent/Child

RO(T)

] DN

Fire IPvds Info Print sync Apply Close

WanLink Names [] Port Names Fire Names  [] Zero-IPv4s apply Progress: Cancel Apply

Peer WanLinks Parents Col. Domains [ IPvés
Netsmith Status:
WanLink Config

Wanlinks Show Legend

5. Connect LANforge clients and force them to roam from vap to vap. This can be accomplished with a
wpa_clicommand for one or two clients or the Mobility Plugin Script for many clients.



A. Client connected to vap0 04:f0:21:b9:8f:00.

LANforge Manager Version(5.3.4) D@
Control Reporting Tear-Off Info Flugins
[ stopal | | RestartManager | | mefresh | [ rere
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VoP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Aftenuators | Filed0 |
Disp: [127.0.0.1:1.0 [ snif Packets | Clear Counters || ResetPort |[ Delete |
Rpt Timer: [nedin (8 5) [~|[  apply | (][ wewpetais |[ create || moaty || gatchmodty |
All Ethernet Interfaces (Ports) for all Resources
| | bps TX LL|Bytes TX LU bps RXLL |Bytes RX..| Reset | TXRate | RXRate | Status AP Activity | Signal | Noise
5 1,570 57| 599,001[complete bps =]
59—\ 191,113 4g5| 18,061,...|Complete ps m
560 187,718 174] 23,413....[Complete ps
614 2; s‘(ﬁ‘ 84| 1 Complate ps
4,105 7,156[ 20,578....|Complete ps 2.744 L
0 0 o|Complete ps o
0 0 o[complete ps 0
12,211 0| 27,071|Complete |6 Mbps bps |AUthorized|04:F0:2L:B9:6F:00 |2.737 |14 dBm_|-84 dBm
0 Complete ps ps o ot-Associate o1 m_ |1dBm
0 Complete ps ps 0 ot Associate m_ [1dBm
0 Complete ps ps o ot Associate m_ |[1dBm
0 Complete ps ps 0 ot Associate m_ [1dem =
0 Complete ps ps o ot Associate m_ |[1dBm
0 Complete ps ps 0 ot-Associate m_ [1dBm
0 250/Complete
o 1,246|Complete
1,20 0 850[Complete
2,5: o 8,268|Complete L
2,4 0 Complete
o 2,460|complete
9,50 0 3,204|Complete
3,204 1| 9,500/Complete =
Lo I ] Ir
Logged in to: localhost:4002 as: Admin
B. Clientroams to vap1 04:f0:21:69:91:03.
root@ben-5pc v

File Edit View Search Terminal Help

LANforge Manager Version(5.3.4) v~ (x
Control Reporting Tear-Off Info Plugins
‘ Stop All | | Restart Manager | ‘ Refresh ‘ | HELP
Layer-4 | Generic | Test Mgr [ Test Group | Resource Mgr | Event Log [ Alerts T Port Mgr | VAP Stations | Messages |
Status | layer-3 | L3Endps | VoIP/RTP | VoIPRTP Endps | 1 [” Wanlinks [ Attenuators |  Filelo |
Disp: [127.0.0.1:1.0 |[ snfiPackets | [a][ clearcounters || ResetPort |[ Delete |
RptTimer: [nedin (85) [«|[  apply | (][ wewpetais |[ create || Moty || Batchmodity |
All Ethernet Interfaces (Ports) for all Resources.
| | bps TX LL|Bytes TX LU bps RXLL |Bytes RX..| Reset | TXRate | RXRate | Status AP Activity | Signal | Noise
70 _12.5. 01.603[Complete bps =]
554| 195,854 581| 18,066, CcmE\ete kms I
452 161,65 503| 23.417....[complete ps
571 233.62 63 1 Complete ps
S1 24,715 7.341| 20.64 Complete ps 2.562
0 o[complete ps o
5 0[Complete ps 0
12,211 0| 27.071|complete |6 Mops bps |Authorized|04:F0:21:69:91:03 (2,544 |27 dBm_|-84 dBm
3 Complete ps ps 0 ot-Associate; m -1 dBm
0 Complete ps ps o ot Associate m_ |[1dBm
5 Complete ps ps 0 ot-Associate, m 1 dBm
0 Complete ps ps o ot Associate m_ [1dBm =
3 Complete ps ps 0 ot-Associate, m 1 dBm
0 Complete ps ps o ot-Associate m_ |[1dBm
0 856/Complete
o] 1.252|Complete
1,20 0 855|Complete
2.5: o] &.274|Complete 1
2,4 2 Complete
2 [ 2.460[Complete
2[ 95 o] 3.204[complete
3.204 1 9, Complete =
Lo I ] Ir

Logged in to: localhost:4002 as: Admin




C. Client roams to vap2 04:f0:21:33:28:06.

root@ben-5pci:~ vy () (x

File Edit View Search Terminal Help
cli -i wla

cli -i roam

4 g mer"
. 745 GHz
er=19 dBm

thr:of

Signal
inval pt:o in
Missed beaco

LANforge Manager Version(5.3.4) DR (X
Control Reporting Tear-Off Info Plugins

Stop All Restart Manager Refresh HELP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Stations | Messages

Status Layer-3 L3 Endps VolP/RTP WolP/RTP Endps Armageddon Wanlinks | Attenuators File-0
Disp: [127.0.0.1:1.0 sniff Packets a|| clear counters Reset Port Delete
Rpt Timer: [medium (8 5) |w Apply v View Details Create Modify Batch Modify

All Ethernet Interfaces (Ports) for all Resources.

| | bps TX LL |Bytes TX LU| bps RXLL|Bytes RX..| Reset | TXRate | RXRate | Status Ap Acthity | Signal | Noise

4 47 63| 602.269|Complete 0 bps o -
0 430 264 omplete | 0 bps 101

0| 148 0 bps 101

0 0 ] 0 bps o

0 7.327 ....|[complete 0 bps 2.481 ||
0 o o[complste | 0 bps o I
0 o o[Complete 0 bps o |
0 0] 27.071[Complete |6 Mbps |6 Mbps |Authorized|04F0:21:33:26:06 [2.466 |14 dbm |64 dam |
0 0 o[complete [0 Mbps [0 bps NONE o 0 dBm 1dem ||
0 0 o|complete [0 Mbps [0 bps __|NONE 101 0dem _ [1dBm |
0 0 o[complete [0 Mbps |0 bps NONE Not-Associated o 0dBm 1dem ||
0 0 olcomplete [0 Mbps _(0bps _ |NONE __|Not-Associated _ |10L 0dem _ [1dBm |
0 0 o[complete [0 Mbps |0 bps NONE Not-Associated o 0dBm 1dem ||
0 0 olcomplete [0 Mbps _ [0bps __|NONE __|Not-Associated |0 0dém _ [1dBm |
0 0 g62[Complete o |
0 o 1.258[complete | o |
0 0 862[Complete 0 |
0 o 8.280/complete | o L
0 0 B0[Complete o

0 1| 2.480/complete | o

0 1| 3.224[complete o

0 0 9,520|Complete | o =
] B I i »

Logged in to: localhost:4002 as: Admin




D. Client roams to vap3 04:f0:21:b1:d7:0b.

root@ben-5pci:~

File Edit View Search Terminal

cli -i s

cli -i roam

mer"
.745 GHz
er=19 dBm
thr:of

Ac

55

Fragment thr

Power
Link Quz
i

alid nw

LANforge Manager Version(5.3.4)

Control Reporting Tear-Off Info Plugins

Stop All Restart Manager Refresh HELP
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mar | VAP Stations | Messages

Status Layer-3 L3 Endps VolPRTP VolP/RTP Endps Armageddon WanLinks Attenuators File40

Disp: [127.0.0.1:1.0 sniff Packets a|[ clear counters Reset Port Delete
Rpt Timer: [medium (8 5) |w Apply v View Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources

| | bps TX LL |Bytes TX LU| bps RXLL|Bytes RX..| Reset | TXRate | RXRate | Status Ap Acthity | Signal | Noise
T T8 13.259 123 50337 TBps ToT 5
0 331 204,845 218 18,07 0 bps 101
0 362 201,600 1a6[ 23,421, 0 bps o
0 463 244,547) 45[ 16,333. 0 bps 101
0 43 26,074 4.455| 20,785, 0 bps 2.462 |
0 0 o 0 o[complste | 0 bps o I
0 0 o[Complete 0 bps o |
0 o 1z211 0] 27.071[Complete |6 Mbps |6 Mbps |Authorized|04F0:21:81:07:08 [2.445 |41 dbm |65 dam |
0 0 0 0 olComplete [0 Mbps [0 bps __|NONE o odem  [1dBm |
0 0 o 0 o|complete [0 Mbps [0 bps __|NONE o 0dem _ [1dBm |
0 0 0 0 olcomplete [0 Mbps _[0bps __|NONE __|Not-Associated |0 odem  [1dBm |
0 0 o 0 olcomplete [0 Mbps _[0bps __|NONE __|Not-Associated |0 0dem _ [1dBm |
0 0 0 0 olcomplete [0 Mbps _[0bps __|NONE __|Not-Associated |0 odem  [1dBm |
0 0 o 0 olcomplete [0 Mbps _ [0bps __|NONE __|Not-Associated |0 0dém _ [1dBm |
0 0 0 1 874[Complete o |
0 0 1 1.270/complete | o |
0 0 il 874[Complete 0 |
0 0 1 e.202/complete | o L
0 4 0 B0[Complete o
0 0 4| 2.520/complete | o
0 4 0o 3.224[complete o
0 0 3| e.560/complete | o =
4 B [ I

Logged in to

localhost:4002 as: Admin




E. Client roams back to vap0 04:f0:21:b9:8f:00.

root@ben-5pci:~
File Edit View Search Terminal Help

nfig w
92.11abgn  ESSID:"

LANforge Manager Version(5.3.4)

Control Reporting Tear-Off Info Plugins

Stop All Restart Manager Refresh HELP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mar | VAP Stations | Messages

Status Layer-3 L3 Endps VolPRTP VolP/RTP Endps Armageddon WanLinks Attenuators File40

Disp: [127.0.0.1:1.0 Sniff Packets a|[ clear counters Reset Port Delete
Rpt Timer: [medium (8 5) |w Apply v View Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources

| | bps TX LL |Bytes TX LU| bps RXLL|Bytes RX..| Reset | TXRate | RXRate | Status Ap Acthity | Signal | Noise
T 712,047 42| 504.267|Complete TBpS TOT 5
0 7 55[ 18,072...[Complete | 0 bps 101
0 T11] 23.421,..[complete 0 bps o
0 55[ 16,334....[Complete | 0 bps 101
0 2.664] 20,802....[Complete 0 bps 2.47 |
0 o o[complste | 0 bps o I
0 o o[Complete 0 bps o |
0 0] 27.071[Complete |6 Mbps |6 Mbps |Authorized|04F0:21:89:0F:00 [2.467 |16 dBm |65 dam |
0 0 olComplete [0 Mbps _ [0bps _ |NONE __[Not-Associated |0 odem  [1dBm |
0 0 olcomplete [0 Mbps _[0bps __|NONE __|Not-Associated |0 0dem _ [1dBm |
0 0 olcomplete [0 Mbps [0 bps __|NONE __|Not-Associated |0 odem  [1dBm |
0 0 olcomplete [0 Mbps _(0bps _ |NONE __|Not-Associated _ |10L 0dem _ [1dBm |||
0 0 olcomplete [0 Mbps [0 bps __|NONE __|Not-Associated |0 odem  [1dBm |
0 0 olcomplete [0 Mbps _ [0bps __|NONE __|Not-Associated |0 0dém _ [1dBm |
0 1 g80[Complete o |
0 1 1.276/complete | o |
0 il 880[Complete 0 |
0 1 e.298[complete | o L
0 0 B0[Complete o
0 4| 2.540/complete | o
0 o 3.224[complete o
0| 2| 0[Complete | o »
4 - i I "]

Logged in to: localhost:4002 as: Admin

For more information see Two WiFi Access Point Network with 802.11r



http://www.candelatech.com/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r

LANforge WiFi testing Roaming and

HotSpot 2

Goal: Use automated script to reconnect stations to an AP and report results.

Requires LANforge 5.2.11 or later. Configure Stations fo
use HotSpot 2.0 (802.1x, 802.1u, etc) and associate them
with a HotSpot 2.0 AP. Use the 'WiFi Mobility' LANforge-GUI
Plugin to automate re-connecting to the AP and querying
ANQP. The plugin will create graphs and other reports

L /\é..,

L Ml o reg

that can be saved to HTML. This example uses a LANforge
CT520 system but the procedure should work on all CT521,
CT1522, CT1523, CT525 and similar systems. The AP in this test
is another LANforge machine, but it could be any AP that
supports HotSpot 2.0. A similar test could roam between

multiple APs. If the APs are all on the same channel there

A2 o ey e

g 3
are no restrictions, but if the APs are on different channels, "‘—’)’Zf

then only a single station can be configured per

LANforge radio. In that case, multiple 3-radio CT523 or
other high-density systems may be a good choice.

System Under Test

Sy
| | | | @ [

Access Paints

= LS LIl

W NFE I RE

T

=Tterm

RADIUS Server

P
i J
| |
] ) ) |
| Virtual Stations !

g )

1. Configure stations to connect to an AP configured for HotSpot 2.0.

Te= = 1T

A. Go to the Port Manager tab, select wiphy0 on proper resource, click Create, fill out appropriate
information and create desired number of Station interfaces.

B. The new stations should appear in the Port-Mgr table. Double-click to modify one of them.
Configure IP Address information, set SSID to [BLANK] and select WPA2:

stal (ath9k-119) Configure Settings

Lﬂs“o—lu—iw-‘ | X |

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Configurables

Enable
Set IP Info
Set IP6 Info
[] Set IF Down
[]Set MAC
[]Set TX QLen
[]Set MTU

[] set offload
[] set PROMISC

—Services —
LI HTTP
CIFTP

—Low Level—
] PROMISC

[0 T50 Enabled
[J UFO Enabled
[J] GSO Enabled
[J LRO Enabled
GRO Enabled

Standard Configuration | Advanced Configuration |

General Interface Settings

[] DHCP-IPv6 DHCP Release [ |Down [] Aux-Mgt

[¥] DHCP-1Pv4 DHCP Client ID:
DNS Servers: [10.97.1.1 Peer IP: A

IP Address:  9.9.9.2 Global IPvé: AUTO

IP Mask: 235,255.255.0 Link IPv6: AUTO

Gateway IP:  0.0.0.0 IPv6 GW: AUTO

Alias: I 1500

MAC Addr: 00:ab:cd:ef:01:02 TXQlen 1000

Rpt Timer: medium (8 s) = WiFi Bridge:

WiFi Settings

SSID: ELANK] AP: DEFAULT

Key/Phrase: [ | Mode: 802.11aban =]
Freg/Channel: 5180/36 Rate: 0S Default =]
RTS: Tx-Power: 17 dBm

AMPDU-Factor: |05 Default = AMPDU-Density: 05 Default
Max-AMSDU: Bridge-IP: oooo |

[]Use WPA Use WPAZ El Use WEP [ | Disable HT40 |:| Disable SGI
[]Scan Hidden [ ] Allow Migration

‘ Print || View Details |

| Probe H Display Scan || Sync | | Apply || 0K ‘

‘ Cancel



http://www.candelatech.com/ct520-128_product.php

C. Select the Advanced Configuration tab in the Port-Modify window and configure the Key
Management, EAP Method, passwords, select Use 802.1x, Enable 802.11u and HotSpot 2.0. If you
want to report on DHCP negotiation times, be sure to select the Restart DHCP on Connect
checkbox. If you want to get packet-drop statistics during roam, Un-select Restart DHCP on
Connect:

stal (ath9k-119) Configure Settings

Port Status Information
Current: LINK-UP GRO Authenticated

Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Configurables

standard Configuration | Advanced Configuration |

Advanced WiFi Settings

Key Management:
Pairwise Ciphers:

Group Ciphers:
WPA PSK:
EAP Methods:

Use 802.1x
[] Custom WPA Cfg WPA Cfg:

Restart DHCP on Connect

Select 'WPA2' on the Standard Configuration screen to enable 802.1x
and enable 802.1x to enable most of these. Enabling 802.11u enables others.

INPA-EAP HESSID:
CCMP TKIP Realm:

IMSI:

|
|
|
J
brms—Jemensoe: |
|
|
J
J
J
J

EAP Identity: testuser Domain: \Ianforge‘org
EAP Anon Identity: ,7 Consortium: |

EAP Password: ,taati passwd Phase-1: [

EAP Pin: [ | Phase [auth=MsCHAPVZ
Private Key: ’7 PK Password: |

CA Cert File: [ | PACFile: [

Network Auth: ’7

[] PC/SC & SIM/USIM Enable 802.11u

oa:00:00:00:00:00

‘Ianforge‘org

HotSpot 2.0 []Enable PKC

‘ Print || View Details |

| Probe H Display Scan || Sync |

| Apply || 0K ‘ ‘ Cancel

D. Once the single station is connecting properly, use Batch-Modify to configure the rest of the stations

to match the first.

For more information see LANforge User's Guide: Ports (Interfaces) , WiFi Station Cookbook , WiFi HotSPot 2.0

Cookbook
2. Start the WiFi Migration script.

A. Go to the Port Manager tab, select the stations you wish to roam, right-click and choose the WiFi

Mobility menu option.

WiFi Stations

Ports in Use Free Ports
1.3.5 sta2 1.1.4 wlan0 =
1.3.6 sta3 1.1.5 wlanl
1.3.7 stad - 1.3.2 sta0
138 205 1341
1.3.9 stag 1.3.11 sta8
1.3.10 sta7 1.3.12 stag

1.3.13stalo
1.3.14stall
1.3.15stal2

WiFi Mobility LeuJui‘J-v.Ju
Refresh Interval (ms): 5000 -
Pause Between Commands (ms): 50 -
Pause after Show-Port (ms): 1000 -
Auto-Verify timer (ms): 1000 -
Maximum roam-time in graphs (ms): 250 -
[] Skip Roam to current AP Run Script in Loop
[] Clear Counters on Start

Before roaming, you should first scan the proper frequencies.
Otherwise, the supplicant process may do an internal scan

hich may significantly affect the connection time.

do_cli scan 1 Resource STA NA 'triagger freq F1 F2'
To Toam to a new Access Point, add a line in the text area with
the following format

roam Resource STA BSSID

@ Resource: Station's resourcs 1D number, often '1'

@ STA: name of the station to roam: 'stall’

@ BSSID: the BSSID address of the AP: 00:01 02:03:04:05
@ F1L the first frequency to scan: 5180

@ F2: Optional second frequency to scan: 5300

lafter issuing ROAM commands, a pause should be added to let
the stations adjust (in seconds, floating-point allowed):
sleep 20
To issue a generic LaNforge CLI command, begin command with
do cli

roam 1 stal dc:aS:fa:fS:ce:ge
slesp 20

# When roaming to self, angp is not normally done
# so this script forces an ANQP query so that we
# get some ANQP query report times to display.

do_cliscan 1 3 stal NA ‘trigger freq 5180 5300
sleep 1

do_cli wifi_cli_cmd 1 3 stal 'fetch_angp'
roam 3 stal 80:01:02:03:04:05

do_cli wifi_cli_cmd 1 3 sta2 'fetch_angp'
roam 3 sta2 80:01:02:03:04:05

do_cli wifi_cli_cmd 1 3 sta3 'fetch_angp'
roam 3 sta3 80:01:02:03:04:05

do_cli wifi_cli_cmd 1 3 sta4 'fetch_anqgp'
roam 3 stad4 80:01:02:03:04:05

do_cli wifi_cli_cmd 1 3 sta5 'fetch_angp'

Example: roam 3 sta5 80:01:02:03:04:05
do_cli scan 1 1 stal WA 'trigger freg 5180 5360' do_cli wifi_cli_cmd 1 3 sta6 'fetch_anqp'
sleep 1 roam 3 sta6 80:01:02:03:04:05
;{’:!plz?al EEES do_cli wifi_cli_cmd 1 3 sta7 ‘fetch_anqp'
do_cli scan 1 1 stal NA 'trigger freq 5180 5300 roam 3 sta7 80:01:02:03:04:035
sleep 1 sleep 20

4] Il



http://www.candelatech.com/lfgui_ug.php#port
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
http://www.candelatech.com/cookbook.php?vol=wifire&book=WiFi+HotSpot+20

B. The options at the top default to common values and most do not need to be changed. For this
example, you must unselect Skip Roam to current AP because the script is requesting exactly that.
The ports will be automatically configured based on the selection on the Port Manager tab, and
may be adjusted before starting the script. The Ports in Use should normally include all stations used
in the script. The configuration requiring the most work from the user is the roaming script itself. There
is a help section on the left, and a script-entry field on the right. Once the script is written, it should
be saved in a text file on the user's PC so that it can easily be pasted into future WiFi Mobility scripts.
Some key points are that you must scan about 1 second before roaming or the roam logic in the
supplicant process will either fail or do its own roaming. Either way, the results may be worse than if
you do the roam properly in the script. It can take a bit of time for LANforge to get all of the data it
needs to report on the roam attempt, so it is suggested that stations not roam more often that
about once every 10-20 seconds. If reporting is less important, then the stations can roam more
often.

C. Once the script is properly configured, click Start to start the roaming. A window will pop up that has
live-updating graphs of various reports. A text log is at the bottom for more detailed analysis, and
the whole thing can be saved as HTML. The graphs can be scaled and configured through right-
click menus if desired. It will take 1-2 complete roam attempts before the graphs are able to show

any useful information.
WiFi Mobility Report m

WiFi-Migration script requested values -
Refresh Interval (ns) 5000 ns T
Pause Betveen Comnands (ns): 50 ns

Pause after Show-Port (ms): 1000 ms

Auto-verify timer (ms): 1000 ms

Maxinun roan-time in graphs (ns): 250 ns

Run Script in Loop: true L
Clear Counters on Start: false

Skip Roam to current AP false

Date: Fri Nov 22 11:16:43 PST 2013

uild Date: Thu Mov 21 14:20:55 PST 2013

Build version: 5.2.11

Add Your Notes Below:

Stations are configured for Hot-Spot 2.0 (EAPOL key management, EAP-TTLS). Stations are configured

to re-negotiate DHCP on each station re-connect. The script forces ANQP query before each roam attempt
to provide ANGP query reports (without this, roaming to the same AP will not cause a new ANGP query).
IRe-negotiating DHCP on each roam is not normally how user-endpoints would act, and it disturbs any
network traffic. So, no traffic is configured on these interfaces and the packet-loss graphs will

not show any useful data

Roam Percentage per Duration

Percentage

g0 100 1Io 120 130 140 150 160 170 180 150 200 210
Roam Time (ms)

Station Roam Times

112 1114 11:16 11:18 11:20 11:22 11:24 11:26 1L:28 11:30 11:32
Date

[= 3stal e 3.5ta2 « 35ta3  3.stad = 3.5ta5 . 3.stab - 3stal

Roam to AP Times

| BaveFie |

[T




D. ANQP and 4-Way Authentication graphs.

WiFi Mobility Report
Station ANQP Times

11:18 11:20 11:22 11:24 11:26 11:28
Date

w 3.stal e 3.sta2 4 3.5ta3  3.stad = 3.5ta5 v 3.stab - 3.stay

ANQP per AP Times

11:14 11:16 11118 11:20 11:22 11:24 11:30 11:32
Date
0:01:02:03:04:05

Station 4-Way Auth Times

250,000

g 225.000
© 200,000
£ 175,000
150,000
125,000
100,000
75,000
50,000
25,000
0

4-way Auth T

11114 11:16 11118 11:20 11:22 11:24 11:26 11:28 11:30 11:32
Date

W 3stal e 3.5ta2 4 3.5ta3  3stad = 3.5ta5 ¢ 3.stab - 3stal

4-Way Auth per AP Times

Csmerie

i

E. DHCP Negotiation and Migration Totals graphs.

WIiFi Mobility Report

Station DHCP Times

DHCP Time ms

11:22 T 3 11:30
Date

w 3.stal e 3.sta2 4 3.5ta3  3stad = 3.5taS5 v 3.stab - 3stal

DHCP per AP Times

DHCP Time ms

11118 11:20

IThe migration is verified after the Auto-Verify timer has expired. Ifthe migration has not completed in that time, it will be counted as failed,

Migration Totals

Amount

Total
Types
Migration Totals per AP




F. Text log with fimestamps. Can be coorelated with wpa_supplicant logs and other log files to debug
specific roam attempts.

WiFi Mobility Report

iigration Script Contents:

|& When roaning to self. angp is not normally done
# 50 this script forces an ANGP query so that wve
l# get some ANQP query report times to display

do_cli scan 1 3 stal NA 'trigger freq 5180 5300°
steep 1

do_cli wifi cli_cnd 1 3 stal 'fetch_angp’
roan 3 stal 80:01:02:03: 04:05

do_cli wifi_cli_cnd 1 3 sta2 'fetch_angp’
roam 3 sta2 80:01:02:03:04:05

do_cli wifi cli_cnd 1 3 sta3 'fetch_angp’
roan 3 sta3 B0:01:02:03: 04:05

do_cli wifi_cli_cnd 1 3 stad 'fetch_angp’
roam 3 sta4 80:01:02:03:04:05

do_cli wifi_cli_cnd 1 3 staS 'fetch_angp’
roan 3 stas B0:GL:02:03: 04:05

do_cli wifi el cnd 1 3 staé 'fetch angp’
roam 3 staG 80:01:02:03:04:

do_cli wifi_cli_cnd 1 3 sta? 'fetch_angp’
roan 3 sta7 B0:0L:02:03:04:05

sleep 20

Log Messages:

1385147443.662 CLI: scan 1 3 stal NA ‘trigger freq 5180 5300"

1385147444764 CLE: wifi_cli_cmd 1 3 stal fetch_angp’

12385147444,817 CLE wifi_cli_cmd 1 3 stal 'roam 80:01:02:03:04:05'
1385147444.868 CLE: wifi_cli_cmd 1 3 sta2 ‘fetch_angp’

1385147444920 CLE: wifi_cli_cmd 1 3 sta2 'roam 80:01:02:03:04:05'
1385147444,970 CLE: wifi_cli_cmd 1 3 sta3 fetch_angp’

1385147445.022 CLI: wifi_cli_cmd 1 3 sta3 ‘roam 80:01:02:03:04:05"
[1385147445.073 CLE: wifi_cli_cmd 1 3 stad fetch_angp'

1385147445.125 CLE: wifi_cli_cmd 1 3 stad ‘roam 80:01:02:03:04:05'
1385147445175 CLE: wifi_cli_cmd 1 3 staS fetch_anap’

1385147445.227 CLI: wifi_cli_cmd 1 3 sta5 ‘roam 80:01:02:03:04:05"
1385147445.277 CLE: wifi_cl_cmd 1 3 sta6 fetch_angp’

1385147445,328 CLE: wifi_cli_cmd 1 3 stas 'roam 80:01:02:03:04:05'
[1385147445.379 CLI: wifi_cli_cmd 1 3 sta7 ‘fetch_angp’

1385147445.430 CLE: wifi_cli_cmd 1 3 sta7 ‘roam 80:01:02:03:04:05"
1385147445.820 Detected: 0 dropped () packets during roam attempt, station:
1385147445,921 Detected; 0 dropped () packets during roam attempt, station:
1385147446.023 Detected: 0 dropped (rx) packets during roam attempt, station:
1385147446.126 Detected: 0 dropped () packets during roam attempt, station:
1385147446,229 Detected: 0 dropped () packets during roam attempt, station: 1,3.8(sta5), BSSID: 80:01:02:03:0
1385147446.329 Detected: 0 dropped (r) packets during roam attempt, station: 1.3.9(stas), BSSID: 80:01:02:03:04:05
1385147446.432 Detected: 0 dropped (nd) packets during roam attempt, station: 1.3.10(sta7), BSSID: 80:01:02:03:04:05
1385147461.470 sta2: connected to: 80:01:02:03:04:05 in: 27.702 us 4-way-auth: 10,170 us ANQP: 5,582 us DHCP: 1172 ms
1385147461,471 sta3: connected to; 80:01:02:03:04:05 in; 28,833 us 4-way-auth: 10,923 us ANQP: 6,113 us DHCP: 1,818 ms
1385147461.472 stad: connected to: : 35,841 us 4-way-auth: 10,264 us ANQP: 5,393 us DHCP: 1,879 ms 7
1385147461.473 staS: connected to: 80:01:02:03:04:05 in: 35,327 us d-way-auth: DHCP: 1,917 ms
1385147461,475 staf: connected to; 80:01:02:03:04:05 in: 25,100 us 4-way-auth: 3 DHCP; 1,860 ms
1385147461.476 sta7: connected to: 80:01:02:03:04:05 in: 29,981 us 4-way-auth: 9,509 us ANQP: 5,661 us DHCP: 1,294 ms
1385147465.731 CLI: scan 1 3 stal NA ‘trigger freq 5180 5300"

1385147466.832 CLI: wifi_cli_cmd 1 3 stal fetch_angp’

1385147466883 CLE wifi_cli_cmd 1 3 stal 'roam 80:01:02:03:04:05'

1385147466.934 CLE: wifi_cli_cmd 1 3 sta2 ‘fetch_angp’

1385147466.984 CLI: wifi_cli_cmd 1 3 sta2 'roam 80:01:02:03:04:05'

1385147467.035 CLI: wifi_cli cmd 1 3 sta3 etch_anap’

1385147467.086 CLI: wifi_cli_cmd 1 3 sta3 ‘roam 80:01:02:03:04:05"

[1385147467.136 CLE: wifi_cli_cmd 1 3 stad ‘fetch_angp’

1 147467.1 CL wifi cli cmd 1 tad 'roam 80:01:02:03:04:05" et B

close | | save File

.4(stal), BSSID: 80:01:02:03
.5(sta2), BSSID: 80:01:02:03
.6(sta3), BSSID: 80:01:02:03
7 03

3
3
3.
3.7(stad), BSSID: 80:01:02
3,

For more information see Complete report for this test case
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LANforge WiFi testing HotSpot 2.0 Release
2

Goal: Setup HotSpot 2.0 Release 2 Example

Requires LANforge 5.4.2 or later on Fedora 20 or later (this HotSpot 2.0 Release 2

example is using Fedora 27). VRF must be enabled (it is E\;, [é [*I'ﬂ [‘l&

enabled by default). One LANforge system will be used as W wows o maows

the AP side, and a second LANforge machine will be the lﬂ
WiFi station. st Passpont poley

e Run LANforge install script to begin setup of e em——
HotSpot 2.0 R2 related servers and certificates.
)

e Configure the OSU Server-only authenticated
layer-2 Encryption Network (OSEN) AP and
Passpoint AP.

Hotspot 2.0 Release 2 tatlon

¢ Initiate Online Sign-Up (OSU) procedure, select
a provider and obtain an IP address from the
Passpoint AP.

e Send fraffic through the Service Provider
Network.

Network Discovery and Selection

For User Equipment HotSpot 2.0 Service Provider Internet
Network

ANQP query

Sarvice Provider Ust

Credentials Established

Phlicy Iformation Proveded

Secure Access

more information see:

WiFi Alliance Passpoint Release 2 Deployment Guidelines
https://www.wi-fi.org/file/passpoint-release-2-
deployment-guidelines

1. Run LANforge installation script to begin hostapd RADIUS, certificates and HotSpot 2.0 setup, as root user:
cd /home/lanforge
./1f_kinstall.pl --do_radius --do_hs20 --force_new certs
2. Make two copies of the ca.pem certificate o different directories:
cp /home/lanforge/hs20/ca/ca.pem /home/lanforge/osu-ca.pem
cp /home/lanforge/hs20/ca/ca.pem /home/lanforge/ota-ca.pem
#0n station machine, if different from AP machine
cp /home/lanforge/hs20/ca/ca.pem /home/lanforge/wifi/osu_wlan2/osu-ca.pem

ota-ca.pem is used by the client for Over-The-Air authentication to the OSEN AP
osu-ca.pem is used by the client for the Online-Sign-Up server authentication before connecting to the
Passpoint AP

Copy the ca.pem from the LANforge AP system to the LANforge Station system. And, if you are using a third-
party client, then you will need to somehow install the ca.pem on it.

3. Create two MAC-VLANSs for two hostapd RADIUS server instances.
A. Go to the Port Manager tab, select eth1, select Create, select MAC-VLAN, quantity 2 then Apply.

Create VLANs on Port: 1.1.01 ) (a) (x

® MAC-VLAN 0 802.1Q-VLAN O Redirect O Bridge 2 GRE Tunnel
O WiFi STA O WiFivaP () WiFi Monitor O WiFi virtual Radio

Resource: 1525 n 120 [ T —

VLAN ID: []DHCP-IPva

Parent MACG: DHCP Client ID: [lore ||
MAC Addr: bocaaitmoc [w| 1P Address: Global IPve:  [AUTO

Quantity: 2] wMaskorBits:s______ | LinkIPvé: [ |
Gatewaylp: [ | IPveGwW: I |

#1 Redir Name: #2 Redir Name:

STAID: SsID: I [~]

WiFi AP: Key/Phrase:

Owea O wea2 O wep

[IDown

apply | Cancel



https://www.wi-fi.org/file/passpoint-release-2-deployment-guidelines

B. Double-click each new MAC-VLAN interface in the Port-Mgr tab to modify. Select the RADIUS
checkbox which will allow a hostapd based RADIUS server on the interfaces using the config files:
/home/lanforge/wifi/hostapd_ethl#0.conf and
/home/lanforge/wifi/hostapd_ethl#1.conf

In an all-in-one example, the hostapd RADIUS servers will be referenced by localhost and each
MAC-VLAN interface will not need an IP address assigned. If the hostapd RADIUS servers were on
different systems or networks, or need to be accessed from outside the LANforge system, the

appropriate IP address would be assigned here.
ethl#0 (ct523-3n-f20) Configure Settings ) () ()

Port Status Information
Current:  LINK-DOWN PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: MAC-VLAN Parent: ethl

Port Configurables
—Advert Rates —

Port Rates

Enable General Interface Settings

Set IF D: 2 10bt-HD

g St 8 10bt-FD
Set MAC g 100bt-HD
[ Down [] Aux-Mgt & oot D

SetTXQLen
o 2 [IDHCP-IPU6 [ DHCP Release  DHCP Vendor ID: 8 o

[]set MTU Siny
Cse []DHCP-IPv4 | Secondary-IPs | DHCP Client ID: ’None—m % e
[0 set PROMISC DNS Servers: [BLANK PeerIp: NA
[ Set Rx-Al/FCS IP Address:  [0.0.0.0 Global IPv6: [AUTO — 1| O Renegotiate
[]Set Bridge Info 1P Mask: 0.0.0.0 Link IPve: [auTo Oy []Flow-Control
Gateway IP:  [0.0.0.0 IPv6 GW: lauTo O PROMISC
Sort Alias: — M 1500 [JRX-ALL —— Offload
—Services —
ClHTTP MAC Addr: 00:le:abibeic8:6c | TXQlen 0 [RX-FCS 50 Enabled

.
! S 6o v wrimdge:  powe o] oo o

[JBypass Disconnect GRO Enabled

[ print || viewpetails | [ probe |[ sync | [ appy |[ ok | [ cancel |

ethl#1 (ct523-3n-f20) Configure Settings V) (A (x

Port Status Information
Current:  LINK-DOWN PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: MAC-VLAN Parent: ethl

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
set IF Down 3 10bt-HD

s ) 10bt-FD

[]5et MAC [Ipown [ Aux-Mgt » 100bt-HD

[JsetTxQLen <) 100bt-FD
[JDHCPPV6 [/|DHCP Release  DHCP Vendor ID: <) 1000-FD

[]Set MTU 8 ;gg.;g

e e [1DHCP-IPva | Secondary-IPs | DHCP Client ID: [None . | i
DNS Servers: [BLANK PeerIP: NA g

[ Set PROMISC . []10G-FD

[ set Rx-AllFCS IP Address:  [0.0.0.0 Global IPvé: i) [JRenegotiate ] 40G-rD

. 2 f 2 [ Restart Xcvr

[set Bridge Info 1P Mask: 0.0.0.0 Link IPv6: [AUTO [] Flow-Control

Gateway IP:  [0.0.0.0 1PV6 GW: laUTO O rromisc
Bori Alias: MTU: 1500 O RX-ALL
— Services —
DuTre MAC Addr:  [00:1e:a6:67:96:6c | TX QLen 5 ORx-FCs
'
[Bypass Power-UP
RaDIUS RptTimer:  [redaw @51 |=] wiri ridge: bl N o e eons
[Bypass Disconnect GRO Enabled

[ print ][ view petais | [ probe |[ sync | [ apply ‘ [ cancer |

C. Create config file. You will need to change the server_id to match your hostname.
/home/l1anforge/wifi/hostapd_ethl#0.conf for the hostapd RADIUS server on eth1#0.
NOTE: The eap_user_file, eap_sim_db and radius_server_auth_port are unique for each RADIUS

server.

interface=eth1#0

driver=wired

logger_syslog=-1

logger_syslog level=2

logger_stdout=-1

logger stdout level=2
dump_file=/home/lanforge/wifi/hostapd eth1#0.dump
ctrl_interface=/var/run/hostapd

ctrl_interface group=0

ieee8021x=1

eapol_key index workaround=0

eap_server=1
eap_user_file=/home/lanforge/hs20/AS/hostapd-osen.eap_user
server_id=ct523-3n-f20
eap_sim_db=unix:/tmp/hlr_auc_gw.sock
radius_server_auth_port=1820

radius_server clients=/home/lanforge/hs20/AS/hostap.radius_clients

ca_cert=/home/lanforge/hs20/ca/ca.pem
server_cert=/home/lanforge/hs20/ca/server.pem
private key=/home/lanforge/hs20/ca/server.key
private_key passwd=lanforge

ocsp_stapling response=/home/lanforge/hs20/ca/ocsp-server-cache.der



D. Create config file. You will need to change the server_id to match your hostname.
/home/lanforge/wifi/hostapd_ethl#1.conf for the hostapd RADIUS server on eth1#1.
NOTE: The eap_user_file, eap_sim_db and radius_server_auth_port are unique for each RADIUS
server.

interface=ethl#1

driver=wired

logger syslog=-1

logger_syslog_level=2

logger stdout=-1

logger_stdout level=2
dump_file=/home/lanforge/wifi/hostapd_ethl#1.dump
ctrl_interface=/var/run/hostapd

ctrl_interface group=0

ieee8021x=1

eapol_key_ index_workaround=0

eap_server=1l

eap_user file=sqlite:/home/lanforge/hs20/AS/DB/eap_user.db
server_id=ct523-3n-f20

eap_sim_db=unix:/tmp/hlr_auc_gw.sock db=/home/lanforge/hs20/AS/DB/eap_sim.db
radius_server_auth_port=1821
radius_server_clients=/home/lanforge/hs20/AS/hostap.radius_clients

ca_cert=/home/lanforge/hs20/ca/ca.pem
server_cert=/home/lanforge/hs20/ca/server.pem
private_key=/home/lanforge/hs20/ca/server.key
private key passwd=lanforge

ocsp_stapling response=/home/lanforge/hs20/ca/ocsp-server-cache.der

E. Start the hir_auc_gw tool:
cd /home/lanforge
lanforge.profile
hlr auc_gw -m /etc/hlr_auc_gw.milenage db > /tmp/hlr_auc gw.log &

NOTE: If the hir_auc_gw does not start, you may have to remove the file /tmp/hlr_auc_gw.sock first.
F. Reset the MAC-VLAN interfaces on the Port Mgr tab so that the new hostapd RADIUS servers are

started. Check that they are running with the command:
ps auxwww |grep hostapd_eth

If they are not running, check the log files for problems:
cat /home/lanforge/wifi/hostapd_log ethl#0.txt
cat /home/lanforge/wifi/hostapd_log ethl#1.txt

4. Create two VAPs for the HotSpot 2.0 Release 2 Network. Skip this section if you are using third-party APs in this
fest.

A. Go to the Port Mgr tab and create one VAP on wiphyO and one VAP on wiphy1.
B. Modify the first VAP on wiphyO to be the OSEN AP. Configure IP Address and SSID.

vapl (ct523-3n-f20) Configure Settings ©) (2 (x

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy0

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Enable General Interface Settings

[]Set IF Down [ bown [] Aux-Mgt

e [] DHCP-IPvE DHCP Release  DHCP Vendor ID: [None ﬂ
[]Set TXQLen
] Set MTU []DHCP-IPv4 | Secondary-IPs | DHCP Client ID: |None :
e
NA

Sl it DNS Servers: [BLANK | PeerIP:

SlemrrareE IP Address:  [10.88.1.1 Global IPVE: I |
IP Mask: [255.255.255.0 | Link IPv6: [auto
Gateway IP: [0.0.00 | IPv6 GW: I |

—Services— Alias: MTU: 1500

[IHTTP MAC Addr:  00:0e:8e:5di5ai7l | TX QLen 1000

Do ot Timer: _[ster 1] i g

WiFi Settings

 ow il | [rcD-1234 [=] a: r——

[JPROMISC Key/Phrase: | | Mode:  [B02.11aban [+]
[ 150 Enabled Freg/Channel: 5180/36 Rate: [s Default [+
[CJUFO Enabled  DTIM-Period: [2 | Max-STA: [2007 |
[1GSO Enabled ~ Beacon: [240 ]

(1RO Enabled  [IWPA [] WPA2 [v] OSEN [] WEP []Disable HT40 [] Disable HT80 [] Disable 5GI
GRO Enabled  [¢]Verbose Debug

‘ Print H View Details H Logs | | Probe H Display Scan H Sync ‘ ‘ Apply |




C. Select the Advanced Configuration tab in the Port-Modify window to configure 802.1x and RADIUS
server information.

vapl (ct523-3n-f20) Configure Settings ¥) (=) (¢

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration ’/Misc Configuration r Custom WiFi

Advanced WiFi Settings

Select 'WPA2 on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: zero (2%) HESSID:
Ignore Auth-Assoc: [zero (0%) Realm:
Ignore Assoc: zero (0%) IMSI:

Ignore Re-Assoc: ﬂ Milenage:

Corrupt GTK: zero (0%) Domain:

Consortium:
RADIUS IP [127.0.01 |
RADIUS Port 1820 |

HS20 Capabilities

HS20 Oper Class
HS520 WAN Metrics

leeeg0211w: RADIUS Secret [lanforge |

Venue Group: Venue Type: |

Il

Network Type: Address Types: | [~]
Network Auth: 3GPP Cell Net:
[[JUse 80211d [JUse 80211h []Short-Preamble

[FlAdvanced/802.1x []HotSpot 2.0 []Disable DGAF

[C]Enable 802.11u []802.11u Internet []802.11uASRA []802.11uESR []802.11u UESA

print || View Details || Logs | [ Probe |[ Display Scan || Sync | [ apply |

D. Select the Custom WiFi tab to add the following lines for HotSpot 2.0 Release 2.
ocsp_stapling response=/home/lanforge/hs20/ca/ocsp-server-cache.der

vapl (ct523-3n-f20) Configure Settings ) (o) (X

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphy0

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text:
[acsp_stapling_ h ~cacha der

print || view Details || Logs | | Probe || Display scan || sync | | apply |

E. Modify the second VAP on wiphy1 to be the Passpoint AP. Configure IP Address and SSID.

vap2 (ct523-3n-f20) Configure Settings v) (A) (x

Port Status Information
Current:  LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

Standard Configuration | Ad d Configuration | Misc Configuration | Custom WiFi
Enable General Interface Settings

[ set IF Down [Opown [] Aux-Mgt

CIEEERLE C1DHCPAPY6 [ DHCP Release  DHCP Vendor ID:

[]set X QLen

e CloHcapva oHc cllent 0:

e DNS Servers: [BLENK | PeerIP: NA

[]Set PROMISC IP Address: W Global IPv6: ]Au‘roi
IP Mask: [255.255.255.0 | Link IPv6: [auto
Gateway IP: [0.0.00 | IPv6 GW: I |

—Services — Alias: Mt 1500

[IHTTR MAC Addr:  00:0e:8e:23117:48 | TX QLen 1000

mla Rpt Timer:  |nediun (8 s) WiFi Bridge:

WiFi Settings

 low Level— SSID: [scD-5678 [+] ae: DEFALLT

CIPROMISC Key/Phrase: | | Mode:  [B02.11aban [~]
[]TSO Enabled  Freq/Channel: 5180/36 Rate: espefamt  [+¥]
[JUFO Enabled  DTIM-Period: [2 | Max-5TA: 2007 ]
[]Gso Enabled  Beacon: [240 |

[JLRO Enabled  [JWPA [¢] WPA2 [] OSEN []WEP []Disable HT40 [] Disable HT80 [] Disable SGI
GRO Enzbled  []Verbose Debug

‘ Print H View Details H Logs | | Probe H Display Scan H sync ‘ ‘ Apply |




F. Select the Advanced Configuration tab in the Port-Modify window to configure 802.1x, 802.1u,
HotSpot 2.0, RADIUS server and other information.

vap2 (ct523-3n-f20) Configure Settings ¥) (=) (¢

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphyl

Port Configurables

Sstandard Configuration | Advanced Configuration I/Misc Configuration r Custom WiFi

Advanced WiFi Settings

Select 'WPA2 on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: HESSID: \Uu‘uu:uu‘uu‘uu‘uu |
Ignore Auth-Assoc: Realm: ‘D‘CtSZS-Sn-fZU.\aﬂfﬂrgs]ﬂca\‘lz[i6]‘21 [2:4] [5‘7]|
Ignore Assoc: MS1: [ |
Ignore Re-Assoc: Milenage: ‘

Corrupt GTK: Domain: [et523-3n£20.lanforge local |
HS20 Capabilities Consortium: | |
|
]

HS200perClass | |RADIUSIP [127.0.01

HS20 WAN Metrics [ | RADIUS Port  [1B21

leeeB0211w: RADIUS Secret [lanforge

Venue Group: Venue Type: ‘unspetiﬁed (e) ‘v‘

NetworkType:  [private @ | Address Types: [iot Aveilable (o) ]
Network Auth: 3GPP Cell Net: | |

[JUse 80211d []Use 80211h []Short-Preamble
Advanced/802.1x HotSpot 2.0 [] Disable DGAF

Enable 802.11u  []802.11u Internet []802.11u ASRA []802.11uESR []802.11u UESA

[ print |[ Viewbetails |[ Logs | [ probe |[ Display Scan |[ Sync | [ apply |

G. Select the Custom WiFi tab to add the following lines for HotSpot 2.0 Release 2. The hostname in the

URL will need to match your actual hostname.
hs20_icon=64:64:eng:image/png:logo-64x64.png:/home/lanforge/hs20/www/10go-64x64.png

osu_ssid="ABCD-1234"
osu_server_uri=https://osu-server.ct523-3n-f20.lanforge.local/hs20/spp.php/signup?realm=ct523-3n-f20.lanforge.local
osu_friendly name=eng:LANforge HS20 Operator

osu_nai=osen@lanforge.com

osu_method_list=1 0

osu_icon=logo-64x64.png

osu_service _desc=eng:LANforge Example services

vap2 (ct523-3n-f20) Configure Settings ¥ (2) (x

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphyl

Port Configurables

[ standard Configuration | Ad: d Configuration | Misc Configuration | Custom WiFi

Custom WiFi

User-Specified supplicant/hostapd configuration text:

4x64.png

server_. lanfarge lanfarge local
fosu_friendly_name=zng:LANforge HS20 Operater

josu_nai=osen@lanforge.com

fosu_methad_list=110

jasu_icon=laga-6dx6d.png

josu_service_desc=eng:LaNforge Example services

| I D

‘ Print H View Details H Logs | | Probe H Display Scan H Sync ‘ ‘ Apply |

H. Example hostapd config file for OSEN AP
Example hostapd config file for WPA2 + ANQP AP. These were re-created after the fact, its possible
that there is a typo, and the hostname differs from the instructions in this example.



http://www.candelatech.com/examples/hostapd_hs20_r2_osen.txt
http://www.candelatech.com/examples/hostapd_hs20_r2_wpa2.txt

Modify wiphy0 and wiphy1 to be on the same channel and select OK. This should only be needed if
you are trying to connect multiple LANforge virtual stations to the APs. If using a single station or a
third-party device, the channels should not matter.

wiphy0 (ct523-3n-f20) Configure Settings v () (x

Port Status Information
Current: LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radio Driver: athok( Bus:

Enable
[]Set IF Down
[]Set MAC
[1Set TXQLen
[Iset MTU
[]Set Offload
[[]Set PROMISC

Port Configurables
General Interface Settings

[Jpown [] Aux-Mgt

C1DHCPPV6 [ DHCP Release  DHCP Vendor ID:
[|DHCP4Pva | Secondary-IPs | DHCP client ID: ﬂ

DNS Servers: |ELANK Peer IP: MA

IP Address:  [0.0.0.0 Global IPv6: oo ]
1P Mask: [p00.0 ] Linkipve: auto ]
Gateway IP:  [0.0.0.0 IPV6 GW: o
Alias: M 1500

MAC Addr: 00:0e:8e:43:3a:71 | TX QLen 0

ot Timer: i (51| wiimiag:

WiFi Settings
Max-VIFs: 2048 Max-Stations: 2048 Max-APs: 8 Supports: 802.11abgn

Country: |United States (840) ‘v‘
Channel/Freq: | 36 (5180 Mhz) ‘v‘
Antenna: |A|| "‘ Tx-Power: |DEFAULT
RTS: [pEFALLT | Frag: 2345
[v¥] Verbose Debug
| Print H View Details || Logs | ‘ Probe || Sync | ‘ Apply || 0K ‘ | Cancel ‘
wiphyl (ct523-3n-f20) Configure Settings v () (x

Port Status Information
Current: LINK-DOWN MNONE
Driver Info: Port Type: WIFI-Radio Driver: athok( Bus:

Enable General Interface Settings
[set IF Down [ Down ] Aux-Mgt
Cll=sinite [IDHCP-IPv6 7] DHCP Release  DHCP Vendor ID:
[]Set TXQLen
= ] DHCP-IPvd DHCP Client ID: fone |+
[ set Offload DNS Servers: ’W Peer IP: MA
[ Set PROMISC IP Address: ’W Global IPv6: ’AUTOi
1P Mask: 0000 ] Linkipve: oo ]
Gateway IP:  [0.0.0.0 IPV6 GW: o
Alias: M 1500
MAC Addr: 00:0e:8e:43:37:48 TXQlen 0
Rpt Timer: WiFi Bridge:
WiFi Settings
Max-VIFs: 2048 Max-Stations: 2048 Max-APs: 8 Supports: 802.11abgn
Country: |United States (840) ‘v‘
ChannelFreq; | 35 (5180 Mhz) I~
Antenna: |A|| "‘ Tx-Power: |DEFAULT
RTS: [DEFAULT | Frag: [zza6 ]

Port Configurables

Verbose Debug

| Print H View Details || Logs | ‘ Probe || Sync | ‘ Apply || OK ‘ | Cancel ‘




J. In Netsmith, create a Virtual router called OSEN for vap1 and PASSPOINT for vap?2, place vap in their

respective virtual routers. Setup each VAP with DHCP Service on different IP networks.

Create/Modify Connection E3
Interface-Cost: ’1—
Port 1-A: | | | RIP-Metric: ’1—
OSPF Area: [pooo
Port 1.6: Skip | [-] vere ie:
WanlLink: @skip | || vrre D:
ST skip | | VRRP Priority:
VRRP Interval:
R A Skip | | Next-Hop: ’l][]u[]—
DHCP Lease Time: [43200 | Subnets (a.b.c.dmo:
DHCP DNS: [lo.8a.11 | T i
DHCP Range Min:  [10.88.1.101 ] | Il
DHCP Range Max: [10.88.1.250 | ‘ I
DHCP Domain: [ | ‘ I
DHCPV6 DNS: sl [
. 1Pv6 Subnets (aaa::0/xx):
DHCPv6 Range Min: ‘ H
DHCPv6 Range Max: ‘ H
DHCPd Config File: ‘ I
\ I
[ naT DHCP [ |DHCPv6  []CustomDHCP [ |VRRP [ ]Cand-RP
OK Cancel
Create/Modify Connection x|
Interface-Cost: ,1—
T e | | | RIP-Metric: ll—
OSPF Area: pooo 7
Port 1.6: [Skip | [~] vrre p:
wantink: [Zskip | [~] vrre D:
Port 2-B: Skip | | VRRP Priority:
VRRP Interval:
Port 2-A: Skip | | Next-Hop: ,0000—
DHCP Lease Time: [43200 | Subnets (a.b.c.d/xo0:
DHCP DNS: 10113 | T i
DHCP Range Min:  [10.1.1.11 ] 1 Il
DHCP Range Max: |1D‘1.l.IDD | ‘ H
DHCP Domain: [ | ‘ I
— Next-Hop-IPvé: 1
DHCPV6 Range Min: IPv6 Subnets (aaa:: 0/xx):
DHCPv6 Range Max: } H
DHCPd Config File: I I
\ |
[ NAT DHCP [ DHCPVE [] Custom DHCP ] VRRP [] cand-RP
oK Cancel

. Check that the VAP hostapd processes are running with the command:
ps auxwww |grep hostapd vap

If they are not running, check the log files for problems:
tail -f /home/lanforge/wifi/hostapd_log_vapl.txt
tail -f /home/lanforge/wifi/hostapd_log_vap2.txt

. Create another virtual router to tie the OSEN and AP virtual routers together. Connect them with
Netsmith connections (skipping WanLinks unless you are sure you want them.) Create another virtual
port connection to run the OCSP responder and the local DNS server. Select the 'DNS' service. Make
sure the default gateway points back towards rddVR4 in the virtual router. In this example, the OCSP
responder interface is called rddVR5

rddVR5 (If0350-c3b0) Configure Settings () (&) ()
Port Status Information
Current:  LNKUP PROBE-ERROR TS0 GS@ GRO
Driver Info: Port Type: Redirect-Device Peer: rddVR4 | rddvRd..
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates —
10bt-HD
g Set MAC o Pl 8 LOLLHD g 10bt-HD
Set TX Q Len 100bt-HD 10bt-FD
& [JDHCP4PVE [7] DHCP Release  DHCP Vendor ID mﬂ 2 ¥
[ Set MTU 8 LOobeD []100bt-HD
[ Set Offload [JDHCPPVA | SecondarylPs | DHCP Client ID: % 10GFD O100bt0
40GFD
[ Set PROMISC DNS Servers:  [BLANK Peer IP: NA S J1000D
[ Set Re-AllFCS IP Address:  [7.1.3.2 Global IPv6: [auTO 106D
IP Mask 255.255.255.0 Link IPv6: [auTo —| O renegotiate -
[ Set Bridge Info ask: :259.255. ink IPVG: [140GFD
. Gateway IP:  [7.1.3.1 IPVE GW: [auTo [ Restart Xevr ] Flow.Cortrol
o Hﬁzmces Alias: MTU: 1500 = Pt
CA [ Rx-ALL r— Offload
MAC Addr: eaibd:b2:80:0:28 | TX Q Len 1000
Qrre ClRxFcs F1750 Enabled
O Bypass NOw! nable
Dreous RprTmer:  [oedie (8 s) [vwrisndge:  ove  [ell mp 0. |@esoensbies
[ IPSEC-Client IPSec GW: IPSec Password: O 3ypass Power-Down | CILRO Enabled
[iPsecUpstream  [PSac Local ID. IPSec Remote ID. e GRO Enabled
[ ennt ][ Display ] [ erove [ sync | [ apply [ gancel ]




M. Create a MAC-VLAN on the management port (or use some other port that can reach the
internet). Drag this info the top virtual router, and configure Netsmith to use it for the default
gateway by setting up the Next Hop and the 0.0.0.0/0 destination. Select NAT as well.

Create/Modify Connection x
Interface-Cost: 1 |
Port 1A | ‘ | RIP-Metric: |1 |
OSPF Area; [0.0.0.0 |
Port18: [gSkip | [~] v
WanlLink: [¥] Skip | ‘ |
Port 28: [gSkip | ‘
VRRP Interval:
Port 24 [ESkp | [~] fext-tiop: [192.168.100.1 [
DHCP Lease Time: Subnets (a.b.c.dpo):
DHCP DNS: [0.0.0.0/0] i |
DHCP Range Min: [ | [
DHCP Range Max: | H |
DHCP Domain: | I |
— Next-Hop-IPvé: [ |
. IPv6 Subnets (aaa:0ho):
Range Min: | I [
DHEPVE Range Max: | I |
DHCPd Config File: [ I ]
I I |
NAT [] DHCP ] DHCPVE [1 Custom DHCP [IVRRP []candRP
oK Cancel

N. When the configuration is completed, Netsmith will look something like this. Apply it, wait a minute

to let everything settle, and move to the next step

Peer WanlLinks Col. Domains [] IPv6s

WanLink Config

[l Parents
Netsmith Status:

For more information see WiFi Testing: Configuring a Virtual AP with Limited Stations ,

Cookbook , Virtual Router with DHCP Cookbook

for e: 1f0350-c3b0(1.1) Version: 5.4.2 ) () (x
rtual Routers and Connectior [~
o,
Q eth1#1
-1 —
eth2 rddvRs
] 7.1.3.2/24
Mgt-etho ’7‘1‘“;““
192,168,100.154/24 etk
L3
—_ Whilzo L
T —— | 192.168.100.18/24
rddvR1  rddwvR2
! 7.1.1.1/24 712124
LD wlanl
yﬂphyﬂ .?wiphyl
vapo vapl
8812724 0.1.1.1/24
OSEN(1) PASSPOINT(2)
rddvR3 L
\;.1.2.2/2&
4l i
WanLinks []show Legend [ Fire 1Pvds Info Print Sync lappiy| Cluse
WanLink Names [v] Port Names Fire Names  [] Zero4Pv4s apply Progress: cance\ APD'Y

Virtual Router with NAT

5. Start services on the AP system. You need fo do this each time you re-apply Netsmith.

A. First, make sure that /etc/hosts on the AP system matches the IP addresses for the vap0, vap1, and
the ocsp port (as shown in Netsmith). In this example, | added these rows to /etc/hosts:

### L ANFORGE - HOSTS - START###

# This section may be over-written by 1f kinstall.pl
127.0.0.1 osu-client.1f0350-c3b0.lanforge.local
10.88.1.1 osu-server.lf0350-c3b0.lanforge.local
127.0.0.1 osu-revoked.1f0350-c3b0.lanforge.local
10.88.1.1 osu-signup.1f0350-c3b0.lanforge.local
7.1.3.2 ocsp.1f0350-c3b0.lanforge.local
###LANFORGE - HOSTS - STOP###

##t# - LF -HOSTAME - NEXT - ###
192.168.100.154 1f0350-c3b0 lanforge-srv

B. Start the Online Certificate Status Protocol (OCSP) script which will restart the OCSP Responder and
update the cache once per minute. It is only required on the VAP or server side of a HotSpot 2.0 R2
network. Currently you will need to manually clean up old processes if you are re-doing this step.

su - root

cd /home/lanforge

. lanforge.profile

vrf_exec.bash rddVR5 ./ocsp.bash > /dev/null 2>&1 &

processes.
vrf_exec.bash vap0 httpd -f /etc/httpd/conf/httpd-hs20.conf

. Start Apache httpd configured for HS20 on the Osen AP. You may need fo manually stop old httpd

6. Thisis the start of the Station side configuration. Do these actions on the Station LANforge system.


http://www.candelatech.com/cookbook.php?vol=wifire&book=WiFi+Limited+AP
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+NAT
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service

Create devinfo.xml and devdetail.xml filesin /nome/lanforge/wifi/osu_wlan2

A. /home/lanforge/wifi/osu_wlan2/devinfo.xml

<DevInfo xmlns="urn:oma:mo:oma-dm-devinfo:1.0">
<DevId>urn:Example:HS20-station:123456</DevId>
<Man>Manufacturer</Man>
<Mod>HS20-station</Mod>
<DmV>1.2</DmV>
<Lang>en</Lang>

</DevInfo>

B. /home/lanforge/wifi/osu_wlan2/devdetail.xml
<DevDetail xmlns="urn:oma:mo:oma-dm-devdetail:1.0">

<Ext>
<org.wi-fi>
<Wi-Fi>
<EAPMethodList>
<EAPMethod1>
<EAPType>13</EAPType>
</EAPMethodl>
<EAPMethod2>
<EAPType>21</EAPType>
<InnerMethod>MS-CHAP-V2</InnerMethod>
</EAPMethod2>
<EAPMethod3>
<EAPType>18</EAPType>
</EAPMethod3>
<EAPMethod4>
<EAPType>23</EAPType>
</EAPMethod4>
<EAPMethod5>
<EAPType>50</EAPType>
</EAPMethod5>
</EAPMethodList>
<ManufacturingCertificate>false</ManufacturingCertificate>
<Wi-FiMACAddress>020102030405</Wi-FiMACAddress>
<IMSI>310026000000000</IMSI>
<IMEI_MEID>imei:490123456789012</IMEI_MEID>
<ClientTriggerRedirectURI>http://localhost:12345/</ClientTriggerRedirectURI>
<Ops>
<launchBrowserToURI></launchBrowserToURI>
<negotiateClientCertTLS></negotiateClientCertTLS>
<getCertificate></getCertificate>
</0ps>
</Wi-Fi>
</org.wi-fi>
</Ext>
<URI>
<MaxDepth>0</MaxDepth>
<MaxTotLen>0</MaxTotLen>
<MaxSeglLen>0</MaxSegLen>
</URI>

<DevType>MobilePhone</DevType>

<OEM>Manufacturer</0EM>

<FwV>1.0</FwV>

<SwV>1.0</SwV>

<HwV>1.0</HwV>

<Lrg0Obj>false</Lrg0bj>
</DevDetail>

7. Setup wlan2 as the HotSpot 2.0 R2 client.

A. Modify wlan2 on the Port Mgr tab and set the SSID to the OSEN AP's SSID 'ABCD-1234'" in this example
and set the authentication fo OSEN.

wlan2 (ct523-3n-f20) Configure Settings w3 (&) (¢

Port Status Information
Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA Parent: wiphy2

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Enable General Interface Settings
[]Set IF Down R [ Aux-Mgt
[] Set MAC

[ ] DHCP-IPvG DHCP Release DHCP Vendor ID:
[]setTXQlLen

[ set MTU DHCP-IPv4 Secondary-IPs DHCP Client ID:
NA

[] set Offload DNS Servers: |[ELANK Peer IP:

[]Set PROMISC  IP Address:  0.0.0.0 Global IPvée: AUTO

e IP Mask: 0.0.0.0 Link IPv6: AUTO

[ HTTP Gateway IP:  0.0.0.0 IPv6 GW: AUTO

[IFTP Alias: I 1500

[ RADIUS MAC Addr: 00:03:7£:00:00:00 TXQlLen 1000
——Low Level—  Rpt Timer: l:l:l WiFi Bridge:

[ PROMISC
[J 150 Enabled

WiFi Settings

CJuFo enabled 55 [secp-1234 [~]ap:  [pEFauLT |
nable:

[ GSO Enabled Key/Phrase: | | Mode: [802.11aban-AC [*]

DLRO Enablea  FredChannet: 516036 Rate: [ oeratt 7]

RO Enabled | LIWPA []WPA2 [¢| OSEN [[|WEP []Disable HT40 [] Disable 5GI

‘ Print || View Details | | Probe H Display Scan || Sync | | Apply| || OK ‘

Cancel




B. In wlan2 Advanced WiFi Settings, select Advanced/802.1x, set Key Management, EAP Identity and
CA Cert File.

wlan2 (ct523-3n-f20) Configure Settings Y (~) (%

Port Status Information
Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA Parent: wiphy2

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Advanced WiFi Settings

Select 'WPAZ2 on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: HESSID:

Pairwise Ciphers: Realm:

Group Ciphers: Client Cert:

WPA PSK: IMSI

EAP Methods: Milenage:

EAP Identity: osen@lanforge.com Domain:

EAP Anon Identity: ,7 Consortium:

EAP Password: Phase-1: ’—
EAP Pin: Phase-2: 7
Private Key: PK Password: ’—
CA Cert File: fhome/lanforge/ota-ca.pem| PAC File:

Network Auth: leeeB80211w: I:D

[¥] Advanced/802.1x [ Enable 802.11u [ ] HotSpot 2.0 []Enable PKC

H

OK Cancel

‘ Print || View Details | | Probe H Display Scan || Sync |

C. In wlan2 Misc Configuration, set OCSP to Required.

wlan2 (ct523-3n-f20) Configure Settings Y (~) (%

Port Status Information
Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA Parent: wiphy2

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
More WiFi Settings

FEe® ]
Freq-2.4: W Freg-5: o iginiini

AMPDU-Factor: AMPDU-Density:
Max-AMSDU: Bridge-IP: [pooo ]

X-Coordinate: 0 Y-Coordinate: 0
Z-Coordinate: 0
Post IF-UP Script: *

[] Custom WPA Cfg WPA Cfg:
[[]Scan Hidden []Allow Migration []IBSS Mode
Restart DHCP on Connect [] Skip Portal on Roam [INo Apply DHCP

OK Cancel

D. Admin up wlan2 and it will associate with the OSEN AP and obtain an IP address on the OSEN AP IP
network.

‘ Print || View Details | | Probe H Display Scan || sync |

8. Initiate Online Sign-Up

A. Some notes about the following command: We use the LD_PRELOAD frick to override the default
DNS servers in the hs20-osu-client program. This means you need to know the DNS ahead of time,
and set it with the NAMESERVER environment variable. A second DNS server could be set as
NAMESERVER2. In a terminal window type the following:

cd /home/lanforge/wifi/osu_wlan2
LD_PRELOAD=/home/lanforge/local/lib/resolvconf-override.so NAMESERVER1=7.1.3.2 \
vrf_exec wlan2 ~lanforge/local/hs20/client/hs20-osu-client -x /home/lanforge/local/hs20/spp/spp.xsd -dd -S wlan2 signup



B. Select 'LANforge HS20 Operator' from the Service Provider List.

Hotspot 2.0 client (as superuser)

Select service operator

Select service operator

4[%9] LANforge HS20 Operator

[eng] LANforge Example services

BSSID: 00:0e:8e:23:17:48

SSID: ABCD-1234

NAI: osen@lanforge .com

URL: https:/josu-server.ct523-3n-f20 lanforge localjhs20/spp.php/signup?realm=ct523-3n-f20 lanforge local
methods: OMA-DM SOAPR-XML-SPP

C. Select Sign up for free access' from the Online Sign-Up page.

Hotspot 2.0 signup (as superuser)
Sign up for a subscription - ct523-3n-f20.lanforge.local

Sign up for free access

Select a username and password, Leave password empty to get automatically generated and
machine managed passwaord.
Username:

Password:

| Comnplete subscription registration |

Enroll a client certificate

D. Select the Accept button to complete the Online Sign-Up.

Hotspot 2.0 - public and free hotspot (as superuser)
Hotspot 2.0 - public and free hotspot
Terms and conditions..

| Accept |




9. The wlan2 station will obtain an IP address on the Passpoint AP IP network and should be able to access the
internet

10. If wlan2 is reset or reassociates with the OSEN AP, you will have to remove the Service Provider (SP) directory

before attempting the Online Sign-Up again.
cd /home/lanforge/wifi/osu_wlan2
rm -rf SP

11. NOTES: We found it very difficult to get all of the details correct in this example. Here are some debug notes

and links to certain files that may help others or ourselves debug this in the future.
A. /etc/hosts on the AP system.
B. /etc/hosts on the Station system.
C. apache_hs20_config.tar.gz configuration files.
D

. To debug pem files: openssl x509 -in /home/lanforge/hs20/ca/signup-server.pem -text -noout

LANforge WiFi Rate v. Range Test

Goal: Compare WiFi performance for 'upload' traffic (client to AP) using a WiFi access point,
a LANforge Aftenuator and a LANforge Virtual Station. Traffic is generated by a RFC-2544
script on a Layer-3 UDP connection.

This demo consists of one WiFi access point and one
CT523 LANforge WIFIRE machine connected to the

ene
LANforge Attenuator with coax SMA cables. (This is not “
/=]

over the air testing). This requires LANforge release 5.2.7 or

higherA LANforge GUI Access Point
LANforge WiFIRE System
Under Test
[ ]
B
= . o
Virtual Station Access Point LANforge LANforge
WIFIRE Attenuator
SMA Shielded RF Cable
Ethernet Cable
1. Create Virtual Station
LANforge Manager Version(5.2.11) 4+ _ 0 x

Control

File-10

Reporting Tear-0ff Info Plugins

‘ Stop Al | | Restart Manager | Refresh HELP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

Status | Layer3 | L3Endps | VOIP/RTP | VoIPRTPEndps | Armageddon | Wanlinks | Attenuators | Collision-Domains |

Disp: ‘m.Lum:uu | | Sniff Packets ‘ ‘ Clear Counters ‘ ‘ Reset Port | ‘ Delets ‘
Rpt Timer: [nediun (8 5) [w|[  appy | [ viewdetais || create ][ modfy |[ Bateh modiy
All Ethernet Interfaces (Ports) for all Resources.

Port |Pha..|Down| P SEC | Alias | RXBytes | RXPkis | PpsRX | bpsRX | TXBytes | TXPkts | PpsTX | bpsTX
1115 | [] | [] [10.26.10.1 o pppS 0 0 0 0 0 0 0 o[=]
14200 [ L] [192.168.100.42 |0 ethO 10,088 98| 6 5.519) 85,866 68 4 46,985

4201 | [ [] |0.0.0.0 0 ethl 5,702 ] 5 3.099 832 13 0 452
42,02 0.0.0.0 0 Wi 0 0 0 0 0

42,00 ] L] [0.000 0 (wiphyl 0 0 0 0 0 =
.42.04 0.0.0.0 0 wiphy2 0 0 0 0 0 I~

42.05] ] | L] [0.0.0.0 0 wlano | 0 0 0 0 0 |
1.4206] [ L] |0.0.0.0 0 [wlanl [ 0 0 0 0 0f 0 [1) =]
4] I I [v]
Logged into: 192.168.100.26:4002 as: Admin

A. Select radio wiphyl and click Modify


http://www.candelatech.com/hs20_debug/ap-etc-hosts.txt
http://www.candelatech.com/hs20_debug/sta-etc-hosts.txt
http://www.candelatech.com/hs20_debug/apache_hs20_config.tar.gz

B. Set the frequency of the radio to Auto

) (kedtest.candelatech.com) Configure
Port Status Information

Current: LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radio Driver: ath9k() Bus:

Port Configurables

——Enable General Interface Settings
Set IP Info [] DHCP-IPvE DHCP Release [] Down ] Aux-Mgt
set IPG Info [CIDHCPIPv4 | SecondarylPs | DHCP Client ID:
[]set IF Down
O DMS Servers:  |BLANK EecriB: NES
Set MAC
IP Address: 0.0.0.0 Global IPvE: AUTO
[]Set TX Q Len 2
IP Mask: 0.0.0.0 Link IPV&: AUTO
[]set MTU
Gateway IP: 0.0.0.0 IPVE GW: AUTO
[]set offload i
Alias: MTU: 0
[] Set PROMISC
MAC Addr: 00:0e:8e:43:36:e9 | TXQ Len

0
Rpt Timer: medium (8 s) : WiFi Bridge: NONE =

WiFi Settings
Max\Fs: 0 Max-Stations: 0 Max-APs: 0 Supports: 802.11g

Country: 840 United States =

ChannelfFrequency: |AUTO (-1 Mhz) -

WiFi chan®®frequency.
AT Al AUTO means let the stations roam to all available chan
BTS: DEFALL Some channels are not lable in all locations.

[]werbose Debug

| Print || Wiew Details H Logs ‘ ‘ Probe || Sync | | Apply H 0K | | Cancel |

A. Click OK

C. On the Port Modify tab, click Create

D. Create virtual stafion with these paramters:

Create VLANs on Po

2 MACMLAN ) 802.1QVLAN O Redirect © Bridge ©) GRE Tunnel
® WiFi STA O WiFi VAP ) WiFi Manitor

shelt[L [~] Resource:  [42 (kedrest) || Port: [2 (wiphy0) [~

3 VLAN ID: [V DHEP Py
parent wac: : e =
MAC Addr: pozsxxex  T+] P Address: Global IPv6: [auTO
Quantity: IP Mask or Bits: Link IPv6: [auTo
Gateway IP: IPV6 GW: [auTo
#1 Redir Name: #2 Redir Name:
sTa ] so [idptest -]
WiFi AP: Key/Phrase: [ |
[ Use WPA [ Use WPa2 [C1Use WEP
¢ [Down .
soply | cancel |
A. Select Wifi STA
B. Choose DHCP-IPv4
C. Quantity 1
D. StationID 0
E. SSID 'udptest'
F. Click Apply

2. Create upstream port wired to AP
A. Wire the ethl port into the upstream connection of the AP under test.

B. On the Ports tab, click on the ethl port



C. Configure ethl port with an upstream IP, like 10.26.2.3

“(kedtest-candelatech.com) Configure Settings

Port Status Information
Current: LINK-UP 1000bt-FD AUTQ-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info; Port Type: Ethernet Driver: e1000e(2.3.2-k) Bus: 0000:04:00.0

Port Configurables

Enable General Interface Sattings Port Rates

e 818:?:? Advertise Rat... -
Set IP6 Info © 100bt-HD 10bt-HD
[ set IF Down [JDHCP-PV6 [F]DHCP Release  [JDown [ Aux-Mgt ©) 100bt-FD 10bt-FD
Cloalne [CJDHCPPva | SecondarylPs | DHCP Client iD: [hone  [=]| [ 100070 100btHD

O 106D
Dl @ DNS Servers: [BLANK | Peer P NA & s 100bt-FD
[ set MTU ’7 J [v] 1000-FD
IP Address 10.26.2.3 Global IPv6 |AUTO i

Set Offload
Sl 1P Mask: 255.255.255.0 Link IPv8: [AUTO [ Renegotiate [J10G6FD
[] set Rate Info ] Flow-Contral

GatewayIP:  [10.26.2.1 IPV6 GW: [AUTO [ Restart Xcur i Flow-Contro

Set PROMISC
Ll se Alias: MTU: 1500 [ PROMISC —_
[ Set ReAllFCS MAC Add 00:90:0b:2f. 0a:0f TXQ L 1000 Sea
[Jset Bypass o st il [ Rx-ALL TS0 Enabled
et | [ [ooo= <] prioniy CIR-FCS [ UFO Enabled
ClsetcPUMask ~ RPtTmer  [rediun (8 5) [v] watchdoo: b Tl csyass now: 650 Enabled
—Senices— CPUMaski [105c1  |v|wiimridge: |[NONE  [=]| [eypasspowervp  [[JLAO Enabled
CIHTTP [ Bypass Power-DOWN SRR
CFte [ Bypass Disconnect

[ print ][ view Details | [ probe ][ syne | [ apely |

D. Set the Gateway fo the AP wired interface IP.
E. Click OK

3. Create and Test Cross Connect

A. Go to the Layer 3 tab

LANforge Manager Ver:

Control Reporting Tear-Off Info Plugins

[ stopal | | Restart Manager | | mefresh | [ rerp
Filed0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mar | Event Log | Alerts | Port Mgr | Messages |
Status | L= L3Endps | VoIPRTP | VoIP/RTP Endps | Ar | Wanlinks | Attenuators | Collision-Domains |
Rpt Timer: fg (15) | +[co] Test Manager [an <] [ selectal |[ stat ][ stop || ouiesce ][ clear |
view  [o-200 [+]ao] | oisplay |[ create || Modify | [ Delete |

ross Connects for Selected Test Manager

Rx Drop % [Rx Drop %
A B

KX |Pkt o Rate A B|Rate A < B

Name ‘ Type ‘ State |AAE e Drop Pkts#Drup Pktsa{ Avg RTT ‘ Rpt

(4 I I+

Logged in to: 192.168.100.26:4002 as: Admin

A. Click Create

B. Create a cross connect with these qualities:

udptest' - Create/Modify Cross Connect

l:‘ | All | ‘ Display | ‘ Sync | ‘ Batch-Creste ‘ | Apply | | [s]' | | Cancel
Cross-Connect
CX Mame: Iudptest
LEREE [tanforge s uoP [~|
Endpoint A Endpoint B
Resource: 42 (kedtest) - |42 (kedtest) -
Port: 1 (ethl) [ [3 (sta0) -
Min Tx Rate: Hew Wodem ( 56 Kbps ) [w[|Hew Wodem ( 56 Kbps ) |w
Max Tx Rate: Same - ||Sane -
Min PDU Size: UDP P1d (1,472 B) w | [UDP P1d (1,472 B) -
Max PDU Size: Same - | |Sane -
IP ToS: Best Effort (0) w | |[Best Effort (0) -
Pkts To Send: Infinite w ||Infinite -
A. Make sure Endpoint A is eth1
B. Make sure Endpoint B is sta0
C. Min PDU Size for both should be 1472
D. NOTE: These rate and PDU size settings will be manipulated by the script we setup later.

C. Next, expand the screen to Level 4 using the [+] button.



D. Configure the send buffer on Endpoint B fo 1 MB

= Display | [ Sync Batch-Create || Apply Cancel
Cross-Connect Cross<Connect
B e fudptest Report Timer: [t (1 ) o
e |tanforge 1 uDe [~
Endpoint A Endpoint B
Endpoint A Endpoint B PId Pattern increasing «|[increasing -
Resource: [42 (kedtest) = |[42 (kedtest) ~| | min P Port: lauTo « | [auto -
Port: 1 (eth1) ~ |8 (sta0) ~| | Max P Port: Sane ~|[sane -~
Min Tx Rate: lew lioden ( 56 Kbps ) | |[llew Moden ( 56 Kbps ) [w| |MinDuration:  [Ferever ~|[Forever -
Max Tx Rate: Sane > ||Sane | |Max Duration: Sane > | [sane =
Min PDU Size P PLd (1.472B)  [w|fuop P1d (1.4728)  [+] |MinReconn 0 (0ms) IED) ~
Max PDU Size: Same | |Same ¥| |Max Reconn Sane > | [sane A
IP ToS Best Effort  (0) v |[Best Effort (1) ~| | mutti-conn: llornal (0) ~|[iormal (0) -
Pkis To Send:  [Infinite - ||[Infinite - script script
Cross-Connect Endpoint A Endpoint B
Test Manager  [default_tm [+] |sndBuffsize:  fiuE (1 1B) - |[1ve (1 W) -
Ouiesce: B [«| | RevBuft sie B (1 18) -|[1e (1 E) -~
Send Bad FCS5:
Endpoint A Endpoint B i
1P Addr: ‘Aum |' ‘ ‘Aum [] Use-Proxy [[] Use-Proxy
[1Replay File [JReplay File .
Loop Loo ‘
Opest Mac [ Dest Mac Proxy Port:
Filename: Sacket Priority. |0 o |
Dest MAC: ‘ [l ‘ [ Payload Il Payload |
A. Click OK

E. On the Layer 3 tab, click Start to verify the AP and Station can connect

F. Click the Display button fo monitor throughput

Cross Connect: udptest Manager: 192.168:100.26 &
Endpoint: udptest- ] Endpoint: udptestB:
o G Rma e e o ey mMat 3 Iwiat
Resource: kedtest.can... | EID: 14215 e, Avgi67 7o AvgiS, Resource: kedtest.can... | EID: 14286 a1 Avg88 oz Avgi28
Ll s ui s S soass k1 244
Port:  ethl MnTX 52 Kops =3 =3 50 Port:  stad MinTX 400 Mbps I nl
P 10223 | Maoc szees | B i P 1026100 || scomeps | B &
bpsTX  8.419Kops | RXRate: 84.951 Mops | 3150 e e ) bpsTX:  10.177Mbps || RXRate: 51.525Kbps | %o, o ot o
PPST O RX Pkts: 14374 A 2~1s 20 2~15 |Dropped: PPSTx 948 RX Pkts: 59 — 2~15 e 2715
bpsRX:  11.618 Mbps | RXDrop: 98 1024 1024 |3 bpsRX:  6.835Kbps || RXDrop: 3 1024 1024
PpsRE 1099 ek 62 2 e I X Pkts: 14677 2 22
Eros: 0 Type:  LFUDP T D 7 Erors: 0 Tpe:  LFUDP S orops
F p—— B g
o Iy e e 11 Y
= Packets: g
andiE 2 Lo 59,
56, @0 14374 256 pps =70
JE 2720 o, B 2220
33554 Mbps e 2715 32554 mbps 20450 215
oz 1024 Dropped i 1024
22 32
RXError-Pkts RX-DroppedPKts Rx Throughput o o8 RXError-Pkts RXDropped-Pkts R Throughput
G. Only a short confirmation is necessary, click Stop on the Layer 3 tab
4. Configure Scripting for Cross Connect
A. On the Layer-3 tab, click Modify
B. In the Level 2 box, click Endpoint A Script button
] [ Display ][ _sync | [ Batch-create || Apply [ cancel ]
Cross-Connect Cross-Connect
BeName: Iudpteit Report Timer: ‘FESI )
SuTes |Lanforge /upP [~]
Endpoint A Endpoint B
Endpoint & Endpoint B Pld Pattarn increasing ~ | lincreasing -
Resource: 42 (kedtest) w |42 (kedtest) = Min IP Port: IAUTO v | AUTO -
Port: 1 (ethl) w | |8 (sta0) X Max IP Port: Same w | |Same -
Min Tx Rate: llew Modem ( 56 Kbps ) |w [|New lodem ( 56 Kbps ) |w Min Duration: Forever w | Forever -
Max Tx Rate: Same w | [Same - Max Duration: Same v | |Same v
Min PDU Size: UDP P1d (1,472 B) w [|UDP P1d (1,472 B) - Min Reconn: 0 (0 ms) /[0 (0 ms) =
Max PDU Size: Sane v [|Same ¥ | | Max Reconn: Same ¥ | |Same -
IP ToS: Best Effort [{)] w | |Best Effort () v Multi-Conn. Normal (0) w | lormal (0) v
Pkts To Send:  |Infinite < |[tnfinite - H serit | script
d an script to this endpoint. Scripts can aut

Jtha andnoint throuah lists of rates and navioad sizes.

C. The Cross Connect Script window displays with no parameters

& AddfModify Script
.
e T R

Show Reports  [] Symmetric []Loop []Hide lteration Details [ Hide Legend []Hide CSV

Script Configuration

Script Name:

nable Script

Loop Count

Estimated Duration: NA

‘ Show Previous Report | | Sync | | Apply ‘ | oK ‘ | Cancel




D. Select Script Type: RFC-2544. Set the following parameters:

Add/Modify Script
Endpoint Name; [udptest-A Script Type: RFC-2544 [~

Enable Seript Show Reports Symmetric []Loop []Hide Ilteration Details []Hide Legend [ Hide CSV

Loop Count l:D Script lterations: 192 (192) Estimated Duration: 38.4 m (38.4 m)

Script Configuration

[1Show Dups []Show 000 []Show Attenuation [] Hide Latency Distributions  [] Hide Constraints

Run Duration: [0s aes [=] Pause buration: [es -]
Max Drop Percent: ‘10% |v‘ Max-Tx-Underrun: ‘10% (10%) ‘v|
Ma Jitter: [200m= [+] Max RT Latency: [200m= [~
Max Failed 0K ‘0 |v‘
Rates A——— Rates B —Payload Sizes A—— ——Payload Sizes B—— - Attenuations (ddBm)—
bps bps 1472 9000
I52kbps 400Mbps
0..+5..955
I
Show Previous Report ‘ | Sync ‘ ‘ Apply ‘ ‘ oK | | Cancel

A. Select Symmetric. This will increment both the A and B rates and payload sizes. (Instead of

just side A).
. Select Show Attenuation. This displays attenuation levels in the report.
Run Duration: 10 sec. This is how long each rate setting will be held.

. Pause Duration: 2 sec. We give it some time to transition.

m O 0 w

. Max Drop Percent 10%
F. Max Jitter 200ms
. Max RT Latency 200ms

T O

Rates A: 56kbps . This sets the client upload target rate.
|. Rates B: 400Mbs . This sets the client download target rate.
J. Pld A: 1472 This sets the client (sta0) MTU. This is a 1500 byte wire packet.

K. Pld B: 9000 This sets the upstream (eth1) MTU.
L. Attenuator Resource: 1.1.2. You can find your attenuator resources in the Attenuator tab.
M. Attenuation: 0..+5..955. This is shorthand for: Begin at zero dB attenuation, increase in
0.5dB steps, until 955 dB of attenuation. Individual dB steps could also be specified.
N. Click OK

E. On the Create/Modify Cross Connect window, click OK

5. Run the Cross Connect and Generate a Report
A. On the Layer-3 tab, click Start

Constraints: 108000,200060,200600,100000, 0 =
Steps-Completed: O Steps-Failed
Estinated total script duration: 2880 seconds

Started At: Fri Nov 22 13:18:05 2013

Script on: udptest-A

Script: Scriptzs4d Name: my-script
Flags: ACTIVE SHON_REPORT SYMMETRIC SHOW_ATTENUATION
Group-Action: ALL
Loop-Count: O
Max-Iterations: 102
Run-Duration: 10000ns Pause-Duration: S000ms
Rates-A: bps,5600¢ I
Payload-Sizes-A: 1472
Rates-B: bps, 400000000
Payload-Sizes-B: 9000
Attenuator: 1.1.2 Attenuations: 0..+5..955
Constraints: 106006, 260060, 200600, 106006, 0
Steps-Completed: @ Steps-Failed: 0
Estinated total script duration: 2380 seconds

Started At: Fri Nov 22 13:18:05 2013

lz iteration: 0/192 Endpoint: udptest-A now: 13851551085395ms duration: 1600lms paused: SO0GmS T
l# payload-size: 1472 cfg-rate: 56600

¢ tx-pkts: 47 tx-bytes: 69184 tx-bytes-low-level: 71158 tx-pps: 5

| tx-bps: 55342 tx-bps-Llow-level: 56921

¢ rx-pkts: SO4L rx-bytes: 53469000 rx-bytes-low-level: 55215654

l# rx-pps: 504 rx-bps: 42770023 rx-bps-low-level: 44168106

l# rx-drops: 45 rx-dups: G rx-000: © machine-load: @.00

|# peer: rx-pkts: 42 rx-bytes: 61824 rx-pps: 4

¢ rx-bps: 49454 rx-bps-low-level: 50865

|# dropped: 5 drop percent: 10,6383 avg-rx-latency (us): 24000 avg-rt-latency(us): 143000 peer-machine-load: 0,00

l# rx-signal: - tx-link-speed: 108000000 rx-link-spesd: 162000000 attenuation: O peer-rx-signal: -9 peer-tx-link-speed: 162000000
peer-rx-Llink-speed: 163600060

l# peer-dropped: 45 peer drop percent: 0.7518

|+ * Failed peer transmit-percent constraint. reported: 10.7737% nin: 90

¢ * Failed drop-percent constraint, reported: 10.638% max: 10 -

[Pause Close [ saverie | | Graphical Display

B. The Scripting Report window will appear

8s 0 0 0 25 33 0 0 0 0 =

180 0 0 0 82 o 0 0 o 0

190 0 0 3 60 0 0 0 0 0

191 234 26 60 2 0 0 0 0 0

System Load 2t end of test: 0.05

End of Report. date: llon Dec 9 18:30:09 2013 =
[ Pause ‘ Close | ‘ Save File ‘ MSph\ca\ Display |

A. When the script completes, you can view the graphed results.

B. Click on Graphical Display and a window with the graphical report will display



C. Scroll to the top of the window to view the graphs. Highlights are shown below.

D. Atftenuation v. RX signal, endpoint A

Graphical'Script Report for: udptest-A

Attenuations v/s RX-Signal for endpoint: udptest-A: Requested Rate: 52000, PDU |5

Size: 1472
o
T -
@
2.
T
c .
2
i
250 300 350 400 450 500 550 600 650 700 750 800 850 900 950 1,00
Attenuation (ddBm)
[ udptestA ||
Ll i DM

Close. Save File.
e

E. Attenuation v. RX signal, endpoint B

CrapicalSerpEIRepOre For LdptestrA SN

Attenuations v/s RX-Signal for endpoint: udptest-B: Requested Rate: 400000000,
PDU Size: 9000
|E|
£ -
&
2.
T
5
o
]
200 250 300 330 400 450 500 550 800 650 700 750 800 850 900 950 1,00
Attenuation (ddBm)
[ udptest-a] |
< L DN
T

F. TXrate (UDP payload) v. RX signal, endpoint B

(Craphical Script|Report For: Udptest A

x

T

TX Bps for endpoint: udptest-B: R ed Rate: 40(

325,000,000
300,000,000
275,000,000
250,000,000
225,000,000
200,000,000
175,000,000
150,000,000
125,000,000
100,000,000

75,000,000

50,000,000

25,000,000

TX Bps

%0 =5 S0
RX-Signal Y

[ udptestA] = |

i i D

Close Save File

G. RXrate including frame headers (UDP payload with frame headers) v. RX signal, endpoint
B

USCript REpOrt fors UdpEestrA

Peer RX Bps (Low-Level) for endpoint: udptest-B: Req ed Rate: 4 , PDU
Size: 9000

350,000,000

325,000,000
~ 300,000,000
£ 275,000,000
9 250,000,000
% 225,000,000
S 200,000,000
g 175,000,000
& 150,000,000
% 125,000,000
5 100,000,000
2 75.000.000

50,000,000

25,000,000

[~ udptesta |

<1 I D




H. RXrate v. TX link speed. You see a sawtooth pattern becuase all attenuations are
included.

Phical SCrHptiREpOrE Fors Udptest A SR

Peer RX Bps for endpoint: udptest-B: ed Rate: )00, PDU Size: 9000 [

325,000,000
300,000,000
275,000,000
250,000,000
225,000,000
200,000,000
175,000,000
150,000,000
125,000,000
100,000,000
75,000,000
50,000,000
25,000,000
0

Peer RX Bps

3 50,000,000 100,000,000 150,000,000 200,000,000 250,000,000 300,000,000 350,000,000 400,000,000 450,000,000
TX Link-Speed

[ udptest-A]

4] ] D

L3

|. Click on Save File and your browser will appear the the HTML copy of the report.

’ LCANForge Report - Mozilla Firefox GronlEhs

Pt | Uororge i e o s . 3] o g xl%
=@ -12-10-501 ript-report-1. ] [Bv coooe aQda

Graphical Script Report for: udptest-A i

Script on: udptest-A
SCripti Script2s44 Name: my-script

1.2 Attenuations: 0..+5..955
Constraints: 100000,200000,200000, 1000000
Steps-Conpleted: 0 Steps-Failed: 0
Estinated total script duration: 2304 seconds

Started At: Mon Dec 9 17:50:25 2013

RNING: The pause duration is within a factor of 2 of the round-trip latency.
This may cause incorrect accounting of packet loss. Please consider increasing
the pause duration for this script.

E

Attenuations v/s RX-Signal for endpoint: udptest-A: Requested Rate: 52000, PDU
Size: 1472

RX-Signal (dBm)

150 200 250 300 350 400 450 500 550 600 650 700 750 800 850 900 950 1,00C
/] Attenuation (ddBm)

Goal: Compare WiFi performance for 'download' traffic (AP to Client) as Payload Size and RF
Attenuation levels change using a WiFi access point, a LANforge Attenuator and a LANforge
Virtual Station. Traffic is generated by a RFC-2544 script on a Layer-3 UDP connection.

This demo consists of one WiFi access point and one
CT523 LANforge WIiFIRE machine connected to the . I I

LANforge Attenuator with coax SMA cables. (This is not
. . —
over the air testing).
LANforge GUI

Access Point

LANforge
Attenuator

SMA Shielded RF Cable

Ethernet Cable

1. Create Layer-3 Cross Connect



A. Go to the Layer 3 tab

LANforge Manager Version(5.3.3) v (a) (x
Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ | Restart Manager | ‘ Refresh | ‘ HELP

File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon |” WanLinks | Attenuators | Collision-Domains

Rpt Timer: Test Manager [all [-] [ select Al

view [o-200 [+]so] [ pisplay |[create || Modify | | pelete |
ross Connects for Selected Test g
Name Type | State ‘ Pkt RxA | Pkt RxB Bps Rx A ‘ Bps Rx B ‘RxDmp%A‘RxDmp%E Drop Pkts A|

A. Click Create

B. Create a cross connect with these settings:

atten-vs-pdu - Create/Modify Cross Connect ¥) (») (x
|:| | All ‘ ‘ Display | | Sync | ‘ Batch-Create | | Apply ‘ ‘ OK ‘ | Cancel
Cross-Connect
CX Name: |atten-vs-pdu
Ty e [Lanforge / uDP [~]
Endpoint A Endpoint B
Resource: [1 @mz-if-2u-1) || @mz-it-2u-1) [~
Port: [z teth2) [+][11 wianoy [~
Min Tx Rate: |sooooaaaa (200 Mbps) |v||Zero (@ bps) |v|
Max Tx Rate: |9E"“E |v | |sEmE |-|
Min PDU Size: [AUTO [=][aumo [~]
Max PDU Size: |Sane | *|[sane |~
IP ToS: |Ees‘t Effort  (0) |v||Eest Effort (@) |v|
Pkts To Send: |Inf1nite |v||Infinite |v|
A. Make sure Endpoint A is eth2 or the wired port to the AP
B. Make sure Endpoint B is wlan0 or the station associated with the AP
C. Min PDU Size for both should be AUTO
D. NOTE: These rate and PDU size settings will be manipulated by the script we setup later.

C. Verify that the connection is operational before adding a script.

2. Configure Scripting for Cross Connect
A. On the Layer-3 tab, click Modify
B. Inthe Level 2 box, click Endpoint A Script button

atten-vs-pdu - Create/Modify Cross Connect DR
B [ pisplay |[ sync |[ Bateh-create || apply || cancel |
Cross-Connect Cross-Connect

€X Name: [stten-vs-ndu Report Timer:  [foot (1 5) [+

CX Type: [LANforge s uDP [~]
Endpoint A Endpoint B

Endpoint A Endpoint B Pld Pattern  |increasing +|increasing -
. 1 (dmz-If-2u-1) w | |1 (dmz-If-2u-1) -

bt Min P Port:  [AUTO | [aumo -

Port: 2 (eth2) ~|[11 (wlanoy 2 [ R = -
i . tbps| w | |Zero bps! -

Min Tx Rate:  |50900006e (308 Mbps) zara (0 bps) = over — T -
P ~] [sme -

Max Tx Rate: Max Duration: |Sane ~|[zane ~
i ize: |AUTO w | |AUTO -

Min PDU Size: MinReconn: e (0 ns) ~|[o tons) -
ize: |Same w | |Same -

Max PDU Size: MaxReconn:  |Sane - |[zane ~

1P Tos: Best Effort  (0) ~|[eest Effort  (0) il [uticonn ot @ < |[Normal (0) =

Pkts To Send: [Infinite ||[mnfinite - —— =
Script script
Thresholds Thresholds

C. The Cross Connect Script window displays with Script Type: NONE

Add/Modify Script <) (a) (%
Endpoint Name:  [ttenvepdus o] saiptyee: [N
seriptMame:  [ysapt  croupacion [ ||

Enable Script Show Reports [ |Symmetric [ |Loop []Hide Iteration Details []Hide Legend []Hide CSV

Loop Count I:D Script Iterations:  NA Estimated Duration: NA

Script Configuration |

‘ Show Previous Report ‘ ‘ Sync | | Apply ‘ | OK | | Cancel




D. Select Script Type: RFC-2544 and default values appear:

Add/Modify Script -
Endpoint Name: Script Type: RFC- .
Script Name: my-script Group Action: I:D

Enable Script Show Reports []Symmetric []Loop []Hide Iteration Details [|Hide Legend []Hide C5V

Loop Count I:D Script lterations: 27 (27) Estimated Duration: 15.75 m (15.75 m)

Script Configuration

>
(x

[]show Dups []Show 000 []Show Attenuation []Hide Latency Distributions []Hide Constraints

Run Duration:

w

0 5 (30 s) Pause Duration: 5 s (5 s)

Max Drop Percent: 5% (5%) Max-Tx-Underrun:

Max Jitter: high (100 ns) Max RT Latency: Se0ms (500 ms)

F
¥
I E

Max Failed Ok:

Rates A Rates B — Payload Sizes A— —Payload Sizes B— —~Attenuations (ddB)—

brs bps ] 60

100Mbps 100Mbps 256 256

1Gbps 16bps 512 512 100
1024 1024 300
1280 1280 ja00
1450 1450 oo
1472 1472 jgoo
1514 1514 955

| Show Previous Report ‘ ‘ Sync | ‘ Apply ‘ ‘ oK | ‘ Cancel ‘

A. Select Show Attenuation. This displays attenuation levels in the report.
B. Run Duration: 30 sec. This is how long each iteration will run.
C. Pause Duration: 5 sec. We give it some time fo fransition.
E. Setup Pass/Fail Criteria and Iteration Steps for the script. For each Attenuation Level, the script will

step through each PDU size at the desired rate. If there were multiple rates then for each
Attenuation Level, the script would step through each PDU size for each rate.

Add/Modify Script ®

Endpoint Name: |atten-vs-pdu-A ﬂ Script Type: RFC-2544 =
Script Name: my-script Group Action: l:l:l

Enable Script Show Reports [|Symmetric [|Loop []Hide Iteration Details [|Hide Legend []Hide CSV

Loop Count l:l] Script Iterations: 84 (84) Estimated Duration: 49 m (49 m)

Script Configuration

[1show Dups []Sshow 000 Show Attenuation []Hide Latency Distributions [ Hide Constraints

>
(x

Run Duration: 0 s (30 s) Pause Duration: 5s (5 s)

Max Drop Percent: Max-Tx-Underrun:

3
¥
I« ]

Max Jitter: 208ms (200 ns) Max RT Latency: 1000ms (1 s)

e
I
i

L]

Max Failed OK:

Rates A Rates B ¥ Sizes A— —Payload Sizes B— —Attenuations (ddB)—
ps ps 4,512, 1024, 1472 64,512, 1024, 1472
ja00m g00M 1.1.35 ﬂ
0.+50.9585
| Show Previous Report ‘ | Sync ‘ | Apply ‘ | oK | ‘ Cancel

A. Max Drop Percent 20%

B. Max Jitter 200ms

C. Max RT Latency 1000ms

D. Rates A: 900Mbps . This sefs the client download target rate.

E. Pld A: 64,512,1024,1472

F. Attenuator Resource: 1.1.35. You can find your attenuator resources in the Attenuator tab.

G. Attenuation: 0..450..955. This is shorthand for: Begin at zero dB attenuation, increase in
5.0dB steps, until 955 dB of attenuation. Individual dB steps could also be specified.

H. Click OK

F. On the Create/Modify Cross Connect window, click OK

3. Save Data to be able fo view past results.

L i 3.3)

c [ Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Tldps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Rpt Timer: [default (5 5) | v|Go| Test Manager [al [+] [ setect an |[ start |[ stop || quiesce || clear |

>
x

Reporting| Tear-Off Info Plugins

Print (Fit to Page) | Stop All | | Restart Manager
Print (Multi Page)

Dynamic Reports

orting

View |(l - 200 ‘V|Gn‘ ‘ Display H Create H Modify | ‘ Delete |
Cross Connects for Selected Test M.
Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B Rx Drop % A Rx Drop % B Drop Pkts Al
atten-vs-pdu LF/UDP |Stopped [4) 0 [4) 8] [4) [4) [4)

A. Go to Reporting Menu and select Reporting Manager



B. Select the GUI Data Collection tab

C. Choose a directory and select Save
Reporting Manager

o

x

Overview | Generate Report | Server Data Collection | GUI Data Collection

Report Data Frequency: |Hest Precision |v|

GUI Data Collection Dir: |/home/lanforge/attenuation_vs_pdu |
Collection Status: |NOT saving reporting data. | Stopped

4. Run the Cross Connect and Generate a Report

A. On the Layer-3 tab, click Start, and the Script Report window will appear.

Script Report for: atten-vs-pdu-A

Script on: atten-vs-pdu-A
script: Script2544 Name: my-script

Flags: ACTIVE SHON_REPORT SHON_ATTENUATION RUN_ON_MGR
Group-Action: ALL

Loop-Count: @

Max-Tterations: 84

Fun-Duration: 30006ns Fause-Duration: 5006ms
Rates-A: bps, 906000000

Payload-Sizes-A: 64,512,1024,1472

Rates-B: bps, 900000000

Payload-Sizes-B: 64,512,1024,1472

Attenuator: 1.1.35 Attenuations: @..458..955
Constraints: 208000, 200000, 1000000, 1600080, @
Steps-Completed: 0 Steps-Failed: O

Estinated total script duration: 2940 seconds

Started At: Wed Nov 18 16:43:26 2015

iteration: G/84 Endpoint: atten-vs-pdu-A now: 1447893846994ms duration: 30000ms paused: S0EOmS

payload-size: 64 cfg-rate: 960080060

tx-pkts: 10460180 tx-bytes: 668301556 tx-bytes-low-level: 1107629536 tx-pps: 348673

tx-bps: 178213748 tx-bps-lov-level: 295367876

rx-pkts: O rc-bytes: O rc-bytes-Tow-level: 0

rx-pps: O rx-bps: O re-bps-low-levels O

rx-draps: @ rx-dups: @ rx-aoo: @ machine-load: 1,50

peer: rx-pkts: 1533621 rx-bytes: 98010064 rx-pps: S1121 rx-pps-ll: S1121

rx-bps: 26136017 rx-bps-low-level: 43312572

dropped: 8926569 drop percent: 85.3385 avg-rx-latency(us): 24000 avg-rt-latency(us): 24000 peer-machine-load: 1.50
rx-signal: -4 tx-link-speed: 234008000 rx-link-speed: 234060060 attenuation: O peer-rx-signal: -4 peer-tx-link-speed: 234000000
er-rx-Link-speed: 234000000

peer-dropped: O peer drop percent: 0.0000

l# * Failed transnit-percent constraint, reported: 19.8015% min: 90

l# * Failed drop-percent constraint, reported: 85.3385% max: 20

FERF R AR B R R T EE

[Jpause [ close | | saveFile | | Graphical pisplay | [ Invert RX-Signal X Axis

B. View the Dynamic Report

A. While the script is running, you can view the real-time results of the running script.

B. Right-Click on wlan0 and select Dynamic Report
C. Setup the Dynamic Report to view the data you are interested in.
D

. wlan0: RX Signal level shown on Axis-B and RX bps shown on Axis-A

Dynamic Reports
Report Graph v Endpoints |
el [z Add/Remove
¥ Ports |
| ] Liitwine sl
Add/Remove ]
8 Le ¥ Test Groups |
5| Le Add/Remove
(=]
o B - =
2 005118 12:02:37 53050 se1s0 030 0BT oo 13150 20250 0051018143457 2
2 J.wlano-signal |1:wlano-Rx8ps 2 [[JGlobal Stats
[Time Select Data
Auto Scale: B [JPositionLabel [Apause | Load | [ autoadjust | [ adjust | [ print | [ close |

E. To view Dynamic Report data after the test completes:

F. Set the Reporting Manager, Generate Report to the directory containing saved data.

G. Adjust the time scale and Load the data in the Dynamic Report window.




C. View the graphical results of the script when it completes.

A. Inthe Script Report window, click on Graphical Display and a window with the graphical
report will display

B. Scroll to the top of the window to view the graphs. Examples are shown below.
C. Atftenuation v. RX signal, endpoint A
Graphical script Report for: atten-vs-pdu-A QO ﬁ

Loop-Count: O

Max-Tearations: 24

Run-Duratsan: 30000 Pause-Durstion: S000n
Rates-2: bps, 306006000

Payload.Sizes-A: 61,512, 1624, 1472

Rates-B: bps, 306066500

Payload:sizes.8: 64,512, 1624, 1472
Attencator: 1135 frcenustions: 0. +50..95
Constraints: 200000, 280000, 1800060, 103000, O
Steps. Completad: 0 Suaps-Failed: §
Estimted total. script duracion: 2340 seconds
Started fr: Wed Nov 1 13.45:59 2015

s

Attenuations v/s RX-Signal for i att pdu-A: ed Rate: 900000000
0

g
I}
= -
= -
c
g -
K
5 -

150 200 250 300 350 400 450 500 550
Attenuation (ddB)

tten-us-pdU-A] B

D. 3D graph of Peer RX Bps
(]

TulT»

J < o sps for endorint: aten-ve-pi A Requested Rate: 300000000 el
Eul I Tl
Close Save File
E. Click on Save File and your browser will appear the the HTML copy of the report.
See also: Full Report  Raw Report Text



http://www.candelatech.com/examples/script-report-atten-vs-pdu/index.html
http://www.candelatech.com/examples/1118-atten-test-cookbook.txt

LANforge WiFi

ity Testin

Goal: Use the WiFi Capacity plugin to emulate traffic from hundreds of virtual stations across

an access point and report the results.

Requires LANforge 5.2.11 or later. Configure 128 stations
and assign them an SSID. Use the 'WiFi Capacity’
LANforge-GUI plugin to emulate:

e Station download traffic through the AP
e Statfion-to-station traffic

The ethl port of our LANforge in this example is
connected to the upstream network of the AP.

This example uses a LANforge CT523 system but the
procedure should work on all CT520, CT1523, CT525 and
similar systems.

System Under Test

Access Point
—_—
—
—
L
—
= e e P —— S——
LaNforge WiFire
I |
By )
Virtual Stations

EEEE R N S ST

System
Under Test

Ethernst
Upstream Port

LANforge WiFIRE

1. In the Port Mgr tab, select the radio wiphy0 and click Create.

LANforge Manager
Control Reporting Tear-Off Info Plugins

Version(5.2.11)

[ stopan |

‘ Restart Manager |

| Refresh | [ HELP

Filed0 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

Status I’Layer-B I/L3 Endps rVO'PJ‘RTP I/VO|PJ‘RTP Endps I’Armageddon rWanLinks I/Attenuators I/ Collision-Domains ‘

Disp: ‘10.1.0‘14:0‘0 | ‘ Sniff Packets | ‘ Clear Counters | ‘ Reset Port | | Delete |
Rpt Timer: |med1um (8 s) |V‘ ‘ Apply | ‘ View Details | ‘ Create | | Modify | ‘ Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources,
Port |Pha... Down IP HEL Alias RX Bytes | RX Pkts Pps RX bps RX | TXBytes | TXPkts
11.0 L [] 192168.100.26 |0 p33pl 148.643...| 268,227 75| 347.472|284,765..| 291.864| |a
A 0 | [J |o.0.0.0 0 wiphy0 0 0 0 0 Bl
L2 | [l |0.0.0.0 0 wiphyl 0 ‘ 0 0 0 0 o
1.1.3 Ll L] 10.26.1.2 0 plpl 27,822 89 0 103] 0 0
11.4 LI l¥] |0.0.0.0 0 wlang 0 0 0 0 0 o ||
1.1.5 O [¥] [0.0.0.0 0 wlanl 0 0 0 0 0 0of |-
[ Il ] ]
| Logged into: 192.168.100.26:4002 as: Admin

2. The Create VLANs window appears. Set the values below.

Create VLANs on Port: 1.1.002 2o B

() MACVLAN 2 802.1QVLAN  Redirect 2 Bridge ) GRE Tunnel
® WiFi STA O WiFi VAP Cr WiFi Monitor
Shelf: Resource: 1 (jedtest) = Port: (2 (wiphy0) =
VLAN ID: DHCP-IPv4
Parent MAC: ohepclienti: [ |+]
MAC Addr: 00:18:c4:cB:27:59 = IP Address: Global IPv6: AUTO
Quantity: IP Mask or Bits: Link IPus: AUTG
Gateway IP: IPv6 GW: AUTO

#1 Redir Name: #2 Redir Name:

STA i b ssm [test-ap [~]
WiFi AP: Key/Phrase: [ |
[J Use WPA [] Use WPAZ [] Use WEP
[] Down ‘

Apply H Cancel

A. Check WiFi STA.


https://www.candelatech.com/wifi_client_emulators.php

O 0 w

T ©

In the MAC Addr dropdown, choose RANDOM.

. Select DHCP-IPv4.

. Specify 128 for Quantity.

. SetSTAIDat 0.

. Our AP for this example is using SSID testAP with Keyphrase test-AP1. (no dashes allowed)
. Click the Apply button.

. And then close the window by pressing the Cancel button.

In the Port Mgr tab you will see the new WiFi stations:

Control Reporting Tear-Off Info Plugins

LANforge Manager Version(5.2.11)

Stop All Refresh HELP

F File-I0 r Layer-4 I/Genanc rTast Mgr r/TESt Group r/REsuurce Mgr r/EvEnt Log rA\er‘ts r Port Mgr r/Massages ‘

Status | Layer-3 | L3 Endps | VoIP/RTP | VoIP/RTP Endps | Ar n | wanLinks | Attenuators |  Collision-Domains |

Disp: [10.1.0.14:0.0 | ‘ Sniff Packets ‘ ‘ Clear Counters ‘ | Reset Fort | ‘ Delete |

Rpt Timer: |faster (1s) |V‘ ‘ Apply ‘ ‘ View Details ‘ | Create | ‘ Modify | Batch Madifyl ‘

All Ethernet Interfaces (Ports) for all Resources,

Port |Pha...| Down IP SEC Alias RX Bytes [ RX Pkts Pps RX bps RX | TX Bytes
1.1.000 192.168.100.26 |0 p33pl 51,695,...| 60,897.... 112| 407,048| 57,672,
1.1.001| [ [] ]10.26.2.165 0 stad 280,172 2,116 o] o] 10,254
1.1.002] [J L] |c.0.0.0 0 wiphyQ 343,142,..|658,158... 4 4.788| 7.669,3.../245,012... 5
1.1.003 10.26.2.97 0 stal 451,480 2,962 0 0 6.848 30
1.1.004| [ ] [ ] 10.26.2.101 0 sta2 356,278 2,405 0 0 6,596 30|
1.1.005] [] [] |10.26.2.169 0 sta3 376,232 2,622 0 0 5,400 26
1.1.008] [ [] 10.26.2.103 0 stad 334,364 2.276 0 0 5.364 26
11.007| [] [] ]10.26.2.166 0 stas 371,362 2,577 0 0 4,386 24/
1.1.008] [ [] [10.26.2.168 (o] stag 388,362 2,669 0 0 5,038 25|
1.1.008] [ [] [10.26.2.84 0 sta? 385,616 2.524' 0 0 5.762 27|
1.1.010| [] [ ] |10.26.2.87 0 stad 385,108 2.513| 0 0 5,454 27|
12011y [ ] [l |10.26.2.114 0 sta9 445,840 2.928| 0 0 5,364 26
EEoE2| ] [] [10.26.2.116 0 stall 287,894 2,045 0 0 5.002 25|
D13 [ ] |10.26.2.107 0 stall 340,708 2,320 0 0 6,234 29
1.1.014| [ ] [] 10.26.2.111 0 ‘stEIZ 376,872 2,558 0 0 6,234 29|
PR ] 10.26.2.118 0 stal3 337.682 2,351 0 0 2.734 27|
1.1.018 10.26.2.167 0 stald 301,682 2,203 0 0 3,916 22
11.017| [] [] ]10.26.2.120 0 stals 360,972 2,504 0 0 5,762 27|
1.1.018] [ [] 10.26.2.82 0 s5talG 330172 2,168 0 0 4.640 24
1.1.019 10.26.2.100 0 stal? 389,290 2,609 0 0 5.872 28]
1.1.020| [] [] ]10.26.2.123 0 stals 384,792 2,614 0 0 4,530 23] —
|1in71 [T T1 hn2a2126 i lstara a10 700 2750 il 0l 72 2 ! ‘1
1 [l ]

Logged into: 192.168.100.26:4002 as: Admin

3. Discussion of Capacity Test

A. Computing Intervals and Duration: The WiFi Capacity Test is intended to run in multiple intervals. How

many intervals is a product of the number stations in the test divided by the interval increment:
Intervals = (num stations / station increment). The duration of the festis the product of
the number of intervals times the sum of the interval duration plus setup timeout between intervals.
Given the setup time between intervals is J seconds, a test of 128 stations with a station increment of
8 and an interval duration of 30 seconds, the entire test durationis: (128 / 8) * (30 + J) = 480
+ 16 seconds. The actual setup time depends on two factors: a) If Seek Lower Rates is enabled,
which will atftempt to test each rate to fry and even out connection rates, and b) DHCP
performance. Adding piles of DHCP assignments for every increment can take several seconds, and
actual performance depends on your test environment.

B. Configuring Routes: the upstream port of your LANforge system should be able to ping the virtual
stations. You can use a command from the LANforge command prompt fo test this out: ping -I
ethl 10.26.2.100 where ethl is your upstream port on the same switch as the AP, and
10.26.2.100 is the IP of the virtual station. In the ethl Port Properties window, you will probably want
to set the gateway address for the port to the IP of the AP. In this case itis 10.26.1.2 . Without this
routing configured, the only test performed will be the station-to-station test.

plpl (jedtest.candelatech.com) Configure Settings =B
Port Status Information
Current: LINK-UP 1000bt-FD AUTQ-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: e1000e(2,2.14-k) Bus: 0000:04:00.0
Port Configurables
Enable General Interface Settings Port Rates
et IP Info ) 10bt-HD Advertise Rat..—
Set IP6 Info 8 10‘7?[’
100bt-HD
[ set IF Down [[] DHCP-PVE DHCP Release O pown [ Aux-Mgt O 100btFD
10GFD
Cleeidlicn DNS Servers; [192.168,100.1 Peer IP: NA 8 -
56t MTU Autonegotiate
IP Address:  [10.26.1.2 Global IPv6:  [AUTO 1000FD
Dl i 1P Mask: 255.255.255.0 Link IPv8: [aUTO [1Renegotiate [J10GFD
el Gateway IP: IPVS GW: [auto || [JRestart xor Arnetamd]
IS eI Alias: MTU: 1500 ClProMIS
[ set Re-AllFCS R oo - —offload
Diee e MAC Addr: 00:90:00:29:06:f8 | TX Q Len 1000 [ RX-ALL [ 750 Enabled
Dlectrgerra | SO0t [rore  [e]erote  foroe Tl meercs [ UF0 Enabled
ClsstcPumask  RPtTmen  [faster (1) [v]watchdog: :D ElBpes o S0 Enatle
— Services — CPU Mask: I:D WiFi Bridge: ﬂ [ Bypass Power-UP [JLRo Enabled
CIHTTR []Bypass Power-DOWN ot
mlaly [ Bypass Disconnact
[_prnt ][ view petails | [ Probe |[ sync |

4. Downloading via 128 Virtual Stations



A. In the Plugins dropdown menu, select WiFi Capacity Test, then begin to configure ports for the test.

Version(5.2.11)

LANforge Manager

Control Reporting Tear-Off Info

Groow Scripting  top All | [ Restart Manager | | Refresh | [ HELP
Create Simple VolP
Enforce Fairness Resource Mgr | Event Log | Alerts | Port Mgr | Messages |

Port Monitor ndps | Armageddon | wanLinks | Attenuaters | CollisionDomains |

‘ Clear Counters H Reset Port H Delete |

Layer-4 | Generic [ Te:

Status | Layer3 | L3 Endps

Disp: W
Rpt Timer: | ‘ ‘ “iew Details H Create H Modify H Batch Modify ‘

All EthernePinterfaces (Ports) for all Resources,
Port |Pha...| Down IP SEC Alias RX Bytes [ RX Pkts Pps RX bps RX | TX Bytes | TX Pkts P
1.1.000] [ [] [192.1868.100.26 [0 p33pl 51,707....| 60.923.... 112| 405.206| 57.713...| 60.405.... ’T
1.1.001] [] | [] [10.26.2.165 0 sta0 290,172, 2.116 0 o 10.254 57 |~

[ 4] i [»]

A. Highlight free ports that you want to add to the test, this includes the upstream port ethl
and the virtual stafions sta0 - stal27.

WiFi Capacity Test BEIE
(‘Select Ports | Settings | Advanced Settings | Select Output |
Station Increment: 8 [~]
Loop Iterations: [singte (1) [~]
Duration: [s0000 [+
Layer-4 Endpoint: [none [~]
Payload Size: [4000 (24,000 B) [~]
|Tnta| Download Rate: \v| 330 mops [~
|Tuta| Upload Rate: H [zero (0 bps) [~
Percentage TCP Rate: [1os 0% [~

B. Set Station Increment to 8. This will run 16 intervals with 8 stations added each time going
up to 128 total.

. Set the increment Duration to thirty seconds (in milliseconds) so 30000 .

o 0O

. Select UDP-IPv4 for the Protocol.
E. For the Payload size select 24,000 B.

F. Configure the Download Rate af 330 Mbps . The theoretical maximum for AP throughput
on one radio is about 340 Mbps with perfect conditions. Even 330 Mbps might not be
achieved. This download rate is the rate requested of the AP by all the virtual stations. With
eight virtual stations, the target download rate per station is 41.25 Mbps.

G. In Advanced Settings, set a Socket Buffer of 1MB.

H. Deselect Try Lower Rates. This will reduce interval setup time.

B. Click the Start button to begin the test.



C. You will see a Graphical Test Results window appear. It will update every test interval.
Graphical Script Report For: Wifi Capacity Test X
Combined Received Kbytes, for entire 30 s run 2

Value

Stations

'm UDP-Download m UDP-Upload —

| close | | saveFile |

Total PDU/s Received vs Number of Connections Active

Total PDU/s Received

60 65 70 75 80 90 95 100 105 110 115 120 125 130
Number of Active Connections

[+ Pps Upload 35 =+ Pps Upload 605 - Pps Download 35 Pps Download 60s]

Total Kbps Received vs Number of Connections Active

175000

150,000

125,000 -

100,000 |-

75,000 1

Total Kbps Received

50,000 {|
25,000 |

0

20 25 30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 105 110 115 120 125 130
Number of Active Connections

= Kbps Upload 3s - Kbps Upload 605 - Kbps Download 35 Kbps Download 60s |

Close | | saveFile

For more information see LANforge GUI User Guide: Plugins:WiFi Capacity Test.
5. Emulating station-to-station traffic with 128 virtual stations:
A. Go to the WiFi Capacity Test window.

B. This test is very similar. We remove the upstream port ethl from the Ports in Use list (in the Select
Ports tab). We then configure the fraffic fo use smaller TCP packets.

Capacity Test —a

[‘Select Ports | Settings | Advanced Settings | Select Output |
Station Increment: & [~]
Loop Iterations: single (1) [~]
Duration: 30000 [+]
Protocol: |uDP-1Pv4 [~]
Layer-4 Endpoint: [nonE [~]
Payload Size: [s00a (4,000 B) [+]
[Total Download Rate: [+] [ [+]
[Total Upload Rate: [=] [0 e [+]
Percentage TCP Rate: ] [+]

A. Inthe settings tab, set Protocol and Payload to TCP-IPv4 and 4000 B.

B. Change Total Download and Total Upload rafe to 60 Mbps and 60 Mbps . These setftings
should allow up to 120 Mbps between two stations, which will clearly saturate an AP.

C. Click Start to begin the test.


http://www.candelatech.com/lfgui_ug.php#WiFi%20Capacity%20Test

D. You will see a Graphical Test Results window appear. It will upon each test interval.

Graphical Script Report fo

in: 08 Avg: 1454 MB Max 174 M8 Total: 93 044 M8
Non-Transmitting endpaints: (1) udp-3.5tal20-03.5talZ1 &

Combined Received Kbytes, for entire 30 s run =

Stations

UDP-RX m UDP-TX| =
<« I N
[ close | | saveFile |

Graphical Script Report for: Wifi Capacity Test

Total PDU/s Received

8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62 64 66
Number of Active Connections

[-=Pps Upload 35 e Pps Upload 60s -+ Pps Download 35 Pps Download 60s]

Total Kbps Received vs Number of Connections Active

32,500
30,000
27,500
25,000
22,500
20,000
17,500
15,000
12,500
10,000

7,500

5,000

2,500

Total Kbps Received

8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62 64 66
Number of Active Connections

= Kbps Upload 3s -eKbps Upload 60s -+ Kbps Download 35 Kbps Download 60 =

| close | | saveFile |




LANforge WiFi Station Reset Testing

Goal: Use the WiFi Port Reset plugin to emulate restarting of stations associated to your WiFi
network.

Requires LANforge 5.2.12 or later. Restarting a WiFi station ; ——
exercises the whole network stack because it forces

negotiation across the wired network: your AP, your DHCP & I
server, your AP confroller, and possibly your RADIUS server. I
Performing this test at an unusually high frequency is a Lo forge UV
challenging robustness test for your wireless topology and
can expose possible race conditions when large numbers
of stations reset simultaneously while passing traffic. This
cookbook assumes the System Under Test is your AP and
that a CT520 (or better) is emulating stations to be reset
on the network.

L2 o g e W'fl RE

—
System Under Test ===

Access Point WAWIiIFT Clie mnt

V)

r LANforge WIFIRE
I

¢ B |
{ B '
[ I

Virtual Stations

1. Create WiFi stations
A. In the Ports tab, select wiphyO and click Create

LANforge Manager Version(: 2) o x
Control Reporting Tear-Off Info Plugins
[ stopan | [ Restart manager | [ Reresn | [ here |
Filed0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mar | Messages |
Status I Layer3 I L2 Endps I WarlLinks I Attenuators |
Disp: [192.168.100.27:0.0 | [_sniff Packets ] [ clearcounters |[ Resetpor |[ Delete |
Rpt Timer: ‘medlum (8 s) |vH apply ‘ ‘ View Details H Create | Modify H Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources. S N T o
Port |Pha..|Down| P SEC| Alias FDa:m RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
3 0.0.0.0 wiphyo 69,725 45, 4 5152 1,039 1 B
O | O o.26412 sta0 wiphy0 111 5 76 1,244 [5
7 ] [0.0.0.0 wlan2__|wiphy2
0 | & [o.00.0 wianl __|wiphyl T
] [0.0.0.0 wlano__|wiphyo
0.0.0.0 wiphy2
[ 0.0.0.0 wiphyl
10.26.1.3 [ethl 2,768 191
2 O | O [192.168.100.42 Jetho 174141 1,651 14| 12,056] 276883 2,34 (<]
[« i I D]
Logged in to: 192.168.100.26:4002 as: Admin

B. In the Create VLANS window, craft ten wifi stations:



Create VLANs on Port: 1 x

O MACWLAN (2 802,1QVLAN ) Redirect © Bridge ) GRE Tunnel
@ WIFiSTA O WIFiVAP ) WIFi Monitor

shelf Resource: 2 (kedtest) | 7] Port: [3 (wiphy0) ]
VLAN ID: DHCP-Pva4

Parent MAC: pczee |
MAC Addr: poorocmrne Tw] 1P Address: Global IPve: [auTO

Quantity: IP Mask or Bits: Link IPvs: |aUTO
Gateway IP: 1Pv6 GW: [auTO
#1 Redir Name: #2 Redir Name:

R [t E|
WiFi AP; Key/Phrase: [ |

[] Use WPA [] Use WPA2 [] Use WEP

[]Down

A. Select WiFi STA

B. For MAC address, choose xx:XxX:Xx:¥:¥*:1xx
C. Select DHCP-IPv4

D. Enter Quantity 10

E. Specify 0 for STA ID

F. The example SSID for this cookbook is jedtest

G. ..and then click Apply

C. You will see ten stations created:

LANForge Manager Versi
Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ ‘ Restart Manager | ‘ Refresh ‘ ‘ HELP |
Filed0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Evert Log | Alerts | Port Mgr | Messages |
Status I Layer-3 I L3 Endps I Wanlinks I Attenuators |
Disp: [192.168.100.27:0.0 H Sniff Packets \ \ Clear Counters H Reset Port H Delete \
Rpt Timer: [nediun (8 5) [=]] Apply viewbetals || create || modfy |[ Batch modiy
All Ethernet Interfaces (Ports) for all Resources
Parent|
Port |Pha...[ Down| P SEC| Aias |jo | RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkis | PpsTX
o . - . - —
stag W\Ehyl , 404 30| 210K ,22. 16
L stag wiphyC 836 32, NE] 58 17,
sta7 wiphyC ,584 3E1 it 127 16
- . sta wiphy( 1612 22 .04 13,05, 60/
sta wiphyt 764 4 = 177 6
1| O sta wiphy( 896 6 23 .64 8|
sta wiphyC 286 7 .168| .58 7 L
L IN] sta wiphy ,034 7 .149| .22 T
sta. wiphyt ,314 9 .097| .22
sta wiphyC 2 0 .211 .64
LU ethl 3 2 32 j
1 I |
Logged in to; 192.168.100.26:4002 as: Admin
2. Create Connections fo Stations
A. Inthe Layer-3 tab, click Create
o x
Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ ‘ Restart Manager | ‘ Refresh ‘ ‘ HELP |
Filed0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer3 I L3 Endps 1 WarlLinks I Attenuators |
Rpt Tmer: [fast_ (15) | v[Go] Test Manager [al <] [ selectal ][ stat ][ stop |[ quiesce || clear |
View ‘u-zuu ‘vlﬂul ‘ Display | ‘rgate ‘ Modify H Delete ‘
ross Connects for Selected Test Manager
Name Type | State |PktTxAsBPKtTxAcB Rate A=B Rate A« B RxDrup%A‘RxDmp% 8| Drop Pkts A| Drop Pkt:
() ] o]
Logged in to; 192.168.100.26:4002 as: Admin

B. Create station download traffic




sta-trf - Create/Modify Cross Connect
l:‘ | All | | Display | | Sync | ‘ Batch-Create | ‘ Apply | | Cancel ||
Cross-Connect |At'temI t to af changes, and clt
X Name: fsta-trf
LULEs [Lanforge s TcP I~
Endpoint & Endpoint B
Resource: 2 (kedtest) | |2 (kedtest) -
Port: 2 (sta0) w |1 (ethl) -
Min Tx Rate: 0ld DSL ( 256 Kbps )|w|[ld DSL { 256 Kbps )|w
Max Ti Rate: Same w | [Sane -
Min PDU Size: ITCP Pld (1,460 B) « |[TCP Pld (1,480 B) -
Max PDU Size: Same w | |Same -
IP ToS: Best Effort (0) w ||Best Effort (0] -
Pkts To Send: Infinite w | |Infinite -

. This example connection is named sta-trf
. Connection Type is LANforge / TCP
. This example resource is kedtest, where our stations live

. The Endpoint A Port will be the station sta0,

m O 0O ©w >

. and the Endpoint B Port will be upstream of the ap, eth1.
F. We'll set the Min Tx Rate for both sides to 265 Kbps

G. and set the PDU Size to TCP P1d (1,460 B) .

H. ..then click OK

C. Test this station by selecting it and clicking Start

LANFforge Manager Version(

12)

o x
Control Reporting Tear-off Info Plugins

[ stopal | [ Restart Manager | [ Refresn | [ rerp |
File-10 r Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 1 L3 Endps I wanLinks I Attenuators |
Rpt Timer: |fast (15) ‘vl(}n‘ Test Manager |al\ ‘v‘ ‘ Select All | tart ‘ Stop H Quiesce ‘ [clear
View [o-200 [*]so] | oisplay create |[ modty | [ pelete |
ross Connects for Selected Test Manager
Name Type | State |PktTxA-BPktTxA<B Rate A-B Rate A<B  |Rx Drop % AlRx Drop % B Drop Pkts A| Drop Pkts B
statrf LF/TCP [Stopped 0 0 0 0 0 0 0 0
o ] I D]

Logged in to: 192.168.100.26:4002 as: Admin

D. Click Stop when you are done testing the connection

E. Click Modify for sta-trf and we will batch create nine more:

Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP |
File-10 r Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 I L3 Endps I WanLinks I Attenuators |
Rpt Timer: |fast 1s) "lﬁu‘ Test Manager |al\ ‘v‘ ‘ Select All H Start H Stop H Quiesce H Clear ‘
view  [0-200 [=]s0] [ pisplay |[ create |[ odfy | [ pelete |
ross Connects for Selected Test Manager
Name Type | State |PktTxA-EBPktTkA<B RateA-B Rate A<B  |RxDrop % AlRx Drop % B Drop Pkts A| Drop Pkts B
statrt [F/TCP [Stopped 0 0 0 0 0 0 0 0
e I I 0]

Logged in to: 192.168.100.26:4002 as: Admin

F. Click Batch Create in the Create-Modify Cross Connect window

sta-trf - Create/Modify Cross Connect

D | All | | Display | | Sync | | Batch-Create ‘ Apply | | 0K | | Cancel |

Cross-Connect ate a series of tests based off of the c:

X Name: Ista—tr‘f

sl [tanforge s TcP I~
Endpoint & Endpoint B

Resource: 2 (kedtest) | |2 (kedtest) -

Port: 2 (sta0) w |1 (ethl) -

Min Tx Rate: old DSL ( 256 Kbps )| w|pld DSL { 256 Kbps )|

Max Ti Rate: Same w | |Same -

Min PDU Size: TCP Pld (1,460 B) w | [TCP Pld (1,460 B) -

Max PDU Size: Same w | |Same -

IP ToS: Best Effort (0) w ||Best Effort (0) -

Pkts To Send: Infinite w | |Infinite -

G. Create nine more cross connects like this one:



Batch Creator: sta

aye

sta-trf0l, sta-trf02 ... sta-trf09
Endp-A Resources: 2, 2... 2
Endp-B Resources: 2, 2.. 2

Endp-A Ports: stal, sta2 ... stag
Endp-B Ports: ethl, ethl ... ethl
Endp-A IPs: AUTO, AUTO ... AUTO
Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: l:l Number of Digits:
Starting Name Suffix: ’17 Name Increment: ,17
Resource Increment A: ’07 Resource Increment B: ’Ui
Port Increment A: L Port increment E: b ]
IP Addr Increment A: ’07 IP Addr Increment B: lﬂi
IP-Port Increment A: ’17 IP-Port Increment B: lli

App\y* | Close ‘
JAttemnt ta annly channes. but do nat close the corrent v

Zero Pad

A. Set Quantity to 9
Set Number of Digits fo 2
C. We are not changing the B-side port, so we do not need to increment it. Set the Port

Increment B to 0

H. Select all connections and click Start

LANFforge Manager Version( 12) ox
Control Reporting Tear-Off Info Plugins
‘ stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP |
Filed0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
status Layer-3 [ L3 Endps I wanLinks I Attenuators |
RptTimer: [fast (1) |v]Go] Test Manager [al [+] [ selectall ] [ stop |[ auiesce ][ clear |
View |n-znn ‘len‘ | Display | Create ‘ Modify ‘ | Delete ‘
ross Connects for Selected Test Manager
Name Type | State |PktTxA-BPktTxA<B Rate A-B Rate A<B  |Rx Drop % AlRx Drop % B Drop Pkts A| Drop Pkts B
statrf fTCP_|Stoppe
statrfol [TCP_[Stoppe
statrfoz [TCP_[Stoppe
statrfo3 [TCP_[Stoppe
statrfod [TCP_|Stoppe
statrfos [TCP_|Stoppe
statrfos [TCP_|Stoppe
sta-trfo7 [TCP_|Stoppe
sta-trfos [TCP_|Stoppe
sta-trfog [TCP_|Stoppe

Logged in to: 192.168.100.26:4002 as: Admin

I. Connections should not show dropped packets in the __Rx Drop % A or Rx Drop % B__ columns

LANFforge Manager Version( 12) ox
Control Reporting Tear-Off Info Plugins
[ stopal | [ Restart Manager | [ Refresh | [ nerp |
Filed0 | Layer4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 [ L3 Endps I WanlLinks I Attenuators |
RptTimer: [fast (1) |v]Go] Test Manager [al [+] [ selectal ][ [start |[ stop |[ ouiesce |[ clear |
view o200 <[] [_oispiay ] [_create |[_mociy ] [_oeiere |
ross Connects for Selected Test Manager
Name Type | State |PktTxA-BPktTxA<B Rate A-B Rate A<B  [RxDrop % AlRx D‘a% B| Drop Pkts A| Drop Pkts B
E r un 5 5 255,911 255,835
E m un ; ; 255,935 255,935
si L un : ; 255,937 255,935
st m un : : 255, 255,93
E m un ; ; 255, 255,93
E m un ; ; 255, 255,91
E m un 411 ; 255,94 255,95
E m un 413 ; 255,92 255,97
E m un ,407 ; 255,97 255,961
E f un ,422 ) 255,935 255,935

Logged in to: 192.168.100.26:4002 as: Admin

Control Reporting Tear-Off Info Plugins

3. Configure Port Reset Script

A. In the Port Manager tab, select stations sta0 - sta?

LANforge Manager Version(5.2.12) o'x

‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP |

Filed0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
E I

tatus I Layer-3 L3 Endps I wanLinks I Attenuators |
Disp: [192.16810027:0.0 || SniffPackets | [ clear Courters || ResetPart |[ Delete |
RptTimer: [nedin (8s) [w|[  apply | [ viewpetals |[ create || modfy |[ Batchmodiy |
All Ethernet Interfaces (Ports] for all Resources
Farent
Port |Pha..|Down [ SEC| Alias |gec’| RXBytes | RXPkts | PpsRX | bpsRX | TXBytes
a o o a : oo
264,51 stad  (wiphyd| 21,757,798 38,835 55 200,790 23,005,588
,26,4,49 stag (wiphyQ| 21,245,072 38,786 65/ 200,865 21,085,752 38,
26. 7 sta7 wiphy( 1247, 30 38,758 65| 290,858 22,004,86 3
Ol 26, sta lwiphy( ,244,16. ,723| 65] 290,803 22,014,658
m o= 26 sta lwiphyC ,459,95. ,127| 65| 290,848] 22,218,67.
Ol 26, sta. lwiphy( ,408,9: ,015) 65| 290,807 22,173,
6 | | O 26 sta lwiphyC ,400,1 ,075 65| 290,673 22,168,
1205 | (J | O 26, sta lwiphy( ,388,3 ,010| 65[ 290,788 22,155,
04 [] [] 26. sta wiphy( 1254, 4 , 738 B5| .71 22,017,2
02 26. sta \wiphiy( '2,248.5: 545! 55| .86 23.045.8
0l 26.1 |ethl 14,509,005 385,688 557] 2,929, 214,502.4.
K ] I

Logged in to: 192.168.100.26:4002 as: Admin

B. In the LANforge Manager windows, select the Chamber View—Tests—Port Reset option—Run Test



Chamber View (5.4.5) vioAl X

I
= Manage
Scenarios

|Al)7thmughput}est "l

pLRoL

| Apply Scenario |

Tests:

Port Reset [~

[WiFi Capacity
Scenario Test
Dataplane
Hunt
Rate vs Range
= [Rxsensitivity

eset )
Port Bringup
[Roam Test
[Target-wait-Time
[rR-398
[TR-305 Tssue 2

IAP-Auto
Mesh
Scale
28
Cll L I |
[¥] Show RSST
Show External CX
& Show Attenuators I St B [k ][_print ] [ ey | [ Butascensio | [ giose |

(] Show Inactive DUT ] Ignore Ateenuation
Show WiFi Connections
how Device Profiles [1] Apply Motion
Show Hidden Chambers

how Traffic Profiles [ Pause Path

C. In the Porf Reset Test window, you will see the fen ports already selected. We will configure quick
resefs for this fest:

Port Reset Test

Concurrent Ports to Reset: Five (5] -
Minimum Time between Resets: 5 seconds (5 s) -
Maximum Time between Resets: 20 seconds (20 s) -

[ Random Port Selection

Ports Selection

Ports in Use Free Ports
1.2.2 stad 1.0.0 etho =
1.2.4 stal 1.1.0 etho
1.2.5 sta2 1.1.1 ethl
1.2.6 sta3 1.1.2 wiphy0
1.2.7 stad 1.1.3 wiphyl
1.2.8 sta5 1.1.4 wlan0
1.2.9 stag 1.1.5wlanl
1.210 sta7 1.1.6vap0
1.2.11 stag8 1.2.0 etho
1.2.12 stag 1.2.1 ethl

17 3 winkon

Start h

Close

. Set Concurrent Ports to Reset to 5

. Set Minimum Time between Resets to 5 seconds

A
B
C. and Maximum Time between Resets to 20 seconds
D

...and click Start

4. Observe Results

A. The Port Reset Test Results window will show the list of ports getting reset.



Graphical Script Report For: Port Reset Tes! —EX
Port Reset script requested values:

Concurrent Ports to Reset: Five (5)

Minimum Time between Resets: 5 seconds (5 s)
Maximum Time between Resets: 20 seconds (20 s)
Random Port Selection: false

Date: Thu May 29 13:35:50 POT 2014

Build Date: Tue May 20 10:57:47 POT 2014

Build Version: S: 2k

Add Your Notes Below:

[T4013955999.969 reset_port 1 2 sfag
1401395999,.969 reset_port 1 2 sta?
1401395999.970 reset_port 1 2 stag
1401395999.971 reset_port 1 2 sta9
1401396012.250 reset_port 1 2 sta0
1401396012.250 reset_port 1 2 stal
1401396012.250 reset_port 1 2 sta2
1401396012251 reset_port 1 2 sta3
1401396012.251 reset_port 1 2 stad
1401396030.832 reset_port 1 2 sta5
1401396030.832 reset_port 1 2 staf
1401396030.832 reset_port 1 2 sta7?
1401396030.832 reset_port 1 2 stag
1401396030.832 reset_port 1 2 sta9
1401396035.948 reset_port 1 2 sta0
1401396035.948 reset_port 1 2 stal
1401396035.948 reset_port 1 2 sta2
14013956035.948 reset_port 1 2 sta3
1401396035.948 reset_port 1 2 stad
1401396045.998 reset_port 1 2 sta5
1401396045.998 reset_port 1 2 stad
1401396045.999 reset_port 1 2 sta?
1401396045.999 reset_port 1 2 sta8
1401396045,999 reset_port 1 2 sta9
1401396052.644 reset_port 1 2 sta0
1401396052.645 reset_port 1 2 stal
1401396052.645 reset_port 1 2 sta2
1401396052.645 reset_port 1 2 sta3
1401395052.645 reset_port 1 2 stad
1401396066.772 reset_port 1 2 stad
1401396066.773 reset_port 1 2 sta6
1401396066.773 reset_port 1 2 sta?
1401396066.773 reset_port 1 2 stag
1401396066.773 reset_port 1 2 sta9
1401396085.062 reset_port 1 2 stal
1401396085.062 reset_port 1 2 stal
1401396085.062 reset_port 1 2 sta2
1401396085.062 reset_port 1 2 sta3
1401396085.062 reset_port 1 2 stad
1401396100.675 reset_port 1 2 sta5
4] i ] D

| Close ‘ | Save File |

B. The Layer-3 tab will show the amount of lost and dropped packets.

LANForge Manager Version(5.2.12) e
Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP |
File10 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 I L3 Endps I WanLinks I Attenuators |
Rpt Timer: |fast 1 s) "lGn‘ Test Manager |al\ ‘v‘ ‘ Select All H Start H Stop H Quiesce H Clear ‘
view  [0-200 [=]s0] [ pisplay |[ create |[ modiy | [ pelete |
ross Connects for Selected Test Manager
Name Type | State PkthAAijthAe—B Rate A E Rate A<B  |RxDrop % AlRx Drop % B Drop Pkts A| Drop Pkts B
s LFAT un 7.16: 7,167 4, 4,529 0.296 0.517] 10
s LF/T un 58 29 ,604) 0.344) 0. 26|
s LF/T un .94 943 ,055) 0.3 0. i
s LF/T un 6 ,665) 1226 .475) 3 7
E LF/T un 1 13 g4 97 205
i LF/T un 66! ,665) 26| .305) 197
i LF/T un 77, ,779) 76 17 .579) 213]
statrf0z LF/T un 49 408 127 ag 556, 203
sta-trf03 LF/T un .67, ,670| ,259) 03 559 205
sta-trf m un TE: ,739] ,634) 44, 593 218
(Kl i I Iv]

Logged in to: 192.168.100.26:4002 as: Admin

C. We can graph the throughput of the connections with the Dynamic Report menu option

LANForge Manager Version(5.2.12) e
Control Reporting Tear-Off Info Plugins
‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP |
File10 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 I L3 Endps I WanLinks I Attenuators |
Rpt Timer: |fast 1 s) "lGn‘ Test Manager |al\ ‘v‘ ‘ Select All H Start H Stop H Quiesce H Clear ‘
view  [0-200 [=]s0] [ pisplay |[ create |[ modiy | [ pelete |
ross Connects for Selected Test Manager
Name Type ‘ State |PktTxA->BPktTKA<B RateA-B Rate A<B  |RxDrop % AlRx Drop % B Drop Pkts A| Drop Pkts B
statrd LF/TCP_[Run 7, 2_3‘ 37,223 241,038 241,038 7 .602 20 227
sta-trf LF/TCP_[WAITING 7,295 E} 241,849] 41,843 7 627 3 34
statrfog LF/TCP_[Run 7,227 ‘MS(M S EE ,987 Z 559 g
statrfog LF/TCP_[Run 7.218] W ,987 7 .55 7
stairfo7 LF/TCP |Run 7,524] W Stop Selected 068 B 55, 7
sta-trf LF/TCP_[WAITING 7, Clear Selected 110] Z ; 7
statr LF/TCP_[WAITING T Modify Selected .480] ; a1 7
statrf LF/TCP_[WAITING 7, 1 pisplay Selected ,364 9 a5 5
sta-trf LF/TCP_[Run 7, - ,425 I 0 19 9
sta-trfol [TCP_|WATING 7,1 ‘Lé ,825 9 0.584 28] 7
Table Report
il jj] Count Selected I s
Calculations

Logged in to: 192.168.100.26:4002 as: Admin

Add/Remove Table Columns

D. In the Dynamic Reports window, we are graphing the Rx-Bps for each connection in axis-A, and in
axis-B we are graphing the Rx-Bps for the upstream port, eth1
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LANForge Manager

‘Version(5.2.12)

E. You will also want to watch for warnings and failures. In the Alerts tab, you will see persistent alerts.
The alerts in this picture can be safely ignored:

Control Reporting Tear-Off Info Plugins
‘ stop All ‘ | Restart Manager ‘ ‘ Refresh ‘ ‘ HELP |
0 | Layer4 | Test Mgr | Test Group | Resource Mgr | Event Log rmerts [ Port Mgr | Messages |
Status I Layer3 I L3 Endps WanLinks Attenuators |
N
Alert:

Time-Stamp ID_| Priority Name Event Event Description Type EID
2014-05-20 10:10:35.208 | 781| Warningwlan0 [WiFi-Config_|Port wland has no WiFi S3ID Configured. Port _ |1.215
2014-05-20 10:10:35.245 |_787| Warning [wlanl [WiFi-Config_|Port wlanl has no WiFi 5SID Configured. Port _ [1.2.16
2014-05-20 10:10:35.283 | 793| Warning[wlan2 [WiFi-Config_|Port wlan2 has no WiFi 53D Configured. Port  [1.2.17

F. Check the LANforge Wireless Events window.You will see station connects and disconnects and

failure notices. The messages shown in this picture are normal:

[2014-05-29 14:03;
[2014-05-29 14:03;

[2014-05-29 14:03;
[2014-05-29 14:03:57.20L
[2014-05-29 14:03:57.201
he IBSS or ESS

[2014-05-20 14:03:57.201
[2014-05-20 14:03:57.20L

[2014-05-29 14:03:57.201

forge Wireless Events (192.168.100.2

stas (phy %0} mscunnectea (\m:a\ request)

sta6: new station 00:4f7"

sta6 (phy #0): auth UU‘Af‘79‘33‘47‘ce - 00:02:82:67:06:20 status: 0; Successful

stas (phy #0): assoc 00:4f;73:a3i47:ce = 00:0e:8e:67: 06:e9 status: 0; Successful

sta6 (phy #0): connected to 00:4f.73:33:47:ce

sta7: del station 00:4f:73:a3:47:ce

sta7 (phy #0): deauth 00:0e:8e:62:cL:e8 - 00:4f:73:33:47:ce reason 3: Deauthenticated because sending station is leaving (or ha:

sta? (phy 201 disconnactd (ocal request)
sta7: new station 00:4f7:

sta7 (phy #0): auth 00: 6758547 8 = 00.08:8 62 ¢1:89 status: 0 Successtul

sta7 (phy #0): assoc 00:4f7%ia%:47ice -> 00:0e:8e:62ic1ie9 status: O; Successful

sta7 (phy #0): connected to 00:47:73:a3:47:ce

sta8: del station 00:4f:73:a3:47:ce

stag (phy #0): deauth 00: Oe: Be:ch:Ge: €9 - 00:47:73:a3:47: ce reason 3: Deauthenticated because sending station is leaving (or ha:

he IBSS or ESS

[2014-05-29 14:03:57.201
[2014-05-20 14:03:57.20L
[2014-05-29 14:03:57.201

2014-05-29 14:03:57,202
2014-05-29 14:03:57.202
[2014-05-29 14:03:57,202
he IBSS or ESS

[2014-05-29 14:03:57.202
[2014-05-29 14:03:57.202
[2014-05-20 14:03:57.202
[2014-05-20 14:03:57.230
[2014-05-20 14:03:57.230

stas (phy #0): disconnected (Iocal request)
sta8: new station 00:4f:73:a3:47:ce

sta8 (phy #0): auth 00:4f:73:32:47:ce -> 00:0e:8e: cb:9e:e9 status: 0: Successful
stag (phy #0): assoc 00:4f:73:a3:47:ce -> 00:0e:Be:ch: 0e:e0 status: O: Successful
stag (phy #0): connected to 00:4f:73:a3:47:ce
stad: del station 00:47:73:a3:47:ce

stag (phy #0): deauth 00: 0e: 8e:d1:9b:eg == 00:4f:73:a3:47:ce reason 3: Deauthenticated because sending station is leaving (or ha

stag (phy #0): disconnected (lacal request)
stag: new station 00:4f:73:a3:47:C

stag (phy #0): auth 00:4f.73:a3: 7:ce > 00:0e:BerdL:6b:e0 status: O: Successiul
stag (phy #0): assoc 00:4f:73:a3:47:ce -> 00:0e:8
stag (phy #0): connected to 00:4f.73:a3:47:ce

1:9b:e status: 0: Successful

[ Pause

| close |

| saverie |

G.

their IP changes, and this is normal, as shown in this picture:

£
[kt Thu May 29 14:06:24 PDT 2014

WARNING: Endpoint: sta-trf0g-A is running and a change of the IPv4 address from: 10.26.4.51 to: 0.0.0.0 was detected on port: sta9. Automatically restarting this

lendpoint

ke Thu May 29 14:06:39 PDT 2014

WARNING: Endpoint: sta-trfOL-Ais running and a change of the IPv4 address from: 10.26.4.50 to: 0.0.0.0 was detected on port: stal. Automatically restarting this

lendpoint

jeke Thu May 20 14:06:39 PDT 2014

LANforge Messages (192.16

00.26:4002)

WARNING: Endpeint: sta-trf-A is running and a change of the IPv4 address from: 10,26,4.48 to; 0.0.0.0 was detected on port: sta0, Automatically restarting this

lendpaint.

e Thu May 29 14:06:39 PDT 2014

WARNING: Endpoint: sta-trf02-A is running and a change of the IPv4 address from: 10.26.4.44 to: 0.0.0.0 was detected on port: sta2. Automatically restarting this

lendpoint

feeekeer Thu May 29 14:06:39 PDT 2014

WARNING: Endpoint: sta-trf03-Ais running and a change of the IPv4 address from: 10.26.4.45 to: 0.0.0.0 was detected on port: sta3. Automatically restarting this

lendpoint

e Thu May 20 14:06:39 PDT 2014

WARNING: Endpoint: sta-trf0d-Ais running and a change of the IPv4 address from: 10.26.4.43 to: 0.0.0.0 was detected on port: stad. Automatically restarting this

lendpoint

In the LANforge Messages window, you will see connection warnings. Connections will warn when

x

[ Pause

| close |

| saverie |

H. Andin the Event Log tab, you can review more detailed link-up, link-down and connection events

that occur with these station restarts:




LANforge Manager Version(5.2.12) =S
Control Reporting Tear-Off Info Plugins
[ Restart Manager | [ Refresh | [ Herr |
Filed0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | EventLog | Alerts | Port Mgr | Messages |
Status I Layer-3 I L3 Endps I WanLinks Attenuators |
[ setect Al |[ create ][ modity | [ pelete |
Time-Stam| 10| Priority Name Event Event Description Type | ED
U= OIS o R TTOp=STATT—|STATtTgr STE-TU7=5 REas0mT L TP TR s ETO O L2 Lo
05 107:59,17 77@' nfo sta-trfog-A ndp-Start_|Starting: sta-trf08-A Reason: ch nPhan ndpoin 1
05 :07:59.179_| 7785| Info sta trfog-B ndp-Start_|Starting: sta-trf08-8 Reason: ch nPhar ndpoin
05 :07:59.179 | 7786| Info sta-trf0g-A ndp-Start_|Starting: sta-trf09-A Reason: ch nPhar ndpoin
-05- :07:59.179_| 7787| Info sta-trf09-B ndp-Start_|Starting: sta-trf09-8 Reason: ch nPhar ndpoin
-05- :08: 7788 Info sta nk-Down _|Port sta0 is Link DOWN ort
-05- :08:07 7788] Info stal nk-Down _|Port stal is Link DOWN Port
05 108:07 7790[ Info sta0 nk-Up ort sta0 is Link UP. Fart
05 108:07 7791 Info sta nk-Up ort stal is Link UP. Fart
05 108:07 7792[ Info sta nk-Down _|Port sta2 is Link DOWN. Port
05 108:07 7793 Info sta nk-Up ort sta2 is Link UP. Port
05 :08:07 7794] Info sta nk-Down _|Port sta3 is Link DOWN Port
05- :08:07. 7795| Info sta nk-Up ort sta3 is Link UP. Port
05 :08:07 7796 Info sta nk-Down _|Port stad is Link DOWN Port
-05- :08:07 7797 Info sta nk-Up ort stad is Link UP. Port 7
-05- :08:07.897 | 7800| Info sta nk-Down _|Port sta0 is Link DOWN Port
05 :08:07.897 | 7801[ Info sta0 isconnect |sta0 (phy #0): disconnected (local request) Fart
05 :08:07. 7804[ Info stal ink-Down _|Port stal is Link DOWN. Fart
05 :08:07. 7805 Info stal isconnect |stal (phy #0): disconnected (local request) Port
05 108:07. 7808 Info sta0 ink-Up Port sta0 is Link UP. Port
05 108:07. 7807 Info sta0 Connect _[sta0 (phy #0): connected to 00:4f73:a3:47:ce__|Port
05 :08:07 7808 Info stal Link-Up. Port stal is Link UP: Port
05 :08:07 7 nfo sta Connect _[stal (phy #0): connected to 00:4f.73:a3:47:ce___|Port
-05- :08:0 7 nfo sta Link-Down_[Port sta2 is Link DOWN. Port
-05- :08:08.0 7 nfo sta Disconnect [sta2 (phy #0): disconnected (local request) Port
05 :08:08.0 7 nfo sta Link-Up Port sta2 is Link UP. Part
05 :08:08.0 7 nfo sta Connect _[staz2 (phy #0) connected to 00:4f73:a3:47:ce __|Port
05 :08:08.0 7 nfo sta Link-Down _|Port sta is Link DOWN. Fort
05-29 14:08:08.0 7 nfo |sta Disconnect [stas3 (phy #0): disconnacted (local request) Port
05 :08:08.0 7820 Info sta Link-Up Port sta3 is Link UP. Port
05 :08:0 7821| Info sta Connect _[sta3 (phy #0): connected to 00:4f.73:a3:47:ce___|Port
05 :08:0 7824 Info sta Link-Down__|Port sta is Link DOWN. Port
-05- :08:08.157 | 7825| Info sta Disconnect [stad (phy #0): disconnected (local request) Port
-05- :08:08.157 | 7826| Info sta Link-Up Port stad is Link UP. Port
05 :08:08.157 | 7827| Info sta onnect _|stad (phy #0): connected to 00:4f73:a%:47:ce __|Port
05 :08:08.217 | 7798| Info sta-triA ndp-Stop _|Stopping: statrf-A Reason: IP changed. ndpoin
05 :08:08.217 | 7799] Info statfB ndp-Stop _|Stopping: statrf-B Reason: notifyEndpStopping. _|Endpoint
05 108:08, 7802 Info sta-trfol-A ndp-Stop _|Stopping: statrf0l-A Reason: IP changed. ndpoin
05 108:08. 7 nfo sta-trfol -8 ndp-Stop _|Stopping: statrfol-B_Reason: notifyEndpStopping. [Endpoint
05 :08:0 7810 Info sta-trf02-A ndp-Stop _|Stopping: statrf02-A Reason: IP change! ndpoin
05 :08:0 7811 Info sta trf02-8 ndp-Stop _|Stopping: statrf02-B_Reason: notifyEndpStopping. [Endpoint
-05- :08:0 7816 Info sta-trf03-A ndp-Stop _|Stopping: statrf03-A Reason: IP change! ndpoin
-05- :08:08.220 | 7817| Info sta-trf03-8 ndp-Stop _|Stopping: statrf03-B_Reason: notifyEndpStopping. [Endpoin |
-05- :08:08.221 | 7822| Info sta-trf04-A ndp-Stop _|Stopping: statrf04-A Reason: IP changed. ndpoin
05 :08:08.221 | 7823[ Info statrf04 B ndp-Stop _|Stopping: statrf04-B Reason: notifyEndpStopping. [Endpoint
Logged into: 192.168.100.26:4002 as: Admin

I. Use these monitoring sources to check for undesirable trends:
= Undesirable slowing trend in traffic

stations that do no return

m DHCP failures or pool exhaustion

= or uncommonly long station re-association events

5. Halt the test when you are finished.

rt Reset Test

Concurrent Ports to Reset: Five (s) -
Minimum Time between Resets: S seconds (S s) -
Maximum Time between Resets: 208 seconds (20 s) -

[] Randem Port Selection

Ports Selection

Ports in Use Free Ports
1.2.2 stad 1.0.0 etho =
1.2.4 stal 1.1.0 etho
1.2.5 sta2 1.1.1 ethl
1.2,6 sta3 <-- Add Ports 1.1.2 wiphy
1.2.7 stad 1.1.3 wiphyl
1.2.8 stas 1.1.4 wlan0
1.2.9 stag 1.1.5wlanl
1.2.10 sta7 1.1.6vap0
1.2.11 sta8 1.2.0 etho
1.2.12 stag9 1.2.1 ethl

19 T minkn

Close




WiFi: Emulating Degraded Stations

Goal: Create a scenario where WiFi stations send out corrupted packets that can cause
handshake and authentication failures. Learn techniques to capture and inspect packets to
view corruption and scan log files to find indications of LANforge corruption injections.

We will learn to use the some WiFi packet corruption R

features fo emulate malfunctioning station equipment.
This consists of enabling the corruption features and I /\é I

looking for errors when stations attempt to associate. Part

of this will include capturing packets and inspecting Lamnforge SUI
them. This scenario requires LANforge version 5.3.6, and a
two-radio LANforge system with one radio set in monitor I

mode.

WWiIFi Client

Open Authentication Test Scenario

We will begin with a basic open authentication test scenario with a single virtual station on a LANforge system
connecting fo an AP. (See Also: Generating Traffic for WLAN Testing) This test scenario also works for Captive
Portal testing.

Create a Station with Corruptions

We will use the simplest form of corruption, ignored frames. Select the Port — Corruptions tab, and set Ignore RX
Frames very high, like 75%. To limit this to association frames, select ASSOC.
G e ELESILIE SN
Port Status Information
Current:  DOWN LINK-DOWN GRO NONE
Driver Info; Part Type: WIFI-SSTA  Parent: wiphyl

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration |  Corruptions | Custom WiFi
Configurable WiFi Corruptions

Ignore RX Frames Corrupt TX Frames Duplicate TX Frames Delay Frame Processing

‘75% (75%) ‘szer‘o (0%) |v||zero (0%) "| Min ‘0 (No Delay) (0 ms) |V|
[] Any/all EAPOL  []EAPOL 2/4 [ EAPOL 2/4 [1EAPOL 1/4

[] DEAUTH [C1EAPOL 4/4 ] EAPOL 4/4 [1EAPOL 3/4

[]EAPOL 1/4 []EAPOL 2/2 []EAPOL 22 []EAPOL 1/2

[]EAPOL 3/4 [ ]ID-Response []ID-Response [ ]ID-Request

[]EAPOL 1/2 [] other-Response [] Other-Response [] Other-Request

ASSOC

[ ]ID-Request

[] Other-Request

| Print || View Details ‘ ‘ Probe || Display Scan || Sync | | Apply || oK | | Cancel

Associate a Station with Corruptions

Introducing corruptions is simple. Watching the effects fakes some effort. With aggressive association
corruptions, the basic effect will appear as if your station takes an unreasonably long fime to associate. Let's


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing

set up Wireshark at different interfaces to understand better the kinds of traffic at play.

1. Select aradio for monitoring and set its channel to match the AP channel. If your AP is on channel 44,
modify your LANforge wiphy monitor radio to also listen on channel 44. Our test AP is named hedtest-

2000-open

Port Status Information
LINK-DOWN NONE

current:
Driver Info: Port Type: WIFI-Radio Driver: ath10k(988x) Bus: 0000:04:00.0

Port Configurables

Standard Configuration | RF Patterns | Firmware |

General Interface Settings

Enable
I []Set IF Down

[ Down
Alias:
MAC Addr: 04:f0:21:20:37:03

Rpt Timer: [nedium (8 s) =

WiFi Settings
MaxWIFs: 64 Max-Stations: 127 Max-APs: 7 Supports: 802.11abgn-AC

Country: United States (840) [+

[pEFAULT

Antenna: All (3x3) = Tx-Power: |DEFAULT (-1) |v|
RTS: DEFAULT Frag: [2348 |
[]Verbose Debug
‘ Print | | Wiew Details | | Logs | | Probe ‘ ‘ Sync | ‘ Apply | ‘ oK | ‘ Cancel
2. Create a monitor port (Port tab — Select Radio — Create — Monitor)
Sucate M Ak on for L300,
, O MACMAN (2 802.1QMIAN (U Redirect () Bridge  {Bond  { GRE Tunnel
O WIiFi STA O WiFi VAP ® WiFi Monitor () WiFi Virtual Radio
Resource: s fcmvdui ] por: E Guprye) &
3 VLAN ID: [ DHCP-Pva
Parentac:  [oaf : bHceClent D [ore ]
MAC Addr: [poococsioe ] 1P address: Global IPv6:
Quantity: 1 IP Mask or Bits: Link IPV6:
h Gateway IP: IPvE GW:
#1 Redir Name: #2 Redir Name:
STA ID: 3000 ssiD: [-]
WiFi AP: Key/Phrase:
Owpa O wpa2 O wer
L] Down
Apply H cancel ‘ ‘ Ready
You will see the moni3000 port below. The channel number will not display.
it dls
Control Reporting Tear-0ff Info Plugins
[ stopal | [ Restartmanager | [ Refresh | [ HEP |
Status | Layer-3 | L3 Endps | WanLinks | Attenuators | Layer-4 | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Disp: 1921681005100 | ‘ Sniff Packets ‘ ‘ Clear Counters ‘ ‘ Reset Port ‘ ‘ Delete ‘
Rpt Timer: fredin_8s) [«|[ appy | [s][ vewoetsis ][ creste || Moty |[ Batch Modiy |
Ethernet Interfaces (Ports) for all Resources
Port |Ph...|Down| Parent Dev| Device P channel AP SSiD MAC Mask
L) o EmE I I75.272® o o
05 o | eths 10.41.1.63 255.255.255.0
.06 O wiphy0 __[0.0.0.0 1 0.0.0.0
07 wiphyL __[0.0.0.0 1 0.0.0.0
08 [wiphy2 0.0.0.0 o 0.0.0.0
9 wiphyl jwlanl 10.41.2.255 1 00:0E:8€:4A:1€:98 | hedtest-2000-open| 255.255.252.0
0 v] |wiphyo wlano 0.0.0.0 o Not-Associated hedtest-2000-open 0.0.0.0
1 V] |wiphy2 wianz .0.0.0 o Not-Associated hedtest-2000-open 0.0.0.0
.12 b3000 041,13 255.255.252.0
.13 wiphyo .0.0.0 6] 0.0.0.0
A o o etho 92168.100.151 0:0:09:45: 255.255.255.0
41 N ethl 0. 0:00:b9:45: 255.255.252.0 | |~

Logged in to: idtest:4002 as: Admin

3. Create a station (wiphy1 — wlan1 will work) and associate it with hedtest-2000-open. Highlight the
station in the Ports tab and bring it up.



Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphyl

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi

Enable General Interface Settings
[]set IF Down ] Down ] Aux-Mgt
[]set MAC [IDHCP4Pvs [¥]DHCP Release  DHCP VendoriD: None [+
[Jset TXQLen
DHCPAPvA | SecondanyPs | DHCP clientin: [None [+
[ set MTU

[ Set Offload DNS Servers: [10.41.1.89 | PeerlP: NA
] Set PROMISC IP Address: 0.0.0.0 Global IPvE: AUTO

IP Mask: 0.0.0,0 Link IPvé: AUTO k3
— Senvices—

SRR G PV GW: oo ]

LI HTTP
Alias: i v 1500
Il FTP
MAC Addr: 04:f0:21:20:37:0b | TX Q Len 1000
[CIRADIUS
rprmen [l Go) []weisrage  [ioe 7]
— Low Level
] PROMISC WiFi Settings
1750 Enabled SSID: ‘hedtest-2000-open ‘v| AP: ‘DEFAULT ‘
CJUFO Enabled  KeyPhrase: | | Mode: [(802.11aban-AC) [~

[]GS0Enabled  Frea/Channel: 5220/44 Rate: |05 Default ]
[]LRO Enabled [Iwpa [JwPA2 [] OSEN []WEP
GRO Enabled [] Disable HT40 [] Enable VHT160 [] Disable SGl

‘ Print H View Details | | Probe H Display Scan H Syne ‘ | Apply H oK | ‘ Cancel

Watch Traffic

With 75% ignore the chances of the station actually associating are very port. On our monitor interface, we see
that there are multiple discover and request packets.

*moni3000 [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
= y ~ =
® 4 m xcgQ¢ v eavEEeocuRwE

Filter: [wlan.addr:: 04:f0:21:20:37:0b ~ | Expression... Clear Apply Save

No.

Si

ion Protocol Length Inf

B Sp _4a: : CompexPt_20:37:0b (04:802.11 ! lags=...
799 7.605264999 fe80::6f0:21ff:fe208:37 ffo2::2 ICMPvE 136 Router Solicitation from 84:f0:21:20:37:0b
819 1.185927522 10.41.2.255 10.41.1.89 DHCP 413 DHCP Release - Transaction 0x2477fco0
828 1.185979038 Sparklan 4a:1e:9b (8@: CompexPt 20:37:8b (04:802.11 76 802.11 Block Ack, Flags=........

1.189296093 16.41.2.255 10.41.1.89 DHCP Release - Transactien 0x2477fcoo

DHCP Discover - Transaction 0x2477fc00

.150764826 10.41.1.89 10.41.2.255 422 DHCP Offer - Transaction 0x2477fco0
832 = 2.151282665 10.41.2.255 255.255.255.255 DHCP 413 DHCP Request - Transaction ID 0x2477fc00@
833 15: 2.151287980 Sparklan_4a:le:9b (00: CompexPt 20:37:6b (04:882.11 76 802.11 Block Ack, Flags=........
834 15: 2.154495230 10.41.2.255 255.255.255.255 DHCP 488 DHCP Request - Transaction ID 0x2477fce0
835 15: 2.180563925 10.41.1.89 10.41.2.255 DHCP 422 DHCP ACK - Transaction ID 8x2477fc00
864 15: 7.367511641 Silicom_19:c9: :37:0b ARP 131 who has 18.41.2.2557 Tell 18.41.1.89
866 3 7.367759247 CompexPt_20:37:0b s 9:dc ARP 113 10.41.2.255 is at 04:f0:21:20:37:0b
867 H 7.367810430 Sparklan 4a:le:9b (00: CompexPt 20:37:0b (04:802.11 76 802.11 Block Ack, Flags=........

LI S—

Frame 829: 408 bytes on wire (3264 bits), 408 bytes captured (3264 bits) on interface 8
Radiotap Header ve, Length 48
802.11 radie infermation

IEEE 802.11 Data, Flags: .....
Logical-Link Control

Internet Protocol Version 4, Src: 10.41.2.255, Dst: 255.255.255.255
User Datagram Protocol, Src Port: 68, Dst Port: 67

Bootstrap Protocol (Discover)

E

0000 00 00 30 00 2f 40 00 aP 20 €3 00 ad 20 08 00 ad
0010 20 08 00 0O 00 00 00 6@ 14 fa 11 od 00 00 00 @0
0020 00 62 6c 09 ad 00 c5 60 00 €0 bf 00 cO 01 co 82

0840 04 fO 21 20 37 @b 80 59 aa aa 63 00 00 00 08 0O
0050 45 10 @1 48 B6 00 0O 6@ 80 11 2c 6e Ba 29 02 ff

On our station interface (wlan1), we see a different number of DHCP requests.

+wlanl [Wireshark 2.1.1 (Git Rev Unknown from unknown}] vin
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

©@AmN BN RIAE » v BFE LU FAEER®H

Filter: [ ~ | Expression.. Clear Apply save
No. i Source Destination Protocol Length Info

i .845257423  10.41.1.89 224.0.0.251 MDNS 87 standard query @x000@ PTR _ipps._tcp.local,
2 .846360437 feBO::2e0:edff:feld:codc Ff02::fh MDNS 107 Standard query 8x0888 PTR _ipps. tcp.local,
3 .603676577 fes0::6f0:21ff:fe20:370b ffo ICHPVE 70 Router Selicitation from @4:f9:21:20:37:0b
4 185646447 10.41.2.355 10.41.1.89 DHCP 342 DHCP Release - Transaction ID 8x2477fc60
5 i) 255 . 25! % DHCP Discover - Transaction ID 0x2477fced
6 .150757374 10.41,1.80 10.41.2.255 DHCP 351 DHCP Offer - Transaction ID @x2477fc00
7 .150862602 10.41.2.255 255.255.255.255 DHCP 342 DHCP Request - Transaction ID 8x2477fc00
8 .180569682 10.41,1.89 10.41.2.255 DHCP 351 DHCP ACK - Transaction ID 0x2477fcee
9 15:56:47.367515151 Silicom 19:c9:dc CompexPt 20:37:0b ARP 60 Who has 10.41.2.2557 Tell 10.41.1.89

10 15:50:47.367541031 CompexPt_20:37:0b silicom 19:c9:dc ARP 42 10.41.2.255 is at 04:f0:21:20:37:0b

1Q B S 2]
» Frame 5: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0
~ Ethernet II, Src: CompexPt_20:37:0b (84:0:21:20:37:0b), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
» Destination: Broadcast (ff:ff i f)
7:0b (04:

Hinie
:20:37:0b)

» Source: CompexPt 20:
Type: IPv4 (0x0800)
» Internet Protocol Version 4, Src: 10.41.2.255, Dst: 255.255.255.255
» User Datagram Protocol, Src Port: 68, Dst Port: 67
~ Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (Bx81)
Hardware address length: 6
Hops: 0
Transaction ID: 8x2477fc00
Seconds elapsed: ©
» Bootp flags: 0x8088 (Unicast)
Client IP address: 0.0.0.0
Your (client) IP addres
Next server IP address:
Relay agent IP address:

At our AP, we see repeated attempts.



P i 2.2.8 (wi .2.8)1 >
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
e@dm / BMX3Q%¢ v vasvEHocuAWEE® .
Filter: [eth.addr:: 04:f0:21:20:37:0b | Expression... Clear Apply Save

Source Destination Protocol Length Info

::6F0:21FF: fe20:37 Ff02::2 ICMPvE 70 Router Solicitation from 84:f8:21:208:37:6b
10.41.1.89 DHCP 342 DHCP Release - Transaction ID 8x2477fcee
10.41.1.89 DHCP 342 DHCP Release Transaction ID 0x2477fce@
255.255. DHCP Discover &)

No.

606829353
.188713983
.188783549
. 150048868
.150126797 5 Cl Discover
151060639 5 10.41.2. DHCP 0ffer
.153822350 - 255 255_ 355 355 355 DHCP 342 DHCP Request

0
0x2477fc00

Transaction
Transaction ID 0x2477fce@

.153832743 P50 255.255.255.255 DHCP 342 DHCP Request Transaction ID 8x2477c60
.182995793 . 10.41.2.255 DHCP 351 DHCP ACK Transaction ID 8x2477fce0
.370494497 CompexPt _20:37:6b NewLink 19 ARP 42 10.41.2.255 is at 04:f0:21:20:37:0b

s 89 -
.368350608 NewLink_19:c9:dc CompexPt_20:37:0b ARP 60 Who has 10.41.2.2557 Tell 10.41.1.89
9:dc

. e S

» Frame 39: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface @

» Ethernet II, Src: CompexPt 20:37:0b (84:f0:21:20:37:6b), Dst: Broadcast (Ff:ff:ff:ff:ff:ff
» Internet Protocol Version 4, Src: 10.41.2.255, DSt: 255.255.255.255

» User Datagram Protocol, Src Port: 68, Dst Port: 67

~ Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (8x1)
Hardware address length: 6
Hops: ©

Transaction ID: 0x2477fc00
Seconds elapsed:

Bootp flags: 0x0000 (Unicast)
Client IP address: 0.8.6.0

Your (client) IP address: 08.0.0.
Next server IP address: 0.0.0.0
Relay agent IP address: 0.0.0.0
Client MAC address: CompexPt 20:37:0b (84:78:21:20:37:6b)
Client hardware address padding: 000900800008AEE00EON
server host name not given

0000 ff ff ff ff ff ff 04 fo 21 20 37 0b 08 00 45 10
0010 01 48 6@ 00 00 @0 80 11 2c 6e Ba 29 02 ff ff ff
0020 ff ff o0 44 @0 43 01 34 od bf o1 o1 @6 @0 24 77
0030 fc 60 60 06 0O GO B0 BO 0O 6O 6O 60 00 0O 0O 60
0040 00 060 00 00 00 B0 @4 fo 21 20 37 Gb 00 00 00 60

)

WPA2 Authentication Test Scenario

We will configure a station with WPA2 PSK encryption. We will also use Wireshark to decrypt the packets in
order to see that they are corrupt.

Configure the Station

Configure station with WPA2 (See also: Test WiFi station upload throughput)

Port Status Information
Current: LINK-UP GRO Autharized

Driver Info: Port Type: WIFI-STA  Parent: wiphy2

Port Configurables

Standard Configuration rAdvanced Configuration r Misc Configuration r Corruptions r Custom WiFi

——Enable General Interface Settings
[]set IF Down [J Down ] Aux-Mgt
Ll set Mac [IDHCPIPvE [Vl DHCP Release  DHCP Vendor ID: None [ +]
[]set X Q Len
DHCPIPvé | SecondarylPs | DHCP ClientiD: [None  [+]
[]set MTU

[ set Offload DNS Servers: |10.41.1.89 Peer IP: MNA
IP Address: 0.0.0.0 Global IPvE: AUTQ
IP Mask: 0.0.0.0 Link IPV&: AUTO
— Senvices —

Gateway IP: 0.0.0.0 IPVE GW: AUTO

[]5et PROMISC

CIHTTP
Orre Alias: [ ] wmu 1500
CIRADIUS MAC Addr: 04:f0:21:2f:80:13 | TXQ Len 1000

Rpt Timer: WiFi Bridge: :
O ,,L:g,f;l WiFi Settings
CiTs0 Enabled  SSID: hedtest-z100-wpaz [+ | AP [DEFALLT |
CJUFO Enabled Key/Phrase: |hedtest-2100-wpa2 | Mode: ‘(802.llabun—AC) |'|
[ GSQ Enabled Freg/Channel: 5220/44 Rate: \US Default |v|

[]LRO Enabled Clwea lwrPaz [J 0SEN []WEP
0 Enabled [] Disable HT40 []Enable WVHT160 []Disable SGl

s

| Print || View Details ‘ ‘ Probe || Display Scan || Sync | | Apply || oK | | Cancel

On the Corruptions tab, you can set stations:


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi_Station_performance

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi
Configurable WiFi Corruptions

Ignore RX Frames Corrupt TX Frames Duplicate TX Frames Delay Frame Processing

‘zer‘o (0%) ‘vH?S‘% (75%) |v||zero (%) ‘v| Min ‘U (Mo Delay) (@ ms) |v|
v [0 oetay) @ )|

Any/all EAF’_{;ti ] EAPOL 214 ] EAPOL 2/4 ] EAPOL 114

| ogaLmn AE08 S Conagement Famey fotched By e cubpllcalt] o,

[]EAPOL 1/4 []EAPOL 2/2 ] EAPOL 2/2 [C1EAPOL 1/2

] EAPOL 3/4 []ID-Response []ID-Response [J1D-Request

[]EAPOL 1/2 [ ] other-Response [ ] Other-Response [ ] Other-Request

ASS0C

[J10-Request

[ ] Other-Request

| Print || View Details ‘ ‘ Probe || Display Scan || Sync | | Apply || oK

| | Cancel
Highlight and activate the station:
(2] PortMgr ==l
‘ stop All | | Restart Manager | ‘ Refresh ‘ ‘ HELP ‘
Disp: |192 168.100.51:0.0 ‘ ‘ Sniff Packets ‘ ‘ Clear Counters | ‘ Reset Port ‘ ‘ Delete |
Rpt Timer: ‘fast (3 s) "| ‘ Apply ‘ ‘ View Details | ‘ Create ‘ ‘ Modify | ‘ Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.
Port Ph...|Dowr| Parent Dev| Channel| Device P SSID AP MAC
.06 44 wiphyQ 0.0.0.0 -l
.07 44 wiphyl 0.0.0.0
08 23 wiphy2 0.0.0.0
09 L1 L[] |wiphyl 44 iwlanl 10.41.2.255 hedtest-2000-open|00:0E:8E: 4A: 1E:9B
1.310 L1 lv] |wiphyO 0 (wian0 0.0.0.0 hedtest-2000-open|Mot-Associated
.11 Ll |L] |wiphyo 0 moni3000 |0.0.0.0 :37:
12 U |0 b3000 10.41.1.3 cicd:7arel:fd:
13 O |0 |wiphy2 44 wlan2 10.41.1.138 hedtest-2100-wpa2|00: (3AELAD 4:£0:21:2:90:13
.14 W O 0 phys 0.0.0.0 x 00:00:00:00:00:00 o

Setup Packet Decryption
We will not be able to inspect packets unless we configure Wireshark to decrypt the packets from this capture.
Follow these steps:

1. Wireshark Preferences (Edit — Preferences)
“File Edit View

Configuration Profiles... Shift+Ctrl+A

q Preferences... Shift+Ctri+E,

2. Protocol Preferences (Preferences — Protocols)



v User Interface
Layout
Columns
Font and Colors

Capture
Filter Expressions
Name Resolution

802.11 Radiotap
A-bis OML
A21

ACM

ACR 122
ACtrace
ADB

ADB CS
ADB Service
ADwin
Aeron
AgentX

AH

AIM

ALC

ALCAP
AMQP

AMR

3. IEEE 802.11 Preferences (Protocols — IEEE 802.11)

5 Wireshar}

HCI_CMD.
HCI_EVT
HCI_MON
HCI_USB
Hrt
HDFS
HDFSDATA
HisUIP
HNBAP
HP_ERM
HPFEEDS

Infiniband SDP.
1PDC

2]

1Pva

IPV6

ISAKMP.

iscst

ISDN

o Select Reassemble Fragmented 802.11 datagrams

o Select Call subdissector for retransmitted 802.11 frames

o Select Assume Packets have FCS

o Select Validate the FCS Checksum if possible

o Select No for Ignore the Protection bit

o Select Enable Decryption
Add the SSID and password to the list of Decryption Keys. Select wpa-pwd: and type in the string
$SSID: $PSK to match your password from your AP:

hedtest-2100-wpa2:hedtest-2100-wpa2



WEP and WPA Decryption Keys - Profile: Default v (A) (X

Key type Key

wpa-pwd hedtest-2100-wpa2:hedtest-2100-wpa2 1

Up E
Down
WEP and WPA Decryy ) (¢
| New

ciCepy | @ cancel || ok

(@ Delete

Refresh L

4 Clear E
| < Apply J @ Cancel II ok |

With our decryption enabled we can now inspect the captured packets:
Packets from moni3000 are filtered to show the station of interest using the display filter:

wlan.addr 04:f0:21:2f:90:31

1 (Git Rev Unknown from unknown)] VA x

moni3000-01.cap [Wireshark 2.

File Edit View Go Capture Analyze Statistics Telephony Tools Interals Help

Filter: | wlan.addr == 04:f0:21:21:00:13 ~ | Expression..  Clear  Apply  Save

Time Source Destination Protocol Length Info

= ociation Redues:
524301 B 10 Acknowledgement, Flag

534542
Lan 3 L
CompexPt_2f 2 Z 10 Acknowledgement,
CompexPt 2f 3 802 27 Action, SN=195, FN=0
barklan 3a:ed EE] ]
CompexPt_2f
64

2.56 Cc £ 1 s
.180277 100: red: g 6 Request-to-send,
. 180236 CompexPt 2f:90: i = 10 Clear-to-send, Fla

~ Frame 211: 145 bytes on wire (1160 bits), 145 bytes captured (1160 bits) N

Encapsulation type: IEEE 862.1l Wireless LAN (20)

Arrival Time: Dec 14, 2017 15:49:52.524346000 PST

[Time shift for this packet: .080000000 seconds]

Epoch Time: 1513205392.524346000 seconds

[Time delta from previous captured frame: 0.002048000 seconds]

[Time delta from previous displayed frame: 0.005676000 seconds] 3

_[Time since reference ar first fram nds1 -
0000 00 08 3c 00 00 Be 8¢ 3a e4 a® 04 fO 21 2f 90 13 ez
0010 00 Oe 8e 3a e4 a0 40 10 11 00 05 60 00 11 68 65 . e . he
0020 64 74 65 73 74 2d 32 31 30 30 2d 77 70 61 32 61  dtest-21 B0-wpa2.
0030 08 Oc 12 18 24 30 48 60 6c 30 14 01 00 00 Of ac Ha 5
0040 02 01 00 00 Of ac 84 81 00 00 Of ac 06 00 80 2d
0050 1a ef 19 1b ff ff ff ff 00 00 00 00 00 00 80 60
0060 01 08 60 00 00 00 60 00 00 00 00 7f 08 04 B0 6a
0070 02 01 00 00 40 3b 11 73 73 74 75 76 77 78 79 7a
0080 7b 7c 7d 7e 7f 80 81 82 dd 07 08 50 f2 02 80 61
0090 00

We can focus into the association by using a display filter:

wlan.addr 04:f0:21:2f:90:31 && wlan.fc.subtype < 4

moni3000-01.cap [Wireshark 2.1.1 (Git Rev Unk
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

@ ®© 4 W =} X 3 Q @ & =)
Filter: lwlan.addr = 04:f0:21:2f:90:13 && wlan.fc.subtype =< 4 - Al
*Unsaved Document 1 - Pluma >) () (x

Inks
File Edit View Search Tools Documents Help

[} *Unsaved Document 1 %

wlan.addr == 04:10:21:27:90:13 && wlan.fc.subtype < 4{

And the packets that form the association:



moni3000-01.cap [Wireshark 2.1.1 (Git Rev Unknown from unknown)]

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

Filter: | wlan.addr == 04:f0:21:2f:90:13 && wlan.fcsubtype <4 ~ | Expression..  Clear  Apply save

Time Source Destination Protocol Length Infu
¢ [ 02.11

U e P A e ol Se [ (), M G e (e G
~ IEEE 802.11 Association Request, Flags: .........
Type/subtype; Association Request (#x0000)
» Frame Control Field: 0x0080
.000 0000 0011 1100 = Duration: 68 microseconds
Receiver address: Sparklan 3a:e4:ad (00:0e:8e:3ated
Destination address: Sparklan_3a:e4:ad (08:0
Transmitter address: CompexPt_2f:90:13 (84:fo
source address: CompexPt 2f:96:13 (04:f8:21
BSS Id Sparklan 3aie4:ad (00:0e:8e

0001 0 r
Frane check sequence: ©x09010002 [mcnrrect should be 0x4d3f9908]

~ [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error]
{Group: Malformed]

i S he
0020 64 74 65 73 74 2d 32 31 30 30 2d 77 70 61 32 01  diest-21 00-wpaz.
ac  ....s6H 1o,

s stuvwxyz

Notice how the AP only really gets the uncorrupted packets. What we hope will happen is that our WiFi drivers
will discard corrupted packets before passing them up to userspace.

We did not need to decrypt packets from our AP (only possible if monitoring inside the AP) vap2100:

*vap2100 [Wireshark 2.2.8 (wireshark-2.2.8)] X))l
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help
© 4 m Bl X Q¢ > ¢ a Y ) =) (o) o
Filter: [eth.addr— 04:f0:21:2f:90:13 ~  Expression.. Clear Apply Save
No. Time Source Destination Protocol Length Info
148.033013778 10.41.1.138 10.41.1.89 DHCP 342 DHCP Release - Transaction ID @x8afe7235 -
.833095066 10.41.1.138 10.41.1.89 DHCP 342 DHCP Release - Transaction ID @x8afe7235

.523945142 Sparklan 3a:ed: m| :90: EAPOL (Hessage

.532270418 CompexPt 2f: Key (Message 2 of 4)
.532061236 Sparklan 3a:ed:ad EAPOL 193 Key (Message 3 of 4)
.539284251 CompexPt_2f:90:13 EAPOL 113 Key (Message 4 of 4)
.560890797 ICHPVG 90 Multicast Listener Report Message v2 Fl
.560973325 ICMPVG 90 Multicast Listener Report Message vz
.177475124 ICHPVG 90 Multicast Listener Report Message v2
.177574187 ICHPVG 90 Multicast Listener Report Message v2
.349441609 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 0x9f26eb8
.349528422 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID 0x9f26ebog
.350698431 10.41.1.138 ICHP 62 Echo (ping) request id-0x73b2, seq-0/0, ttl-64 (no res
.354280127 10.41.1.138 DHCP 351 DHCP 0ffer - Transaction ID 0x9f26eb08
»

> Frame 4: 113 bytes on wire (904 bits), 113 bytes captured (904 bits) on interface @
~ Ethernet II, src: Sparklan 3a: e4 a0 (00:0e:8e:3a: e4 a0), Dst: CompexPt 2f:90:13 (4:f0:21:2:90:13)

v Destination: :Em £0:21:2f:9

GUSba 1Ly Rt queYetidvezel( factoryTdatau L)
Individual address (unicast)

Globally unique address (factory default)
= Individual address (unicast)
on (6x888e)

Type: 802.1X Authenticat:
~ 802.1X Authentication
Version: 802.1X-2004 (2)
Type: Key (3)
Length: 95
Key Descriptor Typs EAPDL RSN Key (2)
» Key Informatio 8b
Key Length: 16
Replay Counter:
WPA Key Nonce: 60514571cffb43fcc63805a9805032b07df12f7d75b242b4. ..
Key IV: 00000000000000000000000000000000
WPA Key RSC: 0000000000000000
WPA Key ID: 6000000000000000
WPA Key MIC: 00000000000000000000000000000000
WPA Key Data Length: 0
0000 04 fo 21 2f 99 13 00 Be B8e 3a e4 30 88 8e 02 03
0010 0 5f 02 00 8b 00 10 00 00 00 00 00 00 00 01 60
0020 51 45 71 cf fb 43 fc c6 38 05 a9 86 50 32 bo 7d
0030 f1 2f 7d 75 b2 42 ba 5b 2d 18 b2 8e 5f 50 56 60
0046 0O 66 00 66 00 66 00 66 00 60 00 66 00 66 00 66

A




LANforge Scripted Attenuation of a WiFi
Connection

Goal: Operate the CT703 WiFi Attenuator with a script to see the effect on a Layer-3
connection.

The LANforge GUI provides scripting support for the CT703
Attenuator. This cookbook provides a basic example of

how to graph connection throughput and signal strength “
/=]

with a single station connection. Use this example as a

o6

basis for building more complex attenuation scripfts. LANforge GUI Access Point
Requires LANforge 5.2.11+ and CT703 Attenuator.
LANforge WiFIRE System
.) Under Test
t ///////
: ffe A LANforge (ANforge
Virtual Station Access Point WFIRE Attenuator

SMA Shielded RF Cable

Ethernet Cable

1. Create a WiFi station

A. Inthe Ports tab, select wiphy0 and click Create

LANforge Manager Vers ) x
Control Reporting Tear-Off Info Plugins
[ stopall | [ Restart manager | [ Reresh | [ here |
Filed0 | Layer-4 | Test Mgr | Test Group | Resource Mgr | Evert Log | Alerts | Port Mgr | Messages |
Status I Layer-3 I L3 Endp: I WanLinks I Attenuators |
Disp: [192.168.100.27:00 || sniffPackets | | Clear counters || Resetport |[ Delete |
Rpt Timer: [nediun (8 5) | =] | Apply | [ viewbetails |[create | Modify || BatchModity |
All Ethernet Interfaces (Ports) for all Reseurces, e R e e
Port |Pha...| Down| [ SEC|  Alias PDSS”‘ RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
3 0.0.0.0 wiphyo 69,725 45, 45152 1.039 1 (<]
;i 10.26.4.12 sta0 wiphy0 111 5 76 1,244 6
17 | [ | ¥l [0.0.0.0 wlan2__|wiphy2
v] [0.0.0.0 wianl _ |wiphyl T
Ll | b [0.0.0.0 wlan0  |wiphyo)
0.0.0.0 wiphy2
O | O [o.000 wiphyl
10.26.1.3 thl 2,768 191
192.168.100.42 Jetno 174,141 1,651 14| 12,056] 2,768,83 2,34 2(<]
[« Il I T
Logged in to: 192.168.100.26:4002 as: Admin
B. In the Create VLANS window, craft one wifi station:
reate VLANs on Port: 1.2.5 X

O MACWLAN (2 802.1QVLAN 0 Redirect © Bridge ) GRE Tunnel
® WIiFi STA O WIFi VAP ) WiFi Monitor

oo, [l ]

VLAN [D: DHCF-IPv4

Parent MAC: pleeeden 0 Lol

MAC Addr: IP Address: Global IPv6: Jauro

Quantity: IP Mask or Bits: Link IPvS: Jaoro ]
Gateway IP: 1Pv6 GW: oo ]

#1 Redir Name: #2 Redir Name:

STAID: P ssm [jedtest [~

WAFI AP: [ ] KeyiPhrase: I ]

[ Use WPA [ use wpA2 [ use wep

[ Down

h Apply ll Cancel

A. Select WiFi STA

B. For MAC address, choose XX:XX:XX:
C. Select DHCP-IPv4

D. Enter Quantity 1

E. Specify 0 for STA ID

F. The example SSID for this cookbook is jedtest

G. ..and then click Apply

C. You will see a station created:



LANForge Manager Version(5. 2) + 0 X
Control Reporting Tear-Off Info Plugins
| Stop All ‘ | Restart Manager ‘ | Refresh | ‘ HELP ‘
Layer-4 rTast Mgr rTest Group r/Rasuurcs Mgr r Event Log r/A\erts r Port Mgr r/ ‘
Status i Layer-3 L2 Endps WanLinks Attenuators I File-0 |
Disp: [192.168.100.27:0.0 || sniff Packats | [ clear counters || ResetPort |[ Delete |
Rpt Timer: ‘medmm (8 s) |v| ‘ Apply ‘ | View Details ‘ | Create || Modify | ‘ Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...|Down| P SEC| Alias iy RX Bytes RX Pkts Pps RX | bps RX TX Bytes
IlE 1U.26.4.1 U |va WiphyU| 23,841,611 ... 15,748,... U 47| 256/6,589...
1.2.0 192.168.100.42 |0 eth0 128,843,689]1,328,066) 4 4,061| 853,713,840
A2 n [] [10.26.1.3 ] 'Ethl 2,343,110,...|1,565,919 0 89| 2,906,008, ...
1.2.2 | 0 |wiphyo 27,080,193...| 17,883,... 4| 5121]25,743,670...
1.2.3 FHE 0 |wiphyl 0 0 0 5 5
1.2.4 0 [wiphy2 0 0 0 0 al
1.2.5 o | 0 |wlano  |wiphyo 0 0 0 0 |
1.26 =] v o wlanl wiphyl 0 0 0 0 0
1.2.7 v [{] wlan2 wiphy2 [{] 0 0 0 0
1.2.8 m . 0 |[staD wiphy0| 25,329,176...[ 16,730.... 0 28 24,160,586...[ »|
[l Il I ‘ |
Logged in to: 192.168.100.26:4002 as: Admin
2. Create a connection to the Station
A. Inthe Layer-3 tab, click Create
LANForge Manager Version(5.2.12) + O x
Control Reporting Tear-Off Info Plugins
‘ Stop All | ‘ Restart Manager | | Refresh | ‘ HELP ‘
Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 I L3 Endps I WanLinks I Attenuators [” Filedo |
Rpt Timer: Test Manager [al [+] [ setectan |[ stat |[ stop ][ ouiesce |[ clear |
view  [0-200 [+]eo] Display E_r_g:ﬂa‘ Modify Delete
ross Connects for Selected Test Manager:
Name Type | State [PktTxA-BPktTxA«B RateA-B Rate A « B ‘RxDrup%A‘RxDmp%E Drop Pkts A
[« i D]

Logged into: 192.168.100.26:4002 as: Admin

B. Create two-way station traffic

jbr - Create/Modify Cross Connect + - 0OX

l:‘ | All | | Display | | Sync | ‘ Batch-Create | ‘ Apply | | 0K | | Cancel |
CX Name: Ijbr i)
Lulme: |Lanforge 7 upP I~ =
Endpoint A Endpoint B
Resource: 2 (kedtest) w | |1 (jedtest) -
Port: g (sta0) « | |6 (vap0) -
Min Tx Rate: 106M (100 Mbps ) w|/186M (100 Mbps ) -
Max Tx Rate: Same | [Same - =
Min PDU Size: UDP P1d (1,472 B) | |[UDP Pld (1,472 B) -
Max PDU Size: Same w | [Sane The minimum write size.
For Ethernet protocols, this is the
IP ToS: Best Effort  (0) w | |Best Effort (0) For UDP, it is the UDP payload siz
. = maximum amount of data that is
Pkts To Send: Infinite ¥ | |[Infinite In all cases, the packets onthew
E 's MTU + Ethernet-Header-Siz

. This example connection is named jbr

. Connection Type is LANforge / UDP

. This example resource is kedtest, where our stations live

. The Endpoint A Port will be the station sta0,

. and the Endpoint B Port will be upstream of the ap, eth1.

- m O 0 w >

. We'll set the Min Tx Rate for both sides to 100 Mbps
. and set the PDU Size to UDP P1d (1,472 B).

T O

Use the + button to expand the window to panel 4 and add 2MB of buffers to the
connection:



Display Batch-Create Cancel
Cross-Connect Cross-Connect =
- fr RefbrtTimer: s =
(R |LANfurge/uDP ‘vl
Endpoint A Endpoint B
Endpoint A S Pid Pattern increasing ~| [increasing ~
Resource: 2 (kedtest) v |1 Gedrest) w| |Min P Port a0 ~| [suro -
Port: 8 (sta0) ~|[6 vap0) | |MaxIP Port: jSame: ~ | [same -
Min Tx Rate: 100M (100 Mbps ) |w|[160M (100 Mbps ) |w| |Min Duration: Forever ~ | [Forever -
Max T Rate: Sane w | [Sane A Max Duration: |Same: w | [Same v
MnPDUSEZe: [P PLd (1.4728) |w|[loP Pld (1,472 8) |w] |min Reconn. o (©@as) ~|[o (@ns) ~
Max PDU Size:  |Sane v ||sane ¥| | MaxReconn: [Sane v | |same ~| |
P Tos: est Effort  (0)  |w|[eest Effort (0) || |Multi-conn: Nornal (0) ~| [vornal (o) ~
Pkts To Send: Infinite ~|[nfinite - script Script
Thresholds Thresholds:
Cross-Connect. Endpoint A Endpoint B
Test Manaer  |default_tm [+] [sndBuffsee:  [28 (218) v [ (2 me) ~
EES [ [+| RevBuft size 248 (2 MB) v |28 (2 1E) -
Send Bad FCS:
Endpoint A Endpoint B Sre MAC
Pase o [<]ro - s et ]
[ Replay File L[] Replay File B Ackist
Looy oop b
[ Dest Mac [ Dest Mac Proxy Port:
Filename: s o 1o 1 I=]
< [T Iv]
I. ..then click OK
C. You will see connection jor in the Layer-3 tab now:
LANFforge Manager Version(5.2.12) r o x
Control Reporting TearOff Info Plugins
[ stopal | [ RestantManager | [ nefresn | [ He |
File: Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 I L3 Endps I WanlLinks I Attenuators 1

Rpt Timer: [fast (1 s) | v]Go] Test Manager [all <] [_setectan [ starg]

O —

)
5

[ oisplay |[ create ][ Modity | [ Delete

ross Connects for Selected Test Manager

Name Type | State |PktTxA-BPktTxABH RateA-B Rate A< B | RxDrop % Al Rx Drop % B Drop Pkts A| Drop Pkts B Avg RTT

jor LF/UDP [Stopped 0 0 [} q| 3 g 0 [} 0

[« ] I [»]

Logged in to: 192.168.100.26:4002 as: Admin

D. Begin traffic on this station by selecting it and clicking Start

LANForge Manager Version(5.2.12) + 0 X
Control Reporting Tear-Off Info Plugins
| Stop All | | Restart Manager | | Refresh ‘ ‘ HELP |

Layer-4 rTsst Mgr rTest Group rRescurce Mgr r Event Log rAIerts r Port Mgr r Messages ‘
Status Layer-3 I L3 Endps I ‘WanLinks I Attenuators [ Filed0 |
ar = Test Manager |a|\ ‘v| ‘ Select All H :E} | Stop H Quiesce ‘[

|D - 200 |V|Go‘ ‘ Display ‘ Create | Modify | | Delete
ross Connects for Selected Test Manager
Name Type State |Pkt TwA —=B[Pkt TkA < B Rate A =B Rate A« B Rx Drop % A Rx Drog
jbr LF/UDP |Run 15,950,708| 15,374,748 90,850,023 87,683,679 0 9
[« I ] [»]

Logged into: 1892.168.100.26:4002 as: Admin

3. Create an Attenuator Script

A. In the Aftenuators tab, select your attenuator and click Modify

Control Reporting Tear-Off Info Flugins

‘ Stop All ‘ ‘ Restart Manager | ‘ Refresh ‘ ‘ HELP |
[ Filed0 T Layer-4 | Test Mgr | Test Group | Resource Mgr | Evert Log | Alerts | Port Mgr | Messages |
Status Layer3 I L3 Endps 1 WarlLinks I Attenuators |
Rpt Tmer: [fast_ (15) | v[Go] Test Manager [al <] [ selectal ][ stat ][ stop |[ quiesce || clear |
View ‘u-zuu ‘V|Gu| ‘ Display | ‘rgate ‘ Modify ‘ ‘ Delete ‘
ross Connects for Selected Test Manager
Name Type | State |PkiTxA-B[PktTxA«B Rate A=B Rate A e B RxDmp%A{RxDmp% B Drop Pkts A Drop Pkt:
() ] o]

Logged into: 192.168.100.26:4002 as: Admin

B. You wil see the Modify Attenuator window. Click on the Script button.

Modify Attenuator

Name: 1114

Module 1: (30.0 (386 ddBm) : [] synchronized l@‘
Module 2: [30.6 (360 ddEn) | v | Adjustment Value[s0 (50 dden)  |w|| Adjust
Module 3:[30.6 (360 ddEn) [+

‘ Sync | ‘ Apply | | 0K ‘ | Cancel |

C. The Add/Modify Script window opens. In the picture below you see a huge list of numbers (the
attenuation levels). These numbers are not pre-populated. You can copy and paste them out of



this document or create a series with other commands listed below.

= ‘Add/Modify Script roox
serustortame (1110 [v|seprrper  [mien 3]
scrptheme: [ [Gowadon [ [7|
[¥] Enable Script [¥] Show Reports [¥] Symmetric []Loop []Hide Iteration Details [] Hide Legend []Hide CSV
Leop Count l:l]sumptltaratmﬂs: 192 (192} Estimated Duration: 16 m (16 m)
Script Configuration
Run Duration: ‘ 55 {5 s) ‘vl ‘
Attenuations (ddBm
5.15, 25, 35, 45, 55, 65, 75, 85, 95, 105, 115, 125, 135, 145, 155, 165, 175,
185, 195, 205, 215, 225, 235, 245, 255, 265, 275, 285, 295, 305, 315, 325, 335,
345, 355, 365, 375, 385, 395, 405, 415, 425, 435, 445, 455, 465, 475, 485, 495,
505, 515, 525, 535, 545, 555, 565, 575, 585, 595, 605, 615, 625, 635, 645, 655,
665. 675. 685, 695, 705, 715, 725, 735, 745, 755, 765, 775, 785, 795, 805, 815,
825, 835, 845, 855, 865, 875, 885, 89S, 905, 915, 925, 935, 945, 955, 955, 945,
935, 925, 915, 905, 89S, 885, 875, 865, 855, 845, 835, 825, 815, 805, 795, 785,
775. 765, 755, 745, 735, 725, 715, 705, 695, 685, 675, 665, 655, 645, 635, 625,
515, 605, 585, 585, 575, 565, 555, 545, 535, 525, 515, 505, 495, 485, 475, 465,
455, 445, 435, 425, 415, 405, 385, 385, 375, 365, 355, 345, 335, 325, 315, 305,
295, 285, 275, 265, 255, 245, 235, 225, 215, 205, 195, 185, 175, 165, 155, 145,
135. 125, 115, 105, 85, 85, 75. 65, 55, 45, 35, 25,15, 5
Show Previous Report | | Sync ‘ ‘ Apply ‘ Cancel
A. Inthe Script Type pulldown, select ScriptAtten
B. Type in the name for the script, this example is called attnr
C. Select Symmetric
D. Choose 5 s for Run Duration. This will run the Attenuator at each ddB value for this period
of time.
E. Enter the following attenuation values for a 16 minute long test. This will send the
attenuator from 5 to 955ddB and back:
F. 5, 15, 25, 35, 45, 55, 65, 75, 85, 95, 105, 115, 125, 135, 145, 155, 165, 175,
185, 195, 205, 215, 225, 235, 245, 255, 265, 275, 285, 295, 305, 315, 325, 335,
345, 355, 365, 375, 385, 395, 405, 415, 425, 435, 445, 455, 465, 475, 485, 495,
505, 515, 525, 535, 545, 555, 565, 575, 585, 595, 605, 615, 625, 635, 645, 655,
665, 675, 685, 695, 705, 715, 725, 735, 745, 755, 765, 775, 785, 795, 805, 815,
825, 835, 845, 855, 865, 875, 885, 895, 905, 915, 925, 935, 945, 955, 955, 945,
935, 925, 915, 905, 895, 885, 875, 865, 855, 845, 835, 825, 815, 805, 795, 785,
775, 765, 755, 745, 735, 725, 715, 705, 695, 685, 675, 665, 655, 645, 635, 625,
615, 605, 595, 585, 575, 565, 555, 545, 535, 525, 515, 505, 495, 485, 475, 465,
455, 445, 435, 425, 415, 405, 395, 385, 375, 365, 355, 345, 335, 325, 315, 305,
295, 285, 275, 265, 255, 245, 235, 225, 215, 205, 195, 185, 175, 165, 155, 145,
135, 125, 115, 105, 95, 85, 75, 65, 55, 45, 35, 25, 15, 5
G. ..click OK

D. In the Attenuators tab, you will notice that your attenuator now reads Enabled in the Script column.

Select the attenuator and click the Start button.

= Add/Modify Script
Attenuator Name Script Type:
attnr Group Action:

Enable Script Show Reports Symmetric [ |Loop []Hide Iteration Details

I:D Script lterations: 192 (192)

Script Configuration

Script Name:

Loop Count

ScriptAtten =

+ - 0Ox

[] Hide Legend [ ]Hide CSV/

Estimated Duration: 16 m (16 m)

Run Duration: ‘ 5 5 {5 s)

-] &

Attenuations (ddBm.

5, 15, 25,
185, 195,
345, 355,
505, 515,
665, 675,
825, 835,
935, 925,
775, 765,
615, 605,
455, 445,
285, 285,
135,125,

35, 45, 55, 65,
205, 215, 225,
365, 375, 385,
525, 535, 545,
685, 695, 705,
845, 895, 865,
915, 905, 895,
755, 745, 735,
585, 585, 575,

75, 85, 95, 105, 115, 125, 135, 145, 155, 165, 175,
235, 245, 255, 265, 275, 285, 295, 305, 315, 325, 335,
385, 405, 415, 425, 435, 445, 455, 455, 475, 485, 495,
555, 565, 575, 585, 595, 605, 615, 625, 635, 645, 655,
715, 725, 735, 745, 755, 765, 775, 785, 795, 805, 815,
875, 885, 895, 905, 915, 925, 935, 945, 955, 955, 945,
885, 875, 865, 855, 845, 835, 825, 815, 805, 795, 785,
725, 715, 705, 685, 685, 675, 665, 655, 645, 635, 625,
565, 555, 545, 535, 525, 515, 505, 495, 485, 475, 465,
435, 425, 415, 405, 395, 385, 375, 365, 355, 345, 335, 325, 315, 305,
275, 265, 255, 245, 235, 225, 215, 205, 195, 185, 175, 165, 155, 145,
115, 105, 95, 85, 75, 65, 55, 45, 35, 25,15, 5

Show Previous Report | | Sync ‘ ‘ Apply ‘

Cancel

E. The window Script Report will appear. This monitors the script behavior of the attenuator script.



Script Report for: 1-1-14

Hostnane: jedtest

0S Version: Linux/x86-64

CRU: Intel(R) Core(TH) 17-2655LE CPU @ 2.20GHz

thz 10

Memory 7956 1B

Free Memor 6510 1B

CPU Cores (incl. HT): 4 I

LANforge SN Version: 5.2.12 6dbit
Starting System Load: 0.11

Started test at: Wed Jun 11 16:03:13 2014
Iteration Duration: S00Ems

## attenuation (ddBm)

Systen Load at end of test: 0.20

End of Report, date: Wed Jun 11 16:16:38 2014

| saverie | | crapnical pisplay | [ Invert Rx-Signal X Axis

F. To monitor the progress of traffic and signal as it progresses, you will go to the Ports tab.

Click on

sta0, right click and select Dynamic Display. The Dynamic Reports window will open. Choose the

following selections to refine the display:

=] Dynamic Reports - ox
Report Graph Endpoints
Add/Remove
g § Ports
i 12.85ta0 x|
Add/Remove
] [ Global stats
34 Graph Data
[mePps [ RePps
= [ClRxclatency [ Reditter
.- CImceps RcBps
O Errors [ ReErrors
B [ Re-Drops [ coliisions.
ol [ltnk Speed 7] RX Signal
[ Tep-Cx-Active  [] TcpB-Cr-Active
[ Tcp-CxEstab  [] Tcp6-Cx-Estab
[o] [o] [ludpTxBps [ Udp-RecBps
4 ] [ludp-TxPps [ Udp-RePps
o ® ClTep-TeBps [ Tep-Rex-Bps
@ < [ La-uRUs [ La-TxBps
2 muanenn wsio oeme  oso  male e 1w 13m0 senieem | @
2 _2sta0-signal | 2:sta0-Regps 2 CllarxBps  [LaEmors
- . [ Voip-Active
Auto Seale: (1A [18 Position Label Pause Auto Adust_| [ Adust_| *

Unselect Tx-Bps
. Select Rx-Bps
. Select Rx-Signal

Drag the label sta0-signal to the left side of the X axis

mo 0w »

. Click Adjust and set Maximum Time to 30 min, click OK

-

. Click Auto Adjust

G. At the end of the attenuator script run, the Layer-3 connection will still be running, but the Script
Report window will say End of Report. At this time, click on Graphical Display. You will see a

graph of the attenuation level over time.

Graphical Script Repol

110,125,149,155 200,215,230, 245
635, 650, 665, 680, 6! 725,740, 755, 770, 785,
(820, 8OS, 7 760, 745,730, 715, 700. 0, 655, 640, 625, 610, 5

5,280, 265, 250, 235, 220, 265, 190, 175, 160, 145,130, 115, 100, 85, 70,55, 40. 25.16.5
Steps-Conpleted: 0

Estinated total script duration: 645 seconds

Started At: Wed Jun 11 16:03:13 2614

Time v/s Attenuations for Attenuator: 14

Attenuation (ddBm)

50,000 100,000 150,000 200,000 250,000 300,000 350,000 400,000 450,000 500,000 550,000 600,000 650,000
Time(ms)

| csvpata for sraph Above

Close Save File ‘

4. Creating attenuation sequences

5. Itis relatively simple to generate a sequence of numbers right from a Terminal window (on Linux). Below are

some examples:



185,
345,
585,
665,
825,
935,
775,
615,
455,
205,

jr

Terminal - jre *nolds

jreynolds@cholla ~

> for d in "seq 5 +1@ 955" “seq 955 -
5, 15, 25, 35, 45, 55, 65, 75, 85, 95, ms 115, 125, 135, 145, 155, 165, 175,

195, 265, 215, 225, 235, 245, 255, 265, 275, 285, 205, 305, 315, 325, 335,
355, 365, 375, 385, 395, 405, 415, 425, 435, 445, 455, 465, 475, 485, 495,
515, 525, 535, 545, 555, 565, 575, 585, 585, 605, 615, 625, 635, 645, 655,
675, 685, 695, 7@5, 715, 725, 735, 745, 755, 765, 775, 785, 795, BG5S, B1S,
835, 845, 855, BG5S, B75, 8BS, 895, 905, 915, 925, 935, 945, 955, 955, 945,
925, 915, 905, 895, 885, 875, 865, 855, B45, 835, 825, 815, 885, 795, 785,
765, 755, 745, 735, 725, 715, 785, 695, 685, 675, 665, 655, B45, 635, 625,
605, 595, 585, 575, 565, 555, 545, 535, 525, 515, 505, 485, 485, 475, 465,
445, 435, 425, 415, 405, 395, 385, 375, 365, 355, 345, 335, 325, 315, 365,
285, 275, 265, 255, 245, 235, 225, 215, 285, 195, 185, 175, 165, 155, 145,
135, 125,
noldsecholla ~

115, 105, 95, 85, 75 PSS S S S S S

; do echo -n "$d, ; done | fold -swB@

A. The 10 ddB step series we used in this example:

for d in ‘seq 5 +10 955" “seq 955 -10 5°

sw80

; do echo -n "$d,

B. A 5ddB step series, as precise as the CT703 can run:

for d in “seq 0 +5 955" ‘seq 955 -5 0°

do echo -n

C. A 15 ddB step series from full attenuation to 25 ddB:
for d in “seq 955 -15 25" ; do echo -n "$d,

D. A sawtooth ranging from 950 to 0 ddB:

"$d,

; done | fold -

" ; done | fold -sw80

" ; done | fold -sw80

i=0; while [ $i -1t 100 ]; do echo -n $(( $i%ll * 95))",

fold -sw80

nerate WiFi Traffi

; i=$[ $i+1 1; done |

from an External

nn

ti

n

Goal: Create a bridged WiFi station that redirects traffic from an ethernet port.

It is possible to use a system on a wired LAN to generate
traffic through a LANforge virtual WiFi station. This
example will show a Windows PC driving traffic across a
LANforge CT520 STA to the associated AP. This is a useful
scenario for driving custom traffic between traffic testing
software endpoints distinct from the LANforge system. A
virtualized Windows PC will work with this scenario.

The primary technique in this cookbook uses a fechnique
where the MAC address of the WiFi STA is spoofing the
address of the Windows PC. It is also possible to use this
fechnique with IPv4 addresses and not MAC addresses.
However, using MAC addresses will allow IPvé fraffic to
work.

1. Find the MAC Address of the Windows PC.

System Under Test

=

Access Point

' )

LANforge WiFire

Ethernet é

Ethernet

VS

Traffic Server

Traffic Client

A. We willuse MAC address 08:00:27:c4:4e:4f . This will be used when you configure the WiFi STA

on the LANforge machine.

B. Please set the IP address of the interface if it is not yet set.

For more information see Windows IP Addresses

2. Configure your LANforge Wireless Station. We will be configuring the MAC addresses of a station to be the

MAC address of the Windows PC we just found.

A. In the Ports tab, double-click on the ethernet port on the same switch as the Windows PC (eth1 in

this example).

[<] LANForge Manager Version(5.3.1) t - Ex
Control Reporting Tear-Off Info Plugins
[ stopal | [ RestartManager | [ Refresh | [ e
Filedo | Layer-4 | Test Mgr | Test Group | Resource Mgr | Event Log rAlerts | Port Mgr | Messages |
Status I Layer-3 I L3 Endps WanLinks Attenuators
Disp: [192.168.100.27:0.0 \ Sniff Packets \ | Clear Counters H Reset Port H Delete \
Rpt Timer. |med1um (g s) ‘v‘ ‘ Apply ‘ | View Details ‘ ‘ Create ‘ ‘ Modify ‘ ‘ Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha...| Down P sec| aias |51 mxeytes | RXPkts | PpsRX | bpsRX | TXBytes | TXPkts | PpsTX
.20 | [ | (] [192.168.100.42 2tho 2.967.835....| 24,653.... 10| 8.851]58,977,585..| 45.38L.... T
il .0.0.0 ethL 5.652,446,...| 3,877,467 245(18,835,570..| 12,408,
10 | O | O [0.000 wiphyz 3.269.375....| 2.943.4... 4,304,428,...| 4.184,58
.0.0.0 sta0___|wiphy0 64,609 311 47,685 67
O | O [0.0.0.0 [wiphyo 1.388,554....| 344,068... 4| 5.168| 7.318.205....| 9.304.86
; .0.0.0 [wiphyL 2,326,554,...| 670,035 1,269.984,..[1.978,06. =
[« 1 I D
| Logged in to: 162.168.100.26:4002 as: Admin



http://www.candelatech.com/cookbook.php?vol=misc&book=Windows+IP+Addresses

B. Configure the port MAC address and WiFi-Bridge settings to be:

" [ester G o) [-] 4

. Do not set the mac address or the ip address of the port
. Set Rpt Timer fo faster (1 s)
. Select 1 for WiFi Bridge

O 0 w >

. Click the OK button

C. Configure a WiFi station. This example will be connecting to a WiFi AP with the SSID jedtest.

B (ko [h

) esest_[=)

T —
[Bo2.11aban [
—————

. Enable Set MAC

. Use 08:00:27:c4:4e:4f for the MAC Addr
. Set Rpt Timer to faster (1 s)

. Select 1 for WiFi Bridge

. Enter jedtest for the SSID

o m O 0O o >

. Select 802.11abgn for the Mode
G. Click the OK button

D. (Note: these MAC addresses will remain persistent even through a LANforge Manager restart. To
restore the physical mac addresses, you need to reboot the LANforge machine or use ethtool to
find the physical hardware address.)

3. Sending and Validating Traffic



A. Use ping on the Windows machine to reach 10.26.0.2, the AP machine. To ping from a specific
interface, use the -S switch like so: ping -S 10.26.0.10

“IEUser>ping -5 10.26.0.198 18.26.0.2_

C:\UsersnIEUser>ping —$ 10.26 18 18.26.0.2

Pinging 18. 25 a.2 frnm 18.26.8.10 with 32 bytes of data:
Reply from 10.26 l =64

Reply from

Reply from 18.26. B 2 hyte“—32 t1me—4m“ T 4

Reply fFrom 18.26.8.2: bytes=32 time=bms TTL=64

Ping statistics for 18.26

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss?.,
Approximate round trip times in milli-seconds:

Minimum = 4ms,. Maximum = 29ms. Average = 1ims

C:\UserssIElser>

B. On LANforge, use tcpdump to view packets traversing the Station interface, sudo tcpdump -ni
sta0 icmp

lanforge@kedtest:~
1 anforge@kedrest

tcpdunp: WARNING: stad: no IPv4 address assigned

tcpdunp: verbose output suppressed, use -v or -uv for full protocol decode

Tistening on stad, 1ink-type EN1OMB (Ethernet), capture size 65535 bytes
15:22:53.692453 IP 10.26.0.10 > 10.26.0.2: ICMP echo reguest, id 1, seq 85, 1ength 40
53.701790 IP 10.26.0.2 > 10.26.0.10: ICHP echo reply, id 1, seq 85, length 40
54.698267 IP 10.26.0.10 > 10.26.0.2: ICMP echo request, id 1, seq 86, length 40
54.701143 IP 10.26.0.2 > 10.26.0.10: ICMP echo reply, id 1, seq 86, length 40
55.726712 IP 10.26.0.10 > 10.26.0.2: ICMP echo request, id 1, seq 87, length 40
55.732838 IP 10.26.0.2 > 10.26.0.10: ICHP echo reply, id 1, seq 87, length 40
15:22:56.744295 IP 10.26.0.10 > 10.26.0.2: ICMP echo request, id 1, seq B8, length 40
15:22:56.748242 IP 10.26.0.2 > 10.26.0.10: ICMP echo reply, id 1, seq 88, length 40
AC

cooboobo

8 packets captured
8 packets received by filter
0 packets dropped by kernel

1anfarge@kedtest ~
B |

WiFi tive Portal Bot rtal i

Goal: Execute a battery of of captive portal logins from virtual wifi stations using the newer
portal-bot.pl script.

Public access open WiFi service is often gated with a web
sign-on form (a captive portal). LANforge virtual stations

can emulate sign-in to the captive portal using the Cap(;lé Portal
portal-bot.p1 script. This script is by necessity Authentication
incomplete because many captive portals have different Access Polnt Seniices
behaviors and login form requirements. With this script,

you provide a bot plugin that bridges the gap. This /

cookbook will coach you through a basic portal-bot //(r

infegration and then you will create ten stations that

System Under Test (/\‘

8 -

WiFi Clients

authenticate through a captive WiFi portal.

In this example, we will be testing agains a simple LAMP
server on the upstream side of the AP. Do no use your
LANforge server as the LAMP server because the routing

will be difficult. In this chapter, a LAMP server is at
10.26.1.254, and there is an /etc/hosts entry for basic-
portal to that address.

Basic Interactions of a Captive Portal

The basic order of operations of a captive portal are summarized in these steps:
1. A WiFi station accesses the LAN and is assigned a DHCP address.

2. The AP redirects any DNS and HTTP(s) request from the station. It returns either


https://en.wikipedia.org/wiki/LAMP_%28software_bundle%29

o alogin page directly
o a 301-Redirect to the login page

3. The station user submits this form. This form knows where to submit itself to, but it is possible that the
form does not submit to the same address or service that it came from.

4. A successful authentication provides one of these responses:
o The originally requested page, either as a 301-Redirect or as a proxied result.
o A portal-div providing a logout or service menu and the original content inside.

o Aredirect page that uses javascript or meta-refresh mechanisms to tell the browser to
reload the originally requested page.

; Captive
Station AP Portal Internet
GET
—-— Forward
Login Page

~

Login Submit

iy

Redirect to Original GET
=

GET

Configuring a Demo Captive Portal
Provide Login/Logout pages

If you wish to set up a login and logout page on an Apache/PHP server to test with, you can copy the below
files to the /var/www/htm1 directory on the LAMP server.
login.php:

<!DOCTYPE html !>

<7php

svalid = true;

if (§_SERVER['REQUEST METHOD'] == 'POST') {
/* custom error reporting, see get explanation */
if (tarray_key_exists('username’, $_POST)) {

header ("HTTP/1.1 460 Bad Request™);
X-err-no: 9400")

(*X-err-msg: missing username")
svalid = false;

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<?php if(svalid) { 7>

<titlesLogin</title>
<?php } else { 7>

<title-Bad Request</title>

<body>
<?php if ($ SERVER['REQUEST METHOD'] == 'POST') { 7>
<?php_if(1svalid) { 7>
<h1>Bad Request</hl>
<?php return; } 7>
<?= §_POST['username'] ?> access granted
<?php } else { 7>
<forn method="post" action="">
Login:<input type="text" name="username” value="" /><br />
<input type="submit* name="login" value="Login" />
</form>
<?php } 7>
</body>
</html>

Provide a Redirect in lieu of Portal Capture

Getting a redirect to the login page does not have to be very complex. The portal-bot script will first start off
requesting whatever URL you wish, so request http://basic-portal/start. Here is an Apache
configuration line to redirect that URI to login.php:

hitpd.conf
<Location /start>

Redirect /start /login.php
</Location>

After adding this redirect, restart your Apacher service using this command:

sudo apachectl configtest && sudo apachectl restart
Testing your redirect

You can use the command curl -sqv http://basic-portal/start fo test out the redirect you just
created.



> curl -squ http://basic-portal/start

* STATE: INIT => CONNECT handle 0x25bd9e8; line 1034 (connection #-50007)

* Added connection 0. The cache now contains 1 members

* STATE: CONNECT => WATTRESOLVE handle Ox25bd9e8; line 1071 (connection #0)
Trying 10.26.1.254. ..

* bind-local, addr: (nil) dev: (nil)

STATE: WAITRESOLVE => WAITCONNECT handle 0x25bd9e8; Tine 1151 (connection #0)

Connected to basic-portal (10.26.1.254) port 80 (#0)

Marked for [keep alive]: HTTP default

STATE: WAITCONNECT => DO handle 0Ox25bd9e8; line 1229 (connection #0)

GET /start HTTP/1.1

User-Agent: curl/7.41.0-DEV

Host: basic-portal

Accept: */*

-

EV VOV VY s os

STATE: DO => DO_DONE handle 0x25bd9e8; 1ine 1314 (connection #0)

STATE: DO_DONE => WAITPERFORM handle 0x25bd9e8; Tline 1441 (connection #0)
STATE: WAITPERFORM => PERFORM handle 0x25bd9e8; Tine 1454 (connection #0)
HTTP 1.1 or later with persistent connection, pipelining supported
HTTP/1.1 302 Found

Date: Fri, 04 Sep 2015 22:52:53 GMT

Server Apache/2.4.7 (Ubuntu) is not blacklisted

< Server: Apache/2.4.7 (Ubuntu)

< Location: http://basic-portal/loegin.php

<

<

PRI

* A A

Content-Length: 290
Content-Type: text/html; charset=iso-8859-1

<

<IDOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>302 Found</title>

</head><body>

<hl>Found</hl>

<p>The document has moved <a href="http://basic-portal/login.php">here</a>.</p>
<hr>

<address>Apache/2.4.7 (Ubuntu) Server at basic-portal Port 80</address>
</body></htnl>

Using the Portal Bot bash script

Before we get straight to working with portal-bot.p1, let's see how it is used. Your LANforge installation has
an example script called portal-bot.bash-example for you to copy and modify. This script is infended for
you to login and logout separately. The LANforge manager will call portal-bot.p1 differently when building
up the station or tearing down the station, these actions are similar:

1. /portal-bot.bash wil log your station in

i ./portal-bot.bash --logout wil log your station out

Inside the bash script

The portal-bot.bash scriptis for exercising your portal-bot.p1 script options from the command line while
you develop with it. This is very close to the values you will place in the Ports—Misc/Post IF-UP field.

Switches you won't use in the GUI

You will never place the PBOT_NOFORK option in the Ports—Misc/Post IF-UP field because that will interrupt the
processing of the LANforge Manager process. You will also never place $* in that field, either. You can place
the --verbose and --debug flags in there, but it can fill your disk with log output more quickly.

Below is an example portal-bot.bash script with line-continuation characters formatted for clarity:

PBOT_NOFORK=1 ./portal-bot.pl \

--dev staloo \
--bot bp.pm \
--ip4 10.26.2.30 \
--dns 192.168.100.1 \
--mgt /dev/null \
- -delays 0,1,3 \
--user "bob" \
--pass "secret" \
--ap_url "http://basic-portal/" \
--start_url "http://basic-portal/start" \
--login_form "login.php" \
--login_action "login.php" \
--logout url  "logout.php" \

--verbose --debug $*

Below is the same script using short switches:

PBOT NOFORK=1 ./portal-bot.pl \

-n "login.php"
-0 "login.php"
-t "logout.php"

-i staloo \
-b bp.pm \
--ip4 10.26.2.30 \
--dns 192.168.100.1 \
--mgt /dev/null \
--delays 0,1,3 \
-u "bob" \
-p "secret" \
-a "http://basic-portal/" \
-s "http://basic-portal/start" \

\

\

\



-v -d $*

Using the portal-bot.bash command on the command-line:

A common misconception is thinking that $* is a command-line argument. It is only used in bash scripts. Do
not put $* on the command-line.

PBOT_NOFORK=1 ./portal-bot.pl -i stal0®@ -b bp.pm --ip4 10.26.2.30 \
--dns 192.168.100.1 --mgt /dev/null -u "bob" -p "secret" \
-a "http://basic-portal/" -s "http://basic-portal/start"
-n "login.php" -o "login.php" -t "logout.php" -v -d

Using the portal-bot.pl perl script

Tips:
e First thing fo do: edit a copy of that script and adjust it for your station device and if's IP address.

e Add -d to add more debugging messages. That makes dbg() statements print.

e Add --print after you get the script to work. This will print out the format of the arguments useful for
putting the statements into the GUI Ports—Misc/Post IF-UP field.

The first six arguments are provided by LANforge when you use portal-bot.p1 with astation. You want to
populate these in your bash script, but not in the Post IF_UP field.
PBOT_NOFORK
This environment variable tells the portal-bot.p1 script o not fork. Use it only when developing.
Omitting this is normal and allows for multi-processing of web requests from LANforge.

station name

--bot
The bot plugin you provide

--ip4
The IP of the station. This script is useless if there has been no DHCP lease.

--ipé
Use '' for no IPvé address.

--dns
The DNS addresses provided from the DHCP lease

--mgt
The FIFO that signals the LANforge server. You don't use it when testing.

The second set of arguments describe your own AP environment:
--user | -u
portal user name

--pass | -p
portal user password

--ap_url | -a
A string to prepend to URLs when talking to the AP. Not necessary, but if you don't use it, you have to
provide fully qualified URLs to --login_form, --login_action, and --logout_form.

--start_url | -s
The first URL requested from the AP, this should provide either a login page or a redirect to a login page. If
you get your destination page (like, if you request baidu.com and actually get it), your station has
probably not been logged out from the captive portal.

--login_form | -n
This is what you request to get a login form. Often it is returned in the redirect, but sometimes you cannot
get a cookie assignment if you do not request it specifically.

--login_action | -0
Submit your login credentials fo this URL.

--delays
Comma separated list of seconds to delay at certain points:

1. $::delays[0] Used to delay the very first 'start_url' GET request

::delays[1] Used to delay the first POST request in 'submit_login
::deTays[2] Used to delay the 'submit_logout' request.

ENENAEEN
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::delays[3+] Your bot can utilize further delays if you specify



You may specify skips by adding a zero: --delays 1,0,2

You may specify a random time by using random’: --delays 1, random,2
You may specify just one fime for all delays: --delays 2

You may specify a random range: --delays 3-20,4-25

--logout_form | -t
Submit to this URL to log out of the captive portal

-v-d
Verbose and debug output, respectively.
--print
Skips process and prints out formatted arguments.

$$
Expands to all remaining shell arguments

We will connect to our LANforge system”. You want to copy this file to your own . /portal-bot.bash file, edit
it and then make it executable.

1 " You can connect via VNC, PUTTY or other SSH client.

1 Use chmod +x portal-bot.bash to make your script executable.

Now let's see how to use this script with station sta100. Run the commands:

$ cd /home/lanforge
$ chmod +x portal-bot.bash
$ ./portal-bot.bash

lanforge@jedtest: ~

jr ano3:~ 3 |jr I ano3:... X |jr I ano3:... ¥ | lanforge@jedtest:~

lanforge@jedtest ~
>

lanforge@jedtest ~

> cd /home/lanforge

lanforge@jedtest ~ h
> chmod +x portal-bot.bash

lanforge@jedtest ~
> ./portal-bot.bashj]

You will see a lot of output, it will show the contents of the web pages it finds.

INTERPRET given HTTP/1.1 200 0K
Date: Fri, 04 Sep 2015 22:57:12 GMT
server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.9-1ubuntud.11
Vary: Accept-Encoding
Content-Length: 192
Content-Type: text/htal
<LDOCTYPE htm1 l>
<htm1>
<hgad>
<meta hrtp-equiv="Content-Type" content="text/html; charset=utf-8" />
<titlesLogin</title>
</head>
<body>
bob access granted.
</body>
</Mtml>Tound ref to data? bob access granted.result for stalO0: OKportal-bot result for stald0: OK(elapsed=0.0452320575714111 0.045232057
5714111)

Tanforge@jedtest ~
> 1

Watching the Logs

Typically you won't need to look at this output in the terminal, and you will not add -d -v flags to your LANforge
stations. You very likely will need to check the log output from these scripts in case you need to diagnose
connection problems during your test. Each virtual station leaves a log in the /home/Tanforge/wifi
directory, like wifi/portal-bot.stal00.Tog

1 watch logs using tail: tail -F wifi/portal-bot.stal60.log

Executing the LANforge curl commands yourself

To find the actual curl commands being executed, you want to grep the logs. Below is an example of
grepping the logs and running the curl command.

$ cd /home/lanforge/wifi

$ grep Submitting portal-bot-stal6@.log

Submitting: /home/lanforge/local/bin/curl -sLki -c /tmp/stal@0 cookie.txt -b /tmp/stal0®6 cookie.txt -4 --interface stal
Submitting: /home/lanforge/local/bin/curl -sLki -c /tmp/stal0@ cookie.txt -b /tmp/stal@0® cookie.txt -4 --interface stalf~
4 3

You might noticed that some of the commands in the log might appear repeated, there are areas of
redundant logging. There is a case where you can legitimately see repeated commands: when you have an

Post IF_UP value configured for the port you are testing with. (Remember that the Post IF_UP field should be
blank when developing the script.)

Remember, this curl command cannot be run without first doing a source
/home/1anforge/Tanforge.profile in your shell (our curlis a custom build). Here is an example. We take a
command similar to the one above, add -qv and cancel it using |C :

$ cd /home/lanforge

$ source lanforge.profile

# add a -qv to see header details

$ /home/lanforge/local/bin/curl -qv -sLki -c /tmp/stal@0 cookie.txt -b /tmp/stal00_ cookie.txt -4 --interface stal0® --



STATE: INIT => CONNECT handle 0xa80158; line 1397 (connection #-5000)
Added connection 0. The cache now contains 1 members
Trying 10.51.0.254. ..
TCP_NODELAY set
bind-local, addr: 10.41.4.223 dev: stal00
SO_BINDTODEVICE stal@®@ failed with errno 1: Operation not permitted; will do regular bind
Name 'stal0@0' family 2 resolved to '10.41.4.223' family 2
Local port: @
STATE: CONNECT => WAITCONNECT handle 0xa80158; line 1450 (connection #0)

KR K K R K K K %

Explaining the curtCommand

There are many arguments to the curl command, but in general, you should be able to copy and paste the
command info a terminal and it should work (see note about Tanforge.profile above). Below is an
example of a curl command, with |\| characters as line-continuation marks, formatted for clarity.

$ /home/lanforge/local/bin/curl -qv \
-sLki \
-c /tmp/stal@@_cookie.txt \
-b /tmp/stal®0_cookie.txt \
-4 \
--interface stal@0 \
--localaddr 10.41.4.223 \
--dns-interface staleo \
--dns-ipv4-addr 10.41.4.223 \

http://basic-portal/start

Switch Example Value Purpose
-q Suppress page output
-V Verbose, prints diagnostic steps
- Suppresses page output
-L Follow redirects
-k Suppress certificate validation errors

i Print HTTP headers

-C sta100_cookie.txt Send cookies from file
-b sta100_cookie.txt Save cookies to file
-4 Use IPv4
—interface sta100 bind to this interface
--localaddr 10.41.4.223 bind to this address
--dns-interface  sta100 send DNS queries from this interface
--dns-ipv4-addr 10.41.4.223 bind fo this address when sending DNS queries
--dns-intferface  sta100 send DNS queries from this interface
GET Use HTTP GET method
-X
POST Use HTTP POST method
-d 'username=bob' URL encoded form parameters used during POST method

Your portal-bot.bash scriptisintended to be a way of focusing on the development of your bot plugin and
not repetitively typing a long curl command.

Writing your Bot Plugin

Your bot plugin, the Perl module you will write for your captive portal, is central to the operation of the portal-
bot.pl script. It is also important that you do not alter the portal-bot.p1 script unless absolutely necessary,
because your changes could be overwritten by upgrades. Any alteration to the time at which the fork() call
is made in this script can make the LANforge server grind fo a halt.

1 Only edit your bot perl module, please.

The Bot Subroutines

The example bot, bp.pm, provided with LANforge defines four subroutines. In order:
find_redirect_url

This subroutine receives the response of the HTTP(S) GET of your --start_url parameter. Look through this to
see if:

e you are already getting destination content--if so, you were not logged out,
e you get alogin form directly and not a redirect,
e oryou get aredirect fo alogin page (possibly on a separate port like :8080)

If you get a redirect to another port, compare the --login_url value to this. If it is different, consider
updating your login_url parameter.

There might be many form parameters, like ones for a session id, a PHP_SESSID, a cookie, a baseé4
encoded string indicating your originally requested url (or just a plain URL-encoded url), and any possible
co-branding parameters that might indicate any advertising campaigns associated with this captive
portal. Missing some of these might make submitting the form give you an error. Store these values as
necessary in your bot:: namespace. You do not submit your login page in this method.

1 Define a package scope variable using our $thing; after your package
statement.

submit_login



Here is where you submit your login page forms. The bot1ib: :request() functionis provided to make

GET and POST requets verbose logging and debugging. The page is returned as lines in the @response

array.
my $post data = "username=".uri_escape($user_name);
my @response = ();
request({'curl_args'=> $::curl_args,
‘url' => $post_url,
'method"’ => 'POST',
‘delay’ = '0,3", # see --delays option
'post _data' => $post data,
‘print’ => 1}, # turns on debugging

\@response) ;

The submit_login function uses the $::delay[1] parameterif --delays were set. See paragraph on
randombDelay.

interpret_login_response
Here you determine if you are getting an access denied error or are being forwarded to your original

start_url destination. Set your $result variable to OK or FAIL. Use the logg() method to add information

for the wifi/portal-boft log.
In order to add events, such as page load time, you want to use the bot1ib: :newEvent() function:

my $page time = botlib::time milli() - $::start_at;
newEvent ("portal_login: $result", $page time, $::dev);

Your event log will gain messages like these:

Control Reporting Tear-Off Info Plugins

| Stop All | ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP

FTest Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |

Status I Layer-3 I L3 Endps i WanLinks I Test Mgr |
‘ Select All H Create H Modify | | Delete ‘
Time-Stam, D Priority \ Name Event \ Event Description | Type EID
4:29:29.051 | 309 n stalol Custom submit_logout: OK LOGOUT 0.037806 Event 0 k|
4 05 091 Info defaul ogout User. default logged out. Shelf 0
4 053 | 309: lal stal 0l FDOWN-OK |sta100: OK portal logout: OK -LOGOUT (39ms) Port 1.1
4 095 09! nfo ink-Down |Port stal00 is Link DOWN. Port 1.1.8
4 05 094| Info Disconnect |stal0o (phy #0): disconnected (local request) Port 1.1.8
4: 43 095| Info Link-Up Port stal00 is Link UP. Port 1.1.8
4 .143 096 Info [Connect sta100 (phy #0): connected to 00:0e:8e:08:db:e! 1.1.8
4; 97 097 Info Login User: default logged in from: 127.0.0.1 0
2: 098[ In Custom _[first_page_load 0.023978 o
4 .963 | 3099| Inf Custom submit_login 0.067714 0
4 L965 100| Info Custom portal login: 0K 0.069664 o
4 67 101 I IFUP-OK stal00: OK portal login: OK (71ms) 1.1.8 =
4 967 102 Info |Logout User: default logged out. (1] |
I Tl
‘ Logged in to: jedtest:4002 as: Admin R

get_explanation
Some web applications can provide customized error messages in their response. You can add a
get_explanation() function to your bot to collect this information. The bot1ib: :dbgdie() method
will take advantage of this method if available. Below is an excerpt from the method found in bp.pm:

sub get_explanation {
for $line (@$ra_result) {
($err_code) = $line =~ /"X-err-no: (.*)$/
if ($line =~ /"X-err-no: /);
($err_msg ) = $line =~ /"X-err-msg: (.*)$/
if ($line =~ /"X-err-msg: /);
}

return "$err_code, $err_msg";

Notice how this parses out the HTTP headers found if the parameter username were missing when doin
a POST fo basic-portal/login.php:

header("X-err-no: 9400");
header("X-err-msg: missing username");

You will see these messages show up in the LANforge Events log:

°]

Cortrol Reporting Iear-off [nfo Plugins

[ swpal | | Restart Manager | | mefresh | [ He

LP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |

Status | Llayer3 | L3Endps | VolP/RTP | VoIPRTP Endps | Armageddon | Wanlinks | Atteruators | Collision-Domains | File-l

o |

[seiectal |[crzete | [elet= |
nt:

Time-Stamp ID | Priority Name Event Event Description Type | ED
2016-01-27 11,53:08.314 nfo___|default Login User: default logged in from: 127.0.0.1 Shelf
2016-01-27 08.352 info stal00 [Custom irst page load 0.028131 Event
2016-01-27 08.368 1 Info. stal00 ‘Custom HTTP[400] 9400, missing username HTTP/1.1 400 Bad Request ... |Event
20 7 08,371 | 101] Info default Logout User: default logged out, Shelf

Logged into: jedtest:4002 as: Admin

submit_logout

Many captive portals do not publicise their logout URLs, so it might be available only on an admin page

for the AP. You will know when the logout_url parameter works if you can do a logout with that station,
and then successfully log back in using the same station and seeing the captive portal sign-in page
again.

randomDelay
The delay parameter to bot1ib: : request() has many overloads to the call:
* A simple number is a simple delay in seconds. No other units are used.

o If you specify random'in the delay parameter, the bot1ib: : randomDelay () is called,



producing a range between [1 - 119] seconds.

o If you specify '3-16', randomDelay (3, 16) is called to produce arandom range between [3 -
16] seconds.

o If you specify two numbers separated by a comma, it looks at your @: :delays list, and picks
the second argument if it can, the last item of @: :delays if the list is too short, or the first
argument if there are no items in the delay list.

We have now covered all of the scripting development areas for the portal-bot.pl plugin you will write.
Configuring your Stations

A Single Station

We assume you have portal-bot.bash working at this point. This is how you can configure a single station:
1. Use the portal-bot.pl --print command to print out the arguments.

2. Copy the result (starting with "portal-bot.pl") into the Port->Misc window. Avoid populating this field
while you are developing the script! If you place a value into that field, your portal-bot script will not
only execute, but the Manager process will also execute the script specified in the POST_IFUP field.
This can be really confusing.

(& stal01 (jedtest.candelatech.com) Configure Settings (=[]

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
More WiFi Settings

e E 1
Freq-2.4: Freq-ﬁ W
AMPDU-Factor: AMPDU-Density: [05 Default ||
Max-AMSDU: Bridge-IP: pooo ]
X-Coordinate: Y-Cunrdlnate ’07
Z-Coordinate: ’7 Venue-ID: ’07

Iportal-bot gl -login_form login php —-user bob —bat bp.pm ~logaut_url logout php ~lagin_action login £
pass secret ~ap_ur hitp:/basic-portal! —start_ul hitp:/ibasic-portal/start %

Post IF-UP Script: r

[[] Custom jac
[]Scan Hif,
Restart

> ./portal-bot.bash --print

Not forking

./portal-bot.p1 --Tlogin_form login.php --user bob --bot bp.pm --logout_url Togout.ph|
p --Togin_action login.php --pass secret —-ap_url http://basic-portal/ --start_url h|
ttp://basic-portal /start

View Details 1i"i"r99m19dt35t ~

Multiple Stations

To get multiple virtual stations logging in an out using the GUI, we just need a few of those parameters for the
station configuration. We will use the Batch Modify feature to alter a series of stations.

1. In the Ports tab, create a series of stations. In this example we will create them with:

) MAC-VLAN 2 802.1Q-VLAN ) Redirect O Bridge ) GRE Tunnel
@ WiFi STA O WiFiVAP O WiFi Monitor () WiFi Virtual Radio

Y e T S v R T —

VLAN ID: DHCP-IPv4

Parent MAC: DHCP Client ID:
MAC Addr: pocroocxaoc  [w] 1P Address: Global IPv6:  [AUTO

Quantity: IP Mask or Bits: Link IPv6: )
Gateway IP: IPv6 GW: AUTO

#1 Redir Name: #2 Redir Name:

staD: ssio: = =

WiFi AP: Key/Phrase: [jedtestl ]

[Iwra WPAZ [ wep

[1Down [N

Apply ” Cancel
o Port: wiphy2

Select DHCP-IPv4

o

o

Quantity: 10
STA ID: 300

o

o

SSID: jedtest

o

Passphrase: jedtest1

o

Select WPA2

Select Down

o

2. Highlight them and click Batch Modify.



Control Reporting Tear-0ff Info Plugins

‘ Stop All ‘ ‘ Restart Manager ‘ ‘ Refresh | | HELP
Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
WanLinks [" Attenuators I Collision-Domains " File-0 | Layer-4 | Generic |
Status | Layer-3 |  L3Endps " volPRTP I VoIP/RTP Endps i Armageddon |

Disp: [192.168.100.51:00 || sniffPackets | | clear counters || Resetport || pelete |

Rpt Timer: ‘madlum (8 s) |VH Apply | | View Details H Create H Modify H Batch Modify ‘

All Ethernet Interfaces (Ports) for all Resources.

Port |Pha...| Down| IP Alias MAC
11.00 L] [] |192.168.100.26 etho 00:90:0b: 29:06:f8

.2.0 92,168.100.42 eth0 00:90:0b: 2f:0a: 0e

.1.01 ] | 0.26.1.2 eth 00:90:0b: 29:

2.1 0.26.1.1 eth 00:90:0b: 2f:

.1.02 L] L] 0.26.2.31 sta300

.1.06 0.26.2.35 sta30l
1.1.07 L] [] r0.26.2.33 sta302
11.08 ] | ] |10.26.2.40 sta303 d4:43:5b
1.1.09 L] [] [10.26.2.37 sta304 26:1c:5b
1.1.10 L] [] 10.26.2.38 sta305  |00:0e:8e:cd:22:5b
1111 L] [] ro.26.2.36 sta306 7f:56:5b
1112 ] | ] |10.26.2.38 sta307 25:71:5b

113 L] L] 0.26.2.34 sta308 |00:0e:8e:db:18:5b

114 L] | 0.26.2.32 Eta:iﬂg f2:ba:5b

2 0.26.2.1 vapo 00:02:8e:02:48:63

103 | O | O] [0.0.0.0 wiphyD _ |00:0e:8s:4e:5a:5
1.22 0.0.0.0 (wiphyQ 00:0e:8e:43:36:29

1.04 | [] | [] [0.0.0.0 wiphyl  |00:0e:8e:4&:57:91 IS

23 0.0.0 wiphyl 00:0e:8e:43:3a:62

.1.05 | ] .0.0.0 (wiphy2 00:0e:8e:3e:27:5b

2.4 .0.0.0 (wiphy2 00:0e:8€:43:37:63

Logged in to: jedtest:4002 as: Admin

3. Click the Down button

Search: |z| Apply H oK ” Cancel

‘ Clear DHCP || Up ‘ | Down N | ‘ Down Logout ‘
‘ Portal Re-login || Portal Logout ‘ | Portal Lug?;l |

Up/Down [na [*] pHCP Release [na [~]
DHCP-Pv4 |NA |'| DHCP Client ID ‘NA ‘v‘
DHCP Vendor ID [na | mMTU [raa |
DNS5 Servers [na | 1Pve Gw
Reset Port IP [na [=] GlobaliPve
IP Mask [na | LinkIPvé
Gateway IP [na | DHCP-IPVE [na [~]
MAC [ma [+] ™aten [raa |
Rpt Timer |NA |'| i Bridge ‘NA ‘V‘
FTP [na [+] wrre [na B2

4. In your terminal, invoke the portal-bot.bash with the --print argument:

./portal-bot.bash --print
portal-bot.pl --bot bp.pm --user bob --pass bobl --ap url http://basic-portal/

--start_url http://basic-portal/start --login form login.php --login action login.php

--logout_form logout.php

5. Use the [+] button to expand to Box 2. We will enter the following version of our command into the
Post IF-UP Script area. (The picture shows the short switches.)

& LANforge Port Batch Modifier [=)(B](x]
l:‘ All Search: |Z| | Apply ” oK H Cancel |

Reset Port IP [NA [*] Global IPve

P Mask e | LinkiPve

Gateway IP . | DHcPapPve [na [~]

MAC NA ~| T™xQqLen [na |

Rpt Timer NA ~|  WiFi Bridge |NA |'|

FTP NA | e [na [~]

SSI1D
Key/Phrase NA | e yrano3:~ 3 j yrano3:. g}; yrano3:.

Freg/Chan “
> ./portal-bot.bash —-print
RTS Not forking
AMPDU-Factor

Max-AMSDU

WPA
lanforge@jedtest ~

WEP E B |

Disable HT40 [na I~] Disable 5Gi [N [+]
Scan Hidden ‘NA "‘ Allow Migration |NA |'|
Verbose Debug ‘NA "‘
Post IF-UP Script Iportal-bit pl —login_frm login.php —user bob bot bp.pm —logout_ur lagout php ~login_action lagin php ~pass secret —ap_u hitp: ibasic-portall —sts
*
Click OK

6. In the Ports tab, double click sta300 and in the Misc Configuration tab, you will see the Post IF-UP
Script values.

Testing a Station

Exercising these stations starts with bringing them up and down using the Batch Modify tool.

1. Highlight one statfion, sta300, and click Batch Modify.



2. Click the Down button to admin-down the station.

Search: |Z| Apply oK Cancel

‘ Clear DHCP | | Up ‘ Down [: Down Logout
‘ Portal Re-login || Portal Logout ‘ | Portal Login |

Up/Down NA '| DHCP Release NA "
DHCP-RVA NA v| DHCP Client ID A "
DHCP Vendor ID NA | mMTU NA |
DNS Servers [na | 1Pve GW
Reset Port IP [na [*] clobalipve
P Mask [na | Link IPve
Gateway IP [ma | DHCP-IPVE [na [~]
MAC NA ~| ™aqLen [hua |
Rpt Timer NA ~ | WiFi Bridge ‘NA "‘
FTp [ma [*] wrme [na [=]

3. In ashell on the LANforge, got fo /home/Tanforge/wifi and tail the log for station 300:

tail -f portal-bot.sta300.log

1 root root 653 Jul 23 15:16 wpa_supplicant-wiphy@-stal82.conf
1 root root 652 Jul 23 15:16 wpa_supplicant-wiphyB-stald3.conf
1 root root 653 Jul 23 15:16 wpa_supplicant-wiphyB-stald4. conf
1 root root 652 Jul 23 15:16 wpa_supplicant-wiphyB-stald5. conf
1 root root 652 Jul 23 15:16 wpa_supplicant-wiphyB-stald6. conf
1 root root 653 Jul 23 15:16 wpa_supplicant-wiphyB-staldT.conf
1 root root 653 Jul 23 15:16 wpa_supplicant-wiphyB-stalds. conf
1 root root 653 Jul 23 15:16 wpa_supplicant-wiphyB-stals. conf
1 lanforge lanforge 653 Jul 23 15:16 wpa_supplicant-wiphy-stal60.conf
1 root root 653 Jul 23 17:83 wpa_supplicant-wiphy2-sta3l.conf
1 root root 653 Jul 23 17:83 wpa_supplicant-wiphy2-sta303.conf
1 root reot 653 Jul 23 17:65 wpa_supplicant-wiphy2-sta30T.conf
1 root root 653 Jul 23 17:65 wpa_supplicant-wiphy2-sta306. conf
1 root reot 653 Jul 23 17:05 wpa_supplicant-wiphy2-sta300. conf
1 root reot 653 Jul 23 17:086 wpa_supplicant-wiphy2-sta302. conf
1 root root 653 Jul 23 17:86 wpa_supplicant-wiphy2-sta304.conf
1 root root 653 Jul 23 17:86 wpa_supplicant-wiphy2-sta305. conf
1 root reot 653 Jul 23 17:86 wpa_supplicant-wiphy2-sta308. conf
1 root reot 653 Jul 23 17:14 wpa_supplicant-wiphy2-sta309.conf
1 root reot T4 Jul 23 17:15 portal-bot.sta300.log
lanforge@jedtest ~/wifi 1
> tail -f portal-bot.sta3ee.log ||

4. Click the Up button to admin-up the station.

5. Click the Portal Login button force the station fo login if you do not see any messages in the log file

you are failing.

Troubleshooting Techniques

If your station cannot talk to the captive portal, like you have a time-out, these steps will help identify where

there is a misconfiguration:

1. Ping the portal from LANforge: ping basic-portal

# lanforge

lanforge@jedtest ~/wifi

» ping basic-portal

PING basic-portal.candelatech.com (16.26.1.254) 56(84) bytes of data.

64 bytes from basic-portal.candelatech.com (18.26.1.254): icmp_seq=1 tt1=64 tim
64 bytes from basic-portal.candelatech.com (18.26.1.254): dicmp_seq=2 ttl=64 tim
ac

--- basic-portal.candelatech.com ping statistics ---

2 packets transmitted, 2 received, 8% packet loss, time 999ms

rtt min/avg/max/mdev = 0.118/6.144/0.171/0.629 ms

lanforge@jedtest ~/wifi

3 curl http:/fbasic-portal/login.php

<!DOCTYPE html !>

<html>

<head>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<titlerLogin</title>

</head>

<body>
<form method="post" actiom
Login:<input type="text" name="username" value="" [><br />
<input type="submit" name="login" value="Login" />

</form>
</body>
</html>

lanforge@jedtest ~/wifi
>

.118 ms
<171 ms

2. Ping the portal from sta300:ping -I 10.27.0.16 basic-portal

[lanforge@kedtest ~]$ ping -T 18.26.2.1 18.26.1.254

64 bytes from 10.26.1.254: icmp_seq=1 tt1=64 time=0.168 ms

64 bytes from 10.26.1.254: icmp_seq=2 ttl=64 time=0.148 ms

64 bytes from 10.26.1.254: icmp_seq=3 ttl=64 time=8.174 ms

AC

--- 10.26.1.254 ping statistics --—-

3 packets transmitted, 3 received, 8% packet loss, time 1999ms
rtt min/avg/max/mdev = 8.188/0.143/0.174/8.028 ms
[anforgegkedtest ~1$ []

PING 10.26.1.254 (10.26.1.254) from 16.26.2.1 : 56(84) bytes of data.

3. Use curl fo download the portal page by hand: curl -sqv http://basic-portal/Togin.php

4. Check the route on the portal side if you are routing. Some examples:

route -n




route add -net 10.27.0.0/23 gw 10.26.1.1

> ping -I 10.26.1.254 10.26.1.2

PING 18.26.1.2 (18.26.1.2) from 18.26.1.254 : 56(84) bytes of data.
64 bytes from 10.26.1.2: icmp_seq=1 ttl-64 time=0.190 ms

64 bytes from 18.26.1.2 .185 ms

64 bytes from 10.26.1.2: icmp_seq=3 ttl-64 time=0.207 ms

Ac

10.26.1.2 ping statistics
3 packets transmitted, 3 received, 8% packet loss, time 1998ms
rtt min/avg/max/mdev = ©.185/8.194/0.207/0.009 ms

root@atlas ~/bthbits/x64 btbits
> route -n
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
9.0.0.0 192.168.100.1 ©.0.0.0 ue @ @ 8 bre
18.26.8.8 0.8.8.8 255.255.255.6 U ] L] 8 brl
18.26.1.@ 9.0.0.0 255.255.255.0 U @ @ 8 br2
18.26.2.8 0.0.8.8 255.255.255.6 U ] L] 8 br3
10.26.3.0 9.9.0.0 255.255.255.6 U @ @ 8 bra
169.254.08.8 0.8.8.8 255.255.0.8 u 1688 @ 8 brl
192.168.160.0 0.0.0.0 255.255.255.0 U @ @ 8 bré

root@atlas ~/bthits/x64 btbits
> route add -net 18.26.2.0/24 gw 18.25.1.1]

=1

5. Check access logs for the portal. There might be a hostname issue.

apache? - Terminal

other_vhosts_access.
portal-test. candelatach.
portal-test. candelatach.
portal-test. candelatech.
portal-test.candelatech.
portal-test.candelatech.
portal-test. candelatech.
portal-test.candelatech.
portal-test. candelatach.
portal-test. candelatach.
portal-test. candelatech.

48 - - [23/3ul/2015:
[23/3u1/2815:
42 - - [23/Jul/2015:17
[22/3ul/201:
[23/3u1/2015:
45 - - [23/3ul/201!
[23/3ul/2015: 1
47 - - [23/3u/2015:
44 - - [23/3u1/2015:
46 - - [23/Jul/2015:

I

:26 -8708] "POST /logout.php HTTP/1.
:26 -8768] "POST /logout.php HTTP/1.
126 -0700] "POST /logout.php HTTP/1.
126 -8700] "POST /logout.php HTTP/1.
:26 -9700] "POST /logout.php HTTP/1.
126 -8700] "POST /logout.php HTTP/1.
:26 -8708] "POST /logout.php HTTP/1.
:26 -8708] "POST /logout.php HTTP/1.
126 -8768] "POST /logout.php HTTP/1.
129 -@700] "POST /logout.php HTTP/1.

ass
ass
385
285
285
385
ass
ass
a8s
385

&
&

iy
&

h b bt
8&E
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Using the Port Bringup Plugin

Using the Port Bringup Plugin is a much more fun way to get data than looking at log files.

1. In the Plugins menu, select Port Bringup Test.

Control Reporting Tear-0ff Info |Blugins|
Groovy Seripting | stopan | | Restart Manager | | Refresh | | HEeLp
Attenuator Motion Test
File-10 | Layer-4 | Generic || create Simple VolP [ "Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status Layer-3 L3 EN Enforce Faimess VolPRTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains
Kets | clear counters || Resetport || Delete |
Rpt Timer: |nediy port Reset Test y | viewbetails || create || Modify |[ BatchModify |
VoI Reporting thernet Interfaces (Ports) for all Resources.
WiFi Capacity Test
Fort |Pha..|Down A wii Mability MAC DHCP (ms)|  Retry | Legin-OK | Login-Fail | Logout-OK| Logout-Fail
1.00 92.168.100.26 e 90. 06
2.0 12.168.100.42 ef :90: :0a:
101 .26.1.2 B 0 0
1 [mE 11 i :90: <0a:
.02 .26.2.48 52300 E; 464
06 43 sta30: e:8e:24:1 564
1.1.07 V] 5ta30; 77|
v sta30 40:5b 572
ml ] sta30 b:5b i
v sta30:! 7e: 042
v sta306 a:5b 7|
] [v] sta307
; v 5ta308 (00 1324
co| W || sta309
2 21, vap0
1.03 0 wip| 0 1
2.2 [m] [m] 0.0.0 |wip| :0e:8e:43:36: 51
1,04 ,0.0.0 [wip :0e:Bedei57:
2.3 0.0.0 wip| 0e:8e:43:3a:62
1.05 0.0.0 wiphy2 0 7:5b
2.4 0.0.0 [wiphy2 0e:Be:43:37:63
Logged into: jedtest:4002 as: Admin

2. Highlight a series of stations and click Add Port:



Concurrent Ports to Bringup: Ten (10) -

Minimum Time between Bringups: 5 seconds (5 s) -
Maximum Time between Bringups: 10 seconds (10 s) -
[v] Do Portal Logout []Random Port Selection
[v] Only Do Portal Login/Logout [v] Show Events
Ports
Ports in Use — Add Port Free Ports

1.1.2 sta300 1.1.1 ethl

1.1.6 sta301 1.2.1 ethl

1.1.8 5sta303

1.1.9 sta304

1.1.10 sta305

1.1.11 sta306

1.1.12 sta307

1.1.13 sta308

1.1.14 sta309

Start | | Close

3. Click Start

4. You will see the reporting window. It often takes many seconds or a few minutes for stations to aquire

DHCP addresses and start reporting information into the plugin.

[Build Version 53.2

Jpdd our Nates Below

Interface UP/Down Rates

Date

[= Average Up s Average Down

18:07:15

18:06:40 18:06:45 18:06:50 18:06:55 18:07:00 18:07:05 18:07:10

Portal Login/Logout Times

18:06:30 18:06:35 18:06:45 18:06:50 18:06:55 18:07:05 18:07:10
Date

[ m Portal Login Times e Portal Logout Times]

Login/Logout Totals

Number

/W Success m Failed

27

Stations Login OK Stations Logout 0K Stations Login Failed Stations Logout Failed
Stations

[«]

40 I

I
| crose | | saveFile |




WiFi Captive Portal Login

Goal: Create many user sessions to a WiFi captive portal gateway.

Airports, arenas and coffee shops often offer open WiFi ; —
service that is gated with a web sign-on form. This is called

a captive portal. LANforge can run a custom login script -/\/-\ I
on a virtual station to emulate sign-in on the captive
portal web page. The following example will create one LA forge S Ul

hundred stations and have them authenticate through a
captive WiFi portal.

System Under Test {/E
“ Captive Portal Lamforge WiEIRE

Authenticati —
Access Point ‘ S::Ivilcc:sm" “:"—"‘_\:'
e,
RUEAClents Wi Clie e
) )
Virtual Stations

1. Prepare a portal login script ( 1f_ifup_post)

2. The 1f_ifup_post script will be called after DHCP assignment for a station occurs. It can also be called
before DHCP release. This script is called from the LANforge resource hosting the virtual station.

A. The script should be in directory /home/Tanforge/.
B. LANforge will pass these arguments to the script

A. -1 -station device

B. --ip4 - station ip address

C. --ip6 - station ipvé address

D. --dns -station DNS address

E. --mgt - pipe name for reporting results to LANforge

C. Custom parameters to the script can be provided.
D. The script can have another name.
E. LANforge expects these return values:

A. OK

B. FAIL

C. FAlL:reason, this provides feedback on failure occurrance.

3. Create WiFi stations
A. In the Ports tab, select wiphy1 and click Create

Control Reporting Tear-Off Info Plugins

‘ stop All | ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘

File-I0 | Layer-4 | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | Messages |
Status Layer-3 & L3 Endps I WanLinks I Attenuators |

Disp: [10.1.013:0.0 | sniff Packets | [ clear counters || ResetPort || Delete |

Rpt Timer: [rediin (8 5) |~|[  Apply | [ viewpetais | [ Greate Q Modify Batch Modify

All Ethernet Interfaces (Ports) for all Resources,

Fort |Pha... Down| P SEC| Alias P;g’s”t RXBytes | RXPkis | PpsRX | bpsRX | TXBytes | TXPkis | PpsTX
1.26 | [ | (] 0.0.0.0 wlanl _|wiphyl 0 0 0 0 B
1.25 0.0.0 wizn0 wiphy0| 12,236,187 654,789 12,465,673 48,994 -
1.24 .0.0.0 wiphy2 0 4.164.657....| 2.807.3...

2.24 0.0.0 ‘wlph 2 0 2,152,214,.../ 2,092,293

1.03 .0.0.0 [wiphyL 1.785.826....| 5.977.15 5.908.484,...| 1,193.8...
: 2 .0.0.0 |wiphyL 0 635,235,396 _890,345) =
4] Il | ]

I Logged in to: jedtest:4002 as: Admin




B. In the Create VLANS window, craft ten wifi stations:

O MACVLAN 0 802, 1QVLAN © Redirect ) Bridge © GRE Tunnel
@ WIiFi STA  OWIFIVAP O WiFi Monitor () WiFi Virtual Radio

shelf. Resource:  [1 {jedtest) ] Port: [3 (wiphyl) |

VLAN 1Dt [¥] DHCP-Pv4

MAC Addr: P Address: Global IPv: AUTO

Parent MAC

Quantity: IP Mask or Bits: Link IPv6: i —
Gateway IP: IPV6 GW: i

#1 Redir Name: #2 Redir Name:

STAID: o SsiD: [1edtest [+]

WiFi 4P: livh_ Key/Phrase: [ ]

] Use WPA ] use WPAZ []Use WEP

I Down|

‘ Apply “ cancel

. Select WiFi STA

For MAC address, choose XxX:Xx:xX:¥*:¥*:xx
. Select DHCP-IPv4

Enter Quantity 100

. Specify 0 for STA ID

m O 0 = »

-

. The example SSID for this cookbook is jedtest

G. Select the Down option. This postpones the stations making a DHCP request until they are
explicity admin up.

H. ...and then click Apply

C. You will see ten station created:

&_0Ox
Control Reporting TearOff Info Plugins
‘ stop All ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘
Attenuators | Filed0 | Layer-4 | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status I Layer-3 L L3 Endps I WanlLinks |
Disp: [10.1.0.13:0.0 | | Sniff Packets ‘ ‘ Clear Counters H Reset Port H Delete ‘
Rpt Timer: [rediun (8.5) [~][__ Apply | [ wewDetalls ][ [create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources.
Parent
Port |Pha... Down P SEC| Alias |p™| RBytes | RxPkis | PpsRX | bpsRX| TXBytes | TXPkis | PpsTX
.02 | O | ¥ [0.00.0 stal wip 0 0 0 =
O [ (4 [0.0.0.0 sta [wip! 195,526 1 Ezs‘ 187,12 976|
Ol | b4 [0.0.0.0 stalo  |wipl 2,62 05 .39 35|
OO | ¥ [0.0.00 sta wip 2,101 01 .33
/] 0.0.0.0 sta wip 1,831 02 ;
7 0.0.0.0 sta wip 1, 0 )
' L [ [ [0.0.0.0 sta wip : F
8 | L1 [ [ [0.0.0.0 sta wip : i
.19 /] 0.0.0.0 sta wip .3 ; [
.20 7 0.0.0.0 sta wip 4 81
L2l | [ | @ [0.0.0.0 stals wip 2,0 ; 2)
1,22 | [] | ] [0.0.0.0 stals jwip 2,2 0 F E
.0 v] 0.0.0.0 sta wip 142 0 4 =
.0 v] [0.0.0.0 sta wip 5 0 R 35|
1.07 | O | @ [0.0.0.0 sta wip 722 g9 ; 0
108 | L1 | [ [0.0.0.0 stal wiphy: 3 98 5 2|
.09 v] 0.0.0.0 stal wip 722 99 11 7
.10 7 0.0.0.0 sta wip = 00 6,27 3
AL | O | 4 [0.000 sta wip 2,21 04 6,332 4
12 | [ | ] [0.00.0 stag [wiphyl 1,752 00 6,332 Zl |
[« ] ] 3
I Logged in to: jedtest:4002 as: Admin

4. Batch Modify Stations in order to update 1f_ifup_post parameters
A. Highlight stations and click Batch Modify

er \ersion(5.3.1 &-0X
‘ Step All ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP. ‘
Attenuators | Filed0 | Layer-4 | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status I Layer-3 i L3 Endps I Warlinks |
Disp: ‘IU‘I‘U.IE:U‘U | | sniff Packets ‘ ‘ Clear Counters | ‘ Reset Port | ‘ Delete ‘
Rpt Timer: jrediun (2 5) |~ Apply | [ wewbetalls ][ create |[ Modify |[TBateh Mli\g
Al Ethernet Interfaces (Ports) for all Resources.
Parent|
Port |Pha... Down P SEC| Alas ||po™| RXBytes | RXPkis | PpsRX | bpsRX| TXBytes | TXPkis | PpsTX
26.0.39 eth1#9 |ethl |482,838,35.|321,749... 402,205,20...| 318,926... [+]
v sta wiphy? of 0] 0]
[l [v] sta. (wiphy] 195,826 85| 187,120 976
L] sta wiphy] 52,622 05 : 35|
LI i} sta. (wiphy] 52,10 3 4|
v sta wiphy] .83
0| @ sta wiphy : ;
4 sta! \wiphy] 4 i
L1 [ v sta wiphy’ : -
v sta wiphy] .3
v sta wiphy] 4 i
A [ stal8 wiphy] 52,054 3 2)
1.1.22 | [] [ [V stals |wiphy] 52,23t i 8 =
[EE05 v sta wiphy? 525, i 4]
.06 Vi sta: wiphy] .5¢ .6 35|
07 | [ | ) sta wiphy] 7 78 0
.08 | [1 [ ] sta: wiphy] 3 .50 2) w
1.1.09 v sta wiphy] &z FEL 7
10 v sta wiphy] .5¢ 6,27 E]
11 [ (1| [v] stag wiphy] ,260] 6,332 4] —
1 a b 7531 n 3 4 Al
I ] 3]
I Logged in to: jedtest:4002 as: Admin




B. In the Batch Modify screen, click the + button and expand to Group 2.

E| \ Apply H

T a5k T T Vo =

Gateway IP MNA DHCP-IPVG NA |V‘
Alias MTU MA
MAC HA ~| TXQLen A

Rpt Timer NA ~ | WiFi Bridge MNA =

FTP NA *| HTIP NA o

SSID NA WiFi AP NA
Key/Phrase NA Mode NA -

Freg/Chan Rate NA -

RTS Tx-Power

AMPDU-Factor NA w | AMPDU-Density
Max-AMSDU NA *| brip L
Use WPA NA ¥ | Use WPAZ

Use WEP A =

Disable HT40 NA ¥ | Disable 5G| NA ~7

Scan Hidden NA * | Allow Migration NA =
Werbose Debug NA =

Post IF-UP Script |T-uppost -user bob -pass secret -url httpifiwmn. gogle.com! .

ANforge Manager Version(5.3"T a-ox

Control Reporting Tear-Off Info Plugins

[ stopal | [ Restart Manager | [ Refresh | [ Hep |
Al(snuslurs | File10 [ Layer-4 | Test Group | Resource Mgr | Event Log TA\erts [ Port Mgr | Messages |
Status I Layer-3 L Endps I WanlLinks |
Disp: [10.1.0.13:0.0 | [ sniff Packets | [ clear counters || ResetPort |[ Delete |
Rpt Timer: [rediun(8.5) [~]] Apply | [ viewetails |[ create |[ Modify |[ Batch modiy
All Ethernet Interfaces (Ports) for all Resources.
Parent|

Port |Pha..| Down P sEC| mias | RXBytes | RXPkts | PpsRX | bpsRX| TxBytes | TXPkts | PpsTx
2.05 | [J | [J] [1026.0.39 Sthizo |ethl |482.638.35. 321,745... 302,205,20...| 318,926... [~

.0 v] [0.0.0.0 sta wiphyl| pe 0 0

i vl [0.0.0.0 sta wip ¥195,826] T Ezs‘ 187,12 976)

: O | [ [0.0.0.0 stal0__ |wip 2,62 05 .39 35|

: O [ v sta [wiphy’ 2.10 01 33

2 v sta wip 1,83 02

g v sta wip 1, 0

: O = sta wip :

SERNTENT sta [wip :
119 v sta wip 3

.20 v sta wip &

2 O | stals__ |wip 2,0 2
1H] v Stals  wipl 2.2 0 B £
1.0 O | sta wip 142 0 4

.0 v sta wip B 0 35|

.0 O | sta wip 722 99, 0
1.08 | U | stal [wip E oz 5 2 H
.1.09 Ll 23] stal jwipl 722 99| 11 7|

.10 M sta jwip 5 00 6,27 3|

.11 v sta8 jwip 2,2 04 6,332 4 —

1 a n 1 nn r 4 =

[4 ] [ »]

I Logged in to: jedtest:4002 as: Admin

D. Click the Apply button to apply the changes. Do noft close the window yet.

m

window, in the More Advanced Tab you can find the IF/UP script value.

Sta0  (jedtest) Configure Settings
Paort Status Information

Current: DOWN LINK-DOWN GRO NONE
Driver Info: Port Type: WIFI-STA  Parent: wiphyl

Part Configurables

[ Standard Configuration | Advanced Configuration | More Advanced Configuration
More WiFi Settings

Freq-2.4: Freq =0 U

Max-AMSDU: 05 pefault | ﬂ Bridge-P: oooo |
X-Coordinate: 0 Y-Coordinate: |0
Z-Coordinate: a

I¥_ifup_post —user bob —pass secrat ~url hetp:i/slashdat.orgl

Post IF-UP Script: T *

[ Custom WPA Cfg WPA Cfg: Specify script to run when WiFi station come
This is often used to do portal-login, for ins

[[] Scan Hidden [] Allow Migration [[]IBSS Mode In addition to any arguments configured he
-i [dev-name] -~ip4 [ipv4-addrfor-device] g

--dns [comma-delineated-list-of-DMS-servers
The script may also be called with an additi
to request logout of the portal.

| Print H View Details ‘ | Probe H Display Scan H Sync ‘ ‘ Apply H QK | ‘ Cancel |

C. Edit the IF POST field. Enter the file name and any extra arguments that the script will want for this
port. Example: 1f_ifup_post --user bob --pass secret --url http://slashdot.org/

. To check the value of each port's IF/UP Post you can use the Ports tab. In the port Configure Settings



5. Testing a station. We will toggle it up and down and look at the logs to find problems.
A. Highlight one of your stations in the Ports tab.
B. Set the Report Time to 1s and click Apply

C. In the Batch Modify window, click the Up button. This is the same as settting Up/Down to UP and
clicking Apply

D. Watch the Wireless Messages and LANforge Messages windows for error messages. The Ports tab will
update the station status.

6. Use the Batch Modify window to Force DHCP Renewal
A. Click Down

B [ ANforge Port Batch Modifier  PPCE)
[]fa] [=] [ apey |[ ok ][ cancel |

| Clear DHCP H up ‘L@H Down Logout H Portal Re-login ||

Up/Down NA ¥ | DHCP Release NA =
DHCP-IPv4 A ¥ | DHCP Client ID A =
Cubl nar: MA | iovs cw ot

B. click Clear DHCP

L ANforge Port Batch Modifier 2 -0x|
[ ][]

|_appy |[ ok || cancel |

| Clear DHCP é‘ Up H Down H Down Logout H Portal Re-login ||

Up/Down NA ¥ | DHCP Release NA =
DHCP-IPv4 NA * | DHCP Client ID NA =
1Nl nars MA | ipus cw bt

| Clear DHCP |k“ Down H Down Logout H Paortal Re-login ||

Up/Down NA ¥ | DHCP Release NA -
DHCP-IPv4 A ¥ | DHCP Client ID NA =
{111 nar NA | pvs o =

7. Use the Batch Modify window fo Re-Login to Portal
A. Click Portal Re-Login
. If you wanted to change other parameters:
. Click Down Logout

B

C

D. Set Up/Down to Down

E. Change another station parameters and then click Apply
F.

Click Up

8. Use the Batch Modify window to Change station MAC addresses

B ANforge PortBatch Modifier PeEE)
[1[a] [*] Bzeey |[ o< |[ cancer |

| Clear DHCP | | up ‘ ‘1Down | ‘ Down Logout | | Portal Re-login |
Up/Down NA ¥ | DHCP Release NA b
DHCP-IPvd A ¥ | DHCP Client ID NA =

DNS Servers MA IPV6 GW
Reset Port IP A i Global IPvE
IP Mask NA Link IPv6
Gateway IP NA DHCP-IPvE NA |'|
Alias MTU NA

MAC 2 hocroeron kit | Q Q Len NA

Rpt Timer NA ¥ | WiFi Bridge NA =
FTP NA w| HTTP NA =
A. Click Down

B. Set MAC Addrto xx:xx:xx:*:*:* randomize the mac address
C. Click Apply
D. Click Up



LANforge WiFi Many VAP Testing

Goal: Create 7 vAP on a single a/b/g/n/AC radio o emulate a busy environment and test
that station devices associate to the proper AP.

Requires LANforge 5.3.3 or later. Configure 7 VAP, add the VAP fo a bridge and set up DHCP. The Device Under
Test (DUT) in this case is a mobile handset or other wifi station device. Verify that station can handle many APs
and select an appropriate AP from the available scan results. This example uses a LANforge CT523 system but
the procedure should work on all CT521, CT522, CT523 and CT525 systems.

1. In the Ports tab, select the radio wiphy2 and click Create. Configure the values appropriately and click
create.

) MAC-VLAN () 802.1Q-VLAN () Redirect () Bridge ' GRE Tunnel
O WiFi STA @ WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio

VLAN ID: [ DHCP-Pva

Parent MAC: DHCP Client ID: l:D
MAC Addr: cooocsxk  |w|  IP Address: Global IPve:  [AUTO

Create VLANs on Port: 1.2.04 v (Al (X

Shelf: Resource: = Port: |4 {(wiphy2) =

Quantity: ’77 IP Mask or Bits: ,7 Link IPvé6: ’AUTﬂi
GatewaylP: | | IPveGW: oo ]

#1 Redir Name: #2 Redir Name:

STAID: oo | ssi: [pen-ota-vz-1 I~

WiFi AP: Key/Phrase: | |

[]wPA []1wPA2 [ WEP

[ ] Down

lApply| H Cancel ‘ ‘ Creating port 7 of 7

2. In the Ports tab you will see the new WiFi vAP:

LAl g i i 3.3) ben-titl ) (=) (X

Control Reporting Tear-Off Info Plugins

| Stop All ‘ | Restart Manager ‘ HELP

File-10 | Layer-a | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Collision-Domains |

Disp: [192168.100142:0.0 || sniffPackets | | Clear counters || Resetport || Delete |
Rpt Timer: |med1um (8 s) ‘V‘ ‘ Apply | | View Details ‘ | Create ‘ | Modify | | Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resour
Parent|
Port |Pha..|Down P SEC| Alias Dev RX Bytes RX Pkts Pps RX | bps RX TX Bytes TX Pkts Pps TX
1.210 L] [] |0.0.0.0 0 0 0 0 1,116 E
AR L] (] [0.0.0.0 0 0 0 [s] 792 8
212 L] [] |o.0.0.0 0 0 0 0 1.0 1
3 0.0.0.0 ] 0 0 0] 7
2,14 L] [] |0.0.0.0 0 0 0 0 7
SIS L] (] [0.0.0.0 0 0 0 [s] o
1.216 L] [] |o.0.0.0 0 0 0| 0| 792 8
[« Ii I

Logged in to: ben-ota-1:4002 as: Admin

3. Select the Status panel in the LANforge GUI, and click the Netsmith button for the appropriate resource.
Right-click and select the 'New Bridge' option. In this example, | selected 'br2' as the bridge name. After
creating the bridge, click Sync fo show the new bridge device. Right-click on it and select Modify Port. Add
each of the VAP you just created to the bridge and then apply:


http://www.candelatech.com/ct523-328-2ac-1n_product.php

br2 (ben-ota2) Configure Settings V) (~) (X

Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFO GSO GRO
Driver Info: Port Type: Bridge Driver: bridge{2.3) Bus: N/A

[]Set Bridge Info

[]set Offload DNS Servers: [BLANK | PeerIP: N Hello Time: 2 -
IP Address:  [88.1.1.1 Global IPv6: [aUTo Forwarding Delay:[15 -
IP Mask: [255.255.255.0 | Link IPv6: |
Gateway IP: [0.0.0.0 1PV6 GW: |
Alias: EE— 9 1500
MAC Addr:  04if0:21:3¢:07:3b | TXQLen 0

Services—

=T vepz01 gt " addports |

vap20 wap20.
- xap20 vap20 2p200 vap201 vap207 vapZi3 vap20d
[IRADIUS vap20 wap20 2p205 vap208]

vap20. vap20

vap20 vap20

vap20 wap20

Enable
Set IF Down a
i O pown [] Aux-Mgt Aging Time: 300 b

o [JDHCP-IPv6 []DHCP Release  DHCP Vendor ID: |None = B Priori 32768
Set TX QLen dge Priority. -
[set MTU el DFICP ClientiD- = jNone = Max Age: 20 -

Port Configurables

General Interface Settings [ClSpanning-Tree

Rpt Timer: medium (8 s) : WiFi Bridge:
idge Informati e

Configured Ports Current Ports

[ print || viewpetais | | probe |[ sync | [ appy || ok |

4. Create a virtual router in Netsmith and add br2, and optionally a wired port (eth1) to the router. Double-click

the br2 port and configure DHCP to match its IP address. When complete, Netsmith should look something
like this:

for ben-ota2(1.2) Version: 5.3.3 ) (2) (X
Virtual Routers and Connections -~
e
@
=
vap2
/- ethl
9 feB0::290:bfffe37:2ccl/64
/ wapl 66.1.1.2/24
p
/ RO(1Y
i vaé:ZUl
eB80::6f0: 21 ff.fedd:c
/‘ 4 feB0::6f0: 21ff:fed4:c53b/64
/'/ \ vaé:202
/ \ feB0:6f0:21ff feff. 983b/64
fife brz
1 feg0 ;
Mgt-etho S \\
feB0::290:bff:fe37:2cc0/64 / yap203
192,168,100.85/24 4 iyl \ fe80::6f0: 21 ff:fef7:613b/64
wiphyQ \
th0#1 \wap204
3 56,610, 21fffeFaib3b/54
ethDa0,
wlano vap203
L] fed0::6f0:
wlanl
| 14
1 I D |
[v] WanLinks []Show Legend ire [v] IPvas Info Print Sync Apply Close
WanLink Names [¥] Port Names ire Names [] Zero-IPvds Apply Progress: 0 B Cancel Apply

Peer WanLinks Parents Col. Domains [v] IPvés
Netsmith Status:

WanLink Config

5. Now, we should have 7 VAP able to accept stations and give out DHCP addresses. Depending on the DUT,
the user may wish to run iperf on LANforge, or on an upstream device connected to the LANforge eth1 port.
For an initial test, make sure the DUT can connect to one of the VAP and get an IP address. The DUT should
also see each of the VAP in its listing of available APs. This example will use LANforge WiFi Station on a
different radio as the DUT. Here is a listing of the scan results:

[ wiphy0 Scan Results ) () (2
Channel Frequency| Beacon

ben-ota-w2-1 3%3 MCS 0-8 AC Open

ben-ota-w2-1 149+ 3%3 MCS 0-8 AC Open| -18.0] 5745 240 2.83m)
en-ota-w2- + 3 MCS 0-9 AC| Open -19.0 574 240 2.83m
en-ota-w2- + 3 MCS 0-9 AC| Open -21.0 574 240 2.83m
en-ota-w2- + %3 MCS 0-9 AC| Open -18.0 574 240 2.83m
en-ota-w2- + X3 MCS 0-9 AC| Open -21.0 574 240 2.83m)

Llpause sean]  Lowe]  Lces=l

6. To make it a bit more interesting, we will now set the operating modes for one AP to be 802.11a, a second to
be 802.11n, and the rest will remain 802.11AC. These APs are running on channel 149, so b and g mode are
not available on this radio. To set the mode, double-click the vap200 row and set the Mode to be 802.11a
and click OK to apply. Use similar procedure to set vap201's mode to 802.11an:



vap200 (ben-ota2) Configure Settings ) () (x

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy2

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

Enable
[] set IF Down O bown [] Aux-Mgt

[ set MAC [ DHCP-IPV6 DHCP Release  DHCP Vendor ID:

L sermeaten IDHCP Py DHCP Client 1:

g ::: '\O‘I:f:::ad DNS Servers: |BLANK Peer IP: NA

[ et PROMISC IP Address: W Global IPv6: ’AUTOi
IP Mask: 0000 ] LinkIPve: |
Gateway IP: [0.0.0.0 IPV6 GW: |

— Services— Alias: M 1500

[IHTTP MAC Addr:  [04:f0:21:70:11:3b | TX QLen 1000
sl FTP Rpt Timer: = WiFi Bridge:

WiFi Settings
P | 5 - [pen-ota-wz-1 [=] ae: DEFAULT
] PROMISC Key/Phrase: | |Mode: [@0231a [~
1750 Enabled  FregiChannel: 5745149 Rate: [os:pefault [+
[JUFO Enabled  DTIM-Period: [2 | Max-5TA: 2007 ]
[]1GS0Enabled  Beacon:  [240 |
[JLRO Enabled  []WPA []WPA2 []OSEN [] WEP [Disable HT40 [ Disable HT80 [] Disable SGI
GRO Enabled [ Verbose Debug

General Interface Settings

‘ Print

View Details H Logs ‘ | Probe || Display Scan || Sync ‘ | Apply H OK | ‘ Cancel

7. Now, request the DUT to re-scan and re-associate to the network. There should now be one 802.11a, one
802.11n, and 5 802.11AC VAP in the scan results. A well behaved DUT should attempt to connect to the AP
with the higest rate that the DUT supports. In this case, the LANforge Station properly selected the 802.11AC
VAP:

wiphyO Scan Results V) (&) (2
SSID Channel Info Auth BSS signal | Frequency| Beacon Age
DEM-0TE-W2-T 149 UZ 115 UPEn U4 TUr 2L 9T 777 ~Z5.0 5745] ay iz
ben-ota-w2-1 149 802113 Open|64:f0:21:7b:11:3b) -24.0] 5745] 240 3.42m

ben-ota-w2-1

3x3 MIMO)| Open|04:70:21:d4: 5745 240,

en-ota-w2-1 3K3 MCS 0-9 AC 5745 240 342 m
en-ota-w2-1 149+ 3x3 MCS 0-8 AC| Open -22.0 5745 240 342 m
en-ota-w2-1 149+ 3x3 MCS 0-8 AC| Open -24.0 5745 240 342 m
en-ota-w2-1 149+ 3x3 MCS 0-8 AC| Open -23.0 5745 240 3.42m
en-ota-wl-4 149+ MCS 0-9 AC Open -25.01 5745 240| 1 hi

— r— —

8. For additional testing, you may wish to use additional LANforge radios to create more vAP, change the SSID
and configure DUT to connect to a particular SSID, admin down VAP to make sure DUT will properly connect
to a new AP, and much more. You may also run traffic on the different APs to ensure that if a DUT connects
to a 802.11a AP, then it does not try to send any 802.11n (HT) encoded traffic. A LANforge radio configured
for monitor mode could verify this, as could third-party sniffers.:

231.
Exo

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

Capturing from monisa [Wireshark 1.10.14 (Git Rev Unknown from unknown)] (on ben-ota-1) 9 ) &

@edamAd 2filx. Q¢ v vy EBE gl WEEM o
Filter: [wlan.addr == 04:f0:21:11:e7:3a | ¢ | Expression... clear  apply Save  bss-cross ibss-10k stalo00  vapsO  wlan2-ol
No. Time Source Destination Protocol _ Length Info .

23132 2015-10-12
23133 2015-10-12
23134 2015-10-12
23135 2015-10-12

23138 2015-10-12

23139 2015-10-12
23140 2015-10-12
23141 2015-10-12
23142 2015-10-12

23143 2015-10-12 .561818000 88.1.1.10 88.1.1.1 TcP 112 11352 > 33002 [ACK] Seq
23144.2015-10-12 561875000 CompexPt_11 802.11 36 Acknowledgenent, Fla
231452015-10-12 .562019000 ‘CompexPt_9f:77:3b (TA) CompexPt_11 802.11 34 Request-to-send,

23146 2015-10-12

eg=1 Win=0 Len=¢
88.1.1.1 Tcp 1560 10853 > 33002 [ACK] 5eq=932513 Ack=1 Win=29696 Len=1448 TS
CompexPt_11:e7:3a (RA) 802.11 36 Acknowledgement, Flag
88.1.1.1 TP 112:34187 > 33002 [ACK] Se
CompexPt_11:

Ack=2 Win=29696 Len=0 Tsval

2015

561536000 -CompexPt_11:e7:3a (TA) CompexPt_Of:
.561553000 ‘CompexPt_11:e7:3a (TA) CompexPt_9f 802.11 42 Request-to-send, Fla
561621000 CompexPt_11 802.11 36 Clear-to-send, Flags:
561638000 88.1.1.10 88.1.1.1 Tce 112 21314 > 33002 [ACK] Seq=936857 Ack=2 Win=29696 Len=0 Tsval
561694000 CompexPt_11: 36 Acknowledgenent, 2

34 Request-to-send, Fla

562036000 -CompexPt_9f:77:3b (TA) _CompexPt_11
1060 88.1.1.1 88.1.1.10 Tcp

42 Request -to-send,
515- 1 02 > 5

|© 7 Speed this frame was sentireceived... Packets: 252604  Displaye...  Profile: Default

> Frame 23143: 112 bytes on wire (896 bits), 112 bytes captured (896 bits) on interface 6 .
v Radiotap Header ve, Length 26
Header revision: 6
Header pad: 0
Header length:
> Present flags

MAC timestamp: 15435269
> Flags: 0x00

Channel frequency: 5745 [A 149]
> Channel type: 802.11a (6x0140)

SSI signal: -13 deén

Antenna: ©
> RX flags: 0x0000 5

0010 00 [ 71 16 40 01 f3 60 60 60 88 01 2c 00 04 fO
0020 21 9f 77 3b 04 f0 21 11 e7 3a 04 f6 21 6¢ 45 3b
0030 70 98 00 00 aa aa 03 60 00 60 08 00 45 00 00 34
0040 19 7f 40 00 40 06 6f 38 58 01 01 0a 58 01 01 O1
0050 2c 58 80 ea bl fe 03 43 16 f9 dc 94 80 10 00 1d
0060 ad 81 00 00 01 01 08 6a O 08 8 37 00 46 ea 79

N

3




LANforge WiFi Degraded vAP Testing

Goal: Create 1 vAP on a single a/b/g/n/AC radio and configure it to drop 50% of
management frames to test that station devices can handle lost management frames

properly.

Requires LANforge 5.3.2 or later. Configure 1 VAP, add the VAP to a bridge and set up DHCP. The Device Under
Test (DUT) in this case is a mobile handset or other wifi station device. Verify that station can handle associating
with an AP that drops many management frames. This example uses a LANforge CT523 system but the
procedure should work on all CT520, CT521, CT1522, CT523 and CT525 systems.

1. In the Ports tab, select the radio wiphy2 and click Create. Configure the values appropriately and click
create.

Create VLANs on Port: 1.2.04 wlAalix

) MAC-VLAN () 802.1Q-VLAN () Redirect () Bridge (' GRE Tunnel
) WiFi STA @ WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio

Shelf: Resource: 2 (ben-ota2) = Port: |4 {(wiphy2) =
VLAN ID: [ DHCP-Pva

Parent MAC: DHCP Client ID: l:D
MAC Addr: cooocsxk |w|  IP Address: Global IPvé:  [AUTO

Quantity: IP Mask or Bits: Link IPv6: AUTO
Gateway IP: IPv6 GW: AUTO

#1 Redir Name: #2 Redir Name:
STAID: oo | ssi: [pen-ota-vz-1-4] [~
WiFi AP: Key/Phrase: | |
[ wPA []1wPA2 [ WEP
[l Down

Apply H Cancel

2. In the Ports tab you will see the new WiFi vAP:

LANforg g ion(5.3.3) ben-title DG (=

| Stop All ‘ | Restart Manager ‘ HELP

File-10 | Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanlLinks | Attenuators | Collision-Domains |

Control Reporting Tear-Off Info Plugins

Disp: |1§2 168.100.148:0.0 ‘ ‘ Sniff Packets | | Clear Counters H Reset Port H Delete |

Rpt Timer: |med1um (& s) "H Apply | | View Details H Create H Modify || Batch Modify ‘
All Ethernet Interfaces (Ports) for all Resources.

Parent]

Port |Pha..|Down) P SEC| Aias | oc RXBytes | RXPkts | PpsRX | bpsRX | TXBytes | TXPkis | PpsTX
1.207 | [] | & [0.0.0.0 o 0 0 0 0 0 0 0[]
1.208 | [] | ¥ [0.0.00 o 0 0 0 0 312 3 0
1.2.09 v| [0.0.0.0 0 0 0 0 0. 216 2 0
1210 | [J | [ [0.0.0.0 0 93,751,752 61,990 0 0 1.972.450] 22,802 o)<

[ I ]

Logged in to: ben-ota-1:4002 as: Admin

3. Select the Status panel in the LANforge GUI, and click the Netsmith button for the appropriate resource.
Right-click and select the 'New Bridge' option. In this example, | selected 'br2' as the bridge name. After
creating the bridge, click Sync to show the new bridge device. Right-click on br2 and select Modify Port.
Add the VAP you just created to the bridge with the Add Ports button and then apply:


http://www.candelatech.com/ct523-328-2ac-1n_product.php

br2 (ben-ota2) Configure Settings V) (~) (X

Port Status Information
Current: LINK-UP PROBE-ERROR TS0 UFO G50 GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Port Configurables

Enable General Interface Settings []Spanning-Tree

[]set IF Down [Jpown [] Aux-Mgt Aging Time: 300 =

g:et :(A; " [JDHCP-Pv6 [7] DHCP Release  DHCP Vendor ID: Bridge Priority:  |32768 -
e en
[] DHCP-IPva 5ecundary IPS DHCP Client ID: _ Max Age: 20 -

Oset MTU

[]set Offload DNS Servers: |BLANK Peer IP: Hello Time: 2 ——
Clset Bridge Info IP Address: [881.1.1 | Global IPvé: AUTO Forwarding Delay:|15 -
IP Mask: [255.255.255.0 | Link IPv6: [AUTO
Gateway IP:  |0.0.0.0 IPv6 GW: AUTO
Alias: EE— 9 1500
MAC Addr: 04:f0:21:7b:11:3b TXQlLen ]

RptTimer:  [ediun (85) | v| wiFi Bridge:
idge Informati Remove Ports

Services— Configured Ports | Current Ports
CIHTTP vap200 ¥ap200 Add Ports
CIFTR ap200
[1RADIUS

[ print | viewpetaits | [ probe |[ sync | [ apply \

4. Create a virtual router in Netsmith and add br2, and optionally a wired port (eth1) to the router. Double-click
the br2 port and configure DHCP to match its IP address. When complete, Netsmith should look something

like this:
Netsmith configuration for Resource: ben-ota2(1.2) Version: 5.3.3 ) () (x
Virtual Routers and Connections -]
-
@
- vap2 | ]
\
\
ethl
feB0::290:bff-fe37:2ccl/64
66.1.1.2/24
RO(1)
brz
feB0::6f0: 21 ff.fe6c:453b/64
Mgt-etho 88.1.1.1/24
feB0::290:bffife37:2cc0/64
192.168.100.85/24
wiphy0
BtRo#1 L
\
.Eth Owlano N
\vlanl vaé:ZUU
eB80::5f0: 21ff:fe7h:113b/64
<] I I |
WanLinks []Show Legend ire 1Pvds Info Print Close
WanLink Names Port Names ire Names [ ] Zero-IPvds Apply Progress: cancel Apply

Peer WanLinks Parents Col. Domains [v] IPvés
WanLink Config

Netsmith Status:

5. Now, we should have 1 VAP able to accept stations and give out DHCP addresses. For an inifial fest, make
sure the DUT can connect fo the VAP and get an IP address. Once that is verified, right-click and choose
Port Modify on the vap200 vAP. We will now configure it to not respond to 50% of the management frames
sent to it:



vap200 (ben-ota2) Configure Settings ) (~) (x)

Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP Parent: wiphy2

Port Configurables

Standard Configuration | Advanced Configuration I’Miﬁc Configuration f/ Custom WiFi

Advanced Wi ettings

Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Ignore Probes: 565 (56%) HESSID:

Ignore Auth-Assoc: |50% (50%) Realm:

Ignore Assoc: S0% (50%) IMSI:
Ignore Re-Assoc: = Milenage:

Corrupt GTK:
Consortium:
RADIUS IP

HS20 WAN Metrics RADIUS Port

leee80211w: [ @ T+] rapius secret

HS20 Capabilities
H520 Oper Class

Venue Group: Venue Type: ‘ | |

Network Type: Address Types: ‘ | |

Network Auth: 3GPP Cell Net:

[Juse 80211d [ |Use 80211h []Short-Preamble

[J Advanced/g802.1x [JHotSpot 2.0 []Disable DGAF

[JEnable 802.11u []802.11u Internet []802.11uASRA []802.11uESR []802.11u UESA

‘ Print H View Details H Logs ‘ | Probe || Display Scan || Sync ‘ | Apply H OK | ‘ Cancel |

6. In this case, we are using open authentication, but it would also be good to test with encryption (WPA2 PSK,
for instance) to make sure that the DUT can handle failures of the 4-way authentication handshake, for
instance.

7. To verify the results, use a sniffer to watch the association requests and responses. A LANforge radio
configured for monitor mode could verify this, as could third-party sniffers. In the capture below you can see
that the station had to make two Authentication requests before the AP would answer (because the AP is
set to randomly ignore 50% of the association requests):

*monisa [Wireshark 1.10.14 (Git Rev Unknown from unknown)] (on ben-ota-1) v (~) X

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

@@4dE BRAXE QX va 2 [EE U WEE@ o

Filter: [wlan.addr == 04:f0:21:11:e7:3a | ¢ | Expression... clear  Appy Save  bss-cross ibss-10k stalo0D  vapSO  wlan2-ol
No. Time Source Destination Protocol  Length Info B
298 2015-10-13 10:03:20.735583000 Netgear 11:0a:78 CompexPt_11:e7:3a 802.11 250 Probe Response, SN=3350, FN=0, ., BI=100, SST
299/2015-10-13 10:03:20.735082000 Netgear 11:0a:78 3a 802.11 250 Probe Response, SN=3350, FN=0, ss1
301 2015-10-13 10:03:20.736849000 Netgear 11 802.11 256 Probe Response, SN=3351, FN=0 100, SSI
302 2015-10-13 737249000 Netgear 11 802.11 256 Probe Response, SN=3351, FN: 100, SSI.
303 2015-10-13 .785202000 Netgear 11 862.11 256 Probe Response, SN=3352, 100, SSI.
304 2015-10-13 .785507000 Netgear 11 862.11 256 Probe Response, SN=3352, 100, SSI
305 2015-10-13 .786471000 Netgear 11 802.11 250 Probe Response, SN=3352, 100, SSI
306 2015-10-13 .787151000 Netgear 11 802.11 256 Probe Response, SN=3352, BI=100, SSI
802.11 250 Probe Response, SN=3352, FN: BI=100, SSI

CompexPt_11:e7:3a X 48 Authentication,
310 2015-10-13 .903177000
31312015-10-13 10:03:21.004169000 CompexPt_11:e7:3a
314:2015-10-13 10:03:21.004215000
315:2015-10-13 10:03:21.004593000 ‘CompexPt_7b:11:3b
317:2015-16-13 10:03:21.011196000 ‘CompexPt_11:e7:3a
318/2015-10-13 10:03:21.011254000

... SSID=be
7:3a (RA) '802.11 36 Acknowledgement, Flags:

y =

Y
> Frame 309: 48 bytes on wire (384 bits), 48 bytes captured (384 bits) on interface 6 R
v Radiotap Header ve, Length 18
Header revision: 6
Header pad: 0
Header length: 18
> Present flags
> Flags: 0x00
Data Rate: 6.0 Mb/s
Channel frequency: 5745 [A 149]
> Channel type: 802.11a (6x0140)
SSI Signal: -11 dem
Antenna: ©
> RX flags: 0x0000
> IEEE 802.11 Authentication, Flags: ........ 5

0000 00 60 12 00 2 48 00 00 00 O 71 16 40 O1 f5 08
0010 00 00 bo 00 3c 60 04 0 21 7b 11 3b 64 f0 21 11
0020 e7 3a 04 0 21 7b 11 3b 40 10 00 00 61 00 00 08

(@2 Frer pcapng_m... Packets: 51015 Displayed:.. Profile: Default

A. Also in Wireshark, go to the Statistics menu and select 10 Graphs to display up to 5 graphs based on
the available frames in the capture file.



B. The two images below have been annotated to show the behavior of 10 stations being reset every
30 seconds while their vVAP has increasing impairment of management frames.
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Graph 3| color [FIFilter: | [wian.fc.type_subtype==0x00 | styte: | Line . iew as time of day
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olor |EF)Filter: | [wian.fc.type_subtype==0x05 ] Style:‘Dat Pixels per tick: 10 4
olor | EFilter:| [wian.fc.type_subtype==0x00 Association Requests\ Style:\uns & View as time of day
Y Axi:

[Graph 4] cotor [FIFilter: [wian fc type_subtype==0x01 Association Responses| Stle: Dot e
= — Unit: Packets/Tick :
Graph 5 |Color |[IFilter: | |wlan.fc.retry==1 style: | Impulse e
Lerooh s color (e J sorte| i FTE—

Smooth: | No filter A

| cmelp || Cheopy | | stclose || &save

Goal: Do packet sized testing with a hunt script using multiple stations.

We will manipulate the parameters of 10 Layer 3 T—
connections using a single hunt script. The WiFi stations will /\/\
change packet size as a group by being part of a Test | | - | |
Group. In this scenario, we will create traffic to different Lo fo rge S Ui
upstream destinations using MAC VLANs, and the AP {

wired up fo eth1 of our LANforge machine. Requires a CT-

520 for only stations, or a CT-523 if you also want a WiFi
monitor station.

System Under Test
LA fo g e Wifl RE

——
==

Access Point

WWIFT «lie it

by

Nforge WIiFIRE

.
| R
IE\”
|

|

L

b=l

Virtual Stations

1. Create 10 virtual stations: in the Port Mgr tab, highlight radio wiphy0 and click the Create button. In this
scenario, we are using SSID jedtest.



http://candelatech.com/ct520_product.php
https://www.candelatech.com/wifi_client_emulators.php

Create VLANs on Pork: 1

@ ) MACMLAN () 802.1QMLAN ) Redirect () Bridge ) Bond ) GRE Tunnel
@ WiFi STA O WIiFiVAP (O WiFi Monitor () WiFi Virtual Radio
@ Shelf: : Resource: = Paort:
@ VLAN ID: DHCP-Pv4
Parent MAC: 00:0e:8e: de:50:9F DHCF Client ID:
MAC Addr: 1P Address: Global IPvs: |
Quantity: IP Mask or Bits: Link IPvE: ’AUTDi
Gateway IP: IPV6 GW: |
#1 Redir Name: #2 Redir Name:
STAID: o] sso [jedtest [~]
WiFi AP: [ | KeyPhrase: [ |
Cwea Cwpa2 CIwep
@ [] bown
| Apply H Cancel | ‘ Ready

. Select WiFi STA

. Check DHCP-IPv4

. Quantity: 10

. Station ID: 0

. SSID: jedtest

. Click Apply and then close the window.

@ mm U 0O ©m >»

. You should see stations sta0 - sta9.

For more information see creating virtual stations

2. (Simple Method) This method only requires setting the IP on eth1. In this scenario, our upstream network is
10.26.1.0/24. In the Port Mgr tab, highlight eth1 and click Modify.

Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TS0 G50 GRO
Driver Info: Port Type: Ethernet Driver: e1000e(3.2.6-k) Bus: 0000:04:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s X1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates —
[ set IF Down O 10bt-HD 10bt-HD
Oo ] AuxMgt ) 10bt-FD
[] Set MAC own ux-Mgl & 100btHD 10bt-FD
[[Jset ™xq Len [] DHCPHPVE DHCP Release  DHCP Vendor ID: 8 }333;? 100bt-HD
ety LloHcppvs | _secondaryips | oHc clent Q100 100684
Set Offload 1000-FD
. DNS Servers: [BLANK Peer IP; NA ® Autoneqotiate o
[ Set Rate Info [C110G-FD
IP Address:  [10.26.1.10 Global IPvs: [auTo
[] Set PROMISC Ll Renegotiate []40G-FD
IP Mask: 255.255.255.0 Link IPv: [auTo
[] Set Rx-AllfFCS [ Restart Xeur Flow-Control
GatewayP:  [10.26.1.1 IPV6 GW: [auTo
[] Set Bypass []PROMISC
Alias: MTU: 1500 —— Offload
[] set Bridge Info [ rx-ALL
MAC Addr: 00:90:0b:37:2c:bd | T O Len 1000 [P T50 Enabled
[] Set CPU Mask I RX-FCS
[ Services— i
N 1650 Enabled
= S S T o e = el
OFTP CPU Mask: I:D WiFi Bridge: NONE = [ Bypass Power-DOWN I
[JRapius [ Bypass Disconnect
‘ Print H View Details ‘ ‘ Probe H Sync ‘ ‘ Apply |

. IP110.26.1.10

IP Mask: 255.255.255.0
. Gateway IP: 10.26.1.1
. Click OK.

O 0 © >

3. (Optional Advanced Method) Create fen MAC VLANs on the eth1. In this scenario, our upstream network is
10.26.1.0/24. In the Port Mgr tab, highlight eth1 and click Create.

Creake VLANS on Port:
@ @ MACVLAN () 802.1Q-VLAN O Redirect ) Bridge ) Bond ) GRE Tunnel
O WiFi STA O WiFi VAP r WiFi Monitor ) WiFi Virtual Radio
. — e e
@ VLAN ID: [ DHCPPv4
Parent MAC:  [00:90:0b:3 d DHCP ClientiD:  [ion: __ |+]
MAC Addr: bocowostino |w| 1P Address: 1026111 | GloballPv: ot ]
Quantity: 10 IP Mask or Bits:  [255.255.255.0 | Link IPvé: |
Gateway IP: loze11 | pweew faoto ]
#1 Redir Name: #2 Redir Name:
STA ID: 55ID: [ [~]
WiFi AP Key/Phrase:
wea CIwPAz ] wep
Q [] Down
| Apply H Cancel | ‘ Ready

A. Select MAC-VLAN


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing

. Quantity: 10

. IP:10.26.1.11

. IP Mask: 255.255.255.0

. Gateway: 10.26.1.1

. Click Apply and close the window.

O - m U 0O »

. You should see 10 MAC VLANs, ethl#0 - ethl#9.

4. Create ten Layer-3 cross connects. We will start at 10Mbps transmit on them as a reasonable start. In general
hunt scripts start low and try to work their way higher. When using more stations, set a lower starting fransmit
rate. In the Layer-3 tab, click Create.

2 a-ma
l:‘ | All | ‘ Display | ‘ Sync ‘ Batch-Create | | Apply | 0K | ‘ Cancel
Cross-Connact
CX Name: [sta-mac-0
ST [Lanforge / DR [~]
Endpoint A Endpoint B
Resource: |1 (brent -523) |v||l (brent-523] ‘v|
Port: |1 (ethl) |V| |4 (sta0) ‘V|
Min Tx Rate: |10H (18 Mbps) |v| |10H (18 Mbps) ‘v|
Max Tx Rate: |53'“e |'| Same "|
Min PDU Size: |-¢\UTD |v| |nLITD ‘v|
Max PDU Size: |Same |v| |Same ‘v|
IP Tos: [pest Effort (o) [w|[gest Effort () [+|
Pkts To Send: |Inf1n1te |v| |Inf1n1te ‘v|
A. Name: sta-mac-0
B. Endpoint-A: eth1 (if using the advanced MAC-VLAN method, set this to eth1#0.
C. Endpoint-B: sta0
D. Type: LANforge / UDP
E. Min Tx Rate: 10Mbps (both sides)
F. Click Apply. Leave the window open.

5. Create nine more stations. Click Batch-Create.

Layer-3 Baktch Creator: sta-mac-0

sta-mac-1, sta-mac-2 ... sta-mac-9
Endp-A Resources: 1,1..1
Endp-B Resources: 1,1 ..1

Endp-A Ports: ethl, ethl ... ethl
Endp-B Ports: stal, sta2 ... sta9
Endp-A IPs: AUTO, AUTO ... AUTO
Endp-B IPs: AUTO, AUTO ... AUTO

Quantity: 9 Number of Digits: (|

Starting Name Suffic [0 | Name Increment: L ]
Resource Increment A: ,07 Resource Increment B: ’07
Port Increment A: lﬁi Port Increment B: ’17
IP Addr Increment A: '07 IP Addr Increment B: ’07
IP-Port IncrementA: [ | IP-PortincrementB: L |
‘ Apply | ‘ Close |

A. Quantity: 9

B. Deselect Zero Pad.

C. If only ethl is used for upstream traffic, set Port Increment A to 0. Otherwise leave it af 1.

D. Click Apply and close window.

E. Close the Create/Modify Cross Connect window.

6. You will see ten Layer-3 connections in the Layer-3 tab.



Control Reporting Tear-Off Info Plugins

‘ Stop Al ‘ | Restart Manager ‘ ‘ Refresh | ‘ HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP stations | Messages |
Stetus | Layer3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Ar | wanlinks |* Attenuators | Filedo |

Rpt Timer: ‘default (5 s) |V|Go| Test Manager ‘EH ‘v| ‘ Select Al |
View ‘n -500 | |Gu| ‘ Display H Create || Modify ‘ | Delete ‘
ross Connects for Selected Test Manager
Name Type State Pkt Rx A Pkt Rx B Bps R A BpsRx B Rx Drop % A Rx Drop % B Drop Pkts A| Drop Pkts

sta-mac-0 LF/UDP |Stopped 0 0 0 0 [1] [} 8]
sta-mac-1 LF/UDP 0 0 0 0 0 0 0
sta-mac-2 LF/UDP 0 0 0 0 0 0 0
sta-mac-3 LF/UDP 0 0 0 0 0 0 0
sta-mac-4 LF/UDP 0 0 0 0 0 0f 0
sta-mac-5 LF/UDP 0 0 0 0 0 0| 0
sta-mac-8 LF/UDP 0 0 0 0 0 0f 0
sta-mac-7 LF/UDP 0 0 0 0 0 0f 0
sta-mac-8 LF/UDP 0 0 0 0 0 0 0
sta-mac-8 LF/UDP 0 0 0 0 0 0f 0
[l 1 v

Logged in to: brent-523:4002 as: Admin

7. Create a Test Group. In the Test Group tab, click Create.

Create/Modify Teskt Group

Test Group Name:  |sta-mac Config As Totals
Cross Connects (CX)
Registered CXs Free CXs
sta-mac-0
sta-mac-1
sta-mac-2
sta-mac-3 & Add Cx
sta-mac-4
sta-mac-5
starmac 6
sta-mac-7
sta-mac-8
sta-mac-9
| Apply | | 0K ‘ ‘ Cancel
A. Name: sta-mac
B. Select Config As Totals.
C. Highlight all the sta-mac-x connections and click < Add Cx.
D. Click Apply.
E. Click Script.
F. Configure the Test Group Scripf.

Add/Medify Script

Group Name: Script Type: ScriptHunt n
Script Name: |start-10Mbps Group Action:

Enable Script Show Reports  [] Symmetric []Loop []Hide lteration Details []Hide Legend []Hide CSV

Loop Count l:l] Script Iterations: 180 (180) Estimated Duration: 18 m {18 m)

Script Configuration

Use TCP MSS [ ] Show Dups [] Show 000 Show Attenuation

Hide Latency Distributions  [_] Hide Hunt Steps ] Hide Constraints

Run Duration: | 55 (5 s) |v| Pause Duration: ‘ ls 1s) ‘v|
Starting Rate: |10H (16 Mbps) |V| Max Iterations: ‘20 ‘v|
Max Drop Percent: |5% (5%) |V| Max-Tr-Underrun: ‘ll‘ﬂs (10%) ‘v|
Max Jitter: |hlgh (100 ms) |v| Max RT Latency: ‘500!«5 (580 ms) ‘v|
Threshold: [ (z0.000) [~]
Payload Sizes A Payload Sizes B————— ———Attenuations {ddB)

50 50

128 128 MOME

256 256

512 512 100

1024 1024 200

1280 1280 400

1450 1450 500

1472 1472 Bog

1514 1514 955

I I

gl

Show Previous Report | Sync | | Apply | Cancel

. Group Name: sta-mac

. Script Type: ScriptHunt

. Script Name: start-10Mbps
. Starfing Rate: 10M

. Click OK.

m O 0 » >

G. Close the Create Test Group window.

8. Start the test. Highlight the test group and click Start.



2] LANforge Manager Version(s.
Control Reporting Tear-Off Info Plugins

G

\ Stopall | | Restart Manager | | Refresh | [ wee |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer3 | L3Endps | VolP/RTP | VoIP/RTPEndps | Ar " [ Wanlinks | Attenuators | Filed0 |

Rpt Timer: |default (S s)

Display
LANforge Test Groups
Name |Run| Script Cross Connects

Logged in to: brent-523:4002 as: Admin

9. You will see the script report window.

Script Report for: sta-mac Completed ak: Tue Mar 28 16:14:45 PDT 2017
# lteration: 0/180 Endpoint: sta-mac now: 1490742330645ms duration: SO02ms paused: Oms =
b payload-size: 60 cfg-rate: 16006060
# tx-pkts: 104138 tx-bytes: 6248280 tx-bytes-low-level: 10622076 tx-pps: 20819

i tx-bps: 9993251 tx-bps-low-level: 16988526

# ri-pkts: 42457 rx-bytes: 62496704 rx-bytes-low-level: 64279898

# rx-pps: 8483 rx-bps: 99954745 ri-bps-low-level: 102806714

' rx-drops: @ rx-dups: O rx-ooo: © machine-load: 0.00

b peer: rx-pkits: 79744 rx-bytes: 4784640 rx-pps: 15042

# rx-bps: 7652363 rx-bps-low-level: 13009617

# dropped: 24394 drop percent: 23,4247 avg-rx-latency(us): B8 avg-rt-latency(us): 75000 peer-machine-load: 6.6

# rx-signal: -35 tx-link-speed: 450000000 rx-link-speed: 450000000 attenuation: 100 peer-rx-signal: -35 tx-peer-link-speed: 450000000
rx-peer-link-speed: 4

i peer-dropped: 27 peer drop percent: ©,0636

# * Failed drop-percent constraint, reported: 23.4247% max: S

# iteration: 1/180 Endpoint: sta-mac now: 1490742336680ms duration: 5842ms paused: 1002ms
i payload-size: 60 cfg-rate

i tx-pkts: 52016 tx-bytes: 3120960 tx-bytes-low-level: 5305632 tx-pps: 1637

# tx-bps: 4951940 tx-bps-low-level: 8415298

# rx-pkts: 42390 rx-bytes: 62398080 rx-bytes-low-level: 64178460

¥ rx-pps: 8467 rx-bps: 99005284 rx-bps-low-level: 101830163

% rx-drops: O rx-dups: O rx-ooo: O machine-load: 0.
@# peer: ri-pkts: 51928 rx-bytes: 3115680 rx-pps: 10299
i rx-bps: 4943562 rx-bps-low-level: 8464656

# dropped: 88 drop percent: 0.1692 avg-rx-latency(us): 8 avg-rt-latency(us): 14000 peer-nachine-load: ©.67

# rx-signal: -34 tx-link-speed: 450000000 rx-link-speed: 405000000 attenuation: 100 peer-rx-signal: -34 tx-peer-link-speed: 405000000
rx-peer-link-speed: 456000060

# peer-dropped: 41 peer drop percent: 0.0966

# * Passed constraints *

# iteration: 2/180 Endpoint: sta-mac now: 1490742342693ms duration: 5002ms paused: 1002ms
# payload-size: 60 cfg-rate:

# te-pkts: 78008 tx-bytes: 4685880 tx-bytes-low-level: 7965096 tx-pps: 15613

# tx-bps: 7494410 tx-bps-low-level: 12740497

# ru-pkts: 42457 rx-bytes: 62496704 rx-bytes-low-level: 64279898

# ri-pps: 8488 rx-bps: 99954745 rx-bps-low-level: 102806714

i rx-drops: O rx-dups: O rx-ooo: O machine-load: 0.07

# peer: rx-pkts: 77825 rx-bytes: 4669508 rx-pps: 15550

# rx-bps: 7468213 rx-bps-low-level: 12695962 -

[] Pause Close ‘ Sawve File ‘ Graphical Display [] Invert RX-Signal X Asxis

10. When the test is finished, click Graphical Report to see graphs.

Graphical'script Report for: Sta-mac.1490742885458,

€SV Data for Graph Above.

Max Peer RX-Bits-per-second v/s Packet Size

120,000,000 ||

110,000,000 1
100,000,000 1|
90,000,000
80,000,000 |
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20,000,000 {f
10,000,000
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800 900 1,000 1,000 1,200 1,300 1,400 1,500 1,600
Packet Size

ta-mac. 1490742885458

| csvData for Graph Above =

[ dose | [ saveFile |




Runnin DP Traffi

with Androi

Goal: Set up Android to be a LANforge resource and then run UDP traffic.

Requires LANforge 5.3.3 or later. Make sure to configure a
realm other than 255 for the VAP system, this is because
the Android device needs to be in the same realm to be
managed. This cookbook will be using realm 195. You can
find information on configuring realms using Ifconfig
starting from step 4 here.

This cookbook will go through installing and configuring
LANforge on an Android device, then setting up a Layer-3
UDP connection between the Android device and
another LANforge system. Multiple VAPs will be set up to
demonstrate roaming. A bridged VAP setup is used (with
the bridge as DHCP server) so the device can retain the
same IP during roaming, this prevents the device from
having fo renew its IP saving some time between roams.

System Under Test

Android Device
——  LANforge WiFire
—
_—
)
Virtual AP

1.
2. Create the first VAP.
A. Go to the Port Mgr tab.

LANFforge Manager Version(5.3.3)

Control Reporting Iear-Off Info Plugins

oo0e

—

LANforge GUI

-

System
Under Test

LANforge WiFIRE

First, we will set up the LANforge system so the Android device can connect.

=) [

[ stopan |

| Restart Manager |

| Refresh | [ HELP |

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Station Mgr | Messages |

Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | File0 [ Layer-4 |

Disp: [162.168.100133:00 | ‘ sniff Packets ‘

‘ Clear Counters || Reset Port H

Delete |

Rpt Timer: ‘medmm (83 |vH View Details

Apply | I

Create

H Modify H Batch Modify \

All Ethernet Interfaces (Ports) for all Resources.

Port |Pha...| Down| P sEc| Alias PDSS”t RXBytes | RxPkts | PpsRX | bpsRX TXEytESJ TXPkts | PpsTX
0 92.168.100.195 tho 1,598,411 15,099 6] 5156 15,165,285 14,423 5
: O [ LI [o.0.0.0 ethl 0
0.0.0 wiphyo 0
U [ O [0.0.0.0 wiphyl 0
0.0.0 wiphy2 0
L [ [ [0.0.0.0 wlan0  |wiphy0| 0
] [0.0.0.0 wian2__|wiphy2] 0
L [ @ [0.0.0.0 wlanl  |wiphyl 0
[4] L I Tv]
| Logged in to: brent-523:4002 as: Admin
B. Select wiphyO and click Create.
LANforge Manager Versioni 3) =) 18 |5
Control Reporting Tear-Off Info Plugins
[ stopail | [ Restart manager | | mefresh | [ nep |

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | Station Mgr |~ |

Status | Layer-3 [ L3Endps | VoIP/RTP | VeIP/RTP Endps | Ar

| wanLinks | Attenuators | Filed0 | Layer-4 |

Disp: [192.168.100.132:0.0 | [ sniff packets |

| clear counters |[ ResetPort || pelete |

Rpt Timer: [nediun (8'5) [+ | Apply |

[ viewDetails |[ cCreate z Modify Batch Modify

All Ethernet Interfaces (Ports) for all Rs

Port |Pha... Down| P SEC| Alias F;s”t RXBytes | RXPkis | PpsRX | bpsRX| TXBytes | TXPkis | PpsTX
1.0 92.168.100.195 tho 1749802 16,57 6 5202 16,682,051 15831 6
0.0.0 ethl 0
wiphyQ 0
wiphyl 0
0O wiphy2 0
v Wiano  [wiphyo 0
[ wlan2  |wiphy2] 0
v wianl  [wiphyl 0

[a] i |

[v]

| Logged in to: brent-523:4002 as: Admin



http://www.candelatech.com/lfserver_install.php#install

C. Select WiFi VAP and enter in the below values.

Create VLANs on Port: 1.1.2 = e

) MAC-VLAN ) 802.1Q-VLAN O Redirect O Bridge ) GRE Tunnel
O WIiFiSTA  ® WiFi vAP O WiFi Monitor ) WiFi virtual Radio

shei:[il [+ Resource: 1 (brent-523) || Port: [2 (wiphyo) |
VLAN ID: I DHCP-IPva

Parent MAC: DHCP Client 1D: [lor: | +]
MAC Addr: pocxcwcio  [w] 1P Address: Global IPve:  [AUTO

Quantity: 1 IP Mask or Bits: Link IPv6: [AUTO
Gateway IP: IPVE GW: [AUTO

#1 Redir Name: #2 Redir Name:
STA ID: o SSID: [endroid-test [~]
WiFi AP: Key/Phrase: | |
CIwPA [ wpA2 C1WEP
[IDown
[ appiy || Cancel

A. Quantity 1

B. STAID: 0

C. SSID: android-test

D. Click Apply.

A. Note: we will keep this window open for creating the second VAP.

3. Create the second VAP.

Create VLANSs on Port: X

) MAC-VLAN ) 802.1Q-VLAN ) Redirect ) Bridge ) GRE Tunnel
O WIiFi STA  ® WiFi VAP O WiFi Monitor 0 WiFi Virtual Radio

Shelf: Resource: = Port: |3 (wiphy1) =
VLAN ID: [ DHCP-IPva

Parent MAC: DHCP Client1D: [in= | =]
MAC Addr: bocxxooc x| w| 1P Address: Global IPve:  [AUTO

Quantity: ] e | L O —
Gafewan DS 220200 0 0 [WNIDVGIEW: o |

#1 Redir Name: #2 Redir Name:

STAID: L] ssm: [endroid-test2 [~]

WiFi AP: Key/Phrase: | |

[1weA []wpA2 [ 1wWEP

[ Down

Apply [ ‘ Cancel

A. Select wiphy1 from the port drop-down menu.

B. Update the STA ID and SSID with the below values.
A. STAID: 1
B. SSID: android-test2

C. Click Apply and close the Create Port window.

4. Set up a bridge for both VAPs.

A. Go to the Status tab, and click the Netsmith button for the AP system (Resource 1 in this example).

LANforge Manager Version(s.:

.3) o [x
Control Reporting Tear-Off Info Plugins

| stopail | [ RestartManager | | Refresh | [ nep |

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Station Mgr | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators [ File0 [ Layer-4 |

License Info Current Users Test Configuration Database
* Admin from:192.168.100.133 o [pLank el — |
: ist: - oa.
Licenses expire in: 118 days. g b
Name: [ [ pelete |
Load Behavior: [choose One [~ save |
Support expires in: 118 days.
o - o [ pownloadpB  |[show Progress |

Virtual Shelf 1
Resource 1

o [ ]

Logged in to: brent-523:4002 as: Admin




B. Right-click in the Netsmith window and select New Router.

Create/Modify Virtual Router
<Auto Create New Name> | width: |100 | Height: [100 |
[]Use OSPF []Multicast Routing []Use OLSR [IRIPv2 []RIP Dfit Route []Xorp SHA []IPv6 Router []IPv6 RADV
[ use Existing cfg []BGP Router []BGP 4B AS []BGP Reflector []BGP Confederation []BGP Damping
Notes about this Virtual Router

BGP Configuration Information

Router ID Local AS Cluster ID
Confederation ID Damping Half Life Damping Max Suppress
Damping Reuse Damping Suppress
BGP Peer Flags Peer AS  Peer ID Local Iface Nexthop Nexthop6 Hold Time Delay Open

[l Active []client []Confed
[ Active []client []confed
[l Active []Client []Confed
Ol Active [ client []Confed
[Active []client []Confed
Ol Active [ client []Confed

[JActive []client []confed
[l Active [JcClient []Confed [ Ucast

cance

A. Click OK to accept the default values.

B. Click Apply in Netsmith.

C. Right-click in the Netsmith window and select New Bridge. Then set the below values.

Create Ns on Pol o x
) MACVLAN () 802.1QVLAN () Redirect @ Bridge () GRE Tunnel
© WIFISTA (O WIFiVAP O WiFi Monitor () WiFi Virtual Radio
S s SO P 17 B (o

VLAN ID: []DHCP-IPv4
Parent MAC: DHCP ClientID: [lon=——|~|
MAC Addr: [ococie o] b address:  [L951.2.1724 Global IPvé:  [AUTO
Quantity: 0 IP Mask or Bits: Link IPv6: AUTO

Gateway IP: IPVE GW: AUTO
Bridge Name:  [br0 #2 Redir Name:
STAID: SSID: [ [=]
WiFi AP: Key/Phrase:
Owea O wpa2 O wep
[]Down
[ apoy g | Ccancel ‘

A. Quantity: 1

B. Bridge Name: br0
C. IP Address: 195.1.2.1/24

D. Click Apply and close the Create Port window.
E. Click Sync in Netsmith and the br0 interface should appear.
F. Drag the br0 interface into the virtual router. The interface box should change from black to green.

Netsmith configuration for Resource: brent-523(1.1) Version

virtual Routers and Connecti

o
]

oy Mgt-athu ethl wlano wianl wlan2
@ .1 216810019524 g [ ]

e

Lﬂphyu wiphyl .lmphyz

RO(1)

bro
165.1.2.1/24
[ ]

anLinks [JSshow Legend
anLink Names

IPvads Info Print [Synd Apply Close
ire Names ] Zero-IPv4s Apply Progress: Cancel Apply

Col. Domains [] IPvés

eer WanLinks

) ) Netsmith Status:
anLink Config




G. Right click brO and select modify.

Interface-Cost: 1
| RIP-Metric: 1

Port 1-A:
| ‘ OSPF Area: 0.0.0.0
port1e: [skip | =] vere ip:
WanLink: [¢] Skip | ‘ | VRRP ID:
2 . VRRP Priority:
e sty } VRRP Interval:

port 2-A: [FISkip |

DHCP Lease Time: [300 |

DHCP DNS: [1e5.1.21 | |

DHCP Range Min:  [185.1.2.10 ] I |
1 |
il |

Next-Hop: 0.0.00

DHCP Range Max: |195.1.2‘20
DHCP Domain: [
DHCPv6 DNS:
DHCPv6 Range Min:

Next-Hop-IPvé6:

1Pv6 Subnets (aaa::0xx):

DHCPv6 Range Max: }
DHCPd Config File: ‘ I
\

[ NAT DHCP [ ] DHCPv6 [] Custom DHCP []VRRP [] cand-RP

Cancel

H. Select DHCP and use the below values.

A. DHCP Lease Time: 300
B. DHCP DNS: 195.1.2.1
C. DHCP Range Min: 195.1.2.10
D. DHCP Range Max: 195.1.2.20

I. Click OK.
J. Right click br0 and select Modify Port.

bro (brent-523) Configure Settings o [E) [

Port Status Information
Current:  LINK-DOWN PROBE-ERROR TSO UFO GSO GRO
Driver Info: Port Type: Bridge Driver: bridge(2.3) Bus: N/A

Port Configurables
Enable General Interface Settings
Set IF Down g
u  Hown b Ftmc b Aging Time: 300 -
-Pv6 [7]DHCP Release  DHCP Vendor ID: [None Bridge Priority:  |32768 -
[IsetTXQLen
[JDHCP.IPva | Secondary-Ps | DHCP Client ID: [None [ MaxAge: 20 -
O set MTU

[JSpanning-Tree

[lset offload DNS Servers: [BLANK | PeerIP: nA Hello Time: 2 =
Oseteridge info "™ Address: [195.1.2.1 Global IPv6: [auto ]| Forwarding Delay:|15 -
1P Mask: [255.255.255.0 | Link IPve: o ]
Gateway IP:  [0.0.0.0 IPV6 GW: oo ]
Alias: M 1500
MAC Addr:  00:00:00:00:00:00 | TX QLen o

N el

Configured Ports | Current Ports |

Services—
CIHTTP Add Ports )y
CFTP ap0
C1RADIUS il

| print || viewpetails | [ probe |[ sync | [ mpply || ox |

A. Enfer vap0 and vapl info the text box as shown above.

B. Click Add Ports.

C. Click Apply then Sync. The Current Ports column should now show vap0 and vap1.

Configured Ports Current Ports
vap0 vap0
vapl vapl

D. Click OK to close the window.

K. Click Apply in Netsmith.

5. Create aredirect-device inside the virtual router. The Android will connect to this port for management
purposes.



A. Right-click in the Netsmith window and select New Connection.

Port 1-A: |<Autn Create New Port> ‘v| (B B ]
OSPF Area: 000.000.000.000

Port 1-8: Eskip | [~] vrere ip:

WanLink: Fskip | [~] vereD:

| VRRP Priority:
VRRP Interval:

Port 2-A: [ Skip |<Autn Create New Port> ‘v| Next-Hop: ]

DHCP Lease Time: Subnets (a.b.c.dhod:
DHCP DNS: \ |
DHCP Range Min: ‘ H |
} |

|

port 2-8: [FSkip] |

DHCP Range Max:

DHCP Domain:
DHCPv6 DNS:
DHCPv6 Range Min:

Next-Hop-IPvé6:

1Pv6 Subnets (aaa::0xx):

\

DHCPv6 Range Max: ‘
DHCPd Config File: I I

\

[INAT [JDHCP []DHCPv6 [ |Custom DHCP [ |VRRP  []cCand-RP
A. Select the Skip checkbox for Port 1-B, WanLink, and Port 2-B.
B. Click OK

B. Click Apply in Netsmith.

C. Drag one of the rdd interfaces info the virtual router (rddVRO is used in this example). The interface
box should change fo green.

Netsmith configuration For Resource: brent-523(1.1) Version:5.3.3

Virtual Routers and Connecti
% Mgtetho wlanl wlan2
o, 195.168100.105/2¢ €L wlano  m [ ]
= 4 u ™
a
wiphy0 wiphyl wiphy2
u [ ] [ ]
ROM) rddvRo rddvRL
|
bro
195.1.2.1/24
vEpo \aul
wanLinks []show Legend ire IPvas Info Print
anLink Names [v] Port Names ire Names  [] Zero-IPvds apply Progress: o
eer WanLinks []Parents Col. Domains [] IPvés
i . Netsmith Status:
wanLink Config

A. Note: The other rdd (rddVR1 in this case) will not be used and can be ignored.

D. Click Apply in Netsmith.
E. Right click rddVRO and select Modify Port.

rddVRO (brent-523) Configure Settings JEE
Port Status Information
Current:  LINK-UP PROBE-ERROR TSO UFQ GSO GRO
Driver Info: Port Type: Redirect-Device Peer: rddVR1

Port Configurables

Enable General Interface Settings Port Rates —Advert Rates—
set IF Down Q) 10bt-HD 10bt-HD
= © 10bt-FD =
SRR Clbown [l Aux-Mgt S C110bt-FD
setTXQLen 100bt-HD
g b ] DHCP-IPV6 DHCP Release  DHCP Vendor ID: © 1000-FD o
[]set MTU 8 igg-ig [J 100bt-FD
st offload []DHCP-1Pva DHCP Client ID:  [none |12 e = —
] Set PROMISC DNS Servers: [BLANK Peer IP: NA [1106-FD
[ set Rx-allFCS P Address:  [195.1.1.1/24 Global IPv6: Juro || ORenegotiate [ 406D
[set Bridge Info [P Mask: 0.0.0.0 Link IPv6: auTO [ Restart Xcvr & Elosleantral
Gateway IP: [0.0.0.0 1PV6 GW: [aUTO O PROMISC
son Alias: — mTU: 500 CIRX-ALL —— Offload
—Services—
Qe MAC Addr:  [a&:b5:cc:73:01:e3 | TX QLen 1000 O rx-Fcs S0 Enabled
= i e [ Bypass Power-UP GSO Enabled
TR RptTimer:  [nedivn (5) [] wiFi Bridge: [OBypass Power-DOWN [[JLRO Enabled
[ Bypass Disconnect GRO Enabled

[ print_|[ view petails | [ _probe |[ sync | [ apply \

A. Set the IP Address to 195.1.1.1/24

B. Click OK.

F. Close Netsmith.

6. Set up the Android device.



A. Install LANforge Resource from the Google Play Store.

fandelg

TECHNOLOGIES
NETWORK . TESTING

4 LANforge Resource 5.3.3
C: Tech nc
€ Everyone

B. Once installed, connect your device to android-test using Android's WiFi setup.

android-test2

Remove

A. Realm 195
B. Manager IP:port: 195.1.1.1

C. Resource ID: 2



D. Push the Apply button to apply changes and start LANforge. After 20-30 seconds the LANforge
system should see the Android device connect.

=y N
<4 Configure LANF

7. Create and run a Layer-3 UDP connection.
A. Go to the Status tab, and click the Netsmith button for the AP system (Resource 1 in this example).

3) o [x

LANFforge Manager Version(!

Control Reporting Tear-Off Info Plugins

| stop All ‘ | Restart Manager ‘ ‘ Refresh ‘ | HELP ‘

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | Station Mgr | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators [ File0 [ Layer-4 |

License Info Current Users Test Configuration Database
* Admin from:192.168.100.133 . faay 1 ot ——
. ist: ay - oa
Licenses expire in: 118 days. PN e e WS
Name: [ [ pelete |
Load Behavior: |choose One [=]] Save |

Support expires in: 118 days.
o T s Download DB

Virtual Shelf 1
Resource 2

Resource 1

o [ (]

Logged in to: brent-523:4002 as: Admin

B. Create aredirect-device inside the virtual router.
A. Right-click in the Netsmith window and select New Connection.

reate/Modify Connection

Interface-Cost 1
[+ RIP-Metri e ——|
| ‘USPFArea: 000.000.000.000

an | ] w
ort 2- Kp | [] e
Port 2-A:  [] Skip |<Aulo Create New Port= |v‘ I;lext-Hu‘;;: - l—

Subnets (a.b.c.dpx):

Next-Hop-IPv6:

IPv6 Subnets (aaa::0pod:

CIVRRP  []c€and-RP

CINAT [JDHCP  [IDHCPw6 []Custom D

B. Select the Skip checkbox for Port 1-B, WanlLink, and Port 2-B.
C. Click OK.
D. Click Apply in Netsmith.



E. Drag rddVR2 into the virtual router. The interface box should change to green.

Virtual Routers and Connect
o
£ Mgt-etho ethl wilanl wian2
o, 182 168.100.195/24 wlano [ ] u
R . [ I
G\
wiphyo wiphyl wiphy2
u ] ]
rddvR3
rddvRro
rddVR1 195.1.1.1/24
-
bro
165.1.2.1/24
WanLinks []Show Legend IPvas
WanLink Names || Port Names Fire Names  [] Zero-IPvds Apply Progress: Cancel Apply
Peer WanLinks []Parents Col. Domains []IPvés "
) ) Netsmith Status:
WanlLink Config

F. Click Apply in Netsmith.
G. Right click rddVR2 and select Modify Port.

rddVR2 (brent-523) Configure Settings

Port Status Information
Current: LINK-UP PROBE-ERROR TSQ UFQ GSO GRO'
Driver Info: Port Type: Redirect-Device Peer: rddvR3

Port Configurables
[—Advert Rates—

Enable General Interface Settings
[ISet IF Down [J10bt-HD
[[]Set MAC =l Doy [ Aux-Mat []10bt-FD

[ 100bt-HD

[IsetTxQLen

[JDHCP-PY6 [/]DHCP Release  DHCP Vendor ID: (o}
[]set MTU 8 ey [J100bt-FD
Olset offioad [JDHCP-Pva | Secondary-IPs | DHCP Client ID: SO B
NA

[Jset PrOMIsc  DNS Servers: [BLANK Peer IP: ) 10650
[set Rx-AllFcs  IP Address: [195.1.3.1/24 Global IPv6: [aUTo SRQ“E‘J“"“* [ 40G-FD
. oooo  Ju . Restart Xcvr
[]set Bridge Info P Mask: 0.0.0.0 Link IPV6: e | [CIFlow-Control
Gateway IP: [0.0.0.0 IPv6 GW: [auTo [IPROMISC
) Alias: MTU: 1500 DO Rx-ALL -t
[—Services— [IRX-FCS 50 Enabled

MACAddr:  [2ere8:ddi7a:00:a9 | TX QLen 1000

pn ] FO Enabled

[IBypass Power-up 50 Enabled

RO Enabled

[Bypass Disconnect

Set the IP Address fo 195.1.3.1/24
Click OK.

H. Right click rddVR3 and select Modify Port

rddVR3 (brent-523) Configure Settings

Port Status Information
Current:  LINK-UP PROBE-ERROR TS0 UFO GSO GRO
Driver Info: Port Type: Redirect-Device Peer: rddVR2

Port Configurables
[—Advert Rates—

Enable General Interface Settings
[Iset IF Down [J10bt-HD
[]Set MAC e [l Aux-Mgt [J10bt-FD

[J100bt-HD

[JSetTX QLen

DHCP Release  DHCP Vendor ID:

o []DHCP-IPvE 1 [y
[]set PROMISC DN Servers: [BLANK Peer Ip: A 106D
[lset RenlfFcs P Address:  [195.1,3.2/24 Global IPv6: I | DG []40G-FD
[SetBridge info 1P Mask: 0000 | Linkipve: futo || ClRestartxar Bl control
Gateway IP: [195.1.3.1 IPV6 GW: | T
 semicea Alias:  Jwmmu 1500 (s T b
oy MACAddr:  |02:85:d7:b0:4650 | TXQLen 1000 LR
[IBypass NOW!

i : = [CBypass Power-UP
Omous  Rottimer e oo <] we e = [ty

[Bypass Disconnect

Set the IP Address fo 195.1.3.2/24

Set the Gateway IP fo 195.1.3.1

Ill. Click OK.

I. Close Netsmith.



C. Go to the Layer-3 tab, click Create.

LANforge Manager Ver! G
Control Reporting Tear-Off Info Plugins
| Stop All ‘ | Restart Manager ‘ ‘ Refresh ‘ | HELP ‘
Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr [ Station Mgr | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Ar |” wanLinks | Attenuators | File40 | Layer-a |
Rpt Timer: [petautt (5 5) | v]Go] Test manager [al____[v] | Selectall]
View [o-200 [~]ao] | pisplay |[[craate ][ modify | [ Detete |
b3
ross Connects for Selected Test g
Name Type | State ‘ Pkt RxA | PktRxB Bps Rx A Bps Rx B ‘Rx Drnp%A‘RxDmp % B Drop Pkts A| Drop Pkts
[4] i Tl

| Logged in to: brent-523:4002 as: Admin

D. Set the below values. Note that Endpoint B Resource will differ depending on the Android device

type.
B droid-udp od ) onne o
B | pisplay || sync |[ Bateh-create |[ apply | \ cancel |

Cross-Connect Cross-Connect
X Name: [android-udp RePortlimar | =R I~
CX Type: [LANforge s uDP [~] - -

Endpoint A Endpoint B

Endpoint A Endpoint B pid Pattern  |increasing ~|[increasing ~
Resource: 1 (brent-523) ~ | |2 (Nexus) = T AT ~ | [auTo -
Port: 10 (bro) ~|[26 (wlano) = P =m o -
Min Tx Rate: |11 (1.544 Hbps) | [zero (0 bps) - e — s [— -
MaxTx Rate: i 7 e Max Duration: |Same ¥ | [Same =
Min PDU size: |AUTO > T |minReconn: [0 (0 ms) ~| @ns -
BN Eiad s onc 7 A Max Reconn:  [Same | [sane -
IP ToS: Best Effort (@) « | Best Effort (@) - Multi-Conn: Nornal (0) ~|[Normat (@) =
Pkts To Send: |Infinite « | [Infinite - Script Script

Thresholds Thresholds

CX Name: android-udp
Endpoint A Resource: brent-523

Endpoint B Resource: Nexus

O 0 = >

Endpoint A Port: br0

E. Endpoint B Port: wlan0

F. Endpoint A Min Tx Rate: T1 (1.544 Mbps)
Endpoint B Min Tx Rate: Zero (0 bps)

0

Report Timer: fast (1 s)
I. Click OK.

E. Start running traffic.

LANForge Manager Version(5.3.3) =
Control Reporting Tear-Off Info Plugins
| stopan | [ RestartManager | | Refresh | [ newp |
Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr [ Station Mgr | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | Filesl0 | Layer-a |
Rpt Timer: [default (5 s) |+ |Go| Test Manager [all <] [ select an |
view [o-200 [+[so] [ pisplay || create | Modify | [ Delete |
ross Connects for Selected Test g
Name Type | State | PkRXA | PkiRxB Bps Rx A Bps Rx B Ry Drop % A Rx Drop % B| Drop Pkts A| Drop Pkts
androidudp _|LF/UDP |Run 0| 7.595 0 1,469,798 o 3.629 0 2
el n T+
| Logged in to: brent-523:4002 as: Admin

A. Select the android-udp connection.
B. Click Start.



F. Connect your Android device to android-test2. Traffic should start flowing again after about 20-30
seconds.

xfinitywifi

Haven-Wifi

Verifying Android QoS

Goal: Set up Video and Best Effort QoS connections and verify results.

In this example, LANforge-FIRE is used to set up fwo

connections, one running video QoS traffic, the other with Bne
Best Effort QoS traffic. The latency and drops will be /\/\
compared and wireshark will be used to verify QoS
information. = L — J

System Under Test LANforge GUI

System ,
Under Test ////
o o

-

Android Device

LANforge WiFire
LANforge WIFIRE

)

Virtual AP

1. Connect the Android device to a LANforge system. You can use the cookbook here for tips: Running UDP
Traffic with Android

2. Create two connections between the Android device and a LANforge port. One for Best Effort QoS traffic,
one for Video QoS traffic.


http://candelatech.com/cookbook.php?vol=wifire&book=+android+UDP+traffic

A. Creating a Best Effort UDP connection.

B [ pisplay || sync || Baten-create || apply \\ cancel |
Cross-Connect Cross-Connect
X Name: [android-udp-ul-be-1 00K Report Timer: [tz (1 5) =
CX Type: [LANforge s uDP [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pid Pattern  |increasing ~|[increasing -
Resource: 2 (Nexus) ~|[1 (brent-523) - DA T ) - P -
Port: 26 (wlan0) ~| [0 broy = N | = - -
i : IDOCSTS 1 (30 Mbps) w | |New Moden (56 Kbps] -
Min Tx Rate: {Sojites) \e kel Min Duration: |Forever ~|[Forever -
: [oone ] [sane -
MaxTx Rate: Max Duration: |Same ¥ | [Same =
i ize: |AUTO w | |AUTO -
i EDU Sice: MinReconn: [0 (0 ms) ~|fp @ =
Max PDU Size: |Same -joone Bl (Max Reconn: fjsane ~ | |sane -
3 Best Effort 0. w | [Best Effort () T
P Tos: = o Multi-Conn:  [one (1) ~|fone @) -
Pkts To Send: (106000 (100, 080) v | [Infinite - - =
Script Script
Thresholds Thresholds
A. Set a name for the connection (android-udp-ul-be-100k) in this case.

B. Select your ports. In this case the connection is between the Android (wlan0) and a bridge
(br0).

. Set Min Tx Rate on Endpoint A to DOCSIS 1 (30 Mbps).
. Set Min Tx Rate on Endpoint B to New Modem (56 Kbps).

m O 0O

. Make sure IP ToS on both endpoints is set to Best Effort.

-

. Set Pkis to Send to 100000 on Endpoint A. Note: Because Android is being managed in-
band, this limit should prevent losing management frames that could contain reporting
data.

G. Set Min IP Port to 7777 on Endpoint A. A custom port is used to help identify the connection
type in wireshark.

H. Set Multi-Conn to 1 for both endpoints. This is so each endpoint is running on its own
process.

B. Creating a UDP connection with video QoS traffic.

B [ pisplay || sync || Baten-create || apply \\ cancel |
Cross-Connect Cross-Connect
X Name: [éndroid-udp-ulvi-100K Report Timer: [tz (1 5) B
CX Type: [LANforge s uDP [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pld pattern  |increasing ~|[increasing -
Resource: 2 (Nexus) |1 (brent-523) - DA eI 75778) - P -
Port: 26 (wlan0) ~|[10 (bro) = N | o - -
i : IDOCSTIS 1 (30 Mbps) w | |New Moden (56 Kbps] -
Min Tx Rate: Sojites) \eeee] Min Duration: |Forever ~|[Forever -
: [oone ] [sane -
Max Tx Rate: Max Duration: |Sane ~ | [Sane -
i ize: |AUTO w | |AUTO -
REETR Min Reconn: [0 (0 ns) ~|le @ns) -
ize: |Same v | |Same -
Max PDU Size: Max Reconn:  |Sane ~ | (sane =
: VI (WiF1 128 v | Best Effort 0! T
P Tos: el IR - Multi-Conn:  [one (1) ~|fone ) -
Pkts To Send: (106000 (100, 080) v | [Infinite - - =
Script Script
Thresholds Thresholds
A. Set a name for the connection (android-udp-ul-vi-100k) in this case.

B. Select your ports. In this case the connection is between the Android (wlan0) and a bridge
(br0).

. Set Min Tx Rate on Endpoint A to DOCSIS 1 (30 Mbps).

C
D. Set Min Tx Rate on Endpoint B fo New Modem (56 Kbps).
E. SetIP ToS on Endpoint A to VI (WiFi).

F

. Set Pkis to Send to 100000 on Endpoint A. Note: Because Android is being managed in-
band, this limit should prevent losing management frames that could contain reporting
data.

G. Set Min IP Port to 7778 on Endpoint A. A custom port is used to help identify the connection
type in wireshark.

H. Sef Multi-Conn to 1 for both endpoints. This is so each endpoint is running on its own
process.

3. Compare latency and drops.

‘'orge Manager Version(

Control Reporting TearOff Info Plugins

‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh ‘ ‘ HELP ‘

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | Wanlinks | Attenuators | File-l0 | Layer-a |

Min PDU Size auto ¥|[Go| MaxPDU Size|Sans ~ | Go ‘ Start

| quiesce || clear |

MIN Tx Rate |New Modem (56 Kbps] ¥ | Go| MAXTxRate |smm= 0
— 0 == [pisplay| [create|[Madify | [Batch Modify| | Delete |
All End
Mame Run|  TxRate Rx Rate Delay |Dropped, Elapsed
android-udp-ul-be-100k-A | [] 25,026,033 47.548| -40,199| 14/47
android-udp-ul-be-100k-8 | [ 51,053] 17.339.287) 40,315 30.715(47
android-udp-ulvi-100k-A 25,026,565 48,051] -40,185| 1247
android-udp-ul+i-100k-B O 51,054 ZQ.QEZEEE 40,233 17747

Logged in to: brent-523:4002 as: Admin

A. The latency can be found under the Delay column.



B. The drops can be found under Dropped column.

C. If QoS is working properly, you should see less delay (latency) and less drops for connections using
VI (WiFi) IP ToS. The delay can be more easily compared if you add endpoint A and B of each
connection. As should be expected, the results above show that the particular device is dropping
significantly less packets for the connection with video QoS traffic. Because there is a small amount
of latency, a major difference isn't shown here.

4. Verify QoS type with wireshark. This is where our custom port setting is helpful.
A. The packets on port 7777 should show Best Effort.

“moni3a [Wireshark 1.12.6 (Git Rev Unknown from unknown)] (on brent-523) ~lo X
Ele Edit View Go Capture Analyze

8 x Q ¢ ¢ & 2 o R @ EE®

Fiter: [ip.addr==195.12.1 | ip.addr==1951.2.10 |2 pression... clear Apply Save 39 180 Fiter Fiter Fiter Fiter

tistics Telephony Tools Internals el

ssiD Channel type MCSindex | Antenna  Data rate (Mbjs) Source Destination 5]
597080000 802.11g 7 o m2 195.1.2.
603695000 802.119 7 o 72 195.1.2.
£02.119

No.

802.11g
( D]
b Frame 2209: 1563 bytes on wire (12504 bits), 1563 bytes captured (12504 bits) on interface O
b Radiotap Header v, Length 29
|7 IEEE 802.11 QoS Data, Flags: ......
Type/Subtype: QoS Data (0x0028)
b Frame Control Field: 0x8802
.00 0000 0010 1100 = Duration: 44 microseconds
80 (40:

F.

Fragnent number: O
Sequence number: 264

E05P: Service period
ack Policy: Normal Ack (0x0000)
Payload Type: MSDU

QP Ps Buffer state: 0x0000

0
Logical-Link C
Internet Protocol Version 4, Src: 195.1.2.1 (195.1.2.1), Dst: 195.1.2.10 (195.1.2.10)
User Datagram Protocol, Src Port: 7777 (7777), Dst Port: 33001 (33001)

Data (1472 bytes)

0030 7= c4 = 2 aa 03 00 00 00 08 00 45 ] B
0040 00 05 dc 11 b2 1a c3 01 02 01 ¢3

0050 01 02 0a le 8 52 2f 00 00 00 00 1a

0060 2b 3c 4d Sc 00 00 00 02 a2 91 56

0070 S eb ac 01 00 00 00 00 97 de 00 .

0080 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d 0 Of 10 .. - 5
@ ¥ 802,10 Tag (wian.qos priority), 2 byt .. _ Packets: 2323 - Displayed: 1018 (43.8%) - Dropped: 0 (0.0%) Profile: Default

B. The packets on port 7778 should show Video.

“moni3a_[Wireshark 1.12.6 (Git Rev Unknown from unknown)] (on brent-523) B

Fle Edt View Go Capture Analyze Statistics Telephony Tools Internals Help
BB xclQ¢ Y > X Beogoh g@8E= o

Fiter: [ip.addr==195.1.2.1 || ip.addr==195.12.10 || expression... clear 4cply Save 39 180 Fker Fiter Fher Fiter
No. Time ssip Channel type MCSindex | Antenna  Data rate (Mbls) Source Destination A
21991 7 o 195
22051 7 0 bt
7 0 bt
7 Bt
1

b Frame 2211: 1563 bytes on wire (12504 bits), 1563 bytes captured (12504 bits) on interface O
b Radiotap Header v, Length 29
'~ IEEE 802.11 QoS Data, Flags: ......F.
Type/Subtype: QoS Data (0x0028)
b Frane Control Field: 0x8802
.000 0000 0010 1100 = Duration: 44 microseconds
20 (40:

Receiver address: LgElectr_c3
Destination address: LgElectr_c
Transmi tter address: Sparklan
855 1d: Sparklan_7e:ca:2f (00 f)
Source address: Sparklan_7e:ca:2f (00:0e:8e:7e:ca:2f)
Fragnent number: 0
Sequence number: 3892
<~ Qos Control: 0x0004

Ack Policy: Normal Ack (0x0000)
s payload Type: MSDU

b 0000 0000 = Q#P Ps Buffer State: 0x0000
b Logical-Link Control

b Internet Protocol Version 4, Src: 195.1.2.1 (185.1.2.1), Dst: 185.1.2.10 (185.1.2.10)
b User Datagram Protocal, Src Port: 7778 (7778), Dst Port: 33002 (33002)

b Data (1472 bytes)

00: 421 40 13 2 aa 03 00 00 00 08 00 45 8
0040 80 05 dc f8 eb 40 0D 40 11 bl 97 c3 01 02 O1 c3
050 01 02 0a le 62 80 ea 05 c8 36 Of 00 00 00 00 la

0060 2b 3c 4d 00 03 00 04 05 Sc 00 00 00 02 &f 34 56
0070 dS eb ac 24 3d Sb €8 00 01 00 00 00 00 57 df 00
0080 01 02 03 04 05 06 07 08 09 0a Ob Oc 0d O Of 10

@ ¥ 802,10 Tag (wian qos priority). 2 byt... _Packets: 2323 - Displayed: 1018 (43.8%) - Dropped: 0 (0.0%) Profile: Default

ScriptHunt with Test G

Goal: Create a Test Group that uses ScriptHunt to maximize the total rate of multiple
connections based on desired constraints.

ScriptHunt is a script that runs connections or ‘iterates' and changes tx-rates until @ maximum acceptable tx-
rate is reached. This can be done for multiple payload sizes and aftenuations. Using a Test Group along with
ScriptHunt allows you to test multiple connections at the same time.

This cookbook assumes ports and connections are already created and configured. The following areas will be
covered:

- Creating and Configuring Test Groups
- ScriptHunt setup
- Running ScriptHunt and checking results

- Using additional Test Groups for alternate tests

1. Itis a good idea fo verify connections are running as expected before getting started. The connections



below are testing UDP download on 10 wireless stations.

LANForge Manager Version(5.3.4) =[x
Control Reporting Tear-Off Info Plugins

‘ Stop All ‘ ‘ Restart Manager ‘ | Refresh ‘ ‘ HELP ‘

Generic [ Test Mgr | Test Group | Resource Mgr | Event Log [ Alerts [ Port Mgr [ vAP Stations | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon [ Wanlinks | Attenuators | File-l0 | Layer-a |

Rpt Timer: Test Manager [all [ setect an || start || stop || quiesce || clear |

"l

View |u-znn ‘V|Gn‘ ‘ Display H Create H Modify | ‘ Delete ‘

ross Connects for Selected Test Manager:

Name Type | State Pkt Rx A | PktRxB Bps Rx A Bps Rx B Rx Drop % Al Rx Drop % B| Drop Pkts A| Drop Pkts
sta-dl-udp0L |LF/UDP [Run 0 112 0 55.175, 0 0 0
stardlrudgu LF/UDP [Run 0 o 0 55,579 0 0
stardlrudgﬂ LF/UDP |Run 0 4 0 55,6089 0 0
sta-dl-udp04 _|LF/UDP [Run 0 5 0 55,638 0 0
sta-dl-udp05  |LF/UDP [Run 0 0 55,892 0 0
sta-dl-udp06 _|LF/UDP [Run 0 0 55,563, 0 0
sta-dl-udpQ LF/UDP |Run 0 0 55,563 0 0
sta-dl-udp08 LF/UDP |Run 0 0 55,829 0 0
sta-dl-udp09  |LF/UDP [Run 0 113 0 55,829 0 0 0
sta-dl-udpl0 |LF/UDP [Run 0 113 0 55.82) 0 0 0
[« ] I Iv]
Logged in to: brent-6port:4002 as: Admin

2. Create and Configure Test Group(s).
A. In the Test Group tab, click Create.
Create/Modify Test Group - B8 [x

Test Group Name: [-group-01 Config As Totals

Cross Connects (CX)
Registered CXs Free CXs
sta-dl-udp01
sta-dl-udp02
sta-dl-udp03
sta-dl-udp04
sta-dl-udp05
sta-dl-udpo6
sta-dl-udp07
sta-dl-udpos
sta-dl-udp09
sta-dl-udplo

Apply | | OK | | Cancel

A. Give the Test Group a Name. The name used here is 'scripthunt-group-01'
Under Free CXs, shift-select the connections you want in the group and click Add Cx.

C. Select the Config As Totals checkbox. This makes it so the tx-rate is based on a
combination of all connections instead of individually.

D. The Test Group must be created before setting up the script. Click Apply to create it.




B. Click Script to open the Add/Modify Script window.

Add/Modify Script =

Group Wame:  [serlpthunt-group-oL | =] Seript Type:
sciptiame: [yowpt  Growpacon: L ]

Enable Script [v] Show Reports []Symmetric []Loop []Hide lteration Details []Hide Legend []Hide CSV

Loop Count l:l:l Script Iterations: 20 (20) Estimated Duration: 7m (7 m)

Script Configuration

Use TCP M55 [ ]show Dups []Show 000 []Show Attenuation Hide Latency Distributions [ ]Hide Hunt Steps

o
x

[ Hide Constraints

Run Duration: [20s [~] Pause puration:
starting Rate: [nev oden (56 Kbps) [+] Max tarations:
Max Drop Percent: EXES) [] Max-Tx-underrun: fes aoy ]
Max Jitter: [high (100 us) [+] Max RT Latency: [oons seoms) [+]
Threshold: [ (30,000 [=]
Payload Sizes A——————— ————Payload Sizes B————————— —————— Attenuations (ddB)
| &

512 o0
1024 oo
1280 (oo
1460 o0
1472 goo
1514 955

‘ Show Previous Report ‘ ‘ sync | ‘ Apply ‘ ‘ cancel |

A. In the Script Type drop-down menu, select ScriptHunt.
Note: Most options will be left default for now (all but Run Duration and Payload Sizes A).
Below are quick summaries of the drop-down options.

w

Run Duration: Determines how long each iteration lasts. This should be about 15-20
seconds minimum. This test will use 20s.

C. Pause Duration: Sets how long the script waits between each iteration.

D. Starting Rate: Sets the first tx-rate the script attempts.

m

. Max lterations: Allows you to choose a maximum amount of times you want the script to
iterate as it adjusts the rate.

-

. Max Drop Percent: Determines the acceptable range of drops for an iteration. In this case
if there are more than 5% drops, the current iteration will fail and the next will attempt to
make adjustments so there are less drops.

G. Max-Tx-Underrun: With the current setting of 10%, if the actual tx-rate is running 10% slower
than the attempted tx-rate, the iteration will fail.

H. Max Jitter: Determines the acceptable maximum jitter for an iteration.

. Max RT Latency: This determines the maxiumum acceptable round-trip latency for an
iteration.

J. Threshold: If the percent difference of tx-rate from iteration to iteration reaches the value
here or less, the script will finish unless there are additional payloads/attenuations to test.

K. ScriptHunt will find the highest acceptable rate for each payload size listed in Payload
Sizes A and B. The existing values are suggestions, but any desired value(s) can be entered
here. If you wish fo fest Payload Size B, the Symmetric checkbox must be enabled.
Attenuations (ddB) are tested similarly, a Candela attenuator is required and must be
connected then selected in the Attenuations drop-down menu. In this specific test,
ScriptHunt will just test a payload of 1472 (on endpoint A only) and no attenuations.

. Click OK to add the script.

—

M. Click OK in the Create/Modify Test Group window to close it.

3. Start the Test Group and view the results.

A. Select the Test Group and click Start.

LANForge Manager Version

2 =

o)
x|

Control Reporting Tear-Off Info Plugins

| stop All ‘ | Restart Manager

| mefresh | [ nep |

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Ar |” wanLinks | Attenuators | Filed0 | Layer-a |

Select All || start || stop || Quiesce
Rpt Timer: |default (S s)

[ pisplay |[ create |[ modify | [ Delete |

ANforge Test Group:
Name |Run| Script | Cross Connects |
scripthu... [[] |Enabled |sta-dl-udp0l sta-di-udp02 sta-dl-udp03 sta-dl-udp04 sta-dl-udp05 sta-dl-udp06 sta-dl-udp07 sta-dl-udp08 sta-dl-udp0... |

Logged in to: brent-6port:4002 as: Admin




B. Examine the results.

A. After each iteration completes, the results will update with various information on said

iteration.

Seript Report foi

Max-Iterations: 20
Fun-Duration: 20000ms Pause-Duration: 1060ms

Constraints: 58000,108006. 500000, 20, 56000, 30000, 1,100000,
Payload-Sizes-A

Payload-Sizes-B: 60,128,256,512,1024,1280, 1460, 1472,1514
Attenuator: NONE Attenuations: 100,300, 480,600,800, 955 [
Estinated total script duration: 420 seconds

Started At: Wed Mar 23 14:18:30 2016

# iteration: ©/20 Endpoint: scrlpthum group-01 nov: 145876793L437ms duration: 20009ms paused: Oms
# payload-size: 1472 cfq-rate

# tx-pkis: 90 tx-bytes: 132480 tx- by(es Tow-level: 136260 tx-ppsi 4

# tx-bps: 52968 tx-bps-lov-level

# rx-pkts: 0 rx-bytes: O rx-bytes- Toutevel: 0

# rx-pps: O rx-bps: O rx-bps-low-level: O

f# rx-drops: © rx-dups: 0 rx-o00: G machine- luad 0.40

# peer: rx-pkts: 90 rx-bytes: 132480 rx-pps

# rx-bps: 52968 rx-bps-low-level; 54479

i dropped: 0 drop percent: 0.0000 avg-rx-latency (us): 2 avg-rt-latency (us): 2000 peer-machine-load

# rx-signal: -29 tx-link-speed: 1300000000 rx-link-speed: 175600000 attenuation: 100 peer-rx-signal: -29 tx-peer-link-speed: 175600009
rx-peer-Tink-speed: 1300000000

# peer-dropped: 0 peer drop percent: 0.0000

# * Passed constraints *

# iteration: 1/20 Endpoint: scrlpthum qroup-G1 nov: 1456767952452ms  duration: 20009ns paused: 1006ns
# payload-size: 1472 cfg-rate: 122000

# tx-pkts: 200 tx-bytes: 204400 tx-bytes-low-level: 302800 tx-pps: 10

f# tx-bps: 117707 tx-bps-low-Tevel: 121066

# rx-pkts: O rx-bytes: 0 rx-bytes-lov-level: 0

# rx-pps: 0 rx-bpsi O rx-bps-lov-level: 0

# rx-drops: 0 rx-dups: O rx-o0o: O machine-load: 0.25

# peer: rx-pkts: 200 rx-bytes: 294400 rx-pps: 10

# rx-bps: 117707 rx-bps-low-Tevel: 121066

# dropped: 0 drop percent: 0.0000 avg-rx-latency (us): 2 avg-rt-latency (us): 2000 peer-machine-load

i

=
rx-signal: -32 tx-link-speed: 1300000000 rx-Llink-speed: 175600000 attenuation: 100 peer-rx-signal: -32 tx-peer-link-speed: 175600000
rx-peer-1ink-speed: 1380000000
l¢ peer-dropped: O peer drop percent: 0.8000 [
{# * Passed constraints * E3
[lPause | close | | saverile | | _Graphical pisplay | [l Invert RX-Signal X Axis

B. When ScriptHunt finishes, the results will show a summary of all iterations. This data shows

test reached about 429 Mbps tx-rate within the specified constraints. Notice how the
configured rate (cfg-rate (bps) adjusts up and down as the drop percent (drop% peer)
goes lower and higher than the 5% constraint set earlier.

sunnary data for each iteration:

## pld-size  cfg-rate ti-bps rx-bps  rx-bps-LL t-pps  rx-pps tx-pkts re-pkts  cx-drops  drop% rx- laI(ms)
- Abytes) (bps) - peer peer - peer - peer peer  peer

o 1472 56000 52968 52968 54479 4 4 90 0 0.000 2
1+ 172 122000 117707 117707 121066 10 10 200 200 0 0.000 2
2 un 198000 194207 194207 199748 16 16 330 330 0 0.600 2
3 LM 205000 400204 400204 211623 E 34 680 680 0 0.600 2
@ 172 1228000 1223970 1223970 1258893 104 108 2080 2080 o 0.600 2
s+ 1472 4922000 4914269 2914269 5654485 a7 a7 350 8350 o 0.600 1
6 1472 24620000 24605425 24601894 25303850 2089 2089 41810 41804 6 0.014 !
7+ 1472 147730000 147008451 146991385 151185433 12484 12482 249812 249783 29 0.012 2
8 1472 1034120000 1032603954 203173554 301538560 87687 24396 1754620 498186 1256454 71.608 73
- Fa)led drop-percent constraint. reported: 71.608% max: 5

9 1472 500025000  SEB184423 355060646 365200709 49948 30152 999454 603341 396113 39.633 s1
2 raites drop-percent constraint, reported: 39.6329% max: 5

1o+ 1472 369327500 366777122 366710032 379230291 31316 31310 626633 626519 14 0.018 3
11 1472 480126250 477208437 381443173 30236742 46524 32392 810841 618123 162718 20.068 3
--- Failed drop-percent constraint, reported: 20.0678% max: 5

12+ 1472 424726875 423121467 417510062 420423630 35031 35454 718940 709407 9533 1.3%6 8
130102, s, iuata . o), aBbriome LS Take 763102 662114 100988 13.234 36
--- Failed drop-percent constraint, reported: 13,233%% max:

1 s s Missionrn  sewrisy  domeisn s 667 738455 673652 64803 8.775 27
--- Feiled drop-percent constraint, reported: 8.77548% max: 5

15+ 1472 431651796 420010767 417360207 420268675 36432 35442 728062 700151 1811 2.718 14

Peer Endpoint Summary data for each iteratio
SRNING:” SCript 1o Mot syametrac. Peer andpoint vill not be paused
ithis script, so the packet drop calculations will probably be sugmy
inaccurate due to races between transmitting and receiving

## pld-size  cfg-rate te-bps ribps  re-bps-LL tx-pps  rx-pps tx-pkts repkts  cx-drops  drops rx-lat(ns)
- (bytes)  (bps) - peer peer - peer - peer peer  peer pe
o o o o [ [ o o o 0 0 0.000 0
1 0 a 0 0 a 0 0 0 0 0 0.000 0
2 o o o o o o o o o 0 0.000 o
3 o o 1 o o o o o o o 0 0.000 o
a o 1 o o 1 1 o o o 0 0.000 o
5 0 o 0 0 o 0 0 0 0 0 0.000 0
6 0 o 0 0 o o 0 0 0 0 0.000 0
7 0 ] 0 0 a 0 0 0 0 0 0.000 0
8 o o o o o o o o o 0 0.000 o
o o 1 o o 1 1 o o o 0 0.000 o
10 o o o o o o o o o 0 0.000 o
1 0 o 0 0 o o o 0 o 0 0.000 0
12 o o 0 o a 0 o o o 0 0.000 o
13 0 a 0 0 o 0 0 0 0 0 0.000 o |
1 o o o o 1 o o o o 0 0.000 o
15 o 1 13 o 1 13 13 o o 0 0.000 o
Systen Load at end of test: 0.70 r

End of Report, date: Wed Mar 23 14:24:07 2016 L

[IPause close | | saverile | | _Graphical pisplay [Jinvert RX-Signal X Axis

4. Create another Test Group with alternate ScriptHunt settings.
A. We will essentially copy the last Test Group, then change ScripfHunt setfings. Select 'scripthunt-
group-01" and click Modify.

Create/Modify Test Group o x

Test Group Name: |thunt-group-02| Script

Cross Connects (CX)
Registered CXs Free CXs
sta-dl-udpol
sta-dl-udp02
sta-dl-udpo3
sta-dl-udp04
sta-dl-udpo5
sta-dl-udp06
sta.dludpo7
sta-dl-udp08
sta-dl-udp09
sta-dl-udpl0

Config As Totals

Apply | | 0K | | Cancel

A. Change the Test Group Name to 'scripthunt-group-02'.
B. Click OK.



B. Select scripthunt-group-02 and click Modify.

LANFforge Manager Ver:

Control Reporting Tear-Off Info Plugins

| stop All ‘ | Restart Manager ‘ Refresh ‘ | HELP ‘

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer-3 [ L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | File0 [ Layer-4 |

Display || Create || Modify| | Delete

ANforge Test Group

Name | Run|_script_| Cross Connects
scripthunt-group-01_|[] [Enabled |sta-dl-udp01 sta-dl-udp02 sta-dl-udp03 sta-dl-udp04 sta-dl-udp05 sta-dl-udp06 sta-dl-udp07 sta-dl-udpO8 sta<
scripthunt-group-02 || |None [sta-di-udp01 sta-dl-udp02 sta-dl-udp03 sta-dl-udp04 sta-dl-udp05 sta-dl-udp06 sta-di-udp07 sta-dl-udp08 sta-t

[a] i I

| Logged in to: brent-6port:4002 as: Admin

C. Click Script.

o
X

Add/Modify Script
Group Name: [scripthunt-group-02 |+ | script Type:
Script Name:  [my-script Group Action:

Enable Script Show Reports []Symmetric []Loop []Hide Iteration Details [Hide Legend []Hide C5V

Loop Count l:l] Script lterations: 20 (20) Estimated Duration: 7 m (7 m)

Script Configuration

Use TCP M55 [ ] Show Dups []Show 000 []Show Attenuation ide Latency Distributions [ Hide F

[ Hide Constraints

Run Duration: ‘205 ‘v‘ Pause Duration: 15 (1s) =
Starting Rate: New Modem (56 Kbps) ‘v‘ Max Iterations: =
Max Drop Percent: ‘10% (10%) ‘v‘ Max-Tx-Underrun: 10% (10%) =
Max Jitter: [high (100 ns) || MaxRT Latency: S00ms (506 ns) v
Threshold: [ (30,000 [~
Payload Sizes A Payload Sizes B———— ————Attenuations (ddB)
=
00
300
400
500
800
955
I
Show Previous Report | ‘ Sync ‘ ‘ Apply | ‘ OK | ‘ Cancel

A. Set the Script Type to ScriptHunt.
B. Again, Run Duration should be 15-20s minimum. It is set to 20s for this test.
C

. Since the only constraint limiting the first Test Group was Max Drop Percent, we'll raise it to

10% and compare the results.
D. Remove all but 1472 in Payload Sizes A.
Click OK.
Click OK in the Create/Modify Test Group window.

moom

D. Be sure 'scripthunt-group-01" is stopped! If you have two different ScriptHunts running on the same

connection(s), they will try to fight eachother.

E. Select 'scripthunt-group-02' and click Start.

LANfarge Manager Version(5.3.4) =

Control Reporting Tear-Off Info Plugins

| stopan | [ RestartManager | Refresh | [ HeLe |

Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Armageddon | WanLinks | Attenuators | File-l0 | Layer-a |

N § Select All Start] Stop Quiesce
R U [ pisplay || create || Modify | [ Delete |

ANforge Test Group

Name | Run|__script_| Cross Connects
scripthunt-group-01 | ] |Enabled |sta-dl-udp01 sta-dl-udp02 sta-dl-udp03 sta-dl-udp04 sta-dl-udp05 sta-dl-udp06 sta-dl-udp07 sta-dludp08 sta-c
scripthunt-group-02 |[] |Enabled |sta-dl-udp0] sta-dl-udp02 sta-dl-udp03 sta-dl-udp0a sta-di-udp05 sta-dl-udp06 sta-dl-udp07 sta-dl-udpOs sta-

[ 0 I

| Logged in to: brent-6port:4002 as: Admin




F. Observe the results summary.

Script Report for: scripthunt:

Sunnary data for each iteration
## pld-size  cfg-rate tx-bps ribps  rxcbps-LL  tx-pps  rx-pps tx-pkts ri-pkts  cx-drops  droph rx-lat(ns)
- (bytes)  (bps) . peer peer i cer 2 peer  peer e
o 147 55000 52968 52968 54479 4 4 %0 30 o 0.000 2
1472 122000 117707 117707 121086 10 10 200 200 o 0.000 2
2 1472 188000 184217 134217 198758 16 16 0 330 o 0.000 3
Y7 408000 400208 400204 a623 E 4 820 880 o 0.000 2
4 172 1225000 1224092 1224092 1255016 104 104 2080 2080 o 0.000 1
s 1472 4922000 4914269 4914269 5054485 a7 a7 8350 8350 o 0.000 1
6% 1472 24620000 24505425 24603071 25305051 2089 2089 41810 41806 4 0.010 1
7% 1472 147730000 146362556 146270749 150444235 12429 12421 248762 248546 156 0,083 3
8 1472 1034126000 1032015412 281383368 289411959 87637 23895 1753534 478108 1275426 72.735 &0
-~ Failed drop-percent constraint, reported: 72.7346% nax: 10
i 500925000 586655004 352662688 362725075 49818 29948 996905 599281 397624 39.885 s3
-~ Failed drop-percent constraint, reported: 39.8656% nax: 10
1ov 1472 369327500 365100140 363247431 373611828 31004 30846 520354 617206 3148 0.507 4
11 1472 480126250 476564303 302420600 39330378 40460 32475 809787 649830 159957 19,753 43
--- Failed drop-percent constraint, reported: 19.75% nax: 10
126 1472 424726875 422719092  Al0964864 422600764 35897 34899 718364 698380 19975 2,781 14
13 1472 452026562 448360037 398739633 410116715 38075 33860 761839 677512 84327 11.069 2=
-~ Failed drop-percent constraint, reported: 11.068% nax: 10
14% 1472 438576718 434936309 398506573 409877085 36934 338l 730016 677116 61900  £.376 26
IS¢ 1472 445501640 444155458 402837358 414331350 37717 34208 754755 684543 76212 9,303 2
Peer Endpoint Sunnary data for each iteration:
WARNING: Script is not symnetric. Peer endpoint will not be paused by
lthis script, so the packet drop calculations will probably be slightly
linaccurate due to races between transmitting and receiving
## pld-size cfg-rate tx-bps rx-bps rx-bps-LL  tx-pps  rx-pps tx-pkts rx-pkts cx-drops drop% rx-lat(ms)
- lbytes)  (bps) - peer peer : cer x peer peer  peer pe
o o 0 o o o o o o o o 0.000 o
1 0 o o o o o o o 0 o 0.000 0
2 o 0 o o 0 o o o o o 0.000 o
3 0 o o 0 o o o o 0 o 0.000 0
4 o 0 o o 0 o o o o o 0.000 o
5 o o o o o 0 o o 0 o 0.000 0
5 o 0 e e 0 0 ) e 0 @ 0.000 o
7 o 0 e o 0 o ° o o o 0.000 o
g e 0 e o 0 e ) e 0 @ 0.000 0
s o 0 e o 0 o o o o o 0.000 o
10 0 0 e e 0 e ) e 0 @ 0.000 e
11 o 0 e o 0 o o o o o 0.000 o
12 0 0 e o 0 e [} e 0 @ 0.000 o
13 o o e o 0 o o o o o 0.000 o
14 o 0 e e 0 e ) e 0 @ 0.000 o
15 o 0 e o 0 o ) o o o 0.000 o
systen Load at end of test: ©.8L =
End of Report, date: Wed Mar 23 16:15:02 2616 |
[] Pause | close | | saverie | |_Graphical Display | [ Invert RX-Signal X Axis

A. Compare the two results final tx-bps. The first test group got 429 Mbps at 5% maximum
drops. Because the second Test Group's ScriptHunt was set at 10% maximum drops, it was
able to achieve a higher tx-bps of 444 Mbps.

WPS A tion

Goal: Associate a station to an AP with the WPS Push and PIN methods.

In this test scenario, a LANforge CT523 is used to simulate I
a station connecting to a commercial AP with WPS Push
mode and also with WPS PIN mode. Currently this test i — |

requires the use of a terminal on the LANforge system to
run some WPS commands.

System Under Test

Lol forrnge Ui

Lo forge WiEIlRE
Access Point \\}"-_:—

LANforge WIFIRE

]
|
¢ ety
|
|

Virtual Stations

Create a virtual wireless station.



http://www.candelatech.com/ct523-328-2ac-1n_product.php

A. Go to the Port Mgr tab.

LANforge Manager Version(5.3.4) e X
Control Reporting Tear-Off Info Plugins
[ stopal | [ Restart Manager | Refresh | [ Hewe |
Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log Imens Port Mgr | vAP Stations | Messages |
Status | Llayer3 | L3Endps | VOP/RTP | WoIPRTPEndps | 1| wanlinks | Attenuators | Filedo |
Disp: [192.168100.206:0.0 | [ snifPackets | [z][ clear Counters || ResetPort |
Rpt Timer: [nedivs (8 5) |~|[  apply | [z][ wewpetais |[ cmate || modity |[ gatchmodiy |
Il Ethernet Interfaces (Ports) for all Resources
Parent
Port |Pha..| Down P SEC| Alias [0 RXBytes | RXPkts | PpsRX | bpsRX | TXBytes | TXPkis | PpsTX
1.0 | [OJ | [J [192.168.100.184 etho 6,899,051 51,547 5| 4535 43,314,252 52,061 E
T 192.168.1.3 ethl 2,484,883 2.924 194,146 1.969
12 | O [ [ [0.0.0.0 wiphyQ 11,847.046] 52,955 5[ 12,722 123,901 1,378
3 v| [0.0.0.0 wiphyl of [3] of
1.4 [ | ¥ [0.0.0.0 wiphy2 of [{] of
[a] I I T

| Logged in to: brent-523:4002 as: Admin

B. Check wiphy0 settings by selecting wiphy0 and click Modify.

(brent-523) Configure Settings

Port Status Information

Current: LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radic Driver: ath9k() Bus:

Port Configurables

standard Configuration | RF Patterns | Firmware |

Enable General Interface Settings

[]set IF Down O Down [ Aux-Mgt

[ Set MAC [IDHCPAPV6 [ DHCP Release  DHCP Vendor ID:
LSet™Qlen oo pva [ _SacondandPs_| DHCP Client ID: N [~
[]set MTU &

Clset offioag NS Servers: [BLANK Peer IP: NA
Olset prOMISC P Address: [000.0 | Global IPvs: AUTO
IP Mask: 0.0.0.0 Link IPv&: AUTO
Gateway IP:  [0.0.0.0 IPVE GW: AUTO
Alias: ] 1500

MAC Addr: 00:0e:8e:4e:59:2f | TX J Len 0
Rpt Timer: nedium (8 s) = WiFi Bridge: NONE =
WiFi Settings

Max-VIFs: 2048 Max-Gtations: 2048 Max-APs: 8 Supports: 802.11abgn

Country: United States (840) [ ]
ChannelfFreq: [AUTO (-1 Mhz) :

Antenna: |AII (3x3) |v|T)<-Power: |DEFAULT (-1) ‘v‘

RTS: |DEFALLT | Frag: |2346 |
[]verbose Debug

| Print || View Details H Logs ‘ ‘ Probe || Sync | | Apply || 0K | Cancel

A. If the Down checkbox is selected, Click Set IF Down on the left, then uncheck the Down
checkbox.

B. Make sure Channel/Freq is set to AUTO.
C. Click OK.

C. Backin the Port Mgr tab, select port wiphy0 and click Create.

Create VLANs an Par

O MACVLAN 2 802,1QVLAN O Redirect ) Bridge ) GRE Tunnel
T @WIFISTA  OWFIVAP O WIFiMonitor O WiFi Virtual Radio
P

WVLAN ID: [¥] DHCP-IPv4

Parent MAC: DHCP Client ID:

MAC Addr: IP Address: Global IPvé: JAUTO

Quantity: IP Mask or Bits: Link IPv: JAUTO
Gateway IP: IPvE GW: JAUTO

#1 Redir Name: #2 Redir Name:

STAID: o ] s [tBLanc] [~]

WIFI AP: [ ] keyPhrase: I ]

CIwpa [ wra2 C1wep

] Down

‘ Apply " Cancel ‘ | Ready

A. Select WiFi STA.

B. Select DHCP-IPv4.

C. Set Quantity to 1.

D. SetSTAID fo 0.

E. Set SSID to [BLANK]. Don't forget to add the brackets.
F. Click Apply.

2. Create a wpa_supplicant.conf file.



A. Open a terminal on the LANforge system.

lanforge@brent-523:~ v (Al (%

File Edit View Search Terminal Help

B. Create the file wpa_supplicant.conf in /etc that contains the below text. Alternatively, the
command in the next step can be used to create the file.
ctrl_interface=/var/run/wpa_supplicant
ctri_interface_group=0
update_config=1

C. In the open terminal run the below command to create the wpa_supplicant.conf file.
NOTE: Please make sure wpa_supplicant.conf doesn't already exist in the /etc directory.

First become root: su -

Then run:

if [ ! -f '/etc/wpa_supplicant.conf' ]; then printf %'s\n'
ctri_interface=/var/run/wpa_supplicant ctril_interface_group=0 update_config=1 >
/etc/wpa_supplicant.conf; fi

root@brent-523:~ v () (%

File Edit View Search Terminal Help

onf" 1; then printf \
@ update_config=1

D. Keep in mind the wpa_supplicant.conf file will save AP information for stations. If you want a station
to forget the AP information, you'll need to recreate the wpa_supplicant.conf file.

3. Configure sta0 to use a the wpa_supplicant.conf file created in step 2.



A. Select sta0 in the Port mgr tab and click Modify.

sta0 (brent-523) Configure Settings
Port Status Information
Current: LINK-UP GRO Autharized

Driver Info: Port Type: WIFI-STA  Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi

—— Enable General Interface Settings

[]set IF Down Elas ] Aux-Mgt

[ et MAC

Oset ™ QL []DHCP-PvE  [¥] DHCP Release  DHCP Vender ID:
e en

DHCP-IPv4 Secundary%Ps DHCP Client ID: _

[] set MTU
[] set offload DNS Servers: |192.168.1.5 Peer IP:
[] Set PROMISC IP Address: 0.0.0.0 Global IPve: AUTO
— Services— IP Mask: 0.0.0.0 Link IPvG: AUTO
CIHTTP GatewayIP:  |0.0.0.0 IPVE GW: AUTO
CIFTP Alias: MTL: 1500
[]RADIUS MAC Addr: 00:0e:8e:bd:2c:2f | TX 0 Len 1000
— Low Level — Rpt Timer: medium (8 s5) n WiFi Bridge: NONE =
LI PROMISC WiFi Settings
[ Ts0 Enabled
SSID: [[BLanK] [v]ap  [pEFALLT |
[J UFO Enabled
(1650 Enabled  Ke¥Phrase: I | Mode: [(802.11aban-AC) [=]
regiChannel: 5180/36 ate: efau
CJLRO Enabled Freg/Ch: l: 5180/36 Rat: 05 Default

[CIwea [Jwpaz [JoseEN [JWEP []Disable HT40 [] Disable SGI

GRO Enabled

| Print H View Details ‘ | Probe H Display Scan H Sync ‘ ‘ Apply H QK | ‘ Cancel

B. In the Misc Configuration tab, select Custom WPA Cfg then inside the text field for WPA Cfg, add the
path of the wpa_supplicant.conf file. In this case, we'll be using /etc/wpa_supplicant.conf

stad (brent-523) Configure Sektings ]

Port Status Information
Current: LINK-UP GRO Autharized
Driver Info: Port Type: WIFI-STA Parent: wiphy0

Port Configurables

[ standard Configuration | Advanced configuration | Misc Configuration | Custem WiFi
More WiFi Settings

Freq-2.4: [owfefflE | Fregs: i |
AMPDU-Factor: AMPDU-Density: [0S Default [~]
Max-AMSDU: Bridge-IP: [0.0.0.0

X-Coordinate: 0 ¥-Coordinate: [0 |
Z-Coordinate: o Venue-ID: o |
Post IF-UP Script: *
Custom WPA Cfg WPA Cfg: ‘ietchﬂpaisupplicant‘conf |

[[]Scan Hidden []Passive Scan [] Allow Migration [[]IBSS Mode
Restart DHCP on Connect  [] Skip Portal on Roam  [] Mo Auto ESS Roaming  [] No Apply DHCP

| Print H View Details ‘ | Probe H Display Scan H Sync ‘ ‘ Apply ‘ OKi Cancel

C. Click OK.

4. Associate the station using WPS Push mode.



A. In a terminal on the LANforge system, enter in the below command and then push your AP's WPS
button. If you aren't root, use su -
wpa_cli -i sta0 wps_pbc

root@brent-523:~ NG

File Edit View Search Terminal Help

B. Your station should now associate and get an IP.
Note: The SSID field in the sta0 Modify window will remain as [BLANK]. You also may see a different
SSID in the View Details window, this is a bug and can be ignored for now as long as the BSSID is
correct.

Control Reporting Tear-Off Info Plugins

stop All Restart Manager Refresh HELP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAF Stations | Messages

Status Layer-3 | L3Endps VolP/RTP WolP/RTP Endps Armageddon Wanlinks | Attenuators File10
Disp: |192,168.100.206:0.0 Sniff Packets | z|[ clear counters Reset Port Delete
Rpt Timer: |nediun (8 s) |» Apply 1 View Details Create Modify Batch Modify
All Ethernet Interfaces (Ports) for all Resources.
Parent]

Port |Pha... Down| P SEC| Alias [5os RXBytes | RXPkis | PpsRX | bpsRX | TXBytes | TXPkts [ PpsTX
1.1.0 |152.168.100.1840_|eth 19,161,867 187,804 7| 6.094 167,388,325 206,016 7
111 192.1668.1.3 0 lethl 12,907,001 13,716 0 0 867,774 8,707 0
112 0.0.0.0 0 |wiphyo 28,989,743 129.952 7] 17.561 214,844 2.326| 0
) vl [0.0.0.0 0 |wiphyl 0 0 0 0 0 0 0
11.4 v] [0.0.0.0 0 |wiphy2 0 o 0 0 0 0 0
i 192.168.1.6 0 |stag wiphy0l 8733 51 [} 1 11,373 51 1
4l 3

Logged in to: brent-523:4002 as: Admin

5. Associate the station using WPS PIN mode.
A. Obtain your AP's BSSID and WPS PIN. This information can usually be found on the AP label or in the
AP's software.

B. In aferminal on the LANforge system, enter in the below command. Replace the x's with the BSSID
and numbers with the PIN. If you aren't root, use su -
wpa_cli -1 stal wps_reg XX:XX:XX:XX:xX:Xx 12345678
root@brent-523:~ WA=
File Edit View Search Terminal Help
su -

1i -i sta® wps_reg DC:EF:09:E5:6A:B7




C. Your station should now associate and get an IP.
Note: The SSID field in the sta0 Modify window will remain as [BLANK]. You also may see a different

SSID in the View Details window, this is a bug and can be ignored for now as long as the BSSID is
correct.

LANferge Manager Version(5.3.4)

Control Reporting Tear-Off Info Plugins

[ stopan |

‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘
Layer4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VoIP/RTP | VoIPRTPEndps | Ar ) Wanlinks | Attenuators | Filed0 |
Disp: [192.168100206:0.0 | snffpackets | [z][ clear Counters || ResstPort || Delete |

Create

Rpt Timer: [nedius (8 5) |~

Apply |

[ view etais

|[ Modiy || atchmodty |

Il Ethernet Interfaces (Ports) for all Resources.

Port |Pha...| Down| P SEC| Alias PDESM RXBytes | RXPkis | PpsRX | bpsRX | TXBytes | TXPkts | PpsTX
0 192.168.100.184 =tho 19,161,867 187,804 7| 6.004| 167,388,325 206,016 7
: O | O [192168.13 athl 12.507.001] _ 13.716 0 O 867774 8.707]
0.0.0 wiphyo 28,989,743 129,952 7| 17,561 214,844] 2,329
L] [ ¥l [0.0.0.0 wiphyl [ 0 0 d
V] 0.0.0 wiphy2 [i] 3] 3] of
5 11 (119216816 sta0 _[wiphyo 8733 51 0 0 11373 51
[] 1L I T
| Logged in te: brent-523:4002 as: Admin

Test WiFi MU-MIMO Download.

Goal: Test WiFi MU-MIMO station Download, one 2x2 station, one 1x1.

Test WiFi MU-MIMO station Download using two MU-MIMO
capable radios. One radio will emulate a 2x2 station, and
a second will emulate a 1x1 station. When testing MU-
MIMO, only a single station can be used per radio. For
additional non-MU-MIMO station emulation, additional
radios can be configured for multiple station virtual
devices. This example uses a system similar to the
LANforge CT525 system. It is configured with 4 radios: Two
of the 4x4 MU-MIMO radios are used for MU-MIMO testing.
The other two are not used in this test scenario. This
procedure should work on any system that can support at
least 2 of the 4x4 wave-2 radios. The AP in this test is a
Netgear R7800 configured in bridging mode. This feature
requires 2 wave-2 WiFi network cards and LANforge
release 5.3.5 or higher.
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LANforge WiFIRE

1. Configure Radios and Station devices for MU-MIMO capabilities.


http://www.candelatech.com/ct525-384-6ac_product.php

A. Go to the Port Manager, select the wiphyO0 interface, and click Modify. Configure the radio for 2x2

MIMO and click Apply.

RPN
N AN

wiphy0o (2u-9984) Configure Settings

Port Status Information
Current: LINK-DOWN MNONE
Driver Info: Port Type: WIFI-Radio Driver: ath10k(9984) Bus: 0000:06:00.0

Port Configurables

Standard Configuration r RF Patterns rFirmware |

General Interface Settings

Enable
[] et IF Down [ Down
[ set PROMISC s 1

r: |04:f0:21:2b:1d:44 | TX Q Len |0

ot e pesson (@ 9 [

WIF| Settings
Max-VIFs: 50 Max-Stations: 50 Max-APs: 16 Supports: 802.11an-AC

Country: United States (840) =
Channel/Freq: [AUTO (-1 Mhz -

TPower; [pEFAULT (1) [+

[~

antenna: ([cH 01 (2¢2)
RTS: [DEFADTT | Frag: [2326 |
[[]verbose Debug
| Print || Wiew Details H Logs ‘ ‘ Probe || Sync | | Apply H oK | | Cancel
B. Select the wiphy1 interface, and click Modify. Configure the radio for 1x1 MIMO and click Apply.
wiphyl (2u-9984) Configure Settings [vilabix)
Port Status Information
Current:  LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radio Driver: ath10k(9984) Bus: 0000:05:00.0
Port Configurables
Standard Configuration rRF Patterns rFirmware |
Enable General Interface Settings
[[] set IF Down []Down
[ Set PROMISC A ]
MAC Addr: |04:f0:21:2b:1d:42 | TX Q Len |0
Rpt Timer: |medium (8 s) :
WiFi Settings
Max-VIFs: 50 Max-Stations: 50 Max-APs: 16 Supports: 802.11an-AC
Country: United States (240) =]
Channel/Freq: [AUTO (-1 Mhz) E|
Antenna: <1—CHO (1x1) vBPower: |DEFAULT {-1) "‘
RTS: |[DEFAULT | Frag: [2348 |
[ verbose Debug
| Print || Wiew Details H Logs ‘ ‘ Probe || Sync | | Apply H oK | | Cancel

C. For both wiphy0 and wiphy1 ensure that the firmware is configured properly for MU-MIMO. The Port
Status Information section at the tfop should mention the 9984 chipset, as other hardware may not
support MU-MIMO. Normally the best option is fo go into the Firmware tab, click the Customize
Firmware box, click the fop Firmware Defaults for chipset: 9984 button, and then select Allow MU-
MIMO. Please note that selecting MU-MIMO disables a feature that allows multiple virtual stations to
work properly on a single radio. So, when you are done with MU-MIMO testing, you should probably

change this selection back to Software Decrypt setfings.



D. Select the wlan0 interface, and click Modify. Configure the station for proper SSID, password, etc,
and click Apply. Do the same configuration for wlan1.

wlan0 (2u-9984) Configure Settings AR

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA  Parent: wiphy0

Port Configurables

Standard Configuration | Advanced cConfiguration |  Misc Configuration | Custom WiFi

Enable General Interface Settings
[]setIF Down CJDown [ Aux-Mgt
Set MAC
g [IDHCPPVE [7]DHCP Release  DHCP VendoriD: [None [ ]
Set TXQ Len
e DHCPIPvA | SecondarydPs | DHCP Client ID: =
[] set Offload DNS Servers: |182.168.1.2 Peer IP: NA
[] Set PROMISC IP Address: 0.0.0.0 Global IPv6: AUTO
— Sanvices— IP Mask: 0.0.0.0 Link IPvS: AUTO

] HTTP Gateway IP: 0.0.0.0 IPuG GW: AUTO
CIFTP Alias: MTU: 1500

CIRADIUS MAC Addr:  [04:f0:21:2b:1d:44 | % Q Len 1000

——Low Level —  Rpt Timer: medium (8 s) = 'WiFi Bridge: MNONE =
] PROMISC —wEStng

[]Ts0 Enabled
SSID: brent-netgear-Sg v B%:  [pEFauLT |
[J uFC Enabled
hras | pbde:

] 650 Enabled KeyfP brenttest123 [(802.11aban-AC) [*]
G e
[JLRO Enabled Fre Rate: |05 Default [~]

0 Enabled [ wr. WwPAZ J |0SEN [|WEP []Disable HT40 []Disable SGI

Print | ‘ View Details | | Probe ‘ | Display Scan | ‘ Sync | | Apply | ‘ oK | ‘ Cancel
E. In this scenario, we are using eth1 as the upstream port. Ensure it is configured properly. In this
example, it is actually configured to serve DHCP using a virtual router and the Netsmith feature in
LANforge, but for simplicity, it is normally best if you use the AP as DHCP server or just use fixed IP
addresses for eth1 and the wlan interfaces instead of using DHCP.
ethl (2u-9984) Configure Settings (Siakx
Port Status Information
Current: LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control TSO GSO GRO
Driver Info: Port Type: Ethernet Driver: igb(5.3.0-k) Bus: 0000:09:00.0 Cur: 2.5GT/s k1 Max: 2.5GT/s x1
Port Configurables
Enable General Interface Settings Port Rates —Advert Rates—
[] set IF Down O 10bt-HD
] Set MAC O pown [ Aux-mgt 8 %35@9

[Jset X q Len [ DHCP4PVS [] DHCP Release DHCPVenduHD‘ 8%835;?
DM oucr e ey ] oo e

[ set offload Fohaie E
DNS Servers: [BLANK Peer IP: NA ( ha et

[ set Rate Info [J10G6FD
IP Address:  [192.168.1.2 Global IPv6 [auTo

[] Set PROMISC CJRenegotiate [] 40G-FD
IP Mask: 255.255.255.0 Link IPu6: lAUTO )

[ Set Rx-AllFFCS [ Restart Xcur Flow-Control
Gateway IP:  [0.0.0.0 IPVE GW: laUTO -

[Jset Bypass CPrRoMISC
Alias: MTU: 1500

[] set Bridge Info I RX-ALL

= . AC 2 Ouicd:7aiaciez:ial | TX O Len 1000 - ‘ ]

Set CPU Mas| RX-FCS
—Senices— 2 [ Bypass NOW!

0 Enabled

Curre Rpt Timer: mediun (8 s) ﬂ watchdeg: I:D [ Bypass Power-UP [ (RO Enabled
CFre cPumask  [10°5T || wiFiBridge:  [NONE [=]| TDeypass poweromi | & cro Enatied

CJRADIUS []Bypass Disconnect

[ |[vewosmis | [roes o

2. Create Layer-3 UDP Download traffic flows.

A. Go to Layer-3 tab and click Create to build a UDP connection. Select the Protocol, ports, rates, and
use Multi-Conn 1 so that separate processes are created for optimal throughput performance.
Create a second one for the wlan1 interface, with download speed of about 450Mbps since it is
only 1x1 MU-MIMO. You may need to adjust the + - buttons at fop left to show the section
containing Multi-Conn settings.

udp-wlano-dl - Create/Modify Cross Connect (LiiAn(x)

cancel |

| _pisplay ][ sync ][ Batchcreate || apply

=

—conmET Cross-Connect
X Name: Judo-wlano-di N LTINS (e ) [~]
BT |anforge ruoe /' [~]
Endpoint A Endpoint B
Endpoint A Endpoint B PId Pattern increasing | [increasing -
1 (2u-3984) w | |1 (2u-9384) -
Resource: Min IP Port: [auTo ~|[aura -
: 10 (wlan0. |1 (sthl T~
Port: < (wlan0) (ethl) }w P e = -
B Zero (@ bps} w | [650000000 (650 Mbps) h 4
LIt = - = | Min Duration: |Forever ~|[Forever -~
e— ~ | [san= -
Max Tx Rate: Max Duration:  [same - | [sane -
auto ~|[aura ~
MR Sme Min Reconn. o (0ns) ~lloe ons -
sane ~|[sane -
Max PDU Size: | — = - =
; Best Effort  (6) v |[Best Effort (0 - =
o Multi-CoRn, jone (1) w |[one (1) ~
Pkts To Send;  [Infinite «|[tnfinite - ;
Script Script
Thresholds Thresholds




B.

Start the test by selecting the connections click Start. We see about 500Mbps on wlan0 (2x2) and
200Mbps on wlan1 (1x1). For best results, you may need to tune orientation of the first two antenna
on the wiphy0 radio and the first antenna on wiphy1. In addition, it can take a short amount of time
for the rates to reach maximum throughput, so you may wish to clear the counters after around 15
seconds of running to make sure the averages do not include the initial ramp-up time.

Cortrol Reporting Tear-Off Info Plugins

LANforge Manager  Version(5.3.5) vilarix

‘ Stop All | | Restart Manager | ‘ Refresh ‘ | HELP

Layer-4 | Generic | TestMgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |

Status [ Layer3 | L3Endps | VolP/RTP | VoIP/RTP Endps | Ar 1| Wanlinks | Attenuators |  Collision-Domains | File-10

View [o-s00 [~ [so] Display || create || Modity

Test Manager [all B [ select ail | start |[)stop || ouiesce

Delete

ross Connects for Selected Test Manager

Name Type | State Pkt Rx A Pkt Rx B Bps RxB Rx Drop % Al Rx Drop % B| Drop Pkts A| Drop Pkts
udp-wlano- /UDP |Run 1,619,908] { Y 0.644) 10,84
udp-wlanl - {UDP |[Run 663,837 \% 113541 7 53.759 771,77
udp-wlan2- /UDP |Stopped 294,414 Erisau-caugd]| 2.207| 6.64
udp-wlan3- /UDP |Stopped 170,632 365,072.116] 61.655] 274,35

T I I}

Logged in to: 192.168.100.141:4002 as: Admin

C.

It can be a bit difficult to know if MU-MIMO is working properly. In general, if you disable MU-MIMO in
the AP, then aggregate throughput should decrease significantly. In addition, the current firmware
and/or driver is unable to properly report RX encoding rates for MU-MIMO frames, so it always
reports low rates. If you see total throughput that is greater than the reported RX Rate, then likely the
system is receiving MU-MIMO frames from the AP.

Control Reporting Tear-Off Info Plugins

LANforge Manager Version(5.3.5) e ahix

| Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts || Port Mgr | wAP Stations | Messages |

Status | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTP Endps | Ar 1| Wanlinks | Attenuators | Collision-Domains | File-0
Disp: [10.1.1.14:0.0 |[ snffpackets | [2]| ciearcounters || RestPort || pelete |
RptTimer: [nedin (8 5) |v|[  appy | [3][ vewpetais |[ create || mogiy |[ gatchmosity |
Il Ethernet Interfaces (Ports) for all Resources.
vind | bps TX LL [Bytes TX L bps RXLL Bytes RX Reset | TX-Rate | RX-Rate | Status AP Activity | Signal Noise |C:
211,201/ 367,447... 24,873/571,441... CBmEIEtE 1 GbEs 1 GbEs 0
595,589...[ 41,176,... 4 1,512[Complete |1 Gbps Gbps o
12 52,449 532,141,214] 35,835,... CBmEIEtE IES 79.499
12[ 527, 226,028,620/ 1 Complete bps 87.421
9, 2,275| 6,543.4... CBmEIEtE IES 91.59
2] 514, 26,334 036,498...[Complete bps
5,61 2| 649,699... CBmEIEtE MbEs 975 MbES Authorized|DC:EF:0... |100 -14 dBm__ |-95 dBm ||
9,77 531] 6.245.9...[Complete [6.5 Mbps Je-Bps ——tauthorzed|D 1623 [18dBm | 104 dbm
14 55 / 210,892,014| §,619,7... EnmEIEtE 5 Mby 29.3 Mby horized D 1.765 -25 dBm 103 dBm =y
11 558 \_521,559,168) 21,011....Complete [175.6 M\, |32.6 Mbps|Aythorized|DC: 0286 |26 dBm_ | 103 dBm

[«

Logged in to: 192.168.100.141:4002 as: Admin




WiFi ity Test with L r4-

Goal: Use the WiFi Capacity Test plugin to emulate layer 4-7 traffic from ten virtual stations
across an access point and report the results.

Requires 5.2.13 or later. This cookbook will go through
sefting up a VAP (Virtual Access Point) as an HTTP server,
and creating/configuring 10 virtual stations to .&
communicate with the VAP. It will also go through the L J
setup of the WiFi Capacity Test LANforge-GUI plugin to Lo forge S Ud
have the virtual stations emulate downloading a file using

Layer 4-7 endpoints in LANforge.

= o -

This example uses a LANforge CT523 system but the
procedure should also work on a CT1521, CT522, CT525 or
similar system. Lard forge Wi IRE

e
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N |
Virtual Stations =i
I |
[ s e |

1. Create a VAP.


http://www.candelatech.com/ct523-328-2ac-1n_product.php

A. Verify the wiphy device used for the VAP is on your preferred channel (this test will use channel 11).

A. In the Port Mgr tab of the LANforge Manager, modify the wiphy device that'll be used for
the VAP (wiphyO in this test).

wiphy0' (brent-523) Configure Settings

Port Status Information
Current: LINK-DOWN NOME
Driver Info: Port Type: WIFI-Radio Driver: ath9k() Bus:

Port Configurables

Standard Configuration | RF Patterns | Firmware |

Enable General Interface Settings

[]Set IF Down [ oown
[] Set PROMISC e ]
MAC Addr: |00:0e:8e:4e:59:2f | TX Q Len 0

Rpt Timer: [nediun (8 s) [+

WiFi Settings
Max-VIFs: 2048 Max-Stations: 2048 Max-APs: 8 Supports: 802.11abgn

~ | Tx-Power: ‘DEFAULT (-1) |v|

RTS: [DEFALLT | Frag: [2246 |
[]Verbose Debug

‘ Print H View Details H Logs ‘ | Probe || Sync | ‘ Apply H oK ‘ | Cancel

I. Select your preferred channel here.

B. Make sure the wiphy device is up.

LANforge Manager Vel

Control Reporting Tear-0ff Info Plugins

| stopal | [ Restart Manager | [ Refresh | [ HeElP ]

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | VAP Stations | Messages |
status | Layer-3 | L3Endps | VOIFRTP | VOIP/RTP Endps | " | wanlinks |_ Attenuators | Filedo |

Dispi [192.166.100.206:0.0 | [_sniff Packets | Ylear Gounters || ResetPort || Delete |

Rpt Timer: [nediun (8 5) |w Apply @MEWDMEHS || _create |[ modiy ][ Batchmodty |

Il Ethernst Interfaces (Ports) for all Resources

Port |Pha...| Down P SEC| Alias PDa:”t RXBytes | RXPkts | PpsRX | bpsRX| TXBytes | TXPkts | PpsTX
o 2.168.100.19 etho 775.432__7.58 6| 5325 7.367.10 715 5
2 ethl
O wiphy0
wiphyl
O wiphy2
wlan0__wiphy0
wlan2 __wiphy2
fwian1 wiphyl

[l Il

‘ Logged into: brent-523:4002 as: Admin

I. If the device is down like in the above screenshot, select it and click the Admin
UP button (also indicated in the above screenshot).

B. In the Port Mgr tab, select a wiphy device (wiphy0 in this test) and click Create.

Create VLANS on Poj

£) O macwan O 802, 1QVLAN O Redirect O Bridge ©) GRE Tunnel

O WiFi STA ® WiFi VAP ) WiFi Monitor ) WiFi Virtual Radio

Shelf: Resource: [+ (brent-s22) [ ] Port: [2 (wiphy0) :

VLAN ID: C1DHCP-Pv4

Parent MAC: oHeP clientin; [one -]

MAC Addr: IP Address: [loooi/a | Global IPvé: |

Quantity: PMaskorBitss [ | LnkIPve: |
Gateway IP: [ recw |

#1 Redir Name: #2 Redir Name:

STA ID: o] sam [tayeratest [~]

WiFi AP: Key/Phrase: [ ]

CIwPA [ wPaz C1weP

cancel ‘ ‘ Ready

A. Select the WiFi VAP radio button.
B. Set Quantity to 1.

C. SetSTAID to 0.

D. Set IP Address fo 10.0.0.1/24.

E. Set the SSID fo layer4test.

F

. Click Apply and close the create port window.



C. Configure the VAP.
A. Open Netsmith from the Status tab.

LANforge Manager Version(!

control Reporting Tear-0ff Info Plugins

| Restart Manager | [ pefresh | [ Help ]

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | AP Stations | Messages |
Status | Leyer3 | L3Endps | VOIPRTP | VOIP/RTP Endps | [ wantinks |” attenuators | Filelo |

License Info Current Users Test Configuration Database
* Admin from:192.168,100.206
gnuserver from:127.0.0.1

List: [pranx =] [ Load

Licenses expire in: 53 days.
Name: [ |[__pelete

|
|
Load Behavior: [overwrite I~ save |
|

Support expires in: 53 days,
[ Download DB | [ show rogress

L

Virtual Shelf 1
Resource 1

[0
D ]| >

Logged into: brent-523:4002 as: Admin

B. In Netsmith, right click and select New Router.

C. Click OK.

D. Drag vap0 into the virtual router.

ion for Resourcs
rtual Routers and Connectior

Right-click/double-click/drag supported|  Mgt-etho
M Router Port Oyt
B Ports wiphyl
Stopped FIRE €X W Wiphy2
Running FIRE CX L]
Serves DHCP to incoming requests.
Applies NAT to outgoing packets.
Router supports OSPF
Router supports Multicast
Router supports BGP
Router supports IPvé
Peer ICE CX
M Edge Port

Collision Domain
== Stopped WanLink A
=== Running WanLink
M phantom/Unknown
m—1% TX over last 3s wiphyo vapo
== % Drop over last 60s =
[——Network Connection
- stopped FIRE
= Running FIRE
|——PeerICE
|— Bridge Active
—— Bridge Configured
| Parent/Child

]

[¥] WanLinks Show Legend ire L iPvds Close
[¥] wanLink Names

Port Names ire Names  [] Zero-IPv4s apply Progress Cancel Apply
Peer Wanlinks [ Parents

ol. Domains []IPv6s
Netsmith Status:
[¥] wanLink Config

Right click vap0 and select Modify.
Check DHCP.

mom

G. Change DHCP Range Min to 10.0.0.10
H. Change DHCP Range Max to 10.0.0.50

I. Click OK.

Interface-Cos 1
RIP-Metric: 1
0SPF Area: 0.0.0.0

Port 1-A:

Port 1-B: skip

‘ RRP IP:
weantnk: [ skp | VRRP ID:
L o | e

Port 2-A: Skip
DHCP Lease Time: 43200
DHCP DNS: [0.0.0.0
DHCP Range Min:  [10.0.0.10
DHCP Range Max:  [10.0.0.50
DHCP Domain: \
DHCPvS DNS:
DHCPvS Range Min:

Next-Hop: 0.0.0.0

Subnets (a.b.c.dhx):

[ |
[ |
[ I |
[ |
Next-Hop-IPvE:

IPv6 Subnets (aaa::0pox):

DHCPvS Range Max:
DHCPd Config File:

[ NAT DHCP [[] DHCPvE [[] Custom DHCP [ vRRP [ cand-RP

OK Cancel

J. Click Apply in Netsmith then close the window.

2. Create 10 virtual stations.



A. Verify the wiphy device used for the stations (wiphy 2 in this test) is on the AUTO channel.

wiphy2 (brent-523) Configure Settings

Port Status Information
Current: LINK-DOWN NONE
Driver Info: Port Type: WIFI-Radio Driver: ath9k() Bus:

Port Configurables

Standard Configuration | RF Patterns | Firmware |

Enable
[] set IF Down [ Down

[] Set PROMISC Alias: ]

MAC Addr: |00:0e:8e:56:bb:43 | TX Q Len |0

Rpt Timer: medium (8 s) =

WiFi Settings
2048 Max-APs: 8 Supports: 802.11abgn

General Interface Settings

MaxMFs: 2048 Max-Station:

Antenna: ~ | Tv-Power: |DEFAULT (-1) ‘v‘

RTS: [DEFaLLT | Frag: [2346 |

[]verbose Debug

| Print || View Details H Logs ‘ ‘ Probe || Sync | | Apply || oK | | Cancel

B. Make sure wiphy2 is up.

LANforge Manager Ve I
Control Reporting Tear-Off |nfo Plugins

[ stopal | [ Restart Manager | | Refresh | [ el
Layer-4 | Generic | TestMgr | Test Group | Resource Mor | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VoIPRTP | VoP/RTPEndps | Ar 1 | wanlinks | Attenuators | Filedd |
Disp: |192 168.100.206:0.0 ‘ | sniff Packets ‘ Clear Counters || Reset Port || Delete ‘
Rpt Timer: [nedin (8 5) [~ Apply | viewDetals || creste || Modfy ][ Bateh Modify |
Il Ethernet Interfaces (Ports) for all Resources.
Parent|
Port |Pha..|Down| P SEC| Alizs | RX Bytes RXPkts | PpsRX | bpsRX | TXBytes TXPkts | PpsTX
1.0 [J [192.168.100.1840 |etho 36,547,286 166,113 11| 10.971| 186,474,567 176.484 14
& [ [10.0.0.2 0 ethl 0 0 0] 0 0 0
O [ ] j0.0.0.0 0 |wiphyo 116.015,471| 573,229 67| 121,375 725,466,970 482,062 0
0.0.0.0 0 wiphyl 0 ] 0 0 0
] 10.0.0.0 0 [wiphy2 840,600,879 788,150 32| 58.540] 5,820,035 66,934 [
10.0.0.1 0 \vap0 wiphyO| 4,317,546 654,881 0l 2| 723,896,010/ 478,186 0
[l 1 ] ]

| Logged into: brent-523:4002 as: Admin

C. In the Port Mgr tab, select a wiphy device (wiphy2 in this test) and click Create.

Create VLANs on Poj

) MACVLAN 2 802,1QVLAN O Redirect ) Bridge ) GRE Tunnel
@ WIiFi STA O WIFIVAP O WiFi Monitor () WiFi Virtual Radio

Shelf: Resource: [+ (brent-s23) [ ] Port: [4 (wiphy2) :

VLAN 1D: [¥] DHECP-Pv4
Parent MAC: DHCP Client ID:
MAC Addr: IP Address: Global IPvé: AUTO
Quantity: IP Mask or Bits: Link IPv&: AUTO
Gateway IP: IPvE GW: AUTO
#1 Redir Name: #2 Redir Name:
STAID: o SSID: |layer4test ‘vl
WiFi AP: Key/Phrase: [ ]
CIwra [ wpa2 [C1weP
] Down
‘ appty Iy || Cancel ‘ ‘ Ready
A. Select the WiFi STA radio button.
B. Set Quantity to 10.
C. SetSTAID to 0.
D. Select DHCP-IPv4.
E. Set the SSID to layer4test.
F. Click Apply and close the create port window.




D. Make sure the 10 staX ports get IPs.

Contral Reporting Tear-Off Info Plugins

stop All Restart Manager Refresh HELP

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages

Status layer3 | L3Endps VolP/RTP WoIP/RTP Endps Armageddon Wanlinks | Attenuators File10
Disp: |192.168.100.206:0.0 Sniff Packets t|| Clear Counters Reset Port Delete
Rpt Timer: [nediun (8 5) |+ Apply T View Details Create Modify Batch Madify
All Ethernet Interfaces (Ports) for all Resources.
Parent|
Port |Pha...| Down| IP SEC| Alias |00 RXBytes | RXPkts | PpsRX | bpsRX | TXBytes TXPkts | Pps TX
1.1.00 192.168.100.192|0 eth0 46,812,745 95,852 8| 7.049| 54,012,518 76,741 14|
1.1.01 0.0.0.0 0 lethl 0 0 0 0 0 0| 0
1.1.02 0.0.0.0 ] wiphyQ 85,790,508| 400,112 83| 144,894 237,614 1,490 0|
1.1.03 vl [0.0.0.0 0 lwiphyl 0 ol 0 0 0 0| 0
1.1.04 0.0.0.0 ] wiphy2 2,315,229 10,998 78| 133,398 19,313 214 0|
1.1.05 10.0.0.1 0 lvap0d  |wiphyo 11,020 73 0 0 27124 140 0
1.1.06 10.0.0.13 ] stal wiphy?2| 9,944 64 0| 0| 1,622 9| 0|
1.1.07 10.0.0.16 0 [stal wiphy2 10,622 71 0 o 1198 7] 0
1.1.08 10.0.0.14 ] sta2 wiphy?2| 10,532 70| 0| 0| 1,198 7] 0|
1.1.09 10.0.0.10 0 [sta3 wiphy2 10,532 70 0 o 1198 7 0
1.1.10 10.0.0.17 ] stad wiphy?2| 10,364 68| 0| 0| 1,296 8| 0|
L1.13 10.0.0.19 0 [stas wiphy2 10,694 69 0 0 1,560 B 0
1112 10.0.0.12 ] stab wiphy?2| 10,352 68| 0| 0| 1,198 7 0|
1113 10.0.0.15 0 [sta7 wiphy2 10172 65 0 0 1198 7] 0
1.1.14 10.0.0.18 ] sta8 wiphy?2| 10.082 85| 0| 0| 1,198 7 0|
1115 10.0.0.11 0 Istag wiphy2 5,914 63 0 0 1,296 8| 0
4] [ »

Logged in to: brent-523:4002 as: Admin

3. Create a file for the layer 4-7 endpoint to use.

A. In aterminal on the LANforge system, run the below command to generate a 10MB file in
/home/lanforge.
Note: The smaller a file is, the harder it is to reach higher rates. Therefore it is recommended to use a
larger file for these tests.

dd if=/dev/urandom of=/home/Tanforge/large-file.bin bs=1k count=10240

Mate Terminal vila)ix

B. For the webserver fo serve the file we created, it needs to know where to find it. Run the below
command in a terminal on the LANforge system to link the file.

In -s /home/lanforge/large-file.bin /usr/local/lanforge/nginx/html

Mate Terminal i) X
File Edit View Search Terminal Help

sudo 1ln / / f / 4

i for lanforge
[lanforge@brent

4. Set up the HTTP server on vap0.



A. Before starting HTTP on vap0, the Apache service may need to be disabled.

A. Stop and disable httpd (Apache) in the LANforge terminal with the below commands.
sudo systemct] stop httpd.service
sudo systemct]l disable httpd.service
sudo systemct] daemon-reload

Mate Terminal slilarix

File Edit view Search Terminal Help

sudo systemctl stop httpd.service 4

B. Modify vap0 in the LANforge Port Mgr tab.
I. Enable the HTTP checkbox.

L= vap0 5 Configure Sektings
Port Status Information
Current:  LINKUP GRO NONE
Driver Info: Port Type: WIFFAP Parent: wiphyo
Port Configurables
("Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Enable General Interface Settings
Set IF Down AuxMgt
SeLiac DHCP-IPVE DHCP Vendor ID; [None -~
Set TXQ Len
DHCP-IPva4 Secondary-Ps DHCP Client ID:  |None -
Set MTU
e DNS Servers: [BLANK Peer P NA
P IP Address:  [10.0.0.1 Global Pvs:  [AUTO
P Mask 255.255.255.0 ] Link IPv6: AUTO
Gateway P [0.0.0.0 1Py6 GV AUTO
Aliss: 1500
00:0e:Bei48i1F:2F 1000
Rpt Timer: medium (8 5) |w | WiFi Bridge: INONE -
WiFl Settings
ey ssiD: [Tayeratest ~ DEFAULT
KeyfPhrase: Mode:  [(802.11aban-AC) -~
DTIM-Period: |2 Max-STA: |2007
Beacon: 240
wPA []WPA2 [[] 0SEN []WEP [ Disable HT40 [ Disable HT80 [ Disable SGI
Verbose Debug
Print View Details Logs Probe sync Apply QK& cancel
Il. Click OK.

5. Create alayer 4-7 endpoint. WiFi Capacity will be using this as a template to copy from.



A. Inthe Layer 4-7 tab, click Create.

Create/Maodify L4Endpoint

Name: 14-http Rpt Timer: default (5 s) || Test Manager: defadtttm —— [+]

Shelf: [1 [+] Resource: [1 tbrent-s22) [~ Port: [6 (stao) [=] P adar. oo 4]
Endp Name: 0 URLS per 10m: [L00 Max Speed:
Quiesce: ﬂ URL Timeout: DNS Cache Timeout: _
TFIP Block Size:  [Default (5128) |+

Proxy Port: Proxy Server:

Proxy Auth:
Proky Auth Types: [ Basic [] Digest []NTLM
HTTP Compression: [] Gzip [] Deflate

HTTP Auth Types: [ ] Basic [ ] Digest [ ] G55-Negotiate [ ] NTLM

SSL Cert: [ca-bundle.crt |
SMTP-From: [ |
Agent/RCPT-TO: [ |
. bowioss v wee e

URL: \http‘ﬁlD.D.D.ll\arge-ﬁ\ah\n |

Source/Dest File:  [fdevinull

[] Get-URLs-From-File [ Authenticate Server []Use-Proxy []Allow-Reuse []Allow-Cache []Enable 4XX []Show Headers

[] Bind DNS

TP PASY FTP EPSV
Apply

A. Set the Name to I14-http

Batch-Create | | Cancel

Set the Port to sta0.

C. The URL will point to the VAP's IP: http://10.0.0.1/large-file.bin
Note: This is where you can specify an IP of an AP you wish fo test. LANforge also supports
other layer 4-7 protocols, for more information you can view a toolfip by hovering over the
URL text box.

D. Set the Source/Dest File to /dev/null
Click OK.

6. Set up and run a WiFi Capacity test.

A. Select the 10 created stations, then open WiFi Capacity Test from the Plugins menu.

Control Reporting Tear-Off Info
Groowy Scripting [ stopan | [ Restart manager | [ mefresh | [ nEp |
Attenuator Motion Test
Layer-4 | Generic | Test Mgr Create Simple VolP Ir | Event Log | Alerts | Port Mgr | vaP Stations | Messages |
Status Layer-3 L3ENg check Updates OIP/RTP Endps | Ar ! wanlinks | Attenuators | Filed0 |
Disp: [192,168.100.208:0| ENforce Faimess [ clear Counters || ResetPort || Delete |
———————— Port Bringup Test
Rpt Timer: [nediun (8 s)| port Monttor [3][ wewpetais |[ cate || mogty |[ gatchmodry |
Port Reset Test Interfaces (Ports) for all Resources
Table Report Builder
Port |Pha..| Down P | vole Reporting RXBytes | RXPkts | PpsRX | bpsRX | TXBytes | TXPkis | PpsTX
.00 52.168.100] 56.089.638 230,816 23] 15.746| 747.416,246] 557.764 88 L.
51 Ji0io | wiFi Mobility | -
.02 .0.0.0 wiphy0 172,621,133 809,344 83 142.23 501.54 3.102
1.0 v [0.0.0.0 wiphyl 0
.04 .0.0.0 wiphy2 75.996.943 361,512 68 114,976 77.51 2.053
.05 .0.0. vapd __|wip 24.426 61 51.24: 233
06 sta lwiphy: 20.63: 1 .39 30
07 | 0] 4 sta: wiphy: 20,07 7 07 28 ]
08 sta: lwiphy: 20.45: 3 .00 30
11,09 | [ sta wiphy: 21,501 7 82 28 ]
stad lwiphy: 20,37. ,070 29
| stas wiphy: 20,70. ,334| 28|
sta6 lwiphy: 20,98 828 28 i
[0 sta7 wiphy: 20,90: ,034 28|
4 stag wiphy: 20,05 ,034| 29|
s | stag wiphy: 20,88: [ 926 27|
[l IL I T
| Logged in to: brent-523:4002 as: Admin




B. Go to the Settings tab.

WIFi Capacity Test
[ select Ports | Settings | PDU Mix Settings | Advanced Settings | Select Output | Notes

Station Increment: ISmgle L

Loop Iterations: |S1ngla (48]

Duration: |sacoe

Protocol: |Layer-4

Layer-4 Endpoint: I\Arhttp

Payload Size: |7<"Z

I‘rutal Rata: |v‘ [1on (10 Mops)
|v‘ [zerc i0 bes

Percentage TCP Rate: |Li'~ 10%

A. Set Station Increment to 1.

B. Set the Protocol to Layer 4-7. Note: This should automatically be set if you first select a
Layer 4-7 Endpoint.

C. Select your Layer 4-7 Endpoint (14-http in this test). The capacity test will use this as a
template for each of the ten stations.

D. Total Rate can stay at 10Mbps. Note: This rate can represent either upload or download
traffic depending on how you have your layer 4-7 endpoint configured.

C. Run the Capacity test by clicking Start.

Graphical Script Report fer:

Requested Station count: 10
Requestad Rate: Par station: 2000000 (2 Mbps) Total: 10000000 (10 Mbps) ml
(Cx Min Re 1053 MB Cx vy R 10.78 ME € Max Re: 12.753 ME Total Rx 107.798 MB
[Non-Transmitting endpoines: {10}

Combined Received Kbytes, for entire 1 m run

Stations
[m UDF-RX
Text Data for Graph

Maximum Statians Connectsd: 10
Stations NOT connected st this time: 0
Maximum Stations with IP Address: 10
Stations without IP at this tims:

Station Maximums

Number

Stations Connected Stations with IP

Stations

W Succes: ailed -—|

| saverie |

A. The test will now make a copy of the selected layer 4-7 endpoint for each station. Note:
You may notice that URLs per 10m is set to a high rate, this is fo ensure the maximum
amount of URLs are processed as WiFi Capacity adjusts the Max Speed.



Using Wireshark to Sniff WiFi Monitors

Goal: Sniff wireless traffic from a LANforge radio using Wireshark and a WiFi Monitor port.

The best way to sniff wireless packets via Wireshark in ; —
LANforge is from a monitor port that is on its own radio (no

other AP, STAs, etc.). This example will walk through the E
monitor port creation, sniffing the monitor port, as well as I I
Wireshark filter recommendations. LAMNforrge U

This example uses a LANforge CT523 system but the
procedure should work on a CT522, CT525, or similar
system.

System Under Test

L.ard fo rmge Wi
===

1RE

Access Point

WAWIiFT Clie it

—
==
—
=
T,
[— —— ke
| LANforge WiFire
E’
Virtual Stations =

I A e S

1. Create a monitor port.

A. In the Port Mgr tab, select a wiphy device that you wish to sniff with (this example will use wiphy1, an
ath10k radio).

B. If the wiphy device is down, click the up arrow to enable it.

Contral Reporting Tear-Off Info Plugins

[ stopal | [ Restart Manager | [ Refresh | [ HEP |
Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VolP/RTP_ | VoIP/RTP Endps | A | wanlinks | Attenuators | Filedo |
Dispi [192.168100.206:0 | [ sniff Packets | ) clear counters |[ Resetport |[ Delete |
Rpt Timer: [nedin (8 5) |~ Apply | T|| wvewbetails |[ create || Modiy || Batchmodiy |
Il Ethernet Interfaces (Ports) for all Reseurces.
Fort |Pha..|Down| P sec| Alias PDEE’\?”‘ RXBytes | RXPkis | PpsRX | bps RXJ TXBytes | TXPkis | PpsTX
0 | [J | [J [162168.100.102[0 |etho 28.204.301| 78,708 4| 3.905[ 138,989,512 119.168 3
a 0.0.0.0 o leth 0 0 0 0 0
12 | O [ L] [0.0.0.0 0 |wiphyo 110,166,145 546.717, 14] 23,808 234,792 1.431 0
3 0 [wiphyl 0 [ 0 0 0 o
4 | [ 0 |wiphyz 92,304,964 438,217 16 26.589 77.221] 2,413 0
[« 1 ] [»]

‘ Logged into: brent-523:4002 as: Admin



http://www.candelatech.com/ct523-328-2ac-1n_product.php

C. Click Modify.

wiphy1 (brent-523) Configure Settings
Port Status Information
Current: LINK-DOWN NOMNE
Driver Info: Port Type: WIFI-Radio Driver: ath10k(988x) Bus: 0000:05:00.0
Port Configurables
standard Configuration | RF Patterns | Firmware |
Enable General Interface Settings
[] Set IF Down [JDown
[[] set PROMISC Alias: ]
MAC Addr: (04:f0:21:11:e7:36 | TX Q Len |0
Rpt Timer: [nediun (3 s) [v]
WiFi Settings
Max-VIFs: 64 Max-Stations: 64 Max-APs: 7 Supports: 802.11abgn-AC
Country: United States (840) |+ |
Channel/Freq: | 36 (5180 Mhz) v_D
Antenna: |A|I (3x3) v| Tx-Power: |DEFAULT (-1) ‘v‘
RTS: [DEFALLT | Frag: [2246 |
[]verbose Debug
| Print || iew Details H Logs ‘ ‘ Probe || Sync | | Apply || oK | | Cancel

A. Select the channel you wish to sniff. Channel 36 will be used for this test.

B. Click OK.

D. Back in the Port Mgr tab, with the wiphy device still selected, click Create.

Create VLANs on Po

O MACVLAN ) 8021QMAN (O Redirect (O Bridge (& GRE Tunnel
O WiFi STA O WiFiVAP @ WiFi Monitor (& WiFi Virtual Radio

@ shelf: Resource: [+ (brent-523) ] Part: [3 (wiphyl) =

@ VLAN ID: ] DHCP-Pv4
Parent MAC: 04:f0:21:11:e7:36 DHCP Client ID: l:l]
MAC Addr: fromcoctin o] 1P Address: Global IPv:

Quantity: B ] ©PMaskorBits Link IPv8:
Gateway IP: IPvE GW:

#1 Redir Name: #2 Redir Name:

STA ID: o ] ss [~]

WIFI AP: Key/Phrase:

CIwea [1wpa2 [C1wep

] Down

‘ Apply hJ| Cancel ‘ ‘ Ready

A. Select the WiFi Monitor option at the top.

B. Set the Quantity to 1.

C. Setthe STAID to 0.

D. Click Apply and close the Create Port window.



E. In the Port Mgr tab again, modify moni0.

Port Status Information
Current: LINK-UP GRO MNONE
Driver Info: Port Type: WIFI-MON  Parent: wiphyl
Port Configurables
Enable General Interface Settings

Set IF Down

Alias:

Rpt Timer: |medium (8 s) v:

— Low Level—

| WiFi Settings

[] Disable HT40 [] Disable HTS0

Print \iew Details Probe Sync Apply oK Cancel

A. You can disable HT40 and HT80 here if needed.

B. Click OK to close the window.

2. For this current setup, traffic will be generated with a layer 3 UDP connection between two stations.

For more information see Generating Traffic for WLAN Testing

3. Use Wireshark to sniff moni0.
A. If you are running the LANforge GUI from a Windows machine without x server installed, you will
need to connect remotely to the LANforge system via rdesktop or vnc.

A. To connect via rdesktop, type the following command into a console (replace LANforge:
IP with the IP of your LANforge system):
rdesktop LANforge-IP

Login to xrdp

Module sesman-Xwnc =

username [Tanforge
password [

OK Cancel Help

I. The login info is username/password lanforge/lanforge


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing

B. To connect via vne, type the following command into a console (replace LANforge-IP with
the IP of your LANforge system. Don't forget to add the ':1' after the IP):
vncviewer [LANforge-IP]:1
The password is lanforge.

= TightUNC: brent’523:1 (lanforge)!
3 Applications Places system | = @@ M
B B lanforge@brent-523:~

C. Once you have accessed the LANforge system via rdesktop or vnc, open the LANforge
GUI with the desktop icon shown below.

TightUNG: brent-523:1 (lanfo

=
3 Applications Places system |7 | @@ M
B lanforge@brent-523:~

Fle_Edit View Search Torminal Help
Tanf 1523 ~15 ]

B. Select moni0 in the Port Mgr tab.



C. Click the Sniff Packets button. Wireshark will now open and automatically start scanning for packets.
If you get a window that warns about running as user root, click OK.

Control Reporting Tear-Off Info Plugins

‘ Stop All | ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts [ Port Mgr | vAP Statiens | Messages |

Status | Llayer3 | L3Endps | VOP/RTP | WoIPRTP Endps | 1| wanlinks | Attenuators | Filedo |
Disp: [192.168100206:0 | [ snifPackets o [2][ clear Counters || ResetPort || pelete |
Rpt Timer: [nedius (8 5) |~ Apply | EH Viewbetals || create || Modfy |[ BatchModiy |

Il Ethernet Interfaces (Ports) for all Resources.

Port |Pha... Down| P SEC| Alias P;S”t RXBytes | RXPkts | PpsRX | bpsRX | TXBytes | TXFPkts | PpsTX

0 | 0 | O [192.168.100.182 atho 32.194.714] 116,445 £ 335 171,859, nnz 151,077 1
0.0.0 ethl 0 0| 0| 0
O | O [e.0.0.0 wiphy0 1 035 564.287 65/ 10 ‘051\ 405, 4ﬂ 1,640
0.0.0 wiphyl 45,873,427 261,95 377| 503,77 0 0
1. O | O [e.0.0.0 wiphy2 94,805, 448.4 73] 108,605 238501 2,630
A .0.0.0 moni0 wiphyl| 50,788,788 215,4 307 564,049 0
O | O [s6.111 vapd |wiphyo| 153,800 1 0 [ 168.05 150
6.1.1.10 sta0 lwiphy2| 81,006/ 0 0 78,476 68|
8 | [ ] I [86.1.1.11 stal _|wiphy2] 50.594] 1 0 0 78.114 57

[4] 1 ] ]

| Logged in to: brent-523:4002 as: Admin

A. To use afilter, simply add the filter constraints to the filter text box as seen below and click
Apply fo the right. The below screenshot has wireshark filtering on a specific IP.

Rev Unknown from/unknewn)]'(on bren
File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

AR ABRXSQéE Do 2 Beaf -

Filter:lip.addr==36.1.1.10 ‘ v]ExpressiDn... Clear Apply Save
No. Time Source Destination Protocol | Length Info
U937 OU.56396745 B0, L. L. IT B0, 1. 1. 10 CANTOTQE — 15063 SEq: £39 -
21000 60.79451758 86.1.1.10 86.1.1.11 LANforge 1563 Seq: 260 ol
21002 60.79527032! 86.1.1.10 86.1.1.11 LANforge 1563 Seq: 260
21004 60.79559189 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 260
21006 60.79642158! 86.1.1.11 86.1.1.18 LaNforge 1563 Seq: 268
210660 61.08557988i 86.1.1.10 86.1.1.11 LANforge 1563 Seq: 261
21862 61.88633398. 86.1.1.10 86.1.1.11 LANforge 1563 Seq: 261
21064 61.00672896. 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 261
21066 61.88751672 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 261
21117 61.215608615. 86.1.1.10 86.1.1.11 LaNforge 1563 Seq: 262
21119 61.21597788: 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 262
21121 61.21674960! 86.1.1.18 B86.1.1.11 LANforge 1563 Seq: 262
21123 61.21706741 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 262
21169 61.42599177. 86.1.1.18 86.1.1.11 LANferge 1563 Seq: 263
21171 61.42621316 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 263
21173 61.42700193 86.1.1.18 86.1.1.11 LANforge 1563 Seq: 263
21175 61.42722277 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 263
21227 61.635065461 86.1.1.18 86.1.1.11 LANforge 1563 Seq: 264
21229 61.63581659! 86.1.1.10 86.1.1.11 LANforge 1563 Seq: 264
21231 61.63621495 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 264
21234 61.636993080) 86.1.1.11 86.1.1.18 LANforge 1563 Seq: 264 >

D
Frame 1586: 1563 bytes on wire (12504 bits), 1563 bytes captured (12584 bits) on interface @
Radiotap Header v8, Length 29
802.11 radio information
IEEE B882.11 QoS Data, Flags: ....... i
Logical-Link Control
Internet Protocol Version 4, Src: 86.1.1.11, Dst: 86.1.1.1@
User Datagram Protocol, Src Port: 33003, Dst Port: 330802
LANforge Traffic Generator

vy r v v wrow oo |

6000 00 00 1d 60 2b 48 08 00 b6 52 12 48 00 B0 B0 6O
0016 00 80 3c 14 40 A1 ea GG 00 00 07 64 12 88 81 30
0028 @8 80 Pe 8e 1c b7 2f B@ Pe B8e 45 37 43 00 Be Be
0838 fc 9e 43 be B2 PO OO aa aa 03 0O 6O B0 08 B0 45
0040 00 05 dc a3 2a 40 00 40 11 e3 cf 56 01 01 Ob 56
0050 01 01 0a 80 eb 80 ea 05 <3 Oe Oe 00 00 00 00 la
6060 2b 3c 4d 60 62 60 01 B5 9c OO 0O GO GO B0 B0 58
60670 20 bc 32 10 06 66 d& GO 0O 0O 0O GO GO B0 B0 6O
0088 @1 82 83 P4 B5 B6 07 B8 09 Ba 0b @c ed ee ef 1@
AAGA 11 12 12 14 15 1A 17 12 10 1a 1h 1c 1d la 1f 28

@ moni0: <live capture In progress> File: va... Profile: Default

B. If you'd like to only see traffic to/from a single AP use the filter wlan.addr == [bssid]

File Edit View Go Capture Analyze Statlstlrs Telephony Tools Internals Help
A = aflxe q Y &

Filter: [wlan.addrsx 00:0e:8e:d4:53:2f

Expression... Clear /‘pply Save

No. Time Source Destination Protocol| Length Info P
547 3.971028000 Sparklan_d4:53:2f CompexPt 9e:26:0¢c 862.11 213 Probe Response, SN=55
556 4.018318000 Sparklan_d4:53:2f 25 a 213 Probe Response, SN=55
557 4.018336000 X 62 Acknowledgement, Flag:
580 4.134191000 Sparklan d4:53:2f Broadcast 219 Beacon frame,

605 4.379931000 Sparklan_d4:53:2f Broadcast 219 Beacon frame,

626 4.625725000 Sparklan d4:53:2f Broadcast 219 Beacon frame,

646 4.871490000 Sparklan d4:53:2f Broadcast 219 Beacon frame,

664 5.117305000 Sparklan_d4:53:2f Broadcast 219 Beacon frame,

684 5.362999000 Sparklan d4:53:2f Broadcast 219 Beacon frame,

712 5.444919000 Sparklan d4:53:2f Sparklan_da: 802.11 213 Probe Response, SN=56.

713 5.444937000 sparklan_d. 2f (RAI802.11 62 Acknowledgement, Flag:|?
5.479387060 Sparklan_d4: sparklan_3. :a0 802.11 213 Probe Response, SH=56!
5.688776000 Sparklan_d4 Broadcast 802.11 219 Beacon frame, SN=566,

[>)

b Frame 74: 219 bytes on wire (1752 bits), 219 bytes captured (1752 bits) on interface @
> Radiotap Header v®, Length 48

b IEEE 882.11 Beacon frame, Flags:
b IEEE 882.11 wireless LAN management frame

C

0000 00 60 30 60 2f 40 00 a0 20 08 00 ab 20 88 00 af
0010 20 08 00 0O 00 0O 0@ @@ 92 b2 31 00 00 00 00 8
0020 1@ 02 85 09 a0 00 f8 @@ 0O 00 e8 00 f8 01 eb 82
0030 80 o0 oo oo ff ff ff ff ff ff 00 6e 8e d4 53 2f
0040 00 Oe 8e d4 53 2f 06 21 80 41 08 03 00 00 00 00

@ # Ready to load or capture Packets: 761 - Dlsplayeﬂ 47 (6 2%) = D... Profile: Default




D. There are many filters that can be used in Wireshark. Some handy ones include:
IP: ip.addr==x.x.x.x
wlan MAC: wlan.addr==xx:xX:XX:XX:XX:XX
Association request wlan. fc.type_subtype eq 0
Association response wlan. fc.type_subtype eq 1
Probe request wlan. fc.type_subtype eq 4
Probe response wlan. fc.type_subtype eq 5
Beacon wlan. fc.type_subtype eq 8
Authentication wlan. fc.type_subtype eq 11
Deauthentication wlan. fc.type_subtype eq 12

m

. Filters can be combined to specify if packets should match all filters (with &&) or any filters (with | |).
For example, if you wanted to view packets that only contain both IPs 1.1.1.1 and 2.2.2.2 you could
use the following: ip.addr==1.1.1.1 && ip.addr==2.2.2.2
Or, if you want to see all packets containing 1.1.1.1 and all packets containing 2.2.2.2, you could
use the following: ip.addr=1.1.1.1 || ip.addr==2.2.2.2

F. You can visit https://wiki.wireshark.org/DisplayFilters for more tips on filters.
A handy 'cheat sheet' with most filters can be found here.

Scripfi st il C1703 C1704
Attenuator

Goal: Operate a CT703 or CT704 WiFi Attenuator with a script.

The LANforge GUI provides scripting support for the CT703
and CT704 Attenuators. This cookbook provides a basic
example of how to script the signal strength up and
down.

Requires LANforge 5.2.11+ and CT703 or CT704
Attenuator.

HAccess Point

C o)

LAMNfoge
Arttenuator

1. Create an Attenuator Script

A. In the Aftenuators tab, select your attenuator and click Modify

LANforge Manager  Version(s.3.5)

Control Reporting Tear-Off Info Plugins

stop All ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer3 | L3Endps | VeIPRTP | VolP/RTPEndps | Armageddon | Wanlinks | Attenuators | Filed0

Attenuator
Name | state | Seript | Modulel | Module2 | Module 3 | Module 4 | Temperat...|
1160 ide | X 0 |

Logged into: brent-523:4002 as: Admin

B. You will see the Modify Attenuator window. Click on the Script button.

ttenuator

Name: 1.1.60

Module 1: : [] synchronized
Module 2: Ad]ustment Value: ‘5 (50 ddB) |VH Adjust |
Module 3: :

Module 4: :

| Sync | ‘ Apply ‘ | OK ‘ | Cancel |

C. The Add/Modify Script window opens. In the picture below you see a huge list of numbers (the
attenuation levels). These numbers are not pre-populated. You can copy and paste them out of
this document or create a series with other commands listed below.


https://wiki.wireshark.org/DisplayFilters
http://packetlife.net/media/library/13/Wireshark_Display_Filters.pdf

Attenuator Name [1.1.60 script Type:

Script Name:

AddjModiry's

attnr Group Action:

ScriptAtten =

Enable Script Show Reports [ Loop [ Hide Iteration Details []Hide Legend []Hide CSV

[==[+| script terations: 192 192)

Script Configuration

(5 s)

Loop Count Estimated Duration: 16 m (16 m)

[5s

|'|

Run Duration:

ttenuations (ddB)
35 45, 55, 65,75, 85, 95, 105, 115, 125 135, 145, 155, 165, 75,
05, 215, 225, 235, 245, 255, 305, 315, 325, 335,
. 365, 375, 385, 395, 405, 3 435. . 465, 475, 485, 495,
. 525, 535, . 555, 565, . 595, . 625, 635, . 655,
. B85, 635, . 715, 725, » 755, . 785, 795, . 815,
. 845, B55, . 875, 885, , 915, . 945, 955, . 945,
. 915, 905, . B85, 875, . B45, . 215, 205, . 785,
. 755, 745, . 725,715, . 685, . 655, 645, . 625,
. 595, 585, 565, 555 . 525, . 495, 485, 465,
. 435, 425, 415, 405, 355, . 365, . 335, 325, 315, 305,
. 275, 265, . 245, 235, . 205, . 175, 185, . 145,
- 115, 105, 95, 85. 75, 65, 55, 45, 35, 25,

15.5

‘ Show Previcus Report | ‘ Sync ‘ ‘ Apply ‘ ‘ Cancel

In the Script Type pulldown, select ScriptAtten
. Type in the name for the script, this example is called attnr

. Select Symmetric

00 = »

Choose 5 s for Run Duration. This will run the Attenuator at each ddB value for this period
of fime.

E. Enter the following aftenuation values for a 16 minute long test. This will send the
attenuator from 5 to 955ddB and back:

F. 5, 15, 25, 35, 45, 55, 65, 75, 85,
185, 195, 205, 215, 225, 235, 245,
345, 355, 365, 375, 385, 395, 405,
505, 515, 525, 535, 545, 555, 565,
665, 675, 685, 695, 705, 715, 725,
825, 835, 845, 855, 865, 875, 885,
935, 925, 915, 905, 895, 885, 875,
775, 765, 755, 745, 735, 725, 715,
615, 605, 595, 585, 575, 565, 555,
455, 445, 435, 425, 415, 405, 395,
295, 285, 275, 265, 255, 245, 235, 225,
135, 125, 115, 105, 95, 85, 75, 65, 55,

95,

255,
415,
575,
735,
895,

105, 115, 125, 135, 145, 155,
265, 275, 285, 295, 305, 315,
425, 435, 445, 455, 465, 475,
585, 595, 605, 615, 625, 635,
745, 755, 765, 775, 785, 795,
905, 915, 925, 935, 945, 955,
855, 845, 835, 825, 815, 805,
695, 685, 675, 665, 655, 645,
535, 525, 515, 505, 495, 485,
375, 365, 355, 345, 335, 325,
215, 205, 195, 185, 175, 165,
45, 35, 25, 15, 5

165, 175,
325, 335,
485, 495,
645, 655,
805, 815,
955, 945,
795, 785,
635, 625,
475, 465,
315, 305,

145,

G. ..click OK

D. In the Attenuators tab, you will notice that your attenuator now reads Enabled in the Script column.
Select the attenuator and click the Start button.

LANFforge Manager Version(5.

Control Reporting Tear-Off Info Plugins

Stop ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | EventLog | Alerts | Port Mgr | vAP Stations | Messages |

Status | Llayer3 | L3Endps | VeIFRTP | VolP/RTPEndps | Ar Wanlinks | Attenuators | File10
tenuator
Name | State | Script | Modulel | Module2 | Module 3 | Module 4 | Temperat...|
1.1.60 lo.0 Jo.o lo.o lo.0 | 84|

Logged into: brent’523:4002 as: Admin

E. The window Script Report will appear. This monitors the script behavior of the attenuator script.

CReport for: 1

Script on: 60
seript: SeriptAtien

Mame: attnr
ACTIVE SHON_REPORT SYMMETRIC RUN_ON_MGR
AL

Flags:
Group-Action:
Loop-Count: 0
Max-Tterations: 192
Iteration-Duration: 5000ms
Attenuations:

5.15, 25,35, 45, 55, 65, 75,85, 95,105,115, 125,135,145, 155,165, 175, 185, 165, 205, 215, 225, 235, 245, 255, 265, 275, 285, 205, 305, 315, 325, 335, 345, 355, 365,375, %

5,715,725, 735, 745, 755, 765, 775, 785, 795, 805, 815,825, 835, 845, 855, 865, 875, 885, 895, 905, 615, 625, 935, 945, 655, 955, 945, 935, 925, 915, 905, 895, 885, 875, 865,

35,525, 515, 505, 495, 485, 475, 465, 455, 445, 435, 425, 415, 405, 395, 385, 375, 365, 355, 345, 335, 325, 315, 305, 205, 285, 275, 265, 255, 245, 235, 225, 215, 205, 195, 185,
Steps-Completed: ©
Estimated total script duration: 960 seconds

Started At: Fri Nov 18 15:05:39 2016
Script on: 60
Script: ScriptAtten Name: attnr

Flags: ACTIVE SHON_REPORT SYMMETRIC

Group-Action: ALL

Loop-Count: 0

Max-Iterations: 192

Tteration-Duration: 5000ms

Attenuations:
5,15, 25,35, 45, 55, 65, 75,95, 95,105,115, 125,135, 145, 155,165, 175, 185, 195, 205, 215, 225, 235, 245, 255, 265, 275, 285, 205, 305, 315, 325, 335, 345, 355, 365, 375, X
5,715,725, 735, 745, 755, 765, 775, 785, 795, 805, 815, 825, 835, 845, 855, 865, 875, 885, 895, 965, 915, 925, 935, 945, 955, 955, 945, 935, 925, 915, 965, 895, 885, 875, 865,
135,525,515, 505, 495, 485, 475, 465, 455, 445, 435, 425, 415, 405, 385, 385, 375, 365, 355, 345, 335, 325, 315, 305, 205, 285, 275, 265, 255, 245, 235, 225,215, 205,195, 185,

Steps-Conpleted: 0

Estimated total script duration: 960 seconds

Started At: Fri Nov 18 15:05:39 2016
# iteration: 1/192 Attenuator: 60 now: 1479510344576ms duration: 5000ms
# Attenuation: 5 machine-load: @.00
l# iteration: 2/192 Attenuator: 60 now: 1479510349576ms duration: S000ms
# Attenuation: 15 machine-load: 6.00 -
[]Pause [_close ] |_saverie | | Graphical Display | [ Invert RX-Signal X Axis

F. Also nofice the attenuation values change in the LANforge Manager as the script runs.
Note: These values update every five seconds, so values may differ within the five second window.



'®m " iNforge Manager Versien(s3s) O EER
Control Reporting Tear-Off Info Plugins

[ stopal | [ Restart Manager | | mefresh | [ HELP |

Layer-4 | Generic | Test Mgr | Test Group | Resource Mgr | Event Log | Alerts | Port Mgr | vAP Stations | Messages |
Status | layer-3 | L3Endps | VoIPRTP |  WolP/RTP Endps r’ Ar | Wenlinks |* Attenuators | File-0

Name | state | Scnpmmdulez\ Module Smmperalml
Running  |Runnind 305 305 2] &4

1.1.60 i ir 130.5 130.5

Logged into: brent-523:4002 as: Admin

Using CT712 RF Noise Generator and
RADAR Simulator to test DFS channels

Goal: Generate RF pulses that simulate RADAR and cause an AP using DFS to exercise its
detection and response abilities.

DFS (Dynamic Frequency Selection) allows an AP fo use
channels in the same spectrum that some RADAR systems
use and provide a method of changing channels when
RADAR signals are detected. In this example, we will use a
LANforge CT712 which is our customized script and
integrated GUI control for the HackRF-One Software-
Defined Radio (SDR) to generate the RF pulses that
simulate RADAR signals and cause a third-party AP under
test fo detect and change channels. It is recommended
that this type of testing be done in a RF isolation chamber
to limit interference to production WLAN and RADAR
systems in use.

1. Verify a client is connected to a third-party AP using a DFS channel.

For more information see
Wikipedia: 5GHz Channels
WLAN Pros WiFi Channel Reference

2. On the RF Generator tab, modify the device that corresponds to the CT712 USB device to set the desired
channel and pulse characteristics.
NOTE: The different RADAR types are defined as described in the document FCC DFS Compliance
Procedures. RF pulses defined outside of these parameters can be used for other RF noise and interference
tests.

LANforge Manager Version(5.4.7) SN mes
Control Reporting Windows Info Tests

[ chamber yiew | [ sopar | [ restartManager | [ etresn | [ mee |
PortMgr | RF-Generator | Resource Mor | Eventlog | Alerss | Warnings | +

Noise Generator

Entity ID | sate | status | PuiseWidth |Pulse Interval Pulse Count| SweepTime| Frequency |  Gain IFGain | BB-Gain
TAB7B670c2946275F  Stopped  Idie 1 14 1 1,000 5300 e i} o

Logged into: 192.168.101.28:4002 as: Admin

3. Select a FCC RADAR type preset button or enter specific values to set the desired pulse characteristics, then
set the transmit frequency, then select OK.


http://www.candelatech.com/ct712_product.php
https://greatscottgadgets.com/hackrf
https://en.wikipedia.org/wiki/List_of_WLAN_channels#5_GHz_(802.11a/h/j/n/ac/ax)
https://wlanprofessionals.com/updated-unlicensed-spectrum-charts
https://apps.fcc.gov/kdb/GetAttachment.html?id=V2DzGgztnfxjTcht59nQ7Q%3D%3D&desc=905462%20D02%20UNII%20DFS%20Compliance%20Procedures%20New%20Rules%20v02&tracking_number=27155

Modify RF Generator W &

Name: 1.1.87c867dc2946275F
Radar Type ‘FCCB ) \v|
Pulse Wicth [1us, Fecto,1,2,61, wis3,561, KoREA(1,2,41, cHINA® (2} [ ] Puise Intenval [1428us, Feco (1428 ms) [+]
Pulse Count 18, Fecio,a1, ensie, wisa,se), komear (s [z] puise Repetiton Frequency 1 | [-]
Pulse Repetition Frequency 2 ‘ ‘ | Pulse Repetition Frequency 3 | ‘
Frequency Modulation ‘ ‘ | UUT Channel ‘ | ‘
Burst Offset ‘ ‘ | Long Pulse Width ‘ | ‘
Crirp Wi \ &
[] One Burst O Trials Low O Trials Center O Trials High
Sweep Time [1 secons 1 9) [+] Frequency [channe1 co: 5380 (5,300,000 [+]
OFDM Header Modulation ‘ ‘ | OFDM Payload Modulation ‘ | ‘
Time period 1 on ‘ ‘ | Time period 1 off ‘ | ‘
e \ J=] Time peroa 20 \ 5
o, \ [=] Fime perioazon \ 8
Duration \ B
Trigger dBm ‘ ‘ |7HggevAMP ‘ | ‘
Gain ‘On (+14dB) (14) ‘vl]mam ‘Hedium 27) |-‘
BB-Gain ‘Mnmal (20) ‘v| Sample Rate ‘DEFAULT |-‘
4. Highlight the RF Generator entry and select the Starf+ button to start fransmitting.
In some versions, you may have fo select Start+ twice in order to start fransmitting

LANforge Manager Version(5.4.7) EAREILY)

Control Reporting Windows Info Tests
‘ Chamber View ‘ | Stop Al ‘ | Restart Marniager | ‘ Refresh ‘ ‘ HELP.

Port Myr | RF-Generator | Resource Mgr | Eventlog | Alerts | Warnings | +

Noise Generator

Entity ID | state | Status | Pulse Width |puise Interval Puise Count | SweepTime| Frequency |  Gain IF-Gain | BB-Gain
1187cB670c2046275F  Running  Started 1 7428 78 7,000 5300 1a 7 )

Logged intor 192.168.101.28:4002 as: Admin

5. When the CT712is activated, the Status will show Started and the HackRF-One device's TX LED should show
ared light. The AP under test should detect RADAR within 10 seconds, change to an available channel and
not be able to use the previous channel again for 30 minutes.

For more information see
WiFi Alliance: DFS Best Practices

6. An alternate method of controlling the CT712 HackRF-One device is to use the If_hackrf_dfs.py script in the
/home/lanforge directory:

A. Open a terminal window on the LANforge system.
B. cd to /home/lanforge

C. To show the script usage, type: ./If_hackrf_dfs.py --help
usage: Uf_hackrf dfs.py [-h] [--1f_hackrf LF _HACKRF] [--pulse width PULSE WIDTH] -

[--pulse_interval PULSE INTERVAL] [--pulse count PULSE COUNT]
[--one_burst] [--bursts BURSTS] [--rf_type RF_TYPE]
[--uut_channel UUT_CHANNEL] [--sweep_time SWEEP TIME] [--freq FREQ]
[--daemon DAEMON] [--pid file PID FILE] [--gain GAIN] [--if gain IF _GAIN]
[--bb_gain BB_GAIN] [--log level LOG LEVEL] [--mgt _pipe MGT_PIPE]
[--no_repeat] [--sample mod SAMPLE_MOD]
[--host_perf adjust HOST PERF_ADJUST] [--tx_sample rate TX SAMPLE RATE]

dfs testing , FCCO-6, ETSIO-6

Note: some systems will need to preface command with sudo nice -19

options:
-h, --help show this help message and exit
--1f_hackrf LF_HACKRF
--1f_hackrf { last 4 bytes of serial num from hackrf info }
--pulse width PULSE WIDTH
--pulse_width { usecs } default: 1
--pulse_interval PULSE_INTERVAL
--pulse_interval { usecs } default: 1
--pulse_count PULSE_COUNT
--pulse_count { number } default: 1
--one_burst --one_burst store true default: False
--bursts BURSTS --bursts provide a number of bursts
--rf_type RF_TYPE, --radar type RF_TYPE
Note: .lower used so upper case or lower case may be entered.

+ Aditi inf. + +alnat ~lanf 2002 ch T



http://www.ieee802.org/18/Meeting_documents/2007_Nov/WFA-DFS-Best%20Practices.pdf

WiFi: Mesh Testing: video demonstration

Goal: Learn about how to use the Chamber View feature to create WiFi mesh test scenarios.

Watch a demonstration of how a Chamber View mesh = o .

test works. This scenario requires LANforge version 5.3.9,
four isolation chambers, four or more programmable l ./\£ l

attenuators a DUT and three mesh AP nodes.

LamM forge Ul

|

LAaAMNMforge WIEFIRE
\%—
S

WWiFi Client

WiFi Mesh demonstration

Diagnosti ript for WiFi ket fur
files.

Goal: Use a diagnostic script to parse a WiFi packet capture file and generate histograms,
packet loss stats, and other helpful information for diagnosing WiFi behaviour.

LANforge will be used to create a WiFi capture file, and System Under Test

then we will run the diagnostic script to help understand

the on-air behaviour. B —
Ethernet

Access Point

|
wa}

R AT

Virtual § tations

1. Create capture file.
A. If you already have your own capture file or know how to create them, then skip this section.



B. Packet captures are created using WiFi Monitor interfaces. LANforge can automatically create and
manage these for you. The simplest way to create a capture is to use the Port-Mgr tab in the

LANforge GUI.

LANforge Manager Version(5.4.1)
Control Reporting Tear Off Info Elugins

[ chamber view | [ stopal | | Restart Manager | | Befresh | [ rere

Filed0 | Generic | Resource Mgr | wAP Stations | DUT | Profiles | Traffic-Profiles | Alerts | Messages | Wamnings | + | Wifi-Messages |
Status | Port Mar | Layer-3 | L3 Endps | Layer4-7 [ Ar 1 [ Wanlinks | VeIP/RTP | WoIP/RTP Endps | Attenuators | RF-Generator |

Disp: ‘192 168.100.195:0 ‘ ‘ sniff Packets | Down E ‘ Clear Counters || Reset Port || Delete |

Rpt Timer: [nediun (8 5) ||| Apply | CIVRF E\ Display |[ creste |[ moaty |[ Batchmoary |

All Ethernet Interfaces (Ports) for all Resources.

Port Phantom Down P SEC Alias  |Parent Dev RXBytes | RXPkts Pps RX. bps RX | TXBytes

.07 LI LI 192.168.... etha 6,900 115 026,702 [a]

05 3.3.3.100 eths 132,360....| 984,645.... 0[107.198....| 4]

.06 Laal Il 0.0.0.0 [wiphyo 0| 0 o [=

07 0.0.0.0 Mﬁyl 47,341,5.../10,649,187 5.044/179,018, 0 |~
[ 1 I v

Logged in to: 192,168,100,238:4002 as: Admin

C. Select WiFi radio that you wish to use and double-click it to bring up the modify window. Set the

frequency to match the channel you wish to sniff and click OK to submit the changes and

window.

wiphyl (If0313-63e7) Configure Settings

Port Status Information
Current: LINK-DOWN NOMNE
Driver Info: Port Type: WIFI-Radio  Driver: ath10k{(8984) Bus: 0000:04:00.0

Port Configurables

standard Configuration | Firmware |

I General Interface Settings
[l Down

Alias:

MAC Addr: |04:f0:21:38:98:b0

Rpt Timer: [1299 (1,209 5) |+

WiFi Settings
Max-/IFs: 4 Max-Stations: 28 Max-APs: 4 Supports: 802.11an-AC

Country: United States (840) |+

ChanneljFreq: [36 (5180 Mhz) [+] ae [pEFALLT

Antennz  [All (4x) [+ mepower: [pEFaLLT (1)

|'|

RTS: DEFAULT Frag: 23486

[]I1gnore RADAR [] Don't Share Scan [¢] Verbose Debug [] Use Syslog

‘ Print || Display H Logs | | Probe || Sync ‘ | Apply || oK

Cancel

close the

D. Make sure the radio is still selected, and click the 'Sniff Packets' button on the Port Mgr tab. You
normally need to be connectedto the LANforge system using remote-desktop or VNC for this to
work properly. After you click 'Sniff Packets', a monitor interface will be created and Wireshark will
start. When your capture is complete, stop the capture in Wireshark and save the capture file.

*moni7a [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (on If0313-63e7)
File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help

@@dmE 1B X<A v e avEwLWRAWESR

No. Tim Source

Destinati Protocol Length Info

erums von o~ Compenr s o oue Sury Gus va
27050 08: 075941353 CompexPt_4f 3 802.11 4676 QoS Da

27051 08: .075943153 CompexPt_4f 3 802.11 4676 QoS Data,
27052 08: .075944484 CompexPt_4f 3 802.11 4676 QoS Data,
27053 08: .075946139 CompexPt_4f 3 802.11 4676 QoS Data,
27054 08: 075047302 CompexPt_4f 3 802.11 4676 QoS Data,
27055 08: .075948045 3 802.11 4676 QoS Data,

CompexPt 4f :

Aiter: | - Expression..  Clear  Apply  Save ibss  apsta

D) @ G

> Frame 1: 4676 bytes on wire (37468 bits), 4676 bytes captured (37408 bits) on interface ©
» Radiotap Header v@, Leng

» 802.11 radio information

» IEEE 862.11 QoS Data, Flags: .p....F.

» Data (4578 bytes)

0000 ©0 BO 40 0O 2a 40 30 a0 20 08 00 a 20 08 00 a0
0010 20 B3 00 a0 20 08 00 00 40 00 3c 14 40 01 dd 00
0020 ©0 BO G0 00 72 O 24 00 04 0O 0O 00 44 00 04 04
0030 94 BO B0 00 60 00 00 00 d7 60 d9 01 d2 02 d9 03
0040 88 42 30 00 04 O 21 da 2e f3 04 O 21 2 ea bd
0050 ©4 f0 21 f2 ea bd 50 71 80 00 e® b8 60 20 1f 00

@ File: “vartmp/wireshark_moni... Packets: 27070 - Displayed: 27070 {100.0%) - Dropped: 55281 (204.2%)

Profile: Default

2. Use the do_wifi_diag.bash script to diagnose the capture file.

A. The LANforge scripts package is normally installed in /home/lanforge/scripts You can also clone the
repository from github using this link: https://github.com/greearb/lanforge-scripts Assuming it is in the
standard location, change to the wifi_diag directory: cd /home/lanfore/scripts/wifi_diag. The

./do_wifi_diag.bash script will be used to launch the wifi-diag script.

greearb@ dta i i ver/If_scripts/wifi_diag
File Edit View Search Terminal Help
[greearb@ben-dt4 wifi_diag]ls
[greearb@ben-dt4 wif iag]$
[greearb@ben-dt4 wifi diag]$ ./do wifi diag.bash -h
Usage: ./do wifi diag.bash -f {input-pcap-file} -o {output-directory} -d {DUT-bssid}
./do_wifi diag.bash -f my.pcap -o report -d dc:ef:09:e3:b8:7d
[greearb@ben-dt4 wifi_diagl$

[greearb@ben-dt4 wifi diag]$ ./do wifi diag.bash -f ~/tmp/1f-dl-60sta.pcapng -o test -d 04:f0:21:f2:ea:bd -C -




B. Run the do_wifi_diag.bash script with appropriate arguments to match your device-under-test (DUT)
and pcap file. The diagnostic script can process around 300 packets per second on a fast machine,

so it can take a while to process a big file.

greearl dta. i _btbi ver/If_script ifi_diag V) (&) (x
File Edit View Search Terminal Help
[greearb@ben-dt4 wifi diag]$ ./do wifi diag.bash -f ~/tmp/1f-dl-6@sta.pcapng -o test -d 04:f0:21:f2:ea:bd -C -

Removing existing output directory: test
Starting the wifi pcap diag.pl script, this can take a while....
NOTE: Processed 10000 packets and 5144163 input lines in ©:0:29 so far (344 pps).
NOTE: Processed 20000 packets and 10561132 input lines in @:1:2 so far (322 pps).
INOTE: Processed 360000 packets and 15659389 input lines in @ 5 so far (315 pps).
NOTE: Processed 40000 packets and 20895107 input lines in @ so far (312 pps).
NOTE: Processed 56000 packets and 26102736 input lines in @ 2 so far (3088 pps).
NOTE: Processed 60000 packets and 31360660 input lines in @ 7 so far (304 pps).

]

(2]

]

(2]

INOTE: Processed 70000 packets and 36535836 input lines in 3 so far (300 pps).
NOTE: Processed 80000 packets and 41700529 input lines in 6 so far (300 pps).
NOTE: Processed 90000 packets and 46951889 i :5:0 so far (300 pps).
NOTE: Processed 96523 packets and 50262006 i :5:22 so far (299 pps).
Warning: empty y range [1: adjusting to
Warning: empty y range adjusting to
Warning: empty y range adjusting to
Warning: empty y range adjusting to [-1:1]

Warning: empty y range adjusting to [0.99:1.01]
Warning: empty y range adjusting to [-1:1] g

lines in
lines

in

Report saved to: test/index.html
ALl done, open this file with a browser to view report: test/index.html
[greearb@ben-dt4 wifi diagl$ -

C. When the fest is complete, you can open the [test]/index.html file to view the results, print to PDF,

efc.

\/ @ WiFi Diag Report x | + - B x

&€ > C ®Fie| ver/If_scripts/wifi_di i html ¥ 4 | Paused §'

WiFi Diag Report

RX (All) Retransmit percentage: 5197/78377 == 6.63077178253825
RX (Big) Retransmit count: 5197

TX (Al R it : 3/7108 == 0. 1097355

TX (Big) Retransmit count: 0

RX (All) no-ack-found: 56234

RX (Big) no-ack-found: 55705

TX (All) no-ack-found: 6

TX (Big) no-ack-found: 0

RX average gap between AMPDU frames (ms): 0.00344110614165813

RX average AMPDU chain time (ms): 0.0465246330408624
TX BA to RX AMPDU average gap (ms): 1.563520291279184
RX BAto TX AMPDU average gap (ms): 61.600923538208
Duplicate TX BA without AMPDU between them: 54
Duplicate RX BA without AMPDU between them: 32

WMM Info from DUT Beacon

Ac Parameters ACI @ (Best Effort), ACM no, AIFSN 3, ECWmin/max 4/1@ (Cwmin/max 15/1023), TXOP @
Ac Parameters ACI 1 (Background), ACM no, AIFSN 7, ECWmin/max 4/10 (CWmin/max 15/1023), TXOP @
Ac Parameters ACI 2 (Video), ACM no, AIFSN 2, ECWmin/max 3/4 (CWmin/max 7/15), TXOP 94
Ac Parameters ACI 3 (Voice), ACM no, AIFSN 2, ECWmin/max 2/3 (CWmin/max 3/7), TXOP 47

TX Encoding rate histogram.

Rate Mbps | Packets | Percentage
6.0 3539 | 49.788970
12.0 9 0.126618
144 1 0.014069
24.0 3509 | 49.366911
28.8 1 0.014069
30.0 a4 0.014069
45.0 1 0.014069
54.0 1 0.014069
58.5 1 0.014069
58.6 6 0.084412
60.0 1 0.014069
65.0 1 0.014069
879 12 0.168824
97.5 2 0.028137
17.0 2 0.026137
ur.2 5 0.070343
130.0 2 0.028137
175.5 3 0.042206
195.0 1 0.014069 =

D. You can find the full report from this example here: examples/wifi-diag-report/index.html You can

also view the report in PDF format: examples/wifi-diag-report.pdf

Powersave Test

Goal: Test and verify powersave mode on a station using various methods.

DTIM multicast testing:

e Set up mcast traffic between upstream port sending to station with parameters of 9kbps Min Speed,

128 Kbps Max Speed and Default Pkt Size using the following cookbook link:


http://www.candelatech.com/examples/wifi-diag-report/index.html
http://www.candelatech.com/examples/wifi-diag-report.pdf

http://www.candelatech.com/cookbook.php?2vol=wifire &book=WiFi+Station+Multicast .

e Double-click on the created station in the Port Mgr tab. Enable Powersave on LANforge station (in the
Misc Configuration tab)

$ta01500 (ct521b-0bba) Configure Settings 0 ®

Port Status Information
Current  DOWN LINK-DOWN NONE

Driver Infa: Port Type: WIFI-STA Parent wiphyQ wiphy0...

Port Configurables

Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration Extended Config |
More WiFi Settings

[[] Enable TXO Osal

S el | |
Preamble l:l] Mmcs: [ [-]
NSS: l:lj Bandwidtn: | |
ocsp praies ® |

Freq24: o | Freqs: [oxeeeress |
AMPDU-Fattor: AMPDU-Density: 05 Default [~

vecasou [ |-|mider  [pooo |
X-Coordinate: o Y-Coordinate: [0 |
Z-Coordinate: o Venue-ID: o |

Post IF-UP Script .

[ Custom WPA Cfg WPA Cfg:

[vl Managed STA []185S Mode [] MESH Mode []WDS Mode

[ Scan Hidden [] Passive Scan [] Allow Migration [] Disable Fast Reauth

[¥] Restart DHCP on Connect  [_] Skip Portal on Roam  [_] No Auto ESS Roaming ] No Apply DHCP
] Disable Oper Class IE [_] BSS Transition [_] Disable TWT [ ] Disable OFDMA [_] Disable OBSS Scan
[ Roam FT-DS [] Reject Beacon Req

(o Jlomn] [2oe lowmsen o] [amllo] [omw]

e Configure station for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40 button in
the Standard Configuration tab. Then click Apply and OK to close the Configure Settings window for

the station.
stad1500 (ct521b-0bba) Configure Settings e ®|
Port Status Information
Current DOWN LINKE-DOWN NONE
Oriver Info: Port Type: WIFL-STA Parent wiphyO
Port Configurables
Advanced C ion | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration i Extended Corrfig |
Enable General Interface Settings
= _
Down AuxM DHCP Hostname: [ione |
oo b [ AuscMgt ]
[ seenmu [ DHCP-IPvE  [] DHCP Release DHCP Vendor ID:
Do g s ococind —
] setpronase
DNS Servers:  |BLANK | Peerlp:
1P Address: 0.000 Global IPv6: AUTO
— 1P Mask 0000 Link IPv: AUTO
[ nre GatewaylP:  0.0.00 1Pv6 GW: AUTO
Tl Alias: | mTU 1500
[l ons
MAC Addr:  |00:0a:82172268 | THQLen
] rapmus
S e ——
[Cwscupmraam  1PSec GW: IPSec Password:
IPSec Local ID: IPSec Remote D :
WiFi Settings
Low Level
e SSID: [eero-nesh-lanforge [ w|Ap  [a0:34222¢.006 ]
[ Tsoenasied Key/Phrase: [lanforge 7] Mode: [pr11a0gn [*]
[ esoenabiea
e CIwea [ WPAZ []WPA3 []OSEN []WEP [] OWE
] GRo enabiea (] Disable HT40 [] Enable VHT160 [] Disable SGI
[ pine |[ vispiay | [ prove || Displayscan || syme | [ apey |[ ok | [ concer |

o Start sniffer with optional filter to see all frames from AP BSSID or STA BSSID.

e Investigate packet capture:

o

The beacon right before the mcast frame should have the TIM Multicast flag set.

o

Beacon without mcast frame soon after should NOT have the Multicast flag set.

o

DTIM count counts down to zero, only at zero can mcast frames be transmitted.

o

DTIM count should count down, with maximum value being DTIM Period - 1.

o

If AP can change DTIM period, test with multiple DTIM periods.

This pcap file from a station on a mtk7921k radio shows proper unicast behavior. This is using the packet filter:


http://www.candelatech.com/cookbook.php?vol=wifire&book=WiFi+Station+Multicast
http://www.candelatech.com/cookbook-files/power-save-mtk7921k-sta-9984-lanforge-vap.pcapng

wlan.addr == a8:93:4a:9d:47:a3 | | wlan.addr == 04:f0:21:9a:64:65

This pcap file shows bad broadcast Powersave behavior. Frame 157 TIM field should indicate Multicast and
the broadcast frame 158 should be immediately after frame 157 instead of being 65ms later.

TIM unicast testing (with APs set up for multicast — unicast behaviour):

e Set up download unicast TCP traffic between upstream port and station. Set the Min Speed as 9
Kbps, Max Speed 128 Kbps, and 1400 as the Pkt Size.

e Double-click on the created station in the Port Mgr tab. Enable Powersave on LANforge station (in the
Misc Configuration tab)

sta01500 (ct521b-0bba) Configure Settings (ORONE)

Port Status Information
Current  DOWN LINK-DOWN NONE

Driver Infa: Port Type: WIFI-STA Parent wiphyQ wiphy0...

Port Configurables

Advanced Cenfiguration | Misc Configuration | Corruptions | Custon WiFi |
Standard Configuration Extended Config |
More WiFi Settings

[[] Enable TXO Osal

Y oo g
Preamble l:lj Mcs: | [-]
NSS: l:lj Bandwidtn: | [~]
ocsr praies @ 7]

Freq24: o | Freqs: [oxeerress |
AMPDU-Factor: AMPDU-Density: (05 Default Rd
Max-AMSDU |:|] Bridge-IP: [0.0.00 |
X-Coordinate: o | ¥-coordinate: |0 |
Z-Coordinate: o Venue-1D: o |

Post IF-UP Script: LY

[ Custom WPA Cfg WPA Cfg:

[¥] Managed STA []185S Mode [ ] MESH Mode [ WDS Mode

[ Scan Hidden [] Passive Scan [] Allow Migration [] Disable Fast Reauth

[¥] Restart DHCP on Connect  [_] Skip Portal on Roam  [_] No Auto ESS Roaming  [_] No Apply DHCP
] Disable Oper Class IE [_] BSS Transition [_] Disable TWT [ ] Disable OFDMA [_] Disable OBSS Scan

[ Roam FT-DS [] Reject Beacon Req

(o llomn] [Eoe i o] [amllo] [ow]

e Configure station for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40 button in
the Standard Configuration tab. Then click Apply and OK to close the Configure Settings window for
the station.

staD1500 (ct521b-0bba) Configure Settings 0|

Port Statusinformation
Current:  DOWN LINK-DOWN NONE

Driver Info: Port Type: WIFI-STA Parentwiphy0

¢

Port Configurables
Advanced C ion | Misc Configuration | Corruptions |  Custom WiFi |
Standard Configuration Extended Corfig |

Enable General Interface Settings
E ::‘:m Ofpown (] AweMgt DHCP Hostname:
[m} m.,: [ DHCP-IPvE  [] DHCP Release DHCP Vendor ID:
[ setoffas ] DHCP-IPve m DHCP Client 1D- _
i DNS Servers: |BLANK | PeerIP:

PAddress: 0000 Global IPvé: W

s P Mask: 0000 Link IPve: e ]
B rre GatewaylP: 0000 1Pv6 GW: AUTO
Il e Alias: [ mmw 1500
i o2 . MACAddr  D0:0aS217226@ | TXQLen 1000
B e e [ s
[wscupsraam  [PSec GW: IPSec Password:

IPSec Local ID.: IPSec Remote ID.:
WiFi Settings

[ o SSID: |eeru—neshflanforge ‘v| AP |303¢;22:2csm I
Dlveses KeylPivase: [lanforge 1] o [scz1vaea [~]
[ uroenssea Freg/Channel: 2412/1 Rate:
gm:: [Iwpa EIwpaz [IwPA3 [OSEN CIWEP [ OWE
[ o enaies [¥] Disable HT40 [] Enable VHT160 [] Disable SGI

(o ) o] [ ] oopmson | o] [iomy (o]  [Laon ]

e Start sniffer, with optional filter to see all frames from AP BSSID or STA BSSID.


http://www.candelatech.com/cookbook-files/bad-bcast-powersave.pcapng

e Investigate packet capture:

o

The beacon should indicate that AID has traffic waiting (and Multicast flag would not be
set).

STA should send wake-up null-func frame very soon after the beacon is seen (regardless of
DTIM count/period, which is not pertinent for unicast frames).

o

o

AP acks that and proceeds to send queued traffic to STA.

o

STA goes back to sleep after a short period (around 100ms)

o

Average latency for the TCP download frames is around 100ms since frames are held on
the AP until the next beacon so that STA can know to wake.

power-save-ax200-asus.pc...
power-save-ax200-sta-998...
power-save-mtk7921k-sta-...

For the ASUS capture above, use this filter for ax200: wlan.addr == 50:€0:85:8a:0a:f2 | | wlan.addr ==
FO:2F:74:7C:A3:B0, for ax200 to LANforge VAP use: wlan.addr == 50:€0:85:8a:0a:f2 | | wlan.addr == wlan.addr
== 04:f0:21:9a:64:65 and for the mtk to LANforge VAP, use: wlan.addr == a8:93:4a:9d:47:a3 | | wlan.addr ==
04:f0:21:90:64:65

The ax200 capture shows buggy behaviour on the ASUS: ASUS does not ack frames well so ax200 sends lots of
refries. The ASUS is doing multicast to unicast behaviour, so the ‘multicast’ frames are sent as directed unicast
frames directly to the station.

Wake/Sleep testing in upload direction

e Set bursty fraffic, min of zero, max of 128kbps, in upload direction.

e Double-click on the created station in the Port Mgr tab. Enable Powersave on LANforge station (in the
Misc Configuration tab)

5ta01500 (ct521b-0bba) Configure Settings

Port Status Information
Current  DOWN LINK-DOWN NONE

DriverInfo: Port Type: WIFESTA ParentwiphyQ wiphy..

Port Configurables

Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration Extended Config |
More WiFi Settings

[ Enable TXO Osal

e oo Tlus | g
NSS: I:]j Bandwidth: | [-]
o prasied @7

Freg-2.4: x| Fregs: [oxfreeers |
AMPDU-Factor: AMPDU-Density: [05 Default [~
MaxAMSDU [ ]-|eriggere:  [oooo |
X-Coordinate: b | v-coordinate: [0 |
Z-Coordinate: b ] venuern: [o |

Post IF-UP Script: L

] Custom WP Cfg V/PA Cfar

[¥] Managed STA []18SS Mode [[] MESH Mode []WDS Mode

(] Scan Hidden [] Passive Scan [] Allow Migration [] Disable Fast Reauth (] Powersave

[¥] Restart DHCP on Connect [ ] Skip Portal on Roam [ No Auto ESS Roaming  [] No Apply DHCP
] Disable Oper Class IE [[] BSS Transition [] Disable TWT [] Disable OFDMA [] Disable OBSS Scan

] Roam FT-DS [_] Reject Beacon Req

Looe[ommm] [owelomosen o] [Lom]ioe] [

e Configure station for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40 button in
the Standard Configuration tab. Then click Apply and OK to close the Configure Settings window for
the station.


http://www.candelatech.com/cookbook-files/power-save-ax200-asus.pcapng
http://www.candelatech.com/cookbook-files/power-save-ax200-sta-9984-lanforge-vap-unicast.pcapng
http://www.candelatech.com/cookbook-files/power-save-mtk7921k-sta-9984-lanforge-vap-unicast.pcapng

5tad1500 (ct521b-0bba) Configure Settings 2@ ®|
Port Status Information
Current: DOWN LINK-DOWN NONE
Driver Infor Port Typec WIFESTA Farent wiphyd
Port Configurables
Advanced Configuration | Misc Configuration | Corruptions | Custom Wii |
Standard Configuration [ Extended Config ]
Enable General Interface Settings
SetMAC 1
g SboE  HAwMp  DHcPHomae
] seemxqyien
[ seewmu [IDHCPIPvE [¥] DHCP Release  DHCP Vendor ID:
[ swoffoad I DHCPPwt | Secondarylps | DHCP ClientID: _
] secemonase
DNS Servers:  [BLANK Peer [P
IP Address: 0.000 Global IPvé: AUTO
— 1P Mask: 0000 LinkIPvE: AUTO
e GatewayIP:  0.0.0.0 1Pv6 GW: AUTO
(Tl Alias: MTU: 1500
Ll ons
MAC Addr: 00:0a:52:17:22:b9 TXQlen 1000
] maotus
PR —
Ll irsecupstream  IPSec GW: IPSec Password:
IPSec Local ID: IPSec Remate D :
WiFi Settings
Low Level
O SSID: [eero-mesh-1anforge ] A 303422200408 |
[ soznadied Key/Phrase: [lanforge 1] Mode: [szraban [~
L] usstles Ereq/Channel: 2412/1 Rate:
G50 Enabled
g . CIwpaA [/l WPAZ (1WPA3 [J OSEN []WEP [] OWE
LROEnadled
[ o ensbind [] Disable HT40 [] Enable VHT160 [] Disable SGI
[ pine |[ vispiay | [ prove || Displayscan || sy | [ agey |[ ok | [ cancer |

Start sniffer, with optional filter to see all frames from AP BSSID or STA BSSID.

Watch for packets from STA indicating it is going awake or asleep (Frame Control Field — Flags —
PWR MGT)

STA should :

o

indicate it is awake before transmitting frames.

o

go to sleep after a period of idle time (about 100ms, | think, but it may depend on the
station).

o

not transmit while asleep
STA may receive multicast packets while ‘asleep’ using the DTIM logic described above.

AP should not transmit unicast frames to STA while STA is asleep.

The following capture: shows power-save-mtk7921k-sta-mtk7915-lanforge-vap-unicast-upload.pcapng
capture shows mtk7921k station talking to a LANforge mtk7915 VAP. The capture filter is: wlan.addr ==
a8:93:4a:9d:47:a3 | | wlan.sa == 00:0A:52:46:8D:4. The capture starts with the TCP traffic idle and the station in
sleep mode. The STA then wakes up in frame 884 and it starts sending TCP traffic in frame 888. The TCP traffic
has then quiesced for a bit in frame 996 and STA goes back to sleep.

Wake/Sleep testing in download direction

Configure AP for bridge mode so that NAT is not an issue. Follow the following cookbook link to
configure the AP in bridge mode: http://www.candelatech.com/cookbook.php?
vol=wifire&book=wifi+VAP+bridge

Double-click on the created station in the Port Mgr tab. Enable Powersave on LANforge station (in the
Misc Configuration tab)


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge

stad1500 (ct521b-0bba) Configure Settings ® @ 6
Port $tatus Information
Current DOWN LINK-DOWN NONE
Driver Infoc Port Type: WIFL-STA Parent wiphyQ
Port Configurables
Advanced Configuration | Misc Configuration | Corruptions | Custorn WiFi
Standard Configuration Extended Config |
More WiFi Settings
[] Enable TXO Osal
Moe oo [l | g
Preamble: I:l:l MCS: | | |
NSS: :j Bandwidth: | | |
ocsp prssties @[]
Freg2.4: o | Freqs: [oxeeeeee |
AMPDU-Factor: AMPDU-Density: [05 Default [+]
MaxAMSDU [ |-|eridgete:  [oooo |
X-Coordinate: o | v-coordinate: [0 |
2-Coordinate: o Venue-ID: lo |
Post IF-UP Script: .
[ Custom WPA Cfg WWPA Cf:
[¥] Managed STA [[]1855 Mode [] MESH Mode [] WDS Mode
[L] Scan Hidden [_] Passive Scan [_] Allow Migration [_] Disable Fast Reauth ’@
|v] Restart DHCP on Connect  [_] Skip Portal on Roarn [ No Auto ESS Roaming ] No Apply DHCP
] Disable Oper Class IE [[] BSS Transition [_] Disable TWT [] Disable OFDMA [] Disable OBSS Scan
L] Roam FT-DS [] Reject Beacon Req

[owe ] oson |

| Probe J| Display Scan H Syne ‘ | Apply || OK |

| Cancel |

e Configure station for something easy to sniff (20Mhz a/b/g/n) by clicking the Disable HT40 button in
the Standard Configuration tab. Then click Apply and OK to close the Configure Settings window for

the station.
$ta01500 (ct521b-0bba) Configure Settings (ONON)
Port Status Informanen
Current: DOWN LINK-DOWN NONE
Qriver Infor POrtTyRe: WIFI-STA Parent wiphyQd
Port Configurables
Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |
Standard Configuration i Extended Config ]
Enable General Interface Settings
E 1
= [[pewn| [ AwxMgt DHCPHostname: None |
[ seevxqren
[ semmu [] DHCP-1Pv6  [i] DHCP Release DHCP Vender 1D u
[ sexofmoaa WIDHCPPv | SecondaryiPs | DHCP ClientID: _
] secrromase
DNS Servers:  [BLANK Peer IP:
PAddress:  0.0.00 Global IPvé: AuTO
— P Mask: 0.000 Link IPvé: AUTO
m GatewayIP:  0.0.0.0 1Pvé GW- AuTO
(m Alias: MTU: 1500
[l ons
MAC Addr: 00:0a:52:17:22:b9 TXQLen 1000
] mactus
Dviee ot [ 00 7] o
[iwsscupmraam  1PSec G PSec Password:
IPSec Local ID.: IPSec Rernote 1D
WiFi Settings
Low Level
= o SSID:  [eero-mesh-lenforge || AP [3034222C94%6 |
[Jreemsis  Key/Phrase: [lanforge [i21] Mode: [s21130an [=]
[ uroenatied Freq/Channet: 241211 Rate: [psperaas  [v]
[ ssoenabied
oo e CIwea ] WPAZ [1WPAZ []OSEN []WEP []OWE
[ 6no enstied [¥] Disable HT40 [] Enaple VHT160 [] Disable SG1
[ pint |[ Display | [ probe |[ Displayscan || sme | [ apy |[ ok | [ cancel |

Start sniffer, with optional filter to see all frames from AP BSSID or STA BSSID.

e Ping from upstream fo STA, one packet per second.

e Ping latency should vary from near zero to the beacon interval since AP will store packets between
when STA sleeps and wakes again. STA will wake after seeing indication in DTIM that it needs to
receive (non multicast) frames.

e Packet loss should not be very high, this indicates AP is storing frames properly and that STA is waking

properly.

Ping from STA to upstream should not have much latency, because STA should wake each time it

wants to send ICMP request, and stay awake long enough to receive the response before going

back to sleep.

Packet Capture Analysis of Ucast to Mcast Capture with Buggy AP with Bad



Ack on Frames

See ‘power-save-ax200-asus.pcapng’ file linked above. The captures ‘power-save-ax200-sta-9984-lanforge-
vap-unicast.pcapng’ and ‘power-save-mtk7921k-sta-9984-lanforge-vap-unicast.pcapng’ show similar
behaviour, but without the buggy lack of ACKs from the AP since a different AP (LANforge on QCA 9984
chipset) was used.

Starting with frame 227, a beacon frame, the AP indicates in the TIM IE that (unicast) data is waiting for the
station with Association ID (AID) 0x8. This is the LANforge stafion in question, where it's AID is seen in the 'Probe’
fext dump in LANforge. This can also be seen by looking at the association frames, though this is not part of
the capture. The TIM does not set the Multicast bit since this AP is converting multicast to unicast.

poer-save-ax200-asus. peapng. DOE

=3 -] Expression... |+ miboth | a2e | sierra-mac-both | miltope | miltope

Transmitter address _ Data rate (Info

o0:65:8a:0:12 Q05 NULL function (o data), S Flags:
50:20:85: 83 0a: 12 Flags.
5a:0:12

50:c0: Flags:
50

"
B
B
o
E

b0 ac2..
a:f2 (50:00:85:82:0:2) (RA) 80211 50
AiT2 (50:00:85:8a:0:2) (RA) 802,11

FI74:721a31b0 (0:2F:74:7c:a3:08) (RA) 802,11

Acknowledgenent, Flag
Frag:

Clear-to-sand, Flag:

a3:00 Seq: 209886

oair2 802.11 Block Ack, Flags=.
Flage.

224
1a3:b0 (10:27:74:7c:23:08)
(Cor 6a:03:£2 (50:20:85 6a:0a:12)

a3:bo (1o:21:74;

0:85:8. 10:2r:74:7c! 1:74:7c:23:08) (RA) 802
Fi74i7e. IntelCor o n. 75 (Soc0:05.0a.0n.12) (RA) 802
30 (roiariraire 5iee) () ooa.it

b Suppor ted Rates: 54 (9x6c)
~ Tag: DS Parameter set: Current Chamnel: 6
Tag Numbor 05 Paraneter sot (3)

rod s mmuw Wap (TTH): DTN 0 of © biteap
Tndication Hap (TIH) (5)

False
tnap Or7sot: 0x00
Partial Virtual Bitnsp

= Tag: Councry Xnfornation: Councry Couo s, Enviromment Unknom (9104)
Tag ry Infornation (7)

Environnent : Unknoun (0x04)

01 006505 00 01 68 00 01 SOFL
9218 00 22 91 04 32 . Us. .

22 00 00 33 62 85 65 5 3e

G A7 errrer e F2o

80 60 00 08 90 00 00

9 60 00 66 80 00 00 -

9 00 7¢ 6a a4 00 08

b1 69 8 of aa rr 00 e 1

95 60 00 7 1d 23 05 B

02 43 95 04 40 & 00 v

o7 7117 07 22 4 ar a-qs7

2408204 88 9043 %

1byte Packets: 2036 - Displayed: 1347 (656.2%) Profile: Defaut
— TR T T R

Frame 228 is from the station. It will always wake up to receive the beacon so that it can check the TIM
element to see if it needs to stay awake and tell AP it needs to receive frames. Frame 228 is a few micro-
seconds affer the beacon, and STA tells the AP that is is waking up (because the AID was set in the TIM), and
so AP can send fraffic fo it:

Power-save-ax200-asus.pcapng DOE

+ muboth | a2e | siema-macboth | mitope | miltope

Destination
77

Transmitter address
gt 2

o
o
o
o
o

o ai0a:12) ()
20:05:8a:08:12) (RA)

1211741 7c123:00) (RA)
U

966601205

00207668 £0:2¢:74:7c:3:b0 (£0:2¢:7417c.

oct

06221275 102, 16850, 23¢

006001555 Inte Cor_8a:0a:72 (50:20:85:65
a3:00 (1812717437

2603
26540705

1217427010300 (RA)
(50:00:5:8a:0a:72) (RA)
7c:a3:0) (RA)

:26:03 266522712
:25:03 266523500
4:2:03 266524057
:26:03 266525609
4:28:03. 270528937
243 2022 0211 14:28:03 270830142

35 v
12 (50:20:05:8m 7c:a3:00 (10:2:74:7c:a3:00) (RA)
064003328 70:27+74176143:00 (T0:2r174:7c. 50 a:5a:12) (%) aa
08001205 F0:26:74:7c:3:00 (70:2F:74:7c:a3:b0) (R) 80211 Fairiraire

Type/sumtype: ges ML funccion (ho data) (900935)
- Frane Control Fleld: oxcs
0 = Varsion
Tipe: Daca rane (2
= subtype: 12

- Flags: Gior

= DS status: Frase fron STA o DS via an AP (To DS: 1 Fron DS: 0) (8x1)
Yore Fragnents This s (e st fragment
e i not being retrancaiced
1

S0 b0 a0 20 6805 <
3 79 ba b7 33 09 89 60 ss c
00 a0 60 00 09 4c 8u L
5 % 02 of 03 ca {5 0o B
0 5 8a 0a 12 10 21 74 7c .

© 7 Power management status (wianfc.pwrmat), 1 byte Packets: 2036 - Displayed: 1347 (66.2%) Profie: Default

The multicast frames (converted to unicast in this case) are sent very soon after the STA wakes, see frames
232, 236 - 240. After the burst of multicast frames, the traffic goes quite. The station decides to go back to
sleep at frame 259. Notice the interval between frames, and that it has been idle for a bit.




Power-save-ax200-asus.pcapng QIOE

SeE

S5 -) xpression.._+ meboth | aze | siemamacboth | miope | miope

006054700 TntelCor 8a:0a:f2 (50:e0:85:8a. F0:2:74:7c:a3:b0 (fO:2F:74:
(f0:2:78:7c. 2 (50:

No. Time. New Column__ Source. Destination Protocol Transmitter address _Data rate (Info

0.08001151 102, 168,50, 23t Lavor c:as:b0 seq:
0.060000957 Inte 1Cor_ 6 :0a: 2 (50:£0:85:8a (f0:2:74:7c:a3:00) (RA) 80211
0.064003328 7D:27 17417123100 (70:2r:74:7 (s0: ai6a:r2) (RA) 89211
o.5es0r £0:26:74:7c:3:00 (70:2F:74:7c:a3:b0) (R) 80211
0.080712156 192.169.50.239 224.5.6.7
0.088001603 10210850, 230 22415.6.7
0.88000958 192.168.50.239 224'56.7

. o.coeooorsz 100.106.50.239 22415.6.7
0.688000652 102 108.50.230 22415.6.7
0.080600582 19216650239 2241506.7
0.8001241 102, 168.50.239 2245.6.7
o
o
o
o
o

-1 14128103 470626095

808248328 TntelCor 8a:0a:r2

+ ata frane (2)
po: 12

= DS status: Erane fron STA to DS via an AP (To DS: 1 Fron DS: 0) (x1)
b o Noro Fragnents: s 1s tne tast rragnenc
5.0 = Retry: Frame ix not being retransnitted

O Hore Data: o data buffered ™

20)
airz)

aw

85 10: ro:
STA adaress: lme\cur

© 7 power management status (wlan.fc.pwrmgt), 1 byte Packets: 2036 - Displayed: 1347 (66.2%) Profie: Default
- e e

Packet Capture Analysis of Multicast Capture with Powersave

See file ‘power-save-mtk7921k-sta-9984-lanforge-vap.pcapng’, using filter: wian.addr == a8:93:4a:9d:47:a3

| | wlan.addr == 04:f0:21:90:64:65

The AP in this setup is LANforge using QCA 9984 chipset radio. The AP is not set to convert multicast to unicast,
so we get to inspect how multicast fraffic is queued and sent to sleeping stations.

In frame 269, the station goes to sleep. It does not wake up again, at least not often, but it does wake up to
hear beacons and pay attention to the DTIM so it can stay awake to receive multicast frames when needed.
This was verified by ensuring that the multicast receiver endpoint on the station shows proper amount of
received fraffic.

*moni3a (on ct523c-0b29) O
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dOEMERE AemEF I

Qe

= 28:93:42:9d:47:a3 | wlan.addr == 04:f0:21:92:64:65

No. Time Source Destination Protocol Length PPDU Format  Type/Subtype AD12 g
RS R S ] roadeast 802.11 248 Beacon frame
267 2.565869912  a8: 20 a3 (a8:93:4a:9d:47:a3) (TA) CompexPt 9a:! 802.11 76 Request-to-send
268 2.565891416 28:93:42:9d - 8211 70 Clear-to-send
270 2.566052042 28:93:42:90 :47: 802.11 10 ‘Acknowledgenent
284 2.703411152  CompexPt_Oa:64:65 Broadcast 802.11 248 Beacon frame
285 2.705508437  172.16.223.153 224.6.6.6 LaNfor.. 1502 Data
316 2008172336 Compexrt 9a:04:65 Broadcast 802.11 248 Beacon frame
318 3.031863685  CompexPt_a:64:6! SparkLAN_de :5¢ 802,11 242 Probe Response
319 3.032252020  CompexPt_O; i SparkLAN_de 802,11 242 Probe Response
320 3.032630366  CompexPt_a:64:65 SparkLAN e : 802,11 242 Probe Response
321 3.033020663  CompexPt_a:64:65 SparkLAN e : 802,11 242 Probe Response
338 3.194881874  CompexPt_a:64:65 Broadcast 802,11 248 Beacon frame
330 3.107038423  172.16.223.153 224.6.6.6 LaNfor.. 1502 Data
340 3.199194556  172.16.223.153 224.6.6.6 LANTor.. 1592 Data
- 264 3 440R1ARA9  ComnexDr Ga-Aa-RS Arnadrast an> 11 oan Aeacan £ i

Version: 0
Type: Data frame (2)
btype: 4

DS status: Frame from STA to DS via an AP (To D!
More Fragments: This is the last fragment
Retry: Frame is not being retransmitted

WR_MG1: STA Will

1 From DS: ) (6x1)

Protected flag: Data is not protected
0. Order flag: Not strictly ordered

.60 9000 0010 0100 = Durat ior i

i Compexpt_9a:64:65 (04:70:21:92:64

. 4: 65)
STA address: a8:03:4a:00:47:a3 (a8:93: 4a:00:47:a3)
. 0090 = Fragnent number: ©

0000 ©100 1111

Sequence number: 79

0000 ©0 06 3c 00 2f 40 10 a0 20 08 00 a0 20 08 00 a0 - <-/@

000 20 68 00 a0 20 08 00 B0 10 59 4d 30 00 00 0 O - Yo
0020 G0 Oc 3c 14 40 01 d6 09 GO 00 00 00 dc eb 10 00 - <-@

0030 Gc 00 00 00 d6 00 d1 61 d3 02 cf 03 48 [El 24 6O - His

0045 B4 0 21 9a 64 65 aB 93 4a Od 47 a3 84 70 21 8a  --!-de-- J.G-
0050 B4 65 10 04 de-

O 7 Power management status (wlan.fc.pwrmgt), 1 byte(s) Packets: 618 - Displayed: 52 (8.4%) - Dropped: 0 (0.0%) _Profile: Default

Frame 364 shows DTIM with no multicast bit set, indicating no mcast frames are queued. And, DTIM count is
1, which means that stations do not need to wake now, but do need to wake for next DTIM period.




' *moni3a (on ct523c-0b29) OXORSY
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ESOEMERE Qe>=F S

Qe

[ wlan.addr == a8:93:4a:9d:47:a3 || wian.addr == 04:f0:21:9a:64:65

No. Time Source

Protocol Length PPDU Format _ Type/Subtype AID12
LANTor. Data

802.11 248
802.11 242

i s o e
310 2.949171336 4:6:
318 3.031863685 165
319 3.032252020  CompexPt_9a:64:65

802.11 242

320 3.032639366  CompexPt_9a:64: 802.11 242

321 3.033029663  CompexPt_9a:64 802.11 242

338 3.194881874  CompexPt_9a:64: 802.11 248

330 3.107938423  172.16.223.153 LANfor.. 1502

340 3.190104556  172.16.223.153 LANTor.. 1592
42 49 64, 0

3.680450396  CompexPt_0a:64: Beacon frane
388 3.688557002  172.16.223.153 Data
410 3.932218491  CompexPt_9a:64:65 802.11 248 Beacon frame
436 4.177984526  CompexPt_9a:64:65 802.11 248 Beacon frame
437 4.180085762  172.16.223.153 LANTOr.. 1502 Data
450 4 42374308 ComnexPr 9a-RA-RS [ <

Sopported Fates: 12(8) (200) =
u(s) wxno)
36 (6xd8)

(uxﬁu;

Supported Rates:
upported (8x6c)
- Tag DS Parameter set: Current Channel: 36

Tag length: 1 W
current Channel: 36

~ Tag: Traffic Indication Map (TIM): DTIM 1 of @ bitnap
Tag Number: Traffic Indication Map (TIM) (5)
Tag length: 4

M count
DTTH period: 2
~ Bitmap control: 60
.0 = Multicast: False
0000 000. = Bitmap Offset: 0x80
artial Virtual Bitmap:
- Tag Suppurted Operating Classes
Supported Operating Classes (59) =
20080020 - </f
00 00 60 60 - z0
3bec1060 <@
89 00 00 60 .
04

82318888888
855888383888

0 0 50 2 62 01 01 0
0070 42 43 5e 00 62 32 2f 09

O 7 Indicates how many Beacon frames (including the current f...ear before the next DTIM (wlan.tim.dtim_count), 1 byte(s _Packet

18 - Displayed: 52 (8.4%) - Dropped: 0 (0.0%) _Profile: Default

Frame 365 is next beacon, and it shows mcast frames are queued, and the DTIM count indicates that stations
should wake NOW to receive the queued frames.

| *moni3a (on ct523c-0b29) SRORE)
File Edit View Go Capture Analyze Statistics Telephony MWireless Tools Help

dOERORE QAesEF I Qe

[ wlan.addr == 28:93:4a:9d:47:a3 || wian.addr == 04f
Destination Protocol Length PPDU Format _ Type/Subtype AIDI12 B

285 2.765508437 5.6 1502 Data

310 2.949171336 Broadcast 802.11 248 Beacon frane
318 3.031863685 802.11 242 Probe Response
319 3.032252020 g 802.11 242 Probe Response
320 3.032630366  CompexPt 9a:64: 802.11 242 Probe Response
321 3.033020663  CompexPt_9a:64:65 802.11 242 Probe Response
338 3.104881874  CompexPt_92:64:65 802.11 248 Beacan frame
339 3.107038423  172.16.223.153 224.6.6.6 LANfor. 1502 Data

340 3.100104556  172.16.223.153 224.6.6.6 LaNfor. 1502 Data

= semiaasis — conexF ua:sa

3.68855/092 6.6 e
410 3.932218491  CompexPt_9a:64:65 Broadcast 892.11 248 Beacon frame
4.177984526
437 4,180085762
| 150 4 223723608 Comnexbr aa-Aa-A5 Rroadeast a2 11 248 2

Supported Rates:
Supported Rate: 0x24)
Supported Rate: zo(s) (6xb0)

—Suppnrteﬂ Rates: 48 (0x60) —

Supported Rates: 54 (6x6c)
~ Tag: DS Parameter Lot Current Channel: 3
ag Number: DS Parameter set (3)
Tag length: 1
urrent Channel:
! ~ Tag: Traffic Indication Map (TIM): DTIM 0 of 1 bitnap
r: Traffic Indication Map (TIM) (5)

12(8) (098 =

DTIN period
- Bitnap control: 01
= Multicast: True
906, = Bitmap Offse
partial Virtat itnap:
- Tag; Supported Operating Classes
Number:_Supported Operating Classes (59) =
@0 ma 3c 00 2f 40 10 20 20 08 00 20 20 08 00 a0
20 08 00 20 20 68 00 60 a1 76 5e 30 00 00 60 60
0 6c 3c 14 49 01 d5 60 GO 06 60 00 52 ec 10 69
Gc 09 69 00 Cf 60 cc 61 d5 02 cb 63 80 00 60 60
£f FF £F FF Ff Ff 04 0 21 92 64 65 04 f0 21 %2
6590 12 61 80 ai 1a GO 0O 00 00 fO 00 01 6O
6c 62 65 6e 2d 35 32 33 2d 39 39 38 34 61 68

0x00

8 24 b0 48 60 6 03 o @
3b 02 89 00 2d 1a 6e 00 1b ff ff ff ff
00 00 00 00 00 01 00 0O 09 00 0O
24 0502 00 00 00 00 89 00
00 00 60 09 00 GO 7f 08 04
00 40 bf Bc b2 59 02 30 aa ff 18
0 05 01 2a 09 fc Tf C3 04 02 2e
o

1 3
50 f2 62 61 61 01 69 03 ad 00 -p- .
43 5e 00 62 32 2 00 BCA-b2/+

£8%88388838%
88

O 7 Iindicates how many Beacon frames (including the current f...ear before the next DTIM (wlan.tim.dtim_count), 1 byte(s _Packets: 618 - Displayed: 52 (8.4%) - Dropped: 0 (0.0%) _Profile: Default

And right after the beacon, the mcast frame is sent, as expected. Later, if station needs to send a frame, it
would send a Null-Func frame with the ‘STA is awake' flag set, and if AP needed to send a unicast frame, the
AID of the STA would be added to the TIM element and so STA would wake for that as well....

Packet capture for buggy broadcast power-save behavior:

See file linked near the top: bad-bcast-powersave.pcapng

LANforge is configured to generate slow broadcast traffic in downstream direction using LANforge-Eth layer-3
connection type, with Dest Mac specified as all FFs, and 'b' side as un-managed. This causes A side to blindly
send out these frames, the B side does not actually attempt to receive it.



1 4.5) RIS il
B testl - Create/Modify Cross Connect ® G ®
-] [ Display || sync ][ Batch-create || apply [ gancel |
| Cross-Connect Cross-Connect
4 X Name: festL ReportTmer  [fast (1) [
X Type: [tanforge Eth [~]
Endpoint A Endpoint B
Endpoint A Endpoint B Pld Pattern increasing -
Resource: 1 (ct523c-3011) - e
Port 2 (eth2) - N
Min Tx Rate: Old Hodem (3.6 Kbps) - e
B Max Tx Rate: sane v
o — Max Duration:
grinEnuSke: Min Reconn
i Max PDU Size:  |Sane - o
e Multi-Conn: One (1) -
PkisTo Send:  [Infinite - Auto-Helper Auto-Helper
DY Script Il Script ]
[ Thresholds i Thresholds ]
Cross-Connect Endpoint A Endpoint B
Test Manager  [default_tm =] 2 BUff size:
Quiesce: FGsen [~] Rev BUff Size:
Endpoint A Endpoint B Send Bad FCS:  |zero (O0%) w ||zero (0%) -
IP Addr: ‘ ‘ ‘ | ‘ Src MAC: 00:00:00:00:00:00 -
1 []Replay File CIReplay File [ Use-Proxy [ Use-Proxy
[ [Loop [ toop Proxy Addr:
L Dest Mac [ Dest Mac Prowy Port
Filenam
Socket Priority: |0 o |
Dest MAC: [0 [=]] I
[ Payload Il Payload |
Endpoint A Endpoint B Endpoint A Endpoint B
[J Do checksum O oo checksum
e || =] =]
UnManaged
>| TEP MSS: ‘ ‘ ‘ ‘ | ‘ [] Duration Quiesce [] Duration Quiesce
[] Quiesce-After-Range [l quiesce-After-Range
[ TCP_NODELAY []TCP_NODELAY
[ concurrent IP Addrs [ concurrent P Addrs
[] Clear-Port-On-Start [ Clear-Port-0n-Start
[ LinearP-Ports [ LinearP-Ports
[ uDP-NAT [[] uDP-NAT
Endp Name:  [testl-A | |test1-8

This AP is not buffering broadcast packets and sending them after the beacon like it is supposed to. Frame

ticast bit set in its TIM:

157 (beacon) does not have Mu

e DO
Fle Edt View Go Copure Analyze Sratstcs Telephony Wireless Tools Help

A @ BRREG Q&2 vI¢

W[ropi s gy ke << 3] expresson.. |+ mtbotn | a2e | sema-mac both | mitope | mitope

No. Time. New Column__ Source Destination Sequence Receiver address  Transmitter address _ Data rate (Info
154 2022-02.25 03:52153. 117008620 0.092032022 14:10:94:53158:Co. 274 ELTTIITIOTIITIT  14120:00:53:581c0 Beac
185 2022.07.28 117795008 0.000697073 14:16:d:53:38:cr 2020 FEIEEIEFIFEICEIAE  14110.00:53:Saicr
156 2022 62.25 164584 68:70:b4:57 150137 4 £FLTEITLILITIOT 681 70:ba 15T 150107
) i

Soice
107 2022 0225 Ls2az7a1z0
168 2022.07.2 560
169 2022-02-25 3162252 5
179 2022 0225 34703083 f30
171 2022.02.25 12
172 2022 6225 55207
173 2022.02.25 0 ob:00 B8 Tasba s ac2.
172 20226225 CompexPt_64:b0:69 (04:70:21:64:50:69) (RA)
175 2022 02.25 08 se:ar @ o sz 68:70:ba:51 50137
[FCS Status: Unverifisd] 8 g

res st
- 166E 803,11 wiretess LAY
N Fivd parimotars (12 bytes)
© Tosoed satmmetars (365 myess
i ST paranacor 505 3530 sz 50
} Tag: Supported Rates o(8); D, 45(E), 18, 20(8), 0, 4alysa, (st/secy
} Tag: o8 baranster set: Clrrant Chaiels
£ TR8; Trarria Tosication ap. (TT: DTIx & or o oiteap
e TeaPrie adbeat o ap (1iw (5)

e
0065 600. = Bitm
Partial Virtual Bitnap
Cauntry Information: Country Cods US, Environment Unknown (8x04)

+ Tag:
+ Tag:
+ Taa:
D300 @8 00 38 00 2f 40 40 20 20 GA 00 a0 20 08 68 0
4969 78 00 09 60 00 00 10 Oc 3¢ 14 40 01 of 0O i <8
9960 00 09 GG 90 0 00 OT 24 79 B0 00 90 69 60 v
46 00 12 03 cd 90 cf 0 80 a8 0O 00 F £ £ £F
777 68 70 b4 57 5c do 68 70 b4 5T 50 3 90 75 ) _\> M} \>.u
7 52 45 ca b G0 00 00 04 68 11 15 noR @ s
O0C0 69 64 5¢ 77 70 61 32 S¢ 35 67 01 08 8c 17 98 24

+ 16, Link Hargin: &

0070 U8 4860 6c 93 61 24 05 04 5 B1 00 00 07 40 55
7| coss 5304 24011526 01 18 2c 8118 30016 33 01 S5 (., 0 .4
0090 12 38 0112 3c 011240 0112 6401 12 68 6113 B--<- @ d.n
0040 G0 G113 709113 7401 1378 OL137c 011380 1 T x|

000 @1 13 84 01 13 @8 01 43 &c 61 12 90 01 12 35 01

1299 01 1a 90 01 1a a1 01 1a a5 01 1a 20 61 03
bad beast powersave peapng

profie: Default

Frame 158 (broadcast frame) arrives 65ms after the beacon, indicating that the AP did not buffer the frame
properly.



bad-beast-powersave.pcapng QIOIE

|W“dwymm <G

53 - expression... + mtboth | a2e | siema-macboth | miltope | mitope

No. Destination Potocel seqvence caiveraddess  Transmiter address  Data et (Il =
154 153, 117008820 Broadcast 274 (rirrrrioriee 4110:00:53:58:co Beacon
2153 Brosdeact .
153 Broadoast 1
53 Brosdcast il
2022-62-25 08:52:53 . il
160 20220725 53220198540 b
161 2022-62-25 08:52:53 229361687 7
162 2022 02.25 08:52:53. 220961341 v
163 2022.02.25 53321896723 .
164 2022.02.25 08152153, 322599027 bl
165 2022.02.23 53.3317647: ol
166 2022-02-25 08:52:53 332362381 bl
167 2022 62.25 08:52:53.424273120 bl
168 20220728 53424508569 °
169 2022.02.25 53 434162252 bl
170 202 62.25 08:52:53.43476: i
171 2022.02-25 53526698125 n e
172 2022.02.25 53 527327225 . q
173 2022.02.23 53.52756: 1 un

172 2022 02 153 527651780 X X
175 202202 25 08152153 536100013 Broadeast o211 o

Erame 156: 1604 ytes on wire (12752 BAts), 1604 bytes captured (SZ75Z bats) on interface O
o

Sc:3e)

4 STA adaress: sroadeast (TriTTi T T

o0t 6660 3

ence numbor

[Fea”status: Unversticd]

D000 68 00 38 00 2f 40 40 a0 20 GA 00 a0 20 G8 69 00 8 /8 o
0010 76 63 79 00 90 60 00 00 10 6c 3¢ 14 40 01 of 0D vey <o
8 o 9966 00 00 ac 94 7a 00 00 @ 88 60 :

0 cf 01 08 42 00 00 £f £F ff £f e
Saee sosmemunn mos 1z
8900 00 Ge d5 6f 43 a6 42 cO ac H
27295 da Se 5 =8 54 44 21 ca 2
ir 5360 75 a7 c7 62 2 84 oo To lsunm
B2 ba 67 9045 b10a 1025 a8 70 E. g
12 ac 60 15 c3 54 a2 b9 58 a9 48 & o
b BT db dc 67 26 7300 99 CO 2r  Ujo [ . .5
2 4b 46 52 14107 b2 46 99 sb ec (.. KPR A F
ac 18 o0 28 30 08 31 22 68 38 66 D - - (< 1%har
© 7 _bad-beast powersave peapng
e e

ots: 456 - Displayed: 456 (100.0%) Profie: Default

Packet capture for Wake/Sleep testing in upload direction:

See file ‘power-save-mtk7921k-sta-mtk7915-lanforge-vap-unicast-upload.pcapng’ This capture shows
mtk7921k station falking fo LANforge mtk7915 VAP. The capture filter is: wlan.addr == a8:93:4a:9d:47:a3 | |
wlan.sa == 00:0A:52:46:8D:4. The capture starts with the TCP traffic idle and the statfion in sleep mode. Frame
884 is STA waking up, and it starts sending TCP traffic frame 888.

\f Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

Sequence number

0 7.520672485

7.775416041

5.021210907
e

5 8.1120801
5112438941  Chongqin 90:47:

888 8.112651462  172.16.223.154
889 8.112653310  172,16.223,154

1449 Ack=1 Win=42 L
£90 8 uassager  AntaR_doced:dn (o0 Ehnngq)n 0a: ariaa e

891 8.113395693  Chongql 80211 76 6 802.11a (OFDM)

892 8.113396838 cnonuqln Saira (oo i 70 6 802.11a (OFOM)

893 B.113492971  Chongqin_9d:47:a3 2.11 86 6 802.11a (OFDM) 77 Qo his funckton (Nu data), sN=77, F

804 8.113494712 onguin o0:41a3 ( sz a1 7 5 802.11a (OFDM) Acknowladgement,

895 8.113804233  172.16.223.153 ARt Tcp. 150 39 802.11n (HT) 8 53004~ 33095 [AcK] ‘Seq-i Acicide1 Win=a1 Leno |
5.113805857  Chongqin 90:47:a3 (.. ASLaRF_46:80:49 (00.. 802.11 88 6 802.11a (OFDM) 802.11 Block Ack, Flag: 5

802.11 radio information
~ IEEE 862.11 Request-to-send, Fla
Type/Subtype: Request. to-send (6x6015)

More Fragnents: This is the last fra

05 status: Not Leaving DS or network 1s operating in AD-HOC mode (To DS: © From 0S: 0) (6x0)
agner
Framo 16 not boing rotransmitted

More Data: No data buffei
Protoctes Flag: Data 1t net protected
0. +HTC/Order flag: Not strictly ordered
.000 0061 0600 0000 = Durat o

Receiver address: AsiaRF_46:8d:49 (001021521466
Traneniiter adese: Chongain 94741745 (20:93:4a700147:28)

000 00 00 3¢ 00 2r 40 10 a0 20 08 00 a0 20 08 00 a0 < /@
0010 20 08 00 a0 20 08 00 00 21 d7 3d B7 0O 0O 00 00
00 00 00 80 69 22

Scz0 90 30 30 14 40 01 o7 00 0 o1 o<o i
6030 Oc 00 00 80 cO 00 be 01 c7 62 c1 3 b4 [ 00 61 g
G20 G0 0a 52 40 54 49 28 o3 44 04 47 43 REI. 3G

O 7 _power management status (wlan.fc.pwrmgt), 1 byte 157 - Displayed: 1676 (23.4%) Profile: Default

802.11-TiM:

3]+
Source PHY type Sequence number Info

%60 8 2 Chongqin_9d:47: g 24 802.11a (OFDM) Request-to-send, Flag:

961 i 24 802.11a (OFOM) Clear-to-send, Flags=

962 B.593374734  172.16.223.154 172.16.223.153 LANfor.. 1590 130 802.11n (HT) 19 Seq: 2

963 8.593376629  172.16.223.154 172.16.223.153 162 130 802.11n (HT) 20 33039 - 33034 [PSH, ACK] Seq=2909 Ack= Winsi2 L

964 8.503377673  AsiaRF_46:80:49 147:a3 88 24 802.11a (OFDM) 802.11 Block Ack, Flag: =

965 8.593995230  Chongqin_9d:47:a3 (. 7 6 802.11a (OFOM) Request-to-send, Flags

966 8.593996377 70 6 802.11a (OFDM) Clear-to-se ags=

8.594081377

7:a3 ( 5 (0FDM) Acknowledgenent, Flags-
969 8.594308058  172.16.223.153 172.16.223.154 e 150 39 802.11n (HT) °/53034 - 95033 [ACK] Seq-L Ack=2921. Wi
076 8.504399979  Chonggin 9d:47:a3 (. s02.11 88 5 802.11a (OFDM) 802.11 Block Ack, Flags=
001 8758471762  AsiaRF_46:8d:49 802, 330 6 802.11a (OFOM) 2980 Beacon frame, SN=2980, FN=0, naqs—
994 8.795017821  Chongqin_9d:47:a3 (.. 80211 76 6 802.11a (OFDM) Request-to-send, Flag
995 8.795020044. 802,11 5 802.11a_(OFDM) Clear Lag
5
997 8.796006990. 6802.11a (OFOM) ) 5

» 802.11 radio information

~ IEEE 862.11 QoS Null function (No data), Flags: ...P...
Type/subtype: QoS Null function (No data) (6x962c)
Fr

= Version:
e Data frane (2)

05 status: Frans fron STA to DS vis an 4P (To DS: 1 From 0S: 8) (9xt)
Nore Fragnents: This is the lLast fragne
Fotransnitied

T
T Ne ‘dat
Protected flag: Data is nof ted
LiTc/order fiag: Not strictly ordered
0 0650 661 6100 ~ Duration: 36 microseconds

ar 49 (00:0a:5

.60
Receiver address: Asiaff 463
Transaitter e

00 0a 52 46 % 54 47 a3 60 08 2 96 <RI
0050 8d 49 20 05 17 62 7 )

O 7 _Power management status (wlan.fc.pwrmgy), 1 byte Packets: 7157 - Displayed: 1676 (23.4%) Profile: Default




Using LANforge python script to do
ket tur f OFDMA andr lar

WiFi Stations

Goal: Sniff wireless traffic to/from LANforge stations using additional LANforge Radios in
monitor mode.

This script automates creating WiFi monitor devices ——

correctly configured for the station's channel, and in the

case of OFDMA, the AID and BSSID will also be configured /\/\':

in the sniffing radio. This script requires LANforge 5.4.2 or L )
higher and an appropriate set of WiFi radios. LA fonge Ui
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1. Create and configure stations to talk to your DUT. You may create these through Chamber View scenarios
or other methods. Please refer to introductory cookbooks for more information on this if you have questions.

2. Run If_sniff.py scripft.

A. Change directory to the /home/lanforge/scripts directory (or other location if you have installed
scripts elsewhere), and run the If_sniff.py script with the --help argument to understand your options..

dt ) (a) (X
File Edit View Search Terminal Help
[greearb@ben-dt4 1f_scriptsl$ ./Lf_sniff.py --help -
usage: 1f_sniff.py [-h] [--sniffer_radios SNIFFER_RADIOS] [--station STATION]

[--1fmgr LFMGR] [--duration DURATION]
[--moni flags MONI FLAGS]

»]

Sniffer control Script

optional arguments:
-h, --help show this help message and exit
--sniffer_radios SNIFFER RADIOS
LANforge sniffer radios to use (2.wiphy® 2.wiphyl ...)
--station STATION LANforge stations to use (1l.wlan® l.wlanl etc)
--1fmgr LFMGR LANforge Manager IP address
--duration DURATION Duration to sniff, in minutes
--moni flags MONI_FLAGS
Monitor port flags, see LANforge CLI help for
set_wifi monitor. Default enables 168Mhz
[greearb@ben-dt4 1T_scripts]$

S
-

B. Run the script with arguments for your test case. The basic idea is to provide a list of stations you wish
to sniff, and a list of matching radios that you wish to use as sniffers. The script will query the station
to find the channel, AID and BSSID and will then create WiFi monitor devices on the sniffer radios. A
command-line packet capture tool will then be started and write the captured packets to disk for
the requested duration. When the duration is complete, the packet capture process will exit. You
can then post-process the packet captures, open them with wireshark, etc.
Examples
Sniff sta00000 on LANforge resource 1 using radio wiphy0 on LANforge resource 2:
./1Uf_sniff.py --1fmgr 192.168.100.238 --station "1.sta®0000" --sniffer radios "2.wiphy@" --duration 0.25



Using LANforge python script to do
packet captures then analyze o
determine if the traffic was OFDMA, MU-

MIMO or Single User

Goal: Sniff wireless traffic to/from LANforge stations using additional LANforge Radios in
monitor mode.

This script automates creating WiFi monitor devices
correctly configured for the station's channel, and in the
case of OFDMA, the AID and BSSID will also be configured /\é

in the sniffing radio. The OFDMA vs MU-MIMO analysis is i J
performed by the wifi diagnostics script. Both of these LA fonge Ui
scripts require LANforge 5.4.2 or higher and an

appropriate set of WiFi radios.
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1. Create and configure stations to talk to your DUT. You may create these through Chamber View scenarios
or other methods. Please refer to infroductory cookbooks for more information on this if you have questions.

2. Run If_sniff.py script.

A. Change directory to the /home/lanforge/scripts directory (or other location if you have installed
scripts elsewhere), and run the If_sniff.py script with the --help argument fo understand your opfions..

B. Run the script with arguments for your test case. The basic idea is to provide a list of stations you wish
to sniff, and a list of matching radios that you wish to use as sniffers. The script will query the station
to find the channel, AID and BSSID and will then create WiFi monitor devices on the sniffer radios. A
command-line packet capture tool will then be started and write the captured packets to disk for
the requested duration. When the duration is complete, the packet capture process will exit. You
can then post-process the packet captures, open them with wireshark, etc.
Examples
Sniff sta00000 on LANforge resource 1 using radio wiphy0 on LANforge resource 2 for 15 seconds:

/1 _sniff.py --1fmgr 192.168.100.238 --station "1.s5ta00000" \
--sniffer_radios "2.wiphy@" --duration 0.25

3. Run do_wifi_diag.bash script.



A. Change directory to the /home/lanforge/scripts/wifi_diag directory, and run the bash script without
any arguments to view the usage help.

Mate Terminal v (a )X

File Edit View Search Terminal Help

_diag]$ sudo .
-f {input
.pcap -0
diag]

B. Run the bash script with correct location of the pcap file obtained with If_sniff.py and with the
correct BSSID of the AP used as the DUT. Depending on your system processing power and the
pcap file size, the wifi diag script will take some time to complete.

C. When the wifi diag script is complete, you can open the index.html file to view the results.

Mate Terminal 2 8 g
File Edit View Search Terminal Help

Starting the __pca g.pl script, this can

Running as user "root" and group "root". This could be d

NOTE: Processed a ts and 3 124 input lines

NOTE : packets and 6 input lines

NOTE: Processe packets and 9562707 input lines :57 so far (
and 7 line 38 so far (253
and input lines in 8 so far
and 18125639 input lines in
and 5 lines in
and 6137 lines in

)987661 1nput
188170 input
5

range
range

A1l done, open
index.html
[lanforg 3c-deba wifi_diag]

4. Interpretfing the report for OFDMA or MU-MIMO operation.

A. To determine if the packet capture contains OFDMA or MU-MIMO operation, scroll down in the
report to the table labeled "RX Packet Type Histogram" and the element "ACK but not captured"”
which is a count of the number of Block ACKs captured without capturing the corresponding Data
frames. If the report shows a large percentage of "ACK but not captured”, this indicates MU-MIMO
operation because the data frames are not able to be captured. If there is a lower percentage,
than the traffic is likely OFDMA.

ozilla Firefox (on ct52 WiFi Diag Report - Mozilla Firefox (on ct523c-deba)

Wi Reor |+ Wi biogheprt ]+
c @ D file://fhomejlanforge/wifi-diag-out/moni10a-ofdma-down2/index.html c @ D file://jhome/lanforge/wifi-diag-out/monil0a-mumimo-down2/index htmi
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B. "ACK but not captured" is also represented in the graph later in the report labeled "RX Dummy

Packets".
WIFi Diag Report - Mozila Firefox (on cts2c-deb] WIFi Diag Report - Mozilla Firefox (on cts23c-deba)
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> e @ nml | €5 ¢ @ [ i
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C. The graph labeled "RX RU Alloc over fime" also indicates OFDMA operation because it shows when
frames were assigned a Resource Unit allocation which is the main frait of OFDMA operation.

WiFi Diag Report - Mozilla Firefox (on ct523c-deba) CARCINEY
WiFi Diag Report x [+
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6GHz Packet Capture

Goal: 6GHz Packet Capture Using LANforge Radios in Monitor Mode.

Depending on the NIC, there are different steps required in order to capture on 6GHz frequencies.

Intel AX210/BE200 - Require a stafion on the parent inferface to scan and determine that it is in a US regulatory
domain before a monitor mode interface can be assigned a 6GHz frequency.

Mediatek 7921/7922 - No regulatory domain restriction at this time.

1. Clone and get latest copy of lanforge-scripts.
A. cd /home/lanforge
B. git clone https://github.com/greearb/lanforge-scripts
C. cd/home/lanforge/lanforge-scripts/py-scripts

2. Run If_sniff_radio.py script.

A. Run the If_sniff_radio.py script with the --help argument to understand your options or pip install any
missing modules as heeded.
[root@ibase-i5-f36 py-scripts]# ./1f sniff radio.py --help =
usage: ./1f sniff radio.py
--mgr localhost
--mgr_port 8080
--radio wiphy®
--outfile /home/lanforge/test sniff.pcap
--duration 1
--channel 36
--channel_bw 40
--center_freq 5190
--radio_mode AUTO
--monitor name Sniffer®

AX210 sniff command

./1f_sniff_radio.py

--mgr 192.168.0.104
--mgr_port 8080

--radio wiphy7

--outfile /home/lanforge/sniff 6G_80.pcap
--duration 20

//--channel le
--channel_bw 80
--channel_freq 5955
--center_freq 5985
--radio_mode AUTO
__manitar nama GNTEE GG 2A



B. Run the script with arguments for your test case.
To sniff on 6GHz with an AX210 NIC on resource 1, wiphy2:
./1f_sniff radio.py --mgr 192.168.101.197 --radio "l.wiphy2" \
--outfile sniff 6G-AX210.pcapng --duration 10 --channel 37e --ax210 \
--num_stations 1 --ssid test --ax210_scan_time 20

To sniff on 6GHz with an MTK7921/MTK7922 NIC on resource 6, wiphyO:

./1f _sniff radio.py --mgr 192.168.100.193 --radio "6.wiphy®" \
--outfile sniff 6G-MTK.pcapng --duration 10 --channel 133e

C. For more information, see this guide: sniffer_manual.pdf

WiFi: Inflight Entertainment: video

demonstration

Goal: Learn about how to emulate a crowded WiFi environment that might occur in an
airplane cabin.

Watch a demonstration of how to model a roaming WiFi o o -
system using multiple virtual APs that might be presentin a

fransportation system. This scenario requires LANforge /\é
version 5.3.9, four isolation chambers, programmable | |

aftenuators, and multiple LANforges for virtual APs and Lo forge Gl
stations and as a content server. [

WWiFi Client

WiFi Transportation demonstration


https://candelatech.com/downloads/sniffer_manual.pdf

WiFi: Gaming Test: video demonsiration

Goal: Learn about how to combine the WAN emulation and programmable attenuation to
emulate different network environments for game consoles.

Watch a demonstration of how to modify the gaming o O .-

experience using WAN links to drop packets and
combining that with attenuating the wifi signal in an i /\é
1

isolation chamber. This scenario requires LANforge version

5.3.9, two isolation chambers, one or more LAaMNforge Ul
programmable attenuators a DUT and three mesh AP
nodes. [

WWiFi Client

WiFi Gaming Test demonstration

Setting up a RADIUS Server

Goal: To set up a LANforge wireless access point with a local RADIUS server.

1. The LANforge auto-install --do_radius option will setup FreeRADIUS on the LANforge system with two example
EAP methods, EAP-TLS and EAP-TTLS

2. The config files for FreeRADIUS are located in /etc/raddb
A. /etc/raddb/certs contains the files necessary for EAP-TLS

B. The LANforge auto-install copies the necessary files into /home/lanforge for use by LANforge wireless
clients.


http://candelatech.com/lfserver_install.php#webauto

C. For EAP-TLS, use client.p12 as the client's Private Key and ca.pem as the client's CA Cert File. The
Private Key password is lanforge

sta205 (ct523-3n-f20) Configure Settings

Part Status Information
Current: LINK-UP GRO Associated

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

Standard Configuration | Advanced Corfiguration r Misc Configuration r Corruptions r Custom WIiFi

Advanced WiFi Settings

Select 'WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: WPA-EAP HESSID:
Pairwise Ciphers: Realm:

Group Ciphers: DEFALLT Client Cert:
WPA PSK: IMSI:

EAP Methods: Milenage:

EAP Identity: ’— Domain:

EAP Anonldentitys | | Consortium:

EAP Password: ’— Phase-1: l—
EAP Pin: | Phasez ]
Private Key: [nomeflanforge/client.p12| PK Password: [lanforge

CA Cert File: fhome/lanforgeica.pem | PAC File: l—
Nstwork Auth; lese80211w:

[w] Advanced/g02.1x []Enable 802.11u [JHotSpot 2.0  []Enable PKC

| Brint || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel

D. /etc/raddb/users contains the user and password for EAP-TTLS

E. The example EAP-TTLS user is testuser with password testpasswd. Additional entries can be added to
the users file, then restart FreeRADIUS with systemctl restart radiusd.service

sta201 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy:

Port Configurables

Standard Configuration | Advanced Corfiguration r Misc Configuration r Corruptions r Custom WIiFi

Advanced WiFi Settings

Select 'WPA2' on the Standard Cenfiguration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Pairwise Ciphers: | DEFALLT Realm:

Group Ciphers: DEFALULT Client Cert:
WPA PSK: IMSI:

EAP Methods: EAP-TTLS [+] milenage:

EAP Identity: testuser Domain:

EAP Anon Identity: [— Consortium:
EAP Password: testpasswd Phase-1: [
EAP Pin: [ |Phase |

Private Key: PK Password: |
CA Cert File: PAC File: [

Network Auth: le2e80211w: |Disabled (0} "|

[v] Advanced/g02.1x []Enable 802.11u [JHectSpot 2.0 []Enable PKC

| Brint || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel

3. An alternative to FreeRADIUS is to use the hostapd RADIUS server.

A. Stop the FreeRADIUS service with systemctl stop radiusd.service



B. Modify the interface to use for the hostapd process and select the RADIUS checkbox.

(] ) eth1 (ct521-1ac-F20) Configure Settings

Port Status Information
Current:  LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control
Driver Info: Port Type: Ethernst Driver: 810008(3.2.64) Bus: 0000:02:00.0 Cur: 2.5GT/s x1 Max: 2.5GT/s x1

Port Configurables

General Interface Settings Port Rates —Advert Rates—

Enable

Set MAC
o [ Down [ Aux-Mgt

[]set TXQ Len
[ Set Offload [CIDHCPPv4 [ SecondaryPs | DHCP Client Di  [vone [+ P

[] set Rate Info DNS Servers:  |[BLANK] Peer IP: NA 1000-FD

[] Set PROMISC IP Address:  [172.16.30.1 Global IPvé: auTO = []10G-FD
[ Set RcAllFCS 1P Mask: 255.255.255.0 Link IPv6: AUTO []40GFD
(] Gateway P:  [0.0.0.0 IPVS GW: AUTO ] Flow-Control
[ Set Bridge Info Alias: 1500
—— offload
[ set CPU Mask 00:90:0b:21:5f. 7d 1000
Services

s prnmer.  [petn @9 [0 —
L]FTP
| T R —

L] IPSEC-Client
[ IPsec-Upstream

0 O] fiE| O |

ooooooood

T e s [Cemmee ]

C. Create a hostapd_<port-name>.conf file in the /home/lanforge/wifi directory with the following
info.

08 & rook@ct521-1ac-F20:/home/lanforge jwifi

File Edit view Search Terminal Help
[root@ct521-1ac-f20 wifi]# cat hostapd_ethl.conf
interface=eth1l
driver=wired
logger_syslog=-1
logger_syslog level=2
logger_stdout=-1
logger_stdout_level=2
/home/lanforge/wifi/hostapd_ethl.dump
& rface=/var/runfhostapd
ctrl_interface_group=0
1x=1
ey_index workaround=0
eap_server=1
eap_user_file=/etc/hostapd.eap_user
server_id=1f@301.lanforge.com
eap_sim_db=unix:/tmp/hlr_auc_gw.sock
radius_server_auth_port=1812
radius_server_clients=/etc/hostapd.radius_clients

ca_cert=/etc/raddb/certs/ca.pem
server_cert=/etc/raddb/certs/server.pem
=/etc/raddb/certs/server
y_passwd=lanforge

[root@ct521-1ac-f20 wifilz [l

D. Setup the desired EAP methods and passwords in the /etc/hostapd.eap_users file.

o08® root@ct521-1ac-F20: fetc

File Edit View Search Terminal Help
[root@ct521-1ac-f20 etc]# cat hostapd.eap_user
"dotiir.user" PEAP

"dotlir.user"” MSCHAPV2 "!ldot1iri123"

"dotllr.user@lanforge.com" PEAP
"dotllr.user@lanforge.com" MSCHAPVZ "!!dot11ri123" [2]

"user-md5s"” MD5 "1luser-md5" [2]
"user-fast" MSCHAPV2 "!!fast123" [2]

anforge.peap" PEAP
e.peap" MSCHAPVZ "!!lanforgel23"

e.peap@lanforge.com" PEAP
.peap@lanforge.com" MSCHAPVZ2 "!!lanforgel123" [2]

e.tls" T

"lanforge.ttls" TLS,TTLS
lanforge.ttls" MD5,TTLS-PAP,TTLS-CHAP,TTLS-MSCHAP,TTLS-MSCHAPV2 "!!ttls1

"lanforge.gtc" TT PEAP
"lanforge.gtc" GTC "!lgtc123" [2]

AKA
SIM
TTLS

lanforge.com" TLS
4 SIM,TTLS,TLS,PEAP,AKA
w SIM,TTLS,TLS,PEAP,AKA

"*@mytest.com" TLS
ngh* SIM,TTLS,TLS,PEAP,AKA
LRI SIM,TTLS,TLS,PEAP,AKA

[root@ct521-1ac-f28 etcl# [l




E. If using EAP-SIM or EAP-AKA, verify entries in the /etc/hir_auc_gw.milenage_db file, then start the
HLR tool.

(>] root@ct521-1ac-f20:/homeflanforge

ile Edit View Se Terminal Help
[root@ct521-1ac- lanforge]# pwd
/home /lanforge
[root@ct521-1ac lanforge]# . lanforge.profile
[root@ct521-1ac lanforge]# hlr_auc_gw -m /etc/hlr_auc_gw.milenage_db /tmp/hlr_auc_fw.log &
[1] 27335
[root@ct521-1ac- lanforge]# ps auxwww |[grep hlr
root 27335 5 0.0 19676 2204 pts/e s 09:15 0:00 _auc_gw -m Jjetc/ _auc_gw.mi
lenage_db
root 27338 .0 0.0 112668 2304 pts/0 S+ 09:15 0:00 grep --color=auto
[root@ct521-1ac- lanforgel#

F. Verify the hostapd process is running for the interface selected for the RADIUS server, here it is eth1.

(~] root@ct521-1ac-f20:/home/lanforge
File Edit view Search Terminal Help

[root@ct521-1ac-f20 lanforge]# ps auxwww |grep hostapd_ethi
root 808 0.0 0.8 112668 2308 pts/e o ©:00 grep --color=auto

root 15628 ©.0 0.0 56380 4816 ? 3 08: 8:00 ./local/bin/hostapd -t -d -f /home/lanforge/
/wifi/hostapd_leg_ethi.txt -B -P /home/lanforge/wifi/ .pid wifi/ .conf
[root@ct521-1ac-f20 lanforge]#

4. Whether you use FreeRADIUS or hostapd RADIUS, setup your AP with the RADIUS server's IP address and port.

A. If using a LANforge AP on the same system as the RADIUS server, then the AP will address the RADIUS
server at localhost or 127.0.0.1 with port 1812.

(] vap1 (ct521-1ac-f20) Configure Settings
Port Status Information
Current: LINK-UP GRO NONE
Driver Info: Port Type: WIFI-AP  Parent: wiphyQ phy!
Port Configurables
Standard Configuration |~ Advanced Configuration | Misc Configuration | Custom Wii |
Advanced WiFi Settings
Select '"WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables cthers.
Pairwise Ciphers: Group Ciphers: [DEFAULT ‘v|
Ignore Probes: =
Ignore Auth-Assoc:
Ignore Assoc: =
Ignore Re-Assoc:
comprone e on o]
RADIUS IP [127.0.0.1 |
RADIUS Port  [1812 |

leee80211w: [pisabled (@ [~ |lRapDIUS Secret [lanfarge |

e [

N [
[Juse 80211d [] []BSS-Lload []Meighbor Reports []BSS Transition
[] Advanced/802.1x []Short-Preamble [ O
[]Enable 802.11u [ O [Jsg0211uESR [

| Print ‘ ‘ Display ‘ ‘ Logs | | Probe ‘ I | Sync | ‘ Apply || oK ‘ ‘ Cancel

B. If using an external AP or WLAN Confroller, then configure the device to address the RADIUS server
on the network connected to a LANforge interface configured for RADIUS.



Setting up WPA3

Goal: To set up LANforge wireless access points and clients with WPA3.

This example will cover WPA3-Personal, WPA3-Enterprise and OWE.
For an infroduction or review of WPA3, see Hemant Chaskar's WLPC video.

1. WPA3-Personal for a VAP and a STA client.
A. Setup the VAP with SSID, WPAS3 security and a PSK.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl wiphyl

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

——Enable General Interface Settings
[]set MAC [ Down [] Aux-Mgt
imEenpcuan CIDHCPPVE  [P]DHCP Release  DHCPVendorD: [Nene  [w]
[]set MTU
&l eiorba [ ] DHCP-IPv4 Secondary-Ps DHCP Client 1D:
e oa
[]Set PROMISC DNS Servers:  |BLANK Peer IP: NA
IP Address: 20.100.1.1 Global IPu6: AUTO
IP Mask: 255.255.255.0 Link IPv6: AUTO
Gateway IP: 0.0.0.0 IPvG GW: AUTO
Services .
S Alias: MTU: 1500
OIFe MAC Addr: 00:0e:8e:6¢c:2d:b5 | TX Q Len 1000
P Rpt Timer: mediun (5 5) || wiFi aridge: NONE I~
IPSec GW: IPSec Password:

[]IPsec-Upstream
IPSec Lacal ID.: IPSec Remote ID.:

MWIEL Satting

g ssiD: ABCD-wpa3 ﬂ ¥ )

CJPROMISC Key/Phrase: |hellol23 | Mode:  [(802.11aban-AC) [~]
[]TS0 Enabled Freg/Channel: 5745140 Rate:
] UFO Enabled DTIM-Period: [2 | Max-sTA: [2007 |

[] GSO Enabled Beacon: 240
[JLRO Enabled [ wrPA []wPAZ WPA3 [] 0SEN []WEP []Verbose Debug

GRO Enabled [] Disable HT40 []Disable HT20 [ Enable VHT160 [ ] Disable SGI

| Print H Display H Logs | | Probe H Display Scan || Sync | ‘ Apply || oK ‘ ‘ Cancel



https://www.youtube.com/watch?v=fCsR8aK4mqE

B. Setup the VAP with 11w PMF option Required.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl wiphyl

Port Configurables

standard Configuration | Advanced Cenfiguration | Misc Configuration | Custom WiFi |

Advanced WiFi Settings

Select '"WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables cthers.

Pairwise Ciphers:  |DEFAULT H Group Ciphers: |[DEFAULT ‘v|

prar Ll

Ignore Probes: HESSID:
Ignore Auth-Assoc: Realm:
Ignore Assoc: IM51:
Ignore Re-Assoc: Milenage:
Corrupt GTK: Domain:
HS20 Capabilities Consortium:
HS20 Oper Class RADIUS IP
HS20 WAN Metrics RADIUS Port

I leee80211w: Required (2) - F*-D\US Secret
Wenue Group: Venue Type: | ‘ |

Address Types: | ‘ |

Net 3GPP Cell Net:
[Juse 80211d [JUse 202110 []BSS-load []MNeighbor Reports []BSS Transition
[ Advanced/802.1x [ Short-Preamble [ HotSpot 2.0 [ Disable DGAF

JEnable 802.11u  [J802.11ulnternet []2802.11uASRA [J802.11uESR []802.11u UESA

| Print H Display H Logs | | Probe H Display Scan || Sync | ‘ Apply || oK ‘ ‘ Cancel ‘

C. Setup the STA with SSID, WPA3 security and a PSK.

sta202 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi

——Enable General Interface Settings
[1set MAC [ ]1Down [] Aux-Mgt
[1SetTX Q Len

[ DHCP-IPvE DHCP Release  DHCP Vendor ID:

[[] set MTU
[ set offload [¥]DHCPAPv4 | Secondary4Ps | DHCP Client ID:
e 03

[] Set PROMISC DNS Servers: BLANK Beer|B: NA
IP Address:  0.0.0.0 Global IPvé: oo ]
Senvices IP Mask: 0.0.0.0 Link IPVE; o0
[]HTTP Gateway IP;  0.0.0.0 IPV6 GW: oo ]
[]FTR Alias: I 1500
] RADIUS MAC Addr: 00:03:7f:30:20:00 | TX O Len 1000

[ ipsEc-client Rpt Timer: nediun (8 5) || WiFi Bridge: NONE ]

L1 iPsec-Upstream oo, IPSec Passwo

d:

IPSec Local ID.: IPSec Remote ID.;
— Low Leve|—
[PROMISC WiEi Setfings
] 750 Enabled SSID: [necD-wpa3 [~]lpe:  [pEFAULT |
[1UFO Enab Key/Phrase: [hellol23 |Mode: [s02.11aban-AC [=]
[1GS0 Enabled Freg/Channel: 5745/148 Rate: |05 Default -
[JLRO Enabled [CIwea [ wrPA2] OSEN [] WEP
GRO Enabled [] Disable HT40 ':l Enable VHT160 [] Disable SGI

| Brint || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel




D. Setup the STA with 11w PMF option Required.

sta202 (ct523-3n-f20) Configure Settings

Part Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2

Port Configurables

Standard Configuration | Advanced Corfiguration r Misc Configuration r Corruptions r Custom WIiFi

Advanced WiFi Settings

Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x

key Manmgements pera T[] HEss
Pairwise Ciphers: |DEFAULT Realm:
Group Ciphers: DEFALLT = Client Cert:

and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others.

WPA PSIKC IMSI:
EAP Methods: l:l] Milenage:
EAP Identity: Domain:
EAP Anon Identity: Consortium:
EAP Password: [ ]Phasei:
EAP Pin: Phase-2:
Private Key: PK Passw
CA Cert File: PAC File:
rk Auth: leea80211w: |Required 2) "| I

[]Advanced/g02.1x []Enab []HetSpot 2.0 []Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel
E. A capture of the association.
wpa3-personal.pcapng (as superuser) V) () (X
File Edit View Go Capture Analye Statistics Telephony Wireless Tools Help
Ei@mMIRRE QesEFIJEHAQAQE
(W [wian.addr==00:03:7f:30: €0:00 and wian. -] Expression. +
Length Info -

No. Time. Source Destination Protocol
74 00 50:03:71:30:00 11 Probe Response,
©0:08:8e:6c:2d 188 Authentication
©0:03:71:30:00 188 Authentication,
©0:0e:8e:6c:2d 124 Authentication,
80 3 Authentication,
0:0e ia
0
0
£
o
o

Frane 34681 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits) on interface o
Radiotap Header v, Length 60
802.11 radio information
IEEE 802.11 Authentication, Flags
IEEE 802,11 wireless LAN

dvvvy

[ authentication Algorithn: sinultaneous Authentication of Equals (sAE) (3) |

Status code: Successful (0x0000)
SAE Message Type: Commit (1
Group Id: 255-bit random ECP group (13)

calar
Finite Field Element

2. WPAS3-Enterprise for a VAP and a STA client.

A. Setup a RADIUS server for the VAP. This example uses a LANforge hostapd RADIUS server on the

same system as the VAP.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+a+RADIUS+server

B. Setup the VAP with WPA3 security and no PSK on the standard configuration screen.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl wiphyl

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

Enable General Interface Settings
[]set MAC []Down [[] Aux-Mgt

ClEETERLD [IDHCPIPVE [l DHCF Relesse  DHCPVendori: [Nene  [+]
g z:z ::;Ead ] DHEP-Pva OHCP Client 1D [vone [+
[ Set PROMISC DNS Servers: | BLANK Peer IP: NA
IP Address: W Global IPv&: ,AuTOi
1P Mask: [255.255.255.0 | Link IPv6: faoto ]

Gateway IP: 0.0.0.0 IPvE GW: AUTO
Services
CHTTE Alias: MTU: 1500
MAC Addr: 00:0e:8e:6¢:2d:b5 | TX Q Len 1000
CIFTP
Ol IPSEC-Client Rpt Timer: mediun (3 s5) ﬂ WiFi Bridge: NOMNE =
[]IPsec-Upstream IPSec GW: IPSec Password:
IPSec Local ID.: IPSec Remote ID.:

WiELSattings

o SsiD: ABCDE-wpa3 [~] }+:

C1PROMISC KeyiPhrase: | | Hode:  [(B02.112ban-AC) (=]
] UFO Enabled DTIM-Peried: [2 | Max-STA: [2007 |
[1GS0 Enabled Beacon: 240

[]LRO Enabled [IwpPA []wWPAZ [¥] WPA3 | ] OSEN []WEP [[]verbose Debug

RO Enabled [] Disable HT40 [] Disable HT80 [] Enable VHT160 []Disable SGI

| Print H Display H Logs | | Probe H Display Scan || Sync | ‘ Apply || oK ‘ ‘ Cancel ‘

C. Setup the VAP with 11w PMF option Required and select the checkbox for Advanced/802.1X which
will also inform the VAP where its RADIUS server is located. In this example the LANforge hostapd
RADIUS server is on the localhost.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl wiphyl...

Port Configurables

Standard Configuration |~ Advanced Configuration | Misc Configuration |  Custem WiFi |

Advanced WiFi Settings

Select '"WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables cthers.

Pairwise Ciphers:  |DEFAULT ﬂ Group Ciphers: [DEFAULT ‘v|

HESSID:

Ignore Probes:

Ignore Auth-Assoc: [zero (0%) Realm:

™
o
3
a

Ignore Assoc: zero (%) IMS]:

Ignore Re-Assoc: : Milenage:

HS20 Capabilities Consortium:

HS20 Oper Class RADIUS IP [127.0.0.1 |
HS20 WAN Metric RADIUS Port  [1812 |
leee80211w: Required (2) w IRADIUS Secret (lanforge

Venue Group: Venue Type: ‘ |

Network Type:

|

Address Types: | ‘ |
Network Auth: 3GPP Cell Net:
Jse 80211h []BSS-Lload []Meighbor Reports []BSS Transition

Use 80211d

Advanced/802.1x |[] Short-Preamble [JHotSpot 2.0 [ Disable DGAI

[]Enable 802.11u ':| 802.11uInternet []802.11u ASRA [802.11uESR []802.11u UESA

| Print H Display H Logs | | Probe H Display Scan || Sync | ‘ Apply || oK ‘ ‘ Cancel

D. After enabling Advanced/802.1X, the VAP is automatically configured for both WPA-EAP-SUITE-B
and WPA-EAP-SUITE-B-192 as shown in the back-end configuration for the VAP.
cat /home/lanforge/wifi/hostapd_vap2.conf

wpa_key mgmt=WPA-EAP-SUITE-B WPA-EAP-SUITE-B-192



E. Setup the STA with WPA3 security and no PSK on the standard configuration screen.

sta203 (ct523-3n-f20) Configure Settings

Part Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy:

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi

——Enable General Interface Settings
[1set MAC [ ]1Down [] Aux-Mgt

e PR [IDHCP-PvE [ DHCP Release  DHCP Vendor ID:
[[] set MTU
NA

[ set PROMISC DNS Servers:  |BLANK PeerR:

IP Address: 0.0.0.0 Global IPve: AUTO

Services IP Mask: 0.0.00 Link IPv&: AUTO
CIHTTP Gateway IP: 0.0.0.0 IPv6 GW: AUTO
IFTP Alias: | V" 1500
[]RraDIUS MAC Addr: 00:03:7f:ce:63:00 | TX Q Len 1000

[]1PSEC-Client Rpt Timer: medium (8 s) : WiFi Bridge: NOME :

[]iPsec-Upstream oo, |PSec Passwo

d:

e o IPSec Local ID.: IPSec Remote ID.:
I PROMISC ARSI g
C1750 Enabled SsiD: [nECE-wpa3 [~|pe:  [oEFAULT |
[JUFQ Enab Key/Phrase: | | Mode: [s02.11aban-AC [=]
[] G50 Enabled hannel: 5745, Rate: |05 Default -
[]LRO Enabled [CIwPaA [ WPA: OSEN [] WEP
GRO Enabled [ Disable HT40 [] Enable WHT160 [] Disable SGI
| Print || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel ‘

F. Setup the STA with 11w PMF option Required and select the checkbox for Advanced/802.1X which
allows choosing the Key Management scheme and EAP Method. Here the STA is setup to use WPA-
EAP-SUITE-B with EAP-TTLS and a user identity and password that were configured with the RADIUS
server setup.

sta203 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy2 wiphy2...

Port Configurables

Standard Configuration | Advanced Configuration r Misc Configuration r Corruptions r Custom WiFi

Advanced WIFi Settings

Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable t of these. Enabling 802.11u enables others.

'WPA-EAP-SUITE-B w | HESSID:

Key Managemen

Pairwise Ciphers: |DEFAULT | Realm:

Group Ciphers: DEFALLT Client Cert:
WPA PSK: IMSI:

EAP Methods: EAP-TTLS w | Milenage:

EAP Identity: lanforge.ttls ormain:

EAPAnonidentity: | Fensortium:

EAP Password: !ttls123 | phase1: [

EAP Pin: Phase-2: [
|

Private Key: | PrPassword:
CA Cert File: | PAC File:

IIeeeSO211w: Required (2) - I
[ Enable 802.11u [JHotSpot 2.0 []Enable PKC

| Brint || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel




G. A capture of the association.

*moni3a (as superuser) v A x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AR Je@mMERG R &= QAQQE

W [wian, addr==00:03:7f:ce:63:00 and wian.addr: ~] Expression... +
No. Time Destinatior Protocol Length Info

1 0

775 19927290798 90 Authentication,

777 1992838432 i 50 Authentication,
at

SSID=ABCDE-wpa3

Legacy Nak (Response only)
t, Tunneled TLS EAP (EAP-TTL

110 Done

Tag: SSID parameter set: ABCDE-upa3
Tag: Supported Rates 6, s, 12, 18, 24, 36
Tag: RsHl Information
Tag Number: RSN Information (48)
Tag length: 25
RS Version: 1
» Group Cipher suite: 60:0f:ac AES (cCH)
Pairuise Cipher Suite Count: 1
» Pairuise Cipher Suite List 00:0f:ac AES (cCH)
Auth Key Management (AKH) Suite Count: 1
~ Auth Key Hanagement (AKH) List 00:0f:ac WPA (SHA2S6-Suites)
~ Auth Key Hanage e  WPA (SHA2S6-Su1teB)
K ac

L 48, 54, [MD1t/sec]

ist
Group Management cipher Suite: 00:ofiac BIF (128) -

3. WPA3 OWE - Opportunistic Wireless Encryption.

A. Setup the VAP with WPA3 security and a PSK on the standard configuration, then select option 11w
PMF option Required on the advanced configuration, then admin up the VAP.

ot tatus nfornaton or tatus formation
Curents ko G0 ot Curen e 6r0 Nt
rver o Port Type: WFeP_Parents oyl syl ] orverine Por Type WeiaP_parens it gyt ]
ot conuraes ot conurabies
 Standard Configuration | 1 | custom wiFi | [ Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
[——Enable- General Interface Settings LT R
Dsetmuc Coon D
“ Sloc VP2 o tho tandardConuration cren 0 enabl Adhance02.1x
Osetmaten CloHcPapvg  IDHCP Relea: DHCP Vendor ID:  None - and enable Advanced/302.1x to enable most of these. Enabling 802 11u enables others.
Dsawmu it P
o ervers: eer Ignore Prabes: zero (%) v 0
e e owssovers: ] rear 0 o
1P Address:  [20.10011 ] Global iPve: [auto ] lgnore Auth-Assoc: [zero (68) <] reai
[T v T — S =
GatewayP:  [0.0.0.0 ] iovs o Jauto ]
e (o — s ore o[ @0
e i 1500
00:0e:8e:6c:2d:b5 | T O Ler 1000 Corrupt GTK: fzero_(o0)
- R I C—

P

[IPsecupstream

E ] [ 1
L e T— Crs [ ] acaress types: | I
; O eI T— Networc e i

DTM-Period: [2 Max-STA: [2007 1| [w] 80211 []BSSLoad []Neighbor Reports []8SS Transition
Beacon: [240 Advanced/802.1x [ Short-Preamble [ HotSp 0 []Disable DGAF

e Dwra{vem 1 osen e Sverbose bebig B e Dl D

L] isable KT40 [ Disable HTS [[] Enable VHTLs0 [ Disable 561

[Ceome | [Coispey ] [togs | [erobe ][ Divieyscan |[Lme aomy ][ ok | [goncel ]| [pooc | [ owpiey ][ ows |  [embe ][ oepmyseen |[mme]  [esoy |Loc]

B. Copy the back-end config file for the VAP to a new filename and edit the wpa_key_mgmt from SAE

to OWE.

cd /home/lanforge/wifi

cp hostapd _vap2.conf vap2-owe.conf
vi vap2-owe.conf

wpa_key mgmt=0WE

C. Modify the VAP and select Custom WPA Cfg on the Misc Configuration screen then type in the

location of the new VAP config file.

vapz (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO NONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl wiphyl

Port Configurables

[ standard Configuration |  Advanced Configuration | Misc Cenfiguration | Custem WiFi |
More WiFi Settings

[CJEnable TXO Osal

: TR

Freg-2.4: ’W Freg-5: [hniinid

X-Coordinate: ’07 Y-Coordinate: ’07
Z-Coordinate: ’07 Venue-ID: ’07

Post IF-UP Script: *

I Custom WPA Cfg WPA Cfg: |,'home;‘lanforgeM\ﬁNapzrnwe‘cnnf I

[] Allow PrifSec Switch

| Erint H Display H Logs | | Probe H Display Scan || Sync | ‘ Apply || oK ‘ ‘ Cancel




D. Setup the STA with WPA3 security and no PSK on the standard configuration screen.

sta204 (ct523-3n-f20) Configure Settings

Part Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy:

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi

——Enable General Interface Settings
[1set MAC [ ]1Down [] Aux-Mgt

e PR [IDHCP-PvE [ DHCP Release  DHCP Vendor ID:
[[] set MTU

[] Set PROMISC DNS Servers: BLANK Peer IP: A
IP Address: 0.0.0.0 Global IPve: AUTO
Services IP Mask: 0.0.00 Link IPv&: AUTO
CIHTTP Gateway IP: 0.0.0.0 IPv6 GW: AUTO
I FTP Alias: MTU: 1500
[]RraDIUS MAC Addr: 00:03:7f:a3:cc:00 | TX Q Len 1000

[]1PSEC-Client Rpt Timer: medium (8 s) : WiFi Bridge: NOME :

LliPsec-Upstream  oc.. IPSec Password:

Tomovel IPSec Local ID.: IPSec Remote ID.:

— Low Leve|—

I PrRoMISC ARt

[ 750 Enabled SSID: [neco-one [~]lpe:  [oEFAULT |
[J UFO Enab Key/Phrase: | ||Mode: [802.112ban-AC [+

[1GS0 Enabled Freg/Channel: 5745/148 Rate: |05 Default -

[]LRO Enabled Cwea [ WPA [ ] OSEN []WEP
GRO Enabled [ Disable HT40 [[Enable WHT160 [] Disable SGI

| Print || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel ‘

E. Setup the STA with 11w PMF option Required and select the checkbox for Advanced/802.1X which
allows choosing the Key Management scheme. Here the STA will use OWE and a WPA PSK.

sta204 (ct523-3n-f20) Configure Settings

Port Status Information
Current:  LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

Standard Configuration | Advanced Configuration r Misc Configuration r Corruptions r Custom WiFi

Advanced WIFi Settings

Select 'WPA2' on the Standard Cenfiguration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: (OWE HESSID:

Pairwise Ciphers: |DEFAULT Fealm:

Group Ciphers: DEFAULT Client Cert:
WPA PSK: hello123 IMSI:

EAP Methods: = Milenage:

EAP Identity: | Domain:

EAP Anon Identity: [— Consortium:

EAP Password: [— Phase-1: [ |

EAP Pin; [ | Phase=z [ |
|
|

Private Key: PK Password: |
CA Cert File: PAC File: I

Network Auth: leee80211w: [Required (2) I~ I

[]Enable 802.11u [JHotSpot 2.0 []Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply H oK | | Cancel




F. A capture of the association.

wpa3-owe.pcapng (as superuser) VX
File Edt View Go Capture Analyze Statistics Telephony Wireless Tools Help

AN JE@EMERG Q &= SE/aa’qE

(W]wian.addr: and wi B0 -] Expression..  +

Source Protocol _Length | Info
2d:05 cc T
00:03:7f:a3:cci00
00:0e:8e:6c:2d:b5

037 o ‘0e:8e:6c:2d ation R si =0, Flag | SSTDZABCD-ONE

Tag length: 8
Supported Rates:
Supported Rate:
Supported Rate:
supported Rate:
supported Rate:

sion: 1

» Group Cipher Suite: 00:0f:ac AES (cCH)
Pairuise Cipher Suite count: 1

» Pairuise Cipher Suite List 00:0f:ac AES (ccH)

Auth Key Management (KH) Suite Cou
~ Auth Key Hanagement (AKH) LISt 00:0f:ac opportunistic wireless Encryption
~ Auth Key Hanagement (AKN) SULte: 00:0f:ac Opportunistic Wireless Encryption
Auth Key Management (AKH) OUT ac
¥a ) ©

Auti
» RSl Capabilitie

PHKID Count: 0
PHKID List -

Wifi Roaming with Opportunistic Key
Caching (OKQC)

Goal: Show how LANforge can emulate an OKC VAP or OKC STA then observe the different
results when OKC is enabled or not.

Opportunistic Key Caching (OKC) is a fast roaming solution that is one predecessor to 802.11r Fast BSS
Transition. OKC is also referred fo as Proactive Key Caching (PKC). Here we will demonstrate the following four
scenarios with OKC:

1. OKC on VAP and NOT on STA
OKC on both VAP and STA
OKC disabled on both VAP and STA

> N

OKC disabled on VAP but enabled on STA

OKC Scenarios

OKC On VAP Only

STA roam result: Full RADIUS authentication plus 4-way handshake.

Using OKC on a VAP requires setting up a custom configuration file in LANforge to utilize the Multiple BSSID
feature. In this scenario, the STA is not configured to use OKC and must do a full RADIUS authentication plus 4-
way handshake when roaming to the next BSSID.

1. Setup a VAP using RADIUS and EAP-TTLS with a bridge in a virtual router.
See Setting up a RADIUS Server for help with this step.

¥apo000 (ct521-1ac-F20) Configure Settings B Netsmith configuration for Resource: ct521-1ac.120(1.2) Version: 5.4.1 000
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2. Add the following to the custom config section which will create two BSSIDs on the same hostapd
process which is required for OKC to work on hostapd:

bss=vap0000_0
ssid=okctestl
bssid=04:0:21:19:88:44
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server _addr=127.0.0.1
auth_server port=1812


http://www.candelatech.com/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r
http://www.candelatech.com/wifire_cb.php?_PRINT#vaponly
http://www.candelatech.com/wifire_cb.php?_PRINT#okcboth
http://www.candelatech.com/wifire_cb.php?_PRINT#okcnone
http://www.candelatech.com/wifire_cb.php?_PRINT#staonly
http://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+a+RADIUS+server

auth_server shared secret=lanforge
wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa_key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100
chan_util avg period=600
rrm_neighbor_report=1
rrm_beacon_report=1
bss_transition=1

okc=1

bss=vap0000_1

ssid=okctestl
bssid=04:0:21:19:89:44
ieee8021x=1

own_ip addr=127.0.0.1
auth_server_addr=127.0.0.1
auth_server port=1812
auth_server shared secret=lanforge
wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa_key mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=100
chan_util avg period=600
rrm_neighbor_report=1
rrm_beacon_report=1
bss_transition=1

okc=1

3. Reset the VAP to use the new configuration.

4. Modify the bridge fo use the two new sub interfaces vap0000_0 and vap0000_1.

broo00 (ct521-lac-f20) Configure Settings ) (a) (%

Port Status Information
Current:  LINKUP TSO SO GRO
Driver Info: Port Type: Bridge Cannot Detect

Port Configurables

Enable General Interface Settings

Set MAC '
g &l oown la/ AlBMgt Aging Time: 300 -
ISR CJDHCPPvE  [] DHCP Release  DHCP Vendor ID: Brige Proty: 2768 o
[ set MTU : :
[JpHcP4Pva | secondanyiPs | DHCP client ID: Max Age: 20 -
[ Set Offload
et Bridge Info ONS Servers:  [BLANK Peer IP; NA Hello Times 2 -
P Address:  [10.2.7.1 Global IPvé: [aUTo Forwarding Delay: [L5 -
P Mask: 255.255,255.0 | Link IPv6: [AUTO

[ Spanning-Tree

GatewayIP:  [0.0.0.0 IPVE GW: oo
Alias: M 1500

MAC Addr: 04:0:21:19:87:44 | TX 0 Len 1000

Rpt Timer: Wii Bridge:
IPSec GW: IPSec Password:

IPSec Local ID.: IPSec Remote ID.:

idge Informatior F————

Configured Ports | Current Ports

I ¥2p0060 vap000s Add Ports

[]IPSEC-Client vap0000_0 vap0000_0
vap0000_1 \vap0000_1 ap0000_0
[]IPsec-Upstream R =8 a:ﬂﬂﬂﬂ:]

[ prnt ][ Display | [ prope |[ sync | [Applyt

5. Modify a STA so that it is configured fo connect to the SSID with 802.1X authentication for EAP-TTLS
and with PKC disabled.

5ta00000 (ct523-3n-20) Configure Settings DO® 5£a00000 (ct523-3n-120) Configure Settings. o1e10
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ot e = acenFie [ pacrie: [ ]
KeyPhrase: Mode: [802.11sban -
’ Network Auth: ecego211m: [isebled (©) -
Freq/Channek: 5160736 Rate: [0 Defautt -
I Advancedi8o21x  []Enable 802.11u [ +otspot 2.0 [ L Enable PKC

[ILRO Enabled [CIWPA WPA2 [ WPA3 (] OSEN [1WEP
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erint._|[_isplay Erobe | [ Displayscan | [_syne aopy ][ o< concel ||[ et ][ oisplay | [ erobe ][ oisplayscen ][ sync apply ][ ok

6. Start a packet capture then admin the STA up.

7. Use wpa_cli tfo force the STA to roam with the following terminal commands:
# cd /home/lanforge
# . lanforge.profile

# wpa_cli -1 sta00000 scan
# wpa_cli -i sta®0000 roam <next BSSID>

8. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:



‘oke_vap_only.peapng [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser) oYoYe

Fle Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help.

Beooul@gDE® o

Expression. clear  Apply  save

Protocol Length Duration PHKID

‘Sparklan x 802.11 50 Authentication, SN+2001, =B, Flagsw........ -
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L
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> TEEE 802 11 wireless LAN management frame

@ ile: “homeflanforgelokc_vap.onlypcapng" 6340 k8 00:00:31 Packets: 11096 - Displayed: 161 (15%) “Loa...  Profile: Default

9. Then the STA sends a Reassociation Request which is missing the PMKID and another full RADIUS
authentication and 4-way handshake take place to associate to the new BSSID.

‘oke_vap_only.pcapng [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser) D0 &

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
4w AiBMxEQ A S| [oRoRoNal - Sl ol

Filter: | wian.addr==00.0¢8e:

«| Expression..  Clear  Apply  Save

No.  Time Source Destination Protocol Length Duration PHKID Info

443679548
4

169193
17:

41 n o

ane 1629 108 bytes on wire (864 bits), 108 bytes captured (864 bits) on interface 0

» Radiotap Header v0, Length 60
nformation

est, Flags: ..

| TEEE 802,11 wireless LAN management frane

@ Fil: “hometanforgejoke_vap_orlypeapng 6340 kB 00:00:31 Packets: 11096 - Displayed: 161 (1.5%) - Loa Profile: Default

OKC On Both VAP and STA

STA roam result: PMKID is sent, then only 4-way handshake is required.

When both VAP and STA are using OKC, the STA sends its calculated PMKID in the Reassociation Request fo the
target AP which means the full RADIUS is not needed and only a 4-way handshake is sufficient fo connect to
the new VAP.

1. Admin the STA down , then modify the STA to enable PKC
sta00000 (ct523-3n-f20) Configure Settings v (a) (x

Port Status Information
Current: DOWN LINK-DOWN GRO MONE

Driver Info: Port Type: WIFI-STA  Parent: wiphyo wiphy0

Port Configurables

Standard Configuration | Advanced Configuration r Misc Configuration r Corruptions r/ Custom WiFi

Advanced WiFi Settings

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others,

Key Management: |NPA-EAP [ +] HESSID:
Pairwise Ciphers: |DEFAULT : Realm:
Group Ciphers: DEFAULT : Client Cert:

WPA PSK: IMSI:
EAP Mathods:
EAP Identity: [testuser ]
EAPAnonidentity: [ | consortium:
EAP Password: ’test— passwd Phase-1:

|

main:

\ |
EAP Pin: e R [ |
Private Key: [ =S |
CA Cert File: [ | PACFile: I |
Network Auth: leee80211w: |Disabled (@) [~]

Advanced/802.1x [ ]Enable 802.11u [ ]HotS

pot 2.0 | Enable PKC |

| Print H Display ‘ ‘ Probe || Display Scan || Sync | | Apply || oK | | Cancel

2. Start a packet capture then admin the STA up.



3. Use wpa_cli to force the STA to roam with the following terminal commands:

# wpa_cli -i sta@0000 scan
# wpa_cli -1 sta00000 roam <next BSSID>

4. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:

oke_both.peapng [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser) oYoYo

Fle Edit View Go Capture Analyze Statistics Telephony Tols ntemals Help
S| UF W E

Expression. clear  Apply  save

Protocol Length Duration PHKID
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@ ile: “homeflanforgeloke_both peapng" 6802 kB 00:00:33 Packets: 11792 - Displayed: 120 (11%) “Loa... Profile: Default

5. Then the STA sends a Reassociation Request which includes its PMKID and only the 4-way handshake
is required to associate to the new BSSID.

oke_both.pcapng [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser) U

File Edit View Go Capture Analyze Statistics Telephony Tools Intemals Help
AW i8N xgQevevassEBEHosREEER

Fiter: [ wian addr==00.0e 8¢ 0:93:71 v Expression..  Clear  Apply  Save

» Frame 2543: 136 bytes on wire (1088 bits), 136 bytes captured (1088 bits) on interface @

» Radiotap Header v0, Length 60

> 802.11 radio information

» TEEE 802.11 Probe Request, Flags: ........
 TEEE 802,11 wireless LAN management frane

@1 File: “homelanfrgejoke_both pcapng* 6802 k8 00:00:33 Packets: 11792  Displayed: 120 (1.1%) - Loa Profile: Default

OKC Disabled On VAP and STA

STA roam result: Full RADIUS authentication plus 4-way handshake.

Because neither is using OKC, a full RADIUS authentication plus 4-way handshake is required when the STA
roams to the new VAP.

1. To disable OKC on the VAP, comment out the okc=1 lines in the VAP custom configuration, then reset
the VAP.

bss=vap0000_0

ssid=okctestl
bssid=04:f0:21:19:88:44
ieee8021x=1

own_ip addr=127.0.0.1

auth_server addr=127.0.0.1

auth _server port=1812
auth_server shared secret=lanforge
wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa_key _mgmt=WPA-EAP WPA-EAP-SHA256
bss_load update period=100
chan_util avg period=600
rrm_neighbor_report=1
rrm_beacon_report=1

bss transition=1

#okc=1

bss=vap0000_1

ssid=okctestl
bssid=04:0:21:19:89:44
ieee8021x=1

own_ip addr=127.0.0.1

auth_server addr=127.0.0.1
auth_server port=1812
auth_server shared secret=lanforge
wpa=2

wpa_pairwise=TKIP CCMP
rsn_pairwise=CCMP

wpa_key _mgmt=WPA-EAP WPA-EAP-SHA256
bss load update period=1600



chan_util avg period=600
rrm_neighbor report=1
rrm_beacon_report=1
bss_transition=1

#okc=1

2. Admin the STA down , then modify the STA to disable PKC
sta00000 (ct523-3n-f20) Configure Settings ) (a) (%

Port Status Information
Current: DOWN LINK-DOWN GRO MNONE

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphy0,

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |

Advanced WiFi Settings

Select '"WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others,

Key Management: |[WPA-EAP HESSID:
Pairwise Ciphers: |DEFAULT = Realm:

Group Ciphers: DEFAULT Client Cert:
WPA PSK: IMSI:

EAP Methods: EAP-TTLS Milena:

EAP Identity: testuser Domain:
EAP Anon Identity: ’— Consortium:
EAP Password: ’test— passwd Phase-1:
EAP Pin; [ R

CA Cert File: PAC File:

Netwark Auth: leee80211w: (Disabled (0) |V|

2.0 | []Enable PKC

\
\
Private Key: PK Password: |
\

Advanced/g02.1x []Enable 802.11u []HotS

| Print H Display ‘ ‘ Probe || Display Scan || Sync | | Apply || K | | Cancel

3. Start a packet capture then admin the STA up.

4. Use wpa_cli to force the STA to roam with the following terminal commands:

# wpa_cli -i sta@0000 scan
# wpa_cli -i sta®0000 roam <next BSSID>

5. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:

oke_none.peapng [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser) oYore

Fle Edt View Go Capture Analyze Statistics Telephony Tools Intemals Help

OGN N Q. TR

Expression...  Clear  Apply  Save

No Tine Source Destination Protocol Length Duration PHKID Info

» TEEE 802.11 Probe Request, Flags: ........
» TEEE 802.11 wireless LAN management frane

@ File: “home/lanforge/okc_none.pcapng" 5800 kB 00:00:29 Packets: 10392 - Displayed: 158 (1.5%) - Loa... Profile: Default

6. Then the STA sends a Reassociation Request which is missing the PMKID and another full RADIUS
authentication and 4-way handshake take place to associate to the new BSSID.



oke_none.peapng [Wireshark 2.1.1 (Git Rev Unknown from unknown)] (as superuser)

Fle Edit View Go Capture Analyze Statistics Telephony Tools Intemals Helj
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@ File: “homelanforgelokc_none.peapng" 5300 kB 00:00:29 Packets: 10392 - Displayed: 158 (15%) “Loa... Profile: Default

OKC Disabled On VAP and Enabled On STA

STA roam result: PMKID is sent, then full RADIUS authentication plus 4-way handshake.
If just the STA is using OKC, it will send its calculated PMKID in a Reassociation Request to the target AP, but the
AP ignores it and the STA must perform a full RADIUS authentication plus 4-way handshake.

1. Admin the STA down , then modify the STA to enable PKC
sta00000 (ct523-3n-f20) Configure Settings DAGRE

Port Status Information
Current: DOWN LINK-DOWN GRO MNONE

Driver Info: Port Type: WIFI-STA  Parent: wiphyo wiphy0

Port Configurables

Standard Configuration | Advanced Configuration r/ Misc Configuration r Corruptions r/ Customn WiFi

Advanced WiFi Settings

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: |[WPA-EAP HESSID:
Pairwise Ciphers: |DEFAULT Realm:

Group Ciphers: DEFALLT Client Cert:
WPA PSK: IMSI:

EAP Methods: EAP-TTLS = Milenage:

EAF Identity: [testuser | pomain:
EAP Aronidentity: [ | Consortium:
EAP Password: testpasswd Phase-1:
EAP Pin: S T~

CA Cert File: PAC File:

Network Auth: leee80211w: |Disabled (@) |v|

[v] Advanced/802.1x []Enable 802.11u DHotSp-z-tz.ol Enable PKC |

\
\
Private Key: PK Password: |
\

| Brint H Display ‘ ‘ Probe || Display Scan || Sync | | Apply || oK | | cancel

2. Start a packet capture then admin the STA up.

3. Use wpa_cli to force the STA to roam with the following tferminal commands:

# wpa_cli -1 sta00000 scan
# wpa_cli -1 sta00000 roam <next BSSID>

4. In the packet capture, the initial RADIUS authentication and 4-way handshake are shown:
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5. Then the STA sends a Reassociation Request which includes its PMKID but the VAP ignores it and a full
RADIUS authentication plus 4-way handshake are required.
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Goal: Set up virtual stations using a LANforge system, connect them to an AP under test, set
up iperf3, and run tests.

In this test scenario a LANforge system is used to create both
the wireless stations and iperf3 server. The test is then configured
to use iperf3 to generate fraffic in both the download and
upload directions.

/==
Although LANforge Generic endpoints prompt the use of iperf3, System

iperf2 could be used instead with a manual configuration. This Under Test LANforge GUI
example however, focuses on how fo use iperf3.

Upstream Port

LANforge WiIFIRE

1. Select the Generic tab from the main GUI window.



Control Reporting Tear Off Info Plugins
‘ Chamber View | ‘ Stop Al | | Restart Manager |

Test Group T’F\esuurca Mgr [ DUT [ Profiles ’/Trafﬁc-Proﬁlas r Event Log | Alerts [ Warnings [ +
WanLinks | VeIPRTP__ | VoIP/RTP Endps [ Attenuators | RF-Generator | File0 | Genmeric | TestMgr |
Status I Port Mgr I Layer-3 I L3 Endps I Layer 4-7 I Armageddon |

Rpt Timer: |fast 1 s) : Go | Test Manager

Generic Endpoints for Selected Test Manager:
Last Results

‘55 j}“HELP‘

Name ED | status | Rpt#| | mxBytes | RxBytes | TPkt

[»]

[4] i

Logged in to: localhost:4002 as: Admin

2. Select the Create button to create the iperf3 server.
A. Use the top section to name the connection and choose the port/interface, then use the

Command Builder for iperf3 to choose the Server option. The command line will be filled in when the

Apply button is selected.

dpoi ~) (~) (x

Ci dify Generic P el

‘v‘ Test Manager: |default7tm

Name: |\parf3-server | Rpt Timer: ‘fast (1s)

kst k |~ Resource: 1 tctszsc-obesi ] Port: Endp ID: 71
Command Builders =

] Server [ client Ouop

[ Transmit [ Receive

Run Time: Fo =] rargen

Pkts To Send; [+] write-size: | [~]
s | g

Additional options:

Command: |
Command Output

Cancel

Sync Apply

B. For asingle iperf3 test at a time setup one server.

c dify Generic Endpoint DB &

Name: [peri3-server | RptTimer: [fast  (1s) |+ Test Menager [default_tm I~
sheff. |1 || Resource: [1 tets2ac-b221 || Port: Endp ID: 71
Command Builders [iperfa I~

¥ Server [ client [ uoP

Transmit [ Receive

Run Time: I:D Targat:

Pkts To Send: ‘ | | write-Size: | | ‘

e | [Jrms | [

Additional options: | |

Command: |\Earf3 ~forceflush -format k -precision 4 -s --bind_dev eth2 - 1 --pidfile ftmp/If helper iperf3_iperf3-server.pid

Command Output

Cancel




C. For multiple iperf3 tests at a time, setup multiple servers, each with a unique IP port number by using

the -p option.

reate/Modify Generic Endpoint OO Create/modiy Generic Endpoint
Name: [perienert ot Tmer [ast 3 2) || Tst anager: [t fm ]| C——————— ot Trer [t (1) | Tt Manager et m I
st [0 T] Reseurce [ iestcomn <] port Flrm <] oo 77|[sner £ T] nesource [ cmmcmmn ] vt Fera ] enpi 20
Command sutders T — Command sulders fpets 5]
[ Client Ouoe  EATce O client Oue )
B Orec
[ Torget | E—
wsTosens: | w
P i E— 5 )
ez
Commans et G st 11 “pile gl elper et ¥ comman: [ger Forcshush for G 7 11 ~pitls gl ilper pes periserera
Command outpit

Command Outpt

e

3. Create the iperf3 client.
A. For asingle iperf3 test at a time setup one client.

Create/Modify Generic Endpoint ORONS

Name:  [iperfz-test | RptTimer: [fast (1 s) || Test Manager: [defautt_tm [~]
shelf: [t [=] Resource: i (ctszc-ob2sr ] Pors Endp ID: 81
Command Builders [fpefs [~

[ server [v] client [CJuop ] TCcP

[ Transmit Receive

Run Time: [s0 [=] Target: (1921685037 |

Pkts To Send: [tnfinite [=] write-size: [auTo [~

Tx Rate: s (1 abes) [*] PTos:  [pest Effort (@) []

Additional options: |

Command: [iperf3 -forceflush -format k -precision 4 -¢ 192,168.50.37 t 60 -R ~tos 0 -b 1000000K ~bind_dev staD0000 -i 1 -pidfile tmp/f_helper_iperf3_iperf

Command Output

Sync Apply Cancel

B. For multiple iperf3 tests at a time, setup multiple clients using the corresponding IP ports as

1

>

e

servers.

Createtoaity Ganeic Endpoint

L) Loo] [o [ow

ane topn | '3 Lssnce |

4. If you want to run iperf3 on a mobile device, run it in server mode.
One free and simple mobile application for iperf3 is provided by he.net

Inerval Bytes

5. To start any iperf3 test, start the server or servers first, then start the clients.


https://networktools.he.net/
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6. For mobile devices, start the iperf3 server on the mobile devices first, then start the clients.
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Logged in to: localhost:4002 as: Admin

Saved layout for table: generic
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7. Modify the endpoint to view the per iteration text results.
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Using Flent to Generate Traffic

Goal: Set up virtual stations using a LANforge system, connect them to an AP under test, set

up Flent, and run tests.

In this test scenario a LANforge system is used to create both
the wireless stations and Flent test setup. The tests can then be
configured to use Flent to generate upload or download fraffic.

FLENT - FLExible Network Tester is a set of python scripts that use
various open-source tools to generate traffic and collect test
data. Flent is developed and maintained by Toke Hgiland-
Jorgensen (@toke_dk)

One advantage to using Flent on LANforge is that a single
LANforge box can send traffic to itself which eliminates the
need for multiple systems to run client/server test traffic against
a DUT.

/==

LANforge GUI

System
Under Test

Upstream Port

LANforge WiIFIRE

1. Install packages required to run Flent on Fedora-30 (also works on Fedora-36).
Additional packages may need to be installed. See flent.org for more info.


mailto:toke@toke.dk
https://www.twitter.com/toke_dk
https://flent.org/

A. Install automake and texinfo
sudo dnf install automake texinfo autoconf autotools-dev kernel-devel

B. Flent
git clone https://github.com/tohojo/flent.git
cd flent
git checkout v1.3.2
sudo python3 setup.py install

C. Flent GUI - only necessary to view flent output graphs
sudo dnf install python3-matplotlib python3-matplotlib-qt5
sudo dnf install python3-qt5 python3-PyQt5 python3-QtPy

D. Netperf/Netserver
git clone https://github.com/HewlettPackard/netperf.git
cd netperf
sudo ./autogen.sh
sudo ./configure --enable-demo=yes
sudo make
sudo make install
E. Fping
git clone https://github.com/schweikert/fping.com
cd fping
git checkout 3.6
sudo ./autogen.sh
sudo ./configure
sudo make
sudo make install

F. Iperf2 - Required for the --enhanced option which will display enhanced output in reports.
dnf install iperf

2. To view a list of possible Flent tests, or run Flent by command line, open a terminal window.
[lanforge@ct523c-0b29 ~]$ flent --list-tests
Available tests:

bursts : Latency measurements under intermittent UDP bu
bursts_1le 1 802.1le Latency measurements under intermitten
cisco_5tcpup : RTT Fair Realtime Response Under Load
cisco_5tcpup 2udpflood : Cisco 5TCP up + 2 6Mbit UDP

cubic_bbr : Cubic VS BBR smackdown

cubic_cdg : Cubic VS CDG smackdown

cubic dctcp 1 Cubic VS DCTCP smackdown

cubic_ledbat : Cubic VS Ledbat smackdown

cubic_ledbat 1 : Cubic vs LEDBAT upload streams w/ping
cubic_reno :  Cubic VS Reno smackdown

cubic_westwood : Cubic VS Westwood

dslreports_8dn : 8 down - dslreports dsl test equivalent

http : HTTP latency test

http-1ldown : HTTP get latency with competing TCP download s
http-1lup : HTTP get latency with competing TCP upload str
http-rrul : HTTP get latency with competing RRUL test
iterated bidirectional : Iterated TCP bidirectional transfers example
ledbat_cubic 1 : Cubic vs LEDBAT upload streams w/ping

3. Enter interface names to be used in Flent tests into the /etc/hosts file.
This is necessary for some of the Flent tools that can only use an interface name rather than IP address.

Mate Terminal =) () (%

File Edit View Search Terminal Help

4. To run Flent tests by command line:

A. Run neftserver. This will start the netserver program which is the traffic server for the other Flent tools
specifically netperf.
[lanforge@ct523c-0b29 ~]$ netserver
Starting netserver with host 'IN(6)ADDR_ANY' port '12865' and family AF_UNSPEC

B. Run one of the available fests. Because LANforge is using vrf, use the vif_exec.bash script to specify
which interface to run the test. The direction of the test is from the perspective of the wired
interface. Use the --swap-up-down option to change the direction to the host interface which is the
wireless station sta00000 in this example.

az

5. To run Flent tests from the LANforge GUI, select the Generic tab from the main GUI window.



LANforg; ion(5.4.2) v) (~) (x
Control Reporting Tear Off Info Plugins
‘ Chamber View | ‘ Stop All | | Restart Manager | [Refr
Test Group T’F\esnurce Mgr [ DUT [ Profiles ’/Trafﬁc-Proﬁlas rEventhg Alerts [ Warnings | +
Wanlinks | VoIPRTP__ | VoIP/RTP Endps [ Attenuators | RF-Generator | File 10 | Gemeric | TestMgr |
Status I Port Mgr I Layer-3 I L3 Endps I Layer 4-7 Armageddon |
S T L
Generic Endpoints for Selected Test Manager-
Name ED | status | Rpt#| Last Results | mBytes | RxBytes | TPkt
(4] 1L T
Logged in to: localhost:4002 as: Admin

6. Create the Flent netserver.

Here it is useful to create one Generic endpoint to start netserver and one to stop it because the netserver
program runs in the background once it is started.

Create/Modify Generic Endpoint OXOXO Create/Modify Generic Endpoint ) @ ®
Name, patsereratard ] rpt Tiner [t 1 [~] Test Manager: [sefauttm []|[name: ~ rotserver-stor ] Rot Tmer [fast__ 51 _[~] Test Manager: [dafaut tm Tl
st L =] resource: [t [<] por Fwonen [7] endpro: a7[shes 1 =] resource: [ tammcom[=] port: [ etmortian <] enspio: 43
e e — G e T

Command: [netserver

]| command: il netserver

Command Output Command Output

Syne. Aoph, [Loc Cancel Syne 2pply o Cancel
7. Create the Flent test or tests.
Create/Modity Generic Endpoint SYoIE LaNforge Manager  Version(s.42) BIaKE
Neme: 5200000 1¢p dawn ] fpt Tmer: [fast (181 7] Test manager. [defau_tm [=]]| conrol Reperting. Tear ot nfepugine
et B i A 5 Fern ] enp a7 oot

(Generc | Test Wy | Resource vy 1 OUT | profles | Traficerofies | Ales | Wiamings | + | witessages
Command euiders.

Status | Portr | Layers | (3Endps | ayer4 | Amageddon | Waniiks [ VoPIRTP | VoPIT®Endps | Fisi0 |

S ; = Select Al || start + | gtop- || Ciear
pt Tmer [fast 1 5) || Go] Test Manager - ol oase]

Command

Status | gt

il nerserver
1'1.2.53 Stopped [0 |t 3
L12:6) stoppec 0

” st et 51 8300000 il —susp-up doir.
ez bash <th2 flart 5 500000 - 51200500 r fair

e —suapup-doin
p.up-do

51200500 tcp-down _[1.1.2.59 stopped 0 L axec.bash atha flat x -+ sta00500 tcp_download —swap-up-don

Command: [ exec.bash eth fint x A sta00000 tp_dovrioad ~ewap Up down

Command utput

0]
cancel oggedin o localhost:4002 as: Admin

fone] (oo

8. To start any Flent test, start the netserver first, then start the tests one at a time.

LANforge Manager Version(5.4.2) 2
Control Reporting Tear Off Info Plugins

‘ Chamber View | ‘ Stop All | | Restart Manager | ‘ Refresh ‘ ‘ HELP
FGener\c [ Test Mgr | Resource Mgr | DUT [ Profiles | Traffic-Profiles | Alerts | warnings | + | Wifi-Messages |

status | PortMgr | Layer3 | L3Endps | Layer47 | Armageddon | Wanlinks | VoIP/RTP | VoIP/RTP Endps | Filedo |

Rpt Timer: [fast 0 51 _[]Go) Test Manager [ [5]

Generic Endpoints for Selected Test Manager:

Name EID Status | Rpt# ‘ Command
netserver-start .0. ed (1 |netserver Starting netse
netserver-stop .0. ed |0 |pkill netserver
sta00000-rrul 2 ed |0 Jrf_exec.bash eth?2 flant -x -H 5ta00000 rrul --swap-up-down
5ta00000-rtt-fairvar e 2 .fvurf_exec.bash eth? flent -x -H sta00000 -H s5ta00500 rtt_fair var --swap-up-down Start
5ta00000-tcp-down .2.87 |Stopped |0 Arf_exec.bash eth2 flent x -H sta00000 tcp_download —swap-up-down
sta00500-tcp-down [1.1.2.89 |Stopped |0 .ivrf_exec.bash eth2 flent - -H sta00500 tcp_download --swap-up-down

[4] i

[»]

Logged in to: localhost:4002 as: Admin

9. Use the Flent GUI to view Flent test results.



[lanforge@ct523c-0b29 ~]$ flent-gui rtt fair var-2020-04-15T130555.781338.flent.gz

Flent GUI v1.9. it-d06e0b6 QEORD

File View Settings Data Help
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—— Download - 5ta00000 ping (Ping plot)
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g bar_combine (Bar plot of averages of several dat:
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Timet) tcp_cwnd (TCP window statistics)
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tcp_rtt_cdf (TCP RTT statistics) -
A € > $ Q=2 : :
Select plot | Plot settings
Open files @8
Act = Filename Title
1|

Open files | Metadata Log entries

10. Use the Flent GUI to compare Flent test results.
[lanforge@ct523c-0b29 ~]$ flent-gui tcp download-2020-04-15T112442.452934.flent.gz t¢=

Flent GUI v1.9.9-

File View Settings Data Help

..24:42 X 39:10 X Select plot =]
totals (Bandwidth and ping plot)
. ping (Ping plot)
TCP download stream w/ping ping_smooth (Ping plot (inc smoothed averag
Box plot of totals ping_cdf (Ping CDF plot)

bo)

Download Ping (ms) e

* + —— 2020-04-15T11:24:42 452034 tcp_rtt (TCP RTT statistics)

3500 140 — 2020-04-15T11:39:10.591355 tcp_rtt_cdf (TCP RTT statistics)
tcp_rtt_box_combine (TCP RTT statistics - box
tep_rtt_bar_combine (TCP RTT statistics - bar
tcp_pacing (TCP pacing rate statistics)

3000 120 download (Download bandwidth plot)
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Localjremate: ct523¢-0b29/5ta00000 - Time: 2020-04-15T11:24:42 452934 - Length/step: 605/0.205

A€ > Q=W

| Select plot | Plot settings

11. Flent batch files can be setup to run consecutive and repeated tests.
[lanforge@ct523c-0b29 ~]$ cat flent-batch.txt

[Batch::tcp-down]

test _name = tcp download

hosts = sta00000

title = stab0000-tcp-down rep:${repetition}
filename_extra = sta@0000-tcp-down-${repetition}
repetitions = 5

[Batch::tcp-up]

test_name = tcp_upload

hosts = sta00000

title = sta®0000-tcp-up rep:${repetition}
filename extra = sta@0000-tcp-up-${repetition}
repetitions = 5

[Batch::rrul]

test name = rrul

hosts = sta00000

title = sta®0000-rrul rep:${repetition}
filename_extra = sta00000-rrul-${repetition}
repetitions = 5\

] »



Create/Modify Generic Endpoint ») (2 (x

Name:
Shelf: |1 | | Resource: Fort: 2 (eth2) : Endp ID: 95
Command Builders ‘ganeric |v|

|staOOOOO-batch ‘ Rpt Timer: |fast (1s) = Test Manager: ‘default)m ‘v

command; |frf_exec.bash eth2 flent % H sta00000 b tep-down b tepup b rrul B flent-batch.txt —swap-up-down

Command Output

‘ Sync ‘ ‘ Apply | | oK ‘ ‘ LCancel
12. Flent batch results for rrul.
The rrul test is the Realtime Response Under Load test which attempts to completely use up the link with four
upstream TCP connections and four downstream TCP connections each with a different IP ToS setting plus
ping and UDP to measure latency all running simultaneously for the purpose of exposing bufferbloat in the
network under test.
Flent GUI v1.9.9-¢ w) (a) (x,
File View Settings Data Help

rrul - Sta00000-rrul rep:01 3¢ |

Realtime Response Under Load upload (Upload bandwidth plot)
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tcp_pacing (TCP pacing rate statistics)
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13. Flent batch results for five rrul repetitions.


https://flent.org/tests.html#the-realtime-response-under-load-rrul-test
https://www.bufferbloat.net/projects/bloat/wiki/Introduction/
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Using own_ie_override for Custom RSN
Information Elements of Beacon Frames

Goal: Manually override certain RSN-related information elements of Beacon frames sent by
a LANforge system in AP Mode for testing WPA2 authentication.

In this test scenario a LANforge system acts as a WiFi access point configured to use WPA2 authentication.
Beacon frames sent by this AP contain information elements about RSN encryption. The own_ie_override
field in hostapd. conf provides a built-in way to override certain parts of these IEs for testing purposes, and
may be configured through LANforge Custom WiFi parameters. Listed below are several example test cases
provided in the hostap repository.

1. Initial Setup for WPA2-Authentication Testing.

A. Set up a virtual AP for testing.
In this test, it is named vap0000 on parent device wiphy0.
For more information see Create VAP in Bridge Mode

B. On a separate radio, create a station to authenticate with vap0000 :
In the Port Manager tab, select wiphyl and click Create; select WiFi STA, then click Apply.
In this test, the station is named wlanl on parent device wiphyl.
For more information see Generating Traffic for WLAN Testing

C. Configure vap0000 and wlanl to use WPA2-PSK encrypted authentication.
For more information see WPA2 Authentication Test Scenario

D. Configure vap0000 and wlanl with SSID test-wpa2-psk and Keyphrase qwertyuiop.

E. Create a Monitor Port on its own radio to sniff wireless packets.
In this test, the monitor port is named moni3a.
For more information see Using Wireshark to Sniff WiFi Monitors

2. Control (No Change):

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
Ensure that no own_ie_override parameteris set in User-Specified supplicant/hostapd
configuration text.
Click Apply then OK.

B. Set the VAP down and back up to allow changes to take effect:
In the Port Manager tab, select vap0000 .
Admin all selected interfaces DOWN (CTRL-PLUS).
Admin all selected interfaces UP (CTRL-MINUS).

C. Sniff packets to observe the authentication behavior:
On the observation system in the Port Manager tab, select only moni3a:
Click Sniff Packets.


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
http://www.candelatech.com/cookbook.php?vol=wifire&book=Emulating+Degraded+Stations
http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets

D. Reset the station to force re-authentication:
In the Port Manager tab, select only wlanl.
Click Reset Port.

E. Observe the results, which should be similar fo the following:
- Packets are not malformed.
- The station wlanl succeeds in authenticating with vap0000 .
- No RSN Information Element is found in Beacon frames sent by vap0000 .

F. Example results:

» IEEE 802.11 Beacon frame, Flags:
~ IEEE 892.11 Wireless Hanagemeﬂl
» Fixed parameters (12
~ Tagged paraneters e hyus)
» Tag: SSID parameter set: juicer-wi
» hg Suppobeed Races-6(8)) 3. jz(a) (18, 24(8), 3, 48, 54, [Mbit/sec)
: DS Parameter set: Current Chan
Tratfic Tndicetion Map. (1IN BTN 1 of 0 bitaa
ation: Country code Us, Environnent Ary

Group Cipher Suite: 00:0f:ac (Iese 802.11) AES (CCH)
Pairuise Cipher Suite Counf
Fairuise Cipher Suite (3t dot0r ac  (Tese 802.11) AES (con)
ey Management (AKM) Suite Cou
+ Aith Koy Hanagesent (AKK) List 00 o iac. (Tece 802.11) WPA 00:0f:ac (Teee 802.11) WPA (SHAZS6)
» RSN Capabilitie

, hg Supported opmmg C\asses

: pabilities (802.11n D1.10)
ar Inrnrmuun (802 m D1
0000 3a 00 2f 40 10 20 zsoaw;szossw;u 7
20 08 60 00 00 00 00 0

91853238

3. The RSN element used normally by hostapd:

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30140100000fac040100000fac040100000fac020c0.
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar to the following:
- The station wlanl fails to authenticate with vap0000 .
- RSN Information Element is present in Beacon frames sent by vap0000 .

D. Example resulfs:

» Tag: Traffic Indication Map (TIM): DTIM © of © bitmap
) Tag: Country Information: Country Code US, Environment Any

Group Cipher Suite: 00:0f:ac (Leee 802.11) AES (CCH)

Pairuise Cipher Suite Count

Pairutse Ciper Suite List dotorac (Tece 802.11) AES (CCH)
ey Management (AKM) Suite Count

Aith Key Nanagement. (AKH) List 06:0f:ac (Teee 802.11) PSK

- RN Capabilities: Gx006c

= RSN Pre-Auth capabilities: Transmitter does not support pre-authentication
RSN No pairuise capabilities: Transmitter can support WEP default key o staultaneously with Pairuise key
RSN PTKSA Replay Counter capabilities: 16 replay counters per PTKSA/GTKSA/STAKeySA (6x3)
RSN CTHGA Reptay Counter Capabiiiticot 1 repay counter per PTKSA/GTKOA/STAKEYSA. (0V6)
Erane Protection Required: False

4. No RSN Capabilities field:

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30120100000fac040100000fac040100000fac02 .
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.
C. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 .
- Beacon frames sent by vap0000 are recognizably malformed.

5. Reserved RSN Capabilities bits set:
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A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30140100000fac040100000fac040100000fac023cff.
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- RSN Information Element is present in Beacon frames sent by vap0000 .
- Beacon frames sent by vap0000 are not malformed.

D. Example results:

» Tag: DS Parameter set: Current Channel:
 Tob] Counery Tnformationt Country.Code Us, Environment Any
~ Tag: RSN Infornation
Tag Number: RSN Infornation (45)
Tag lengtn:
RSN Versi
+ Group Cipher Suite: o,
Pairwise Cipher Suit
» Pairuise Ciper Suite List 60:0f:ac (Teee 802.11) AES (COH)
Key Management (AKM) Suite Count: 1
, A Key Managerent () List 00:0F:ac (Lece 802.11) PSK

:ac (Teee 802.11) AES (CCM)

S Pre AUTh capabilitiss: TraNsmiCter does not Support pre-autnencication
SN Mo Pairwise capsbilities: Transnittor can support VEP default key © simltansously with Pairuise key

SN PTKSA Replay Counter capabilities: 16 replay counters per PTKSA/GTKSA/STAKeySA (8x3)

SN GTKSA Replay Counter capabilities: 18 replay counters par PTKSA/GTRSA/STAKeySA (0x3)

ianagement Erame Protection Require

ianagenent Frame Protection Capable: False

oint Multi-band RSUA: True

eerkey Enabled:

tendad Koy 10 for Tndividually Addressed Franes: Supported

» Tag: Supported Operating Classes

» Tagi HT Capabslities (802.11n D1.0)

» Tag: HT Information (802.1in Di.10)

» Tag: Extended Capabilitiss (8 octets)

» Tag: VHT Capabilities

» Tag: VHT Operation

» Tag: VHT Tx Power Envelope

» Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element g

0000 00 00 3a 00 2f 49 10 a0 20 0B 00 a0 20 08 00 a0
0010 20 68 69 00 00 69 00 00 19 38 17 66 00 60 00 00

0020 00 6c 3c 14 40 61 ec 00 60 0O 00 00 f1 e9 02 Ba
9 e2 60 €9 01 ec 62 50 00 00 6 4c 79
6e a8 24 a1 04 10 21 7b 37 c2 04 0 21 7 37 c2
9 G 6 08 00 69 00 00 70 69 11 60 09 Ob
6a 75 69 63 65 72 24 77 69 66 69 01 08 & 12 98
24 b0 48 60 6c 03 01 24 07 Oc 55 53 20 24 08 17
64 Oc 17 95 05 1e 30 14 01 00 69 OF ac 64 01 00
00 Of ac 04 61 00 00 6f ac 02 EEE 30 02 80 00
2d 1a 62 00 1b ff £f ff 00 00 60 00 00 60 09 0O
00 01 00 00 00 60 00 60 00 00 60 60 3d 16 24 05
00 00 00 00 60 69 00 60 09 00 60 69 00 00 09 60
00 00 00 00 7f 08 04 60 00 02 00 00 00 40 bf 6
b2 01 60 30 ea ff 00 60 ea ff 60 00 cO 65 01 2a
08 fc ff c3 64 62 20 2¢ 2e dd 18 6 50 £2 02 61
01 01 00 03 a4 60 00 27 a4 00 00 42 43 Se 00 62
32 2f 68

6. Truncated RSN Capabilities field:

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30130100000fac040100000fac040100000fac023c.
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar to the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- RSN Information Element is not present in Beacon frames sent by vap0000 .
- Beacon frames sent by vap0000 are not malformed.

D. Example results:
Erane 36: 259 bytes on wire (2072 bits), 259 bytes captured (2072 Bits) o dnterface mons3a, 14 0
gth

mation
TEEE 802.11 Beacon frame, Flags: ........
IEEE 80211 Wireless Management
» Fixed parameters (12 bytes)
© Tagged paraneters (165 bytes)
q: parancier set: Juicer it
Tag Suppoteed Rates o(8). b, 12(8). 10, 24(8), %, 48, 54, Pwit/sec]
Tag: D5 parameter set: Curront chamel
T2t Prattic Tadication ap. (TS DTIM T of 0 biteap
Tag: Country Information: Country Code US, Environment Any
Tag: Supported Operating Classes
Tag: HT Capabilities (862.11n D1.10)
Tag: HT Information (862.11n b1.10)
Tag: Extended Capabilities (8 octets)
Tag: VHT Capabilities

B
E

: Lope
Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

malw HRBONNND 0
00 00 0 00 00 00
300 50 5 o o7 oa <0
00
37 c2 04 10 21 7b 37 c2 7o
0 00 00 1 7
Juicer-w 1fi
SHL S
Us $--d
—n

INR885888%88
R2PEBRBB8e

7. Extra pairwise cipher svite (unsupported):

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30180100000fac040200ffffffff000fac040100000fac020c00.
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- RSN Information Element is present in Beacon frames sent by vap0000 .
- Beacon frames sent by vap0000 are not malformed.
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D. Example results:

Tag: Traffic Ingication Wap (TIW): DIIM 0 of © bitnap
ation: Country Code US, Environment Any

g Wumber: RSN Inforsation (48)
Tag length: 2
RSN Version: 1

» Group Cipher Suite:

i

a
tredse Cipner Shite com

Key Hanagenent. (AKH) List os:or: ac (Ieee 802.11) PSK

} RN capabiiities

Tag Supported Gperating Classes

pabilities (802, 11n 01.10)

Tag: tr [nfurmztmn (802.11n D1.10)

69 00 3a 69

Il BB WNBBMN /0
20 68 00 60 0 00 00 00 c2 dD 97 £3 00 6O 00 0O
o 3¢ 14 0 61 od 0000w <0
6c 00 00 00 e1 00 €9 01 ed 02 80 0 00 60 ff
7% 37 77 7 o4 10 21 7 57 2 aa 70 53 10 o7 c2
8 2c 30 60 cd 05 0 00 00 00 f0 60 1160 00 Bb -, ;
6a 7569 63 65 72 2d 77 69 66 69 61 08 8 12 98 ]
24 b 48 6 6c 03 01 24 5 04 60 62 80 60 07 Oc  §-
55 53 20 24 08 17 64 6c_17 95 65 1e 30 18 01 60 US
0090 00 Of ac 04 62 00 [EAEMNEME 00 Of ac 04 61 00
9 O ac 62 Gc 69 3b 62 80 00 2d 1a Ge 60 1b FT
£f £ 00 00 00 00 60 60 00 00 00 01 00 00 60 00
9 00 60 69 00 60 3d 16 24 05 60 0 00 60 00 0O
89 00 00 60 00 00 00 00 00 G0 60 00 00 60 7f 08
64 00 60 G2 00 69 00 40 bT G b2 61 00 30 ea fT
80 00 ea ff 00 00 cO 05 ©1 2a 00 fc ff c3 04 02
2e 2e 2e dd 18 60 50 T2 62 01 61 61 00 63 a4 00
0 27 a4 60 00 42 43 5e 09 62 32 2 00

Extra AKM suite (unsupported):

A. Configure Custom WiFiin vap0000 :

Select vap0000 and click Modify.

Navigate to the Custom WiFi tab.

In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30180100000fac040100000fac040200ffffffff000fac020c00.
Click Apply then OK.

Reset ports and sniff packets:
Repeat steps B through D of Step 2.

. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- RSN Information Element is present in Beacon frames sent by vap0000 .
- The RSN IE in a Beacon frame sent by vap0000 contains two Pairwise Cipher Suite fields rather
than one.
- Beacon frames sent by vap0000 are not malformed.

D. Example results:

- Tags R Inforastion ]
Tag N

SN Inforastion (48)

 Group Cipwer Suite: 00: Ofiac (Teee 802.11) AES (coH)
Pairuise Cipher Suite Cou
» Pairwise Cipher Suite (90t atorac (tece 802.11) AEs (com)

Ke)
~ auth Key Hanagen

A.

Auth Key Managenent (AKW) Suite Count: 2

¢
Managenent (AKK) ty
't (AKM) Suite c (Ieee 892.11) PSK
‘uth ey Nanagement (AKH) OUT: 00:67 ac (Tece 862.11)
Auth Key Management (AKM) type: PSK (2)

RSN Capabilities: Ox0bgc
ag: Supported Operating Classes

0 B Copsniiities (302 13n b1.10)
: T Information (802.i1n
g: Extended Capabil

01.16)
1eies (8 octels)
HT Capabilities

peration g
60 3a 00 2f 40 10 a0 20 08 00 a0 20 08 00 a0
98 00 00 00 00 00 00 72 39 ae 18 00 00 00 60
6C 3c 14 49 01 ee 0 00 00 60 00 a5 db 0d 6a
99 00 00 €2 00 eb 01 ee 62 80 00 00 60 ff T
Ff £f £f 04 0 21 7 37 c2 04 f0 21 Tb 37 c2
1b 18 42 54 62 60 60 00 60 70 09 11 66 00 6b
7569 63 65 72 24 77 69 66 69 01 08 ¢ 12 98
b0 48 60 6c 03 61 24 05 04 01 62 00 60 07 6C
53 20 24 68 17 64 6c 17 95 05 1e 30 18 01 60
Of ac 04 61 00 60 Of ac 04 02 00 AN
GSMEAEEI 6c 00 3 62 80 60 2d 1a 6e 00 1b fT
777 00 00 00 00 00 00 00 00 00 01 00 00 00 60
06 00 6 00 60 00 3d 16 24 65 00 00 60 0O 60 00
90 00 6 00 60 00 60 00 00 69 00 60 60 00 7 08
0400 60 02 60 00 00 49 bf Oc b2 01 60 30 ea ff
96 00 ea ff 60 00 cO 65 01 2a 00 fc ff c3 64 02
2e 2 2e dd 18 00 50 f2 02 01 01 01 00 63 a4 60
06 27 a4 00 60 42 43 5e 00 62 32 2f 60

PMKIDCount field included:

Configure Custom WiFi in vap0000 :

Select vap0000 and click Modify.

Navigate to the Custom WiFi tab.

In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30160100000fac040100000fac040100000fac020c000000 .
Click Apply then OK.

Reset ports and sniff packets:
Repeat steps B through D of Step 2.

. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- RSN Information Element is present in Beacon frames sent by vap0000 .
- The RSN [E in a Beacon frame sent by vap0000 contains a PMKIDCount field.
- Beacon frames sent by vap0000 are not malformed.
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D. Example results:

» Tag: Traffic Indication Map (TIM): DTIM @ of © bitmap =
» Tag: Country Tnformation: Country Code US, Environment Any

» Group Cipher Suite: 00:0f:ac (Iese 802.11) AES (CON)

ruise Cipher Suite Count

» Pairwise Cipher Suite List 06 tinan (Teee 802.11) AgS (con)

 Auth Ko
» ESH Captbilitiss: oo
iKID

uth Key Management (AKM) Suite Count
ey Management (AKM) List 00:0f:ac ([eee 802.11) PSK
oc

ST

st
Tag: Supported Operating Classes

00 00

o
R
%

00 Oc 3c 14 40 01 ed 00
0c 00 00 60 e1 00 ¢9 01 ed 02 80 60 09 00
£f £ FF £f 0470 21 7h 37 c2 04 10 21 b
50 18 3b 60 95 01 00 00 00 00 fO 66 11 60
6a 75 69 63 65 72 2d 77 69 66 69 01 68 8c
24 b0 48 60 6 03 01 24 05 04 00 62 0 60
5553 20 24 08 17 64 Oc 17 95 05 1e 30 16
00 Of ac 64 61 00 00 Of ac 04 01 00 00 Of
Oc 0 [ 3 02 80 00 2d da 6o 60 b 17
00 00 00 60 60 00 0 01 00 00 00 60
00 00 00 60 30 16 24 65 00 0O 00 60 0 60
00 00 00 60 09 00 00 00 09 00 00 68 77 08
00 02 00 60 60 40 bf Gc b2 01 00 30 ea ff
ea ff 00 60 O 05 01 2a 00 fc ff c3 04 062
2e dd 18 60 50 2 02 01 01 01 00 03 ad 00
a4 00 00 42 43 5e 00 62 32 27 60

© HT Capabilities (802.11n D1.10)
i HT Information (802.11n D1.10)
| Extended Capabiiitace (5 oiters)

g: VT Operation

Tx Power Envelope
Vender Specific: Microsoft Corp.: WHM/WME: Parameter Element o
3200 27 40 1020 2008 0020 20 08 00 @0 i /0

a3 24 bc 2e 60 60 00 00 s

0wtk saoroa <0 <z

10. Truncated PMKIDCount field:

» Fixed

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=30150100000fac040100000fac040100000fac020c0000 .
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.
C. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- The RSN IE in a Beacon frame sent by vap0000 is present, but incomplete.
- Beacon frames sent by vap0000 are recognizably malformed.

D. Example results:

paraneters (12 bytes) ]

- Tagged paraneters (100 bytes)

“m

a

- [Expert Info (Error/Malforned): Falforned Packet (Exception occurred)]
)

aramster sat: Juscer ity

g: Suppnrled Rates 6(8), 8, 12(8), 18, 24(8), 3, 4, 54, [Wbit/sec]

g: DS Parameter set: Current Channel

Tag: Trarfic Tndication Map (TTH): DI o 0 pitna
Teg: Country Infornation: Country Cade Us, Enviramment Any

: RSN Information
%lag Number: BSH Information (48)
Tag length:

RSN Version

Group Cipher Suite: 0:0r:ac (Teee 802.11) AES (CCH)
Pairuise Cipher Suite Count:

Pairuise Cipter Suite List 00:0r:ac (lece 862.11) AES (CON)
Auth'Key Managenent (At Suite Count

uth Koy Managenent (ACY) L R
RSN Capabilities: Ox

:ac (Ieee 802.11) PSK

[Malformed Packet (Exception occurred)]
[Severity level: Error]
[Group: Malformed] =
00 00 3a 00 2r 40 10 a0 20 68 00 a0 20 08 60 a0 7
2096 00 90 60 00 90 00 6 83 84 c0 60 20 80 B
00 Oc 3c 14 40 01 ee 09 00 00 00 09 a3 3b 1b 02 <0 ;
69 00 00 €3 00 eb 01 ee 02 80 00 69 00 ff
£ FF £f £f 04 0 21 7b 37 c2 04 f0 21 7b 37 c2 7o
50 13 3b cO b7 00 60 99 00 60 0 09 11 00 69 Ob P-;
6a 75 69 63 65 72 2d 77 69 66 69 01 08 8c 12 98 Juicer-w ifi
24 D0 48 60 6¢ 03 01 24 05 04 01 62 60 00 07 6c  H 1.
20 24 68 17 64 O 17 95 05 1e 39 15 01 00 US §. 0 o
ac 04 01 00 00 Of ac 64 01 90 00 O ac 062
66 3b 02 80 09 20 1a 6e 00 1b Ff Ff £f 00 joesm
00 00 00 00 00 00 01 00 00 90 00 00 60 00
66 30 16 24 65 00 00 60 00 00 00 00 60 0
00 00 00 00 60 09 00 00 00 7f 08 04 60 00
00 00 40 bf 6c b2 01 60 39 ea ff 00 60 ea o o
66O 05 01 2a 09 fc ff c3 04 02 2 2e 2e .
0050 £2 02 01 01 01 60 03 a4 00 00 27 a4 P i
42 43 5e 00 62 32 27 60 BCA b2 /

11. Unexpected Group Management Cipher Suite with PMF disabled:

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=301a0100000fac040100000fac040100000fac020c000000000fac06 .
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- The RSN IE in a Beacon frame sent by vap0000 contains a Group Management Cipher field.
- Beacon frames sent by vap0000 are not malformed.
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D. Example results:

Tags Supported Rates 6(8), 8, 12(8), 18, 24(8), 3, 43, 54, [Mbit/sec)
Tag: DS Paraneter set: Current Channel:
Traffic Ingication Map (TIN): DTIM © of © bitmap
Tag Country Tnfornation: Country Code US, Environment Any
g: RSN Infor
i Nunber : RSN “Tnfornation (48)
Tag lengtn
RSN Ver.
» Group Gipher Suite:
Pairuise Cipher Suite Count:
» Pairuse Ciprer Suite List b0t
ey Managenent (A Suite Cou
s A h Key Management (AKM) List 00:
» RN Capabiiches: ox600c

c (Toce 802.11) AES (COH)
Tece 802.11) AES (CCM)

1ac (Tece 802.11) PSK

0 g
T T T e TRy
Group Vansgenent. Coner Suite type: 51 (1289 (&)

ag: Supported Operating Clas

: HT Capabilities (892 llr\ Dl 19]
HT Tnfornation. (50 i0)

zesswaozs 080020 /0
waic 00 00 06

g%%w
838

85

28
33
8ER

88RI8R8BRE3
22r2383835 8

8588888482
sg88838l

&

8828¢%
858

8

8

838883838
2P28888ER
8233888
YR8R8382888

12. Extra octet after defined fields (future extensibility):

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
own_ie_override=301b0100000fac040100000fac040100000fac020c000000000fac0600 .
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 with CTRL-MSG: NETWORK NOT FOUND.
- The RSN IE in a Beacon frame sent by vap0000 contains a Group Management Cipher field.
- Beacon frames sent by vap0000 are not malformed.

D. Example results:

RSN 1
Tag Number : RSN Information (48)
Tag length: 27

rsion
+ Group Cisner Suite: oo: otiac (Tese 802.11) AES (COH)
Pairuise Cipher Suite Cou
» Pairuise Ciprer Suite L g
2y Wahagenont (A Suste. Coun
» Key Management (AKM) List 00:0f:ac (Ieee 802.11) PSK
RSN Capibiiicdes: oxo00e
PMKID Count: ©
ist
- Group Wanagesent Cipher Suste: 00:0f:ac (lese 802.11) 8P (128)
Group Managenent Cipher Suite QUL G0iafiac (Isgs 802.11)
Group Managenent Cipher Suite type: BIP (126) (6)
ag: Supported Operating
HT Capabilities (892.11n D1.10)
HT Information (892.11n D1.10)
Extended Capabilities (8 octets)
VHT Capabilities
peration
VHT Tx Power_Envelope

o (Tece 862.11) AES (CON)
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Corrupting EAPOL-Key 3/4 Handshake

Message RSNE WPA-Key Information
Elements

Goal: Manually override RSN-related information elements of 3 of 4-way EAPOL
authentication handshake messages sent by a LANforge system in AP Mode for testing
purposes.

In this test scenario a LANforge system acts as a WiFi access point configured to use WPA2 authentication. The

rsne_override_eapol field in LANforge Custom WiFi Parameters provides means to corrupt or customize

certain information elements (IEs) in the third of four messages comprising EAPOL authentication "handshake".

These IEs contain information about RSN encryption, including Pre-Shared Key (PSK) information required by

802.11 protocol for authentication success. Thus, such IEs may be overriden for the purpose of testing behavior

under faulty authentication. Listed below is an example test case, of which documentation may be found in
the hostap repository.

1.

Initial Setup for WPA2-Authentication Testing.

A. Set up a virtual AP for testing.
In this test, it is named vap0000 on parent device wiphy0.
For more information see Create VAP in Bridge Mode

B. On aseparate radio, create a station to authenticate with vap0000 :
In the Port Manager tab, select wiphyl and click Create; select WiFi STA, then click Apply.
In this test, the station is named wlanl on parent device wiphyl.
For more information see Generating Traffic for WLAN Testing

C. Configure vap0000 and wlanl to use WPA2-PSK encrypted authentication.

For more information see WPA2-Authentication Test Scenario
D. Configure vap0000 and wlanl with SSID test-wpa2-psk and Keyphrase qwertyuiop.
E. Create a Monitor Port on its own radio to sniff wireless packets.

In this test, the monitor port is named moni3a.

For more information see Using Wireshark to Sniff WiFi Monitors

2. Control (No Change):

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate fo the Custom WiFi tab.
Ensure that no rsne_override_eapol parameter is set in User-Specified supplicant/hostapd
configuration text.
Click Apply then OK.

B. Set the VAP down and back up to allow changes to take effect:
In the Port Manager tab, select vap0000 .
Admin all selected interfaces DOWN (CTRL-PLUS).
Admin all selected interfaces UP (CTRL-MINUS).

C. Sniff packets to observe the authenfication behavior:
On the observation system in the Port Manager tab, select only moni3a:
Click Sniff Packets.
D. Reset the station to force re-authentication:
In the Port Manager tab, select only wlanl.
Click Reset Port.

m

. Observe the results, which should be similar to the following:
- Packets are not malformed.
- The station wlanl succeeds in authenticating with vap0000 .
- RSN Information Element is found in EAPOL-Key Message 3 of 4 senfby vap0000 with WPA-
Key-Data field.
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http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets

F. Example results:

No. Time Source Destinatit Protocol Lengtt Info
743811280 Competh 7b:37:c2 Broadcast 285 Beacon frame SN=946, FN=0, Flag:
74. 4

¥l )

68 Acknuwledgement Flag:
191 Key (Message 4 of 4)
. 802,11 68 Acknowledgement, Flags=.
an> 11 ot Antinn  SH=n  Ci=n  Elame—

3:
744886310 Compex
.746592238 CompexPt_94:e5:c3 CompexPt_7b
. 746655634 CompexPt_94
7700485R7 _ FomnaxDE 04 aS:r?  fomnevDi The37.m
Radiotap Header v0, Length 58

802.11 radio information

IEEE 802.11 QoS Data, Flags: ......F.

Logical-Link Control

802.1X Authentication

Version: 802.1X-2004 (2)

Type: Key (3)

Length: 159

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 3]

Key Information: 8x13ca

Key Length: 16

Replay Counter: 2

WPA Key Nonce: @73cbfy 1023270736820078T1T9213..
Key TV
WPA Key RSC: 000600BEE6EEEA6E

WPA Key ID: 6@800006000060000

WPA Key MIC: 4D375984’3Bf!hﬂ53haidba82¢a3caﬂf1
WPA Key Data Length:

2R Q)
2
3
3

»
»
»
»

00 a0 20 08
51 b0 60 00
00 80 33 al
88 B2 3c 00
04 0 21 7b
88 Be 02 03

al
8 dd Oc 5

3. RSNE Mismatch in EAPOL-Key Message 3/4:

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
rsne_override_eapo1=30140100000fac040100000fac040100000fac020c80.
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar fo the following:
- The station wlanl fails to authenticate with vap0000 .
- The WPA-Key-Data field EAPOL-Key Message 3 of 4 sent by vap0000 is changed.
- The frame following EAPOL-Key Message 3 of 4 sent by vap0000 has type DEAUTH.

D. Example results:

No. Time Source Destinati Protocol Lengtt Info
1342.4271368.. CompexPt_04:e5:c3  CompexPt_T 231 Koy (Wessaga 2 of 1)
4272044, CompexP 68 Acknowledgement, Flag

2:

I
CompexPt_7|

436008 68 Acknowledgement,
L 2075. 1342.4417432.. CompexPt_94:e5:¢3  CompexPt_7b:37: 802.11 84 Deauthentication, SN=;
2075.. 1342.4417720.. CompexPt_94:e5:c3 .. 862.11 68 Acknowledgement, Flags=.

2076.. 1342.5040532.. CompexPt_7b:37:c2 CompexPt_54:86:8a 802.11 279 Probe Response, SN=326, F

BSS Id: CompexPt_7b:37:c2 (04:70:21:7b:37:c2)
STA address: CompexPt_94:e5:c3 (94:70:21:
vees ve.. .... 0000 = Fragment number: ©
0660 6600 1061 .... = Sequence number: 9

» Qos Control: Bx8086

» Logical-Link Control

~ 802.1X Authentication

Version: 802.1X-2004 (2)

Type: Key (3)

Length: 151

Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 3

Key Information: @x13ca

Key Length: 16

Replay Counter:

WPA Key Nonce: sgcnzuzfrﬂa 16ar7c1

WPA Key RSC: 0000600000000000
WPA Key ID: 6000006090080000
WPA Key MIC: 86h7cc891558cdbe6995chfa103dcTad
WPA Key Data Length: 56
A a

0000 GO B0 3a 00 2f 40 10 a0 20 08 00 a@ 20 68 00 ad
0010 20 08 0O 00 00 0O GO0 B de d4 11 4c 00 00 00 0O
0020 @0 Bc 3c 14 40 61 e9 B8 0G0 00 00 08 c9 d7 b4 B9
6030 Oc 00 B0 GO e8 00 e6 B1 e3 ©2 88 02 3c 00 04 TO
0040 21 94 e5c3 @4 @ 21 7b 37 c2 04 @ 21 Th 37 c2
0050 90 00 06 00 aa aa 03 00 00 00 88 Be 02 03 00 97

eafre
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Corrupting EAPOL-Key 3/4 Handshake

Message RSNXE WPA-Key Information
Elements

Goal: Manually override RSN-Extension-Element (RSNXE) of 3 of 4-way EAPOL authentication
handshake messages sent by a LANforge system in AP Mode for testing purposes.

The rsnxe_override_eapol field in LANforge Custom WiFi Parameters provides capability to corrupt specific
information elements of EAPOL-Key Message 3 of 4 of WPA3 authentication sequence using SAE with
encrypted management frames (802.11w). The Robust Security Network Extension Element (RSNXE), used to
communicate and confirm certain aspects of security negotiation such as "SAE-hash-to-element”, must be
consistent between Beacon frames and EAPOL-Key messages; this method corrupts this RSNXE IE, provoking
authentication failure with a distinctive response message: WPA: RSNXE mismatch between
Beacon/ProbeResp and EAPOL-Key msg 3/4.

1. Initial Setup for WPA3-Authentication Testing with Simultaneous Authentication of Equals (SAE).
The setup requires AP and station NIC drivers capable of enabling SAE encryption (this example uses
MediaTEK radios with ath10k(988x) driver), enabling encrypted management frames (802.11w), enabling
WPA3 and disabling WPA2-PSK authentication in both station and AP.

A. Set up a virtual AP for testing.
In this test, it is named vap0000 on parent device wiphy0.
For more information see Create VAP in Bridge Mode

B. On aseparate radio, create a station to authenticate with vap0000 :
In the Port Manager tab, select wiphyl and click Create; select WiFi STA, then click Apply.
In this test, the station is named wlanl on parent device wiphyl.
For more information see Generating Traffic for WLAN Testing

C. Configure vap0000 and wlanl to use WPA3-SAE encrypted authentication.
Ensure that 802.11w is enabled, since it is required for WPA3.
For more information see Setting up WPA3

D. Configure vap0000 and wlanl with SSID test-wpa2-psk and Keyphrase qwertyuiop.

E. Create a Monitor Port on its own radio to sniff wireless packets.
In this test, the monitor port is named moni3a.
For more information see Using Wireshark to Sniff WiFi Monitors

2. Control (No Change):

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
Ensure that no sae_commit_override parameter is set in User-Specified supplicant/hostapd
configuration text.
Click Apply then OK.

B. Set the VAP down and back up to allow changes to take effect:
In the Port Manager tab, select vap0000 .
Admin all selected interfaces DOWN (CTRL-PLUS).
Admin all selected interfaces UP (CTRL-MINUS).

C. Sniff packets to observe the authentication behavior:
On the observation system in the Port Manager tab, select only moni3a:
Click Sniff Packets.
D. Observe the results, which should be similar to the following:
- The station wlanl succeeds in authenticating with vap0000 .
- LANforge WiFi Messages shows WPA: Key negotiation completed.


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
https://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+WPA3
http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets

E. Example results:

A. Behavior in LANforge Wifi Messages: Control Test

LANforge Manager Version(5.4.5) ~) (&) (x
Control Reporting Windows Info Tests
[ champeryiew | [ stopar | [ Restart Manager | [ mefresn | [ netr |
VOIP/RTP Endps | RF-Generator | Filed0 | Resource Mgr | DUT | Profies | Traffic-Profiles | Alerts rwammgs + | wifiMessages |
Status | PortMgr | ExtendedPortMgr | layer3 | (3Endps | layerd7 | [ wantinks |” vorRTP |
Clear Text =]
2022.04.07 16:03:07.222 L1 wian] (phy #0: scan started =

2022:04.07 16:03:09.975 L1: mian] (phy #0): scan aburced: 2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2452 5180 5200 5220 5240 5260 5280 5300 5320 5500 5520 5540
5560 5520 5600 5620 5640 5860 5650 5700 5720 5745 5765 5735 5805 5325 5845 5365,
20220407 16:03:12.564 L 1: IFNAME=nlanL <3»CTRLEVENT-SCAN-STARTED
1: wlant (phy #0}: scan starte
3> CTRLEVENT-DSCP-POLICY clear_all
lan1 <3> CTRLEVENTNETWORK-REMOVED 0
mlan] <3>CTRLEVENT-DSCP-POLICY clear_all

Wit oy Y0 s sboreed 1402 2417 2485 4T 432
40 5860 5650 5700 5720 5745 5765 5795 5805 5325 545 535,
1: IFNAME=nlanl <3 >CTRLEVENTNETWORK ADDED 0
11 IFNAME=nlan <3 =CTRLEVENTSCAN STARTED
L5 wland (phy #0): scan started

wlan 1 (phy #0): scan finished: 2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 5180 5200 5220 5240 5260 5280 5300 5320 5500 5520 5540
5660 56205700 5720 745 765 5795 5205 5925 5445 5368,
IFNAME=nlanL <3~SME: Trying to authenticats mith 0440:21:7b:37:c2 (SSID=
Lt wlanl: new station 04:0:2176:37:c2
Lt vap0000: new station 040:21:8 L:a5:c3
1: wland (phy #00: suth 04:/0:21:7b:37:02 - 08:0:21:98:65:3 seatus: 0: Sucesssful
NAME=alanl <3>SME: Trying to authsnticate with 0440:21:7h:37:e2 (SSID—

lanL <35 PHKSACACHE ADDED 08021711372
g o associste with 04:0:21:7b:37-¢2 (SSID—
i oy WO oD SABTLITR3T 43 . DT | SAL4S e seomat ; Suecesefl
wlan1 (phy #0): assoc 04:/0:21:7b:37:€2 -» 070:2194:¢5:C3 status: 0: Successful
phy #0: regulatory domain change: set to US by 3 country IE request on phy0
IFNAME=nlanL <3 >Associated with 04:/0:21:7h:37:c2
Jan1 3> CTRLEVENT-SUBNET-STATUS.UP DATE status=0
L <> CTRLEVENT-REGDOM -CHAN GE init=COUNTRY_IE typa=COUNTRY alpha2=US
1+ vap0000 (phy #1): etrl. port TX status (cookie 396): acked
IFNAME=nlanL <3>EAPOL-RX 04:0:21:70:37:c2 121

1: wlanl (phy #0): curl part TX status (cookie 1ca): acked
1: vap0000 (phy #1): ctrl. port TX status (cookie 357): acked
1: wlan (phy #0): ctrl_part TX status (cookie 1cb): acked

37 2442 2447 2452 2457 2442 5180 5200 5220 5240 5260 5280 5300 5320 5500 5520 5540

i
b
pi
1
i
o
20220407 16:03:18.213 L
20220407 16:03:18.267 1
2022.04.07 16:03:15 268 L
[2022.04.07 16:03:23.003 L
/5560 5580 5600 5620 5640
2022.04.07 16:03:22.471 L
[2022.04.07 16:03:23.472 L
2022.04.07 16:03:23.472 L
[2022.04.07 16:03:22.472 L
[2022.04.07 16:03:22.473 L
[2022.04.07 16:03:22.473 L
b
1
1
i
b
i
b
i
b
b
b
i
b
b
b
i

[2022.04.07 16:03:22.472
[2022.04.07 16:03:22.474
/2022.04.07 15:03:23.478
/2022.04.07 15:03:23.478
(2022.04.07 16:03:23.475
[2022.04.07 16:03:23.475
[2022.04.07 16:03:23.475
[2022.04.07 16:03:23.475
[2022.04.07 16:03:23.476
[2022.04.07 16:03:23.476
[2022.04.07 16:03:23.476
[2022.04.07 16:03:23.476

2022.04.07 16:03:23.477 L 1: IFNAME=nlanL <3>EAPOL-RX 04:0:21:7:37:c2 187
2022:04.07 15:03:23 47T L 1: IFNAME=nlanL <3 WP Key negotiation completed with 04:0:2L:7b:3T:c2 [FTK= CCMP G}
2022-0407 16:03:23.475 L 1: IFNAME=nlanL <3>CTRLEVENT-CONNECTED - Cannection to 04:10:21.71 =
2022:04.07 15:03:23.475 L 1: IFNAME=nlanL <3»WPA: Key negotiation completed with 04:0:21:7b:3T:c2 [PTK= CCMP G}

Logged into: localhost:4002 as: Admin 2 stations: 01 21 00

3. RSNXE Mismatch in EAPOL-Key Message 3/4:

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write:
rsnxe_override_eapo1=F40100.
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar to the following:
- Message 2/4 shows only encrypted in Wireshark due to having enabled 802.11w.
- The station wlanl fails to authenticate with vap0000 .
- LANforge Wifi-Messages recognizes WPA:RSNXE mismatch between Beacon/ProbeResp and
EAPOL-Key msg 3/4 and gives CTRL-EVENT-DISCONNECTED for reason 17: Information
element in 4-way handshake different from (Re-)associate request/Probe
response/Beacon.

Deauthentication management frame is sent by the station with Reason code: Information
element in 4-way Handshake different from (Re)Association Request/Probe
Response/Beacon frame (0x0011).

- Compare EAPOL-Key Message 3 of 4 and BEACON RSNXE information for mismatch.

D. Example results:

A. Behavior in LANforge Wifi Messages: RSNXE Override Test

LANforge Manager Version(5.4.5) &) (2 (e
Control Reporting Windows Info Tests

‘ Chamber View ‘ ‘ Stop Al ‘ ‘ Restart Manager ‘ ‘ Refresh ‘ ‘ HELP

VOIP/RTP Endps | RF-Generator | Filed0 | Resource Mgr | DUT | Profiles | TrafficProfiles | Alerts | Warnings | + | WifiMessages |
Status | PortMgr | ExtendedPortMgr | layer3 | (3Endps | leyerd7 | Armageddon | Wanlinks | VoP/RTP

B

[2022.04.04 16:09:24 846 11: IFNAME=nlan] <3>Trying to assaciate with 04:f0:21:7b:37:c2 (S3ID= =
[2022.04.04 16:09:24 546 1.1: wlan (phy #0): assoc 0402 1;7h:37:C2 > 04:70:21:34:65:c3 status: 0: Successful
2022.04.04 16:09:24885 1.1 lanl <3>Associated nith 040:21:7b:37:
2022.04.04 16:09:243847 1.1 Jan1 <35 CTRLEVENT-SUBNET-STATUS UPDATE status=0
20220404 16:09:243847 1.1 Jan1 =3 CTRLEVENT-REGDOM CHANGE ITRY_IE type=COUNTRY alphaz=Us
[2022:04-04 16:09:24 850 1.1: phy #0: regulatory domain change: setto US by a country IE request on phyo
20220404 16:09:24.851 1.1 IFNAME=nlan] <3»EAPOLRX 04f0:21.7b:37:c2 121
[2022.04-04 16:05:24.853 1.1: vap0000 (phy #1): crrl. port TX status (cookie 384): acked
20220404 16:0:24.854 1.1: nlan] (ghy #0): curl. porc T status (cockie 1c3): acked
022 D4 08 1605 24054 13- eara00p by 30k ot TH s fcouiie 1S ackad
2022 04-04 16:05:24.855 1.1; IFN <3>EAPOLAX 04:0:21:7b:37:c2 187
EORE 0404 160621355 111 IFNAMECmIand Sazeh RONAE mimerch beswecn BscanfrobeResp and EAPOLEy mag 314
2022.04.04 16:09:24856 1.1: vap0000 (phy #1) unprotected desuth 04:0:21:8 4:25:c3 > 04:40:21:7b:37:c2 reazan 17: Infarmation element in d-way handshake different from
(ReJsssaciate requestiPrabe respanse/Beacan
20220408 16:09:20.856 11: wlanl: del station 04:f0:217b:37:c2
2022.04.04 16:09:24 857 1.1: IFNAME—nlan] <3>CTRLEVENT-DISCONNECTED bssid—02:40:2 1:7h:37:c2 reasan=17 lacally_generated.
0220408 160824857 11 wand (phy #O) deaith 04102184053 > 0421 Tb3Tic rassan 17 Infarmasion alamirt in e i
requestiPrabe respanse/Be s
50104 16:0924 859 1.1 wian1 (phy #O1: disconecesd toes! requese) resson: 17: Information element n different fram q
rasponse/Beacon
2022.0408 16:09:24.360 1.1 IFNAM|
2022.04.08 16:09:24.2360 1.1 IFNAM|

Jan1 <3> CTRLEVENT-DSCF-POLICY clear_all

2022.04.08 16:09:24.2361 1.1 IFNAM|
[2022.0404 16:09:25 130 1.1: vap0000 (phy #1%: ctrl. port T status (cookie 386 no ack.

[2022.0404 16:09:27 131 11: vap0000 (phy #1% ctrl. port T status (cookie 387): no ack.

[2022.0404 16:09:25 133 11: vap0000 (phy #1% ctrl_port T status (cookie 338): no ack.

[2022.0404 16:09:25.175 1.1: IFNAME=nlan] <3>CTRLEVENT.SCAN-STARTED

[2022.0404 16:09:25.175 1.1 wlanl (phy #0): scan started

oz 0404 160331130 1.3 vap0000 (pby #1): momc Dtatus cookie 383 no ack

20220404 16:0931 173 11 vapo000: del staion 04t 21 36.05:c

0220408 160352358 11 wand (ohy 401 scan Fmhed. 2412 2617 2422 2427 N A A A s T S oM R e KN ST R Rt NN o T3
5560 5530 5600 5620 5640 5850 5630 5700 5720 5745 5765 5785 5305 5825 5345 5

20220404 16:08:32.943 1.1 IFNAMI 3 e autharttata mih LATEZL 78,37 <2 (5510

0220404 160832344 L1 wiand: nem sirior 0401217 T

20220404 16:08:32.944 L1 IFNA 0 B i ML AT

EEEE 0404 160535127 13 vaptn nowsnsdon DA 3T SHeE

Bo7a.01.04 160023 13 11 FRAMELonT <hAsvassets mith SR 21.7h 37:c2

Logged in to: localhost:4002 as: Admin 2 stations: 11 1T 02|
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B. Deauthentication: RSNXE Override Test

Type/Subtype: Deauthentication (6x000c)
~ Frame Gontrol Field: 0xc008

9 = Version: @

Type: Managenent frane (9)
subtype:

1100
~ Flags: 0x00
..680 = DS status: Not leaving DS or network is operating in AD-HOC mode (To DS: @ From DS: 8) (Gx8)
More Fragments: This is the last fragment

Retry: Frame is not being retransmitted

... = order flag: Not strictly ordered
000 GO0 G511 1108 = Durstion: 66 minroseconds

number: @

el ... 0
0001 0860 1060 .. number: 264

~ TEEE 802.11 Wireless Management
~ Fixed parameters (2 bytes)
T

80 00 44 00 2f 40 40 a0 20 08 00 a0 20 08 00 a0 D /03 -
20 68 00 a0 20 08 00 G0 b 3a 77 b 60 60 00 09 -

6920 90 Bc 3c 14 40 ©1 ee 00 00 0O 00 00 00 00 00 00 <@
6030 @b 3a 77 fb 00 00 00 00 00 00 01 01 ee 00 e3 L W - -

6040 3 @2 e4 03 cO 00 3c 00 04 fO 21 7b 37 c2 04 10 <z
0950 21 04 5 c3 04 0 21 7b 37 c2 80 10 FENE ! TaRE |

C. EAPOL-Key Message 3 of 4: RSNXE Override Test

Frame 263: 289 bytes on wire (2312 bits), 289 bytes captured (2312 bits) on interface moni3a, id @
Radiotap Header v@, Length 6
802.11 radio information
IEEE 802.11 QoS Data, Flags: ...... F.
Logical-Link Control
Aut

UG B0 00 44 B0 2f 40 40 a@ 20 03 00 a0 20 03 00 a0
G610 20 08 00 a@ 20 @3 00 M@ Oe @1 77 Thb 00 00 @0 0O
GE20 8@ Oc 3c 14 40 @1 e7 PG 00 GO G0 0O G0 0O A0 OO

ion
802.1%-2004 (2)
Type: Key (3)
Length: 183
Key Descriptor Type: EAPOL RSN Key (2)
[Message number: 3]
- Key Information: @x13c8
PP .B08 = Key Descriptor Version: Unknown (@)
Key Type: Pairwise Key
Key Index: O
Install: Set
Key ACK: Set
Key MIC: Set
Secure: Set
Error: Not set
Request: Not set
Encrypted Key Data: Set

1

..0. . SMK Message: Not set
Key Lengtl
Replay Counter: 2
WPA Key Nonce: 6502b4fd; badchB71f 1a73c..
Key IV:

WPA Key RSC: 0000E0000RB0D0A0

WPA Key ID: B0O0DEEO0OREEODEO

WPA Key MIC: 31e19714b1e9446765b97589060T326e

WPA Key Data Length: 88

WPA Key Data: 33dbdd5179a576dbc3f7d2b58baf36b837159e5ad4fdead?..

a1

BEACON: RSNXE Override Test

- Tagged parameters (248 byte
Tag: S5

paranster Sitt Jutcer-wir.
 Tod: Supporied Rates 8(8), 8, 12(5), 18, 24(2), %6, 49, 54, [Hoit/sec]
» Tagi DS Parameter set: Current Channel:
» Tag: Traffic Indication Map (TIN): DTIM ot 0 bitna
} Tag: Country Informatian: Country Code US, Enviroment Any
~ Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 28
RSN Version:
» Group Cipher Suite: 00:6f:ac (Teee 802.11) AES (CCM)
Pairwise Cipher Suite Count:
» Pairwise Cipher Suite List 00:0f:ac (Ieee 802.11) AES (CCH)
Auth Key Management (AKM) Suite Count: 1
» Auth Key Managenent (AK) List 00:0f:ac (Iece 602.11) SAE (ShAZ56)
~ ol Gapabilitie

RSN Pre-Auth capabilities: Transmitter does not support pre-authentication

RSN No Pairwise capabilities: Transmitter can support WEP default key 6 simultaneously with Pairwise key
RSN PTKSA Replay Counter capabilities: 16 replay counters per PTKSA/GTKSA/STAKeySA (0x3)

RSN GTKSA Replay Counter capabilities: 1 replay counter per PTKSA/GTKSA/STAKeySA (0x0)

: Fa
= Extended Key ID for Individually Addressed Frames: Not supported

ing

HT szalu\lt)es (802.11n D1.10)

HT Information (892.1in D1.19)

Extended Capabilities (10 octets)

VHT Capabilities

VHT Operation

» Tag: VHT Tx Power Envelope

» Ext Tag: HE Capabilities (IEEE Std 802.11ax/D3.0)
» Ext Tag: HE Operation (IEEE Std 862.11ax/D3.0)

» Ext Tag: MU EDCA Parameter Set

» Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element

0000 00 00 44 09 2r 40 40 a0 20 0B 00 a0 20 08 00 a@ D /00
0010 20 08 00 a0 20 08 00 00 9c df 5d Tb 0 09 00 00 1
0020 00 6c 3c 14 40 01 F2 00 G0 0O 00 0O 00 00 09 00 <@

0030 9c df 50 fb 0O 00 60 00 ©0 00 91 01 F1 00 ea 01 -]
0040 €6 02 eb 83 80 00 00 00 Ff Ff Ff Ff FF FF 04 T8 «ooooer +ooiiiis
0050 21 7b 37 c2 04 f0 21 7b 37 C2 d 04 47 40 93 2f {7 -1{ 7 -GQ-/

0060 66 09 00 B9 £0 00 11 00 G0 Ob 6a 75 69 63 65 72 juicer
0070 20 77 69 66 69 01 08 Bc 12 98 24 b0 48 60 6c 03  -Wifi 5L
0050 01 24 05 84 00 B2 00 00 67 Oc 55 53 20 24 08 17§ Us §

0950 64 0c 17 95 05 1e 30 14 0100 09 O ac 04 01 00 d-----@

0020 00 Of ac B4 O 09 00 OF ac 08 cc 00 3b 62 80 00

00b0 2d 1a be 09 O3 £f Ff ff £f 00 09 00 00 09 00 00 -0

00co 00 01 0 B9 0O 0O 6O 00 0 0O 69 80 3d 16 24 05 -5
0005 00 00 00 B9 0O 0O 0O 00 G0 0O 69 80 0O 09 00 0

0950 00 00 00 B9 7f 0a 04 00 G0 02 B9 B0 0O 40 00 40 0@

0070 bf c bl 59 Ba 31 aa ff 0 00 aa ff 00 09 cO 05 Y1



Overriding SAE-Commit Message of
WPA3-Authentication Sequence

Goal: Corrupt specific IEs of SAE-Commit messages to provoke WPA3-EAPOL authentication

failure.

The sae
certain i

_commit_override field in LANforge Custom WiFi Parameters provides means to corrupt or customize
nformation elements (IEs) of SAE-Commit messages of WPA3 authentication sequence using SAE-

encrypted management frames (802.11w). Scalar and Finite-Field elements may be overriden with arbitary
hex strings, provoking authentication failure. Below are documented example test cases and their expected
behavior.

1. Initial Setup for WPA3-Authentication Testing with Simultaneous Authentication of Equals (SAE).
The setup requires AP and station NIC drivers capable of enabling SAE encryption (this example uses

Med
WPA

A.

2. Cont

A.

iaTEK radios with ath10k(988x) driver), enabling encrypted management frames (802.11w), enabling
3 and disabling WPA2-PSK authentication in both station and AP.

Set up a virtual AP for testing.
In this test, it is named vap0000 on parent device wiphy0.
For more information see Create VAP in Bridge Mode

. On aseparate radio, create a station to authenticate with vap0000 :
In the Port Manager tab, select wiphyl and click Create; select WiFi STA, then click Apply.
In this test, the station is named wlanl on parent device wiphyl.
For more information see Generating Traffic for WLAN Testing

. Configure vap0000 and wlanl to use WPA3-SAE encrypted authentication.
Ensure that 802.11w is enabled, since it is required for WPAS3.
For more information see Setting up WPA3

. Configure vap0000 and wlanl with SSID test-wpa2-psk and Keyphrase qwertyuiop.

. Create a Monitor Port on its own radio to sniff wireless packets.
In this test, the monitor port is named moni3a.
For more information see Using Wireshark to Sniff WiFi Monitors

rol (No Change):

Configure Custom WiFiin vap0000 :

Select vap0000 and click Modify.

Navigate to the Custom WiFi tab.

Ensure that no sae_commit_override parameter is set in User-Specified supplicant/hostapd
configuration text.

Click Apply then OK.

. Set the vAP down and back up fo allow changes to take effect:

In the Port Manager tab, select vap0000 .
Admin all selected interfaces DOWN (CTRL-PLUS).
Admin all selected interfaces UP (CTRL-MINUS).

. Sniff packets to observe the authentication behavior:

On the observation system in the Port Manager tab, select only moni3a:
Click Sniff Packets.

. Observe the results, which should be similar fo the following:

- Packets are not malformed.

- The station wlanl succeeds in authenticating with vap0000 .

- RSN Information Element is found in EAPOL-Key Message 3 of 4 senfby vap0000 with WPA-
Key-Data field.

. Example results and expected behavior:

A. SAE-Commit Message: Control Test
7]

B. SAE-Confirm Message: Control Test
2]}

C. Behavior in LANforge Wifi Messages: Control Test (1)
2]

D. Behavior in LANforge Wifi Messages: Control Test (2)

]

3. SAE Commit Override:


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
https://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+WPA3
http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets

A. Configure Custom WiFiin vap0000 :
Select vap0000 and click Modify.
Navigate to the Custom WiFi tab.
In the User-Specified supplicant/hostapd configuration text field, write (with no line breaks):

sae_commit_override=13ffbad00d215867a7c5ff37d87bb9bdb7cb116e520f71e8d7a794ca2606d53
7ddc6c099c40e7a25372b80a8fd443cd7dd222c8ea21b8ef372d4b3e316c26a73fd999cc79ad483eb82

6e7b3893ea332da68fal3224bcdeb4fb18b0584dd100a2c514 .
Note the recognizable ' bad00d2 " in this hex.
Click Apply then OK.

B. Reset ports and sniff packets:
Repeat steps B through D of Step 2.

C. Observe the results, which should be similar to the following:
- The station wlanl fails to authenticate with vap0000 .
- The station wlanl cycles between scanning and association attempts.
- LANforge Wifi-Messages shows CTRL-EVENT-SSID-TEMP-DISABLED for reason=CONN_FAILED.
- No longer Confirm message is visible in the authentication sequence, rather Deauthentication.

D. Example results and expected behavior:
A. SAE-Confirm Message: Override Test
igi
B. Behavior in LANforge Wifi Messages: Override Test
]

WiFi: Inflight Entertainment: vi
demonsiration

Goal: Learn about how to emulate a crowded WiFi environment that might occur in an
airplane cabin.

Watch a demonstration of how to model the inflight oo -

entertainment experience using 200 or more virtual

stations simultaneously streaming video. This scenario ./\é\
requires LANforge version 5.3.9, six CT521a, and one | |
CT523c as a controller, for virtual APs and as a content LAaAMNforge UL

server. [

WWiFi Cliemnt

WiFi Inflight Entertainment demonstration


http://www.candelatech.com/wifire_cb.php?_PRINT#control

EAP-PEAP AND MSCHAPvV2 Configuration

Goal: To set up a lanforge wireless station with EAP-PEAP AND MSCHAPv2 authentication.

1. RADIUS Server is a Windows Server 2012 VM using its internal RADIUS Server speci
192.168.2.154.

cally on interface

WS-2012 on QEMU/KVM
File virtual Machine View SendKey

Server Manager
Manage  Tools

? SERVERS
Dashboard Al servers | 1 total

Local Server

All Servers
ADCS
AD DS
DNS

Last Update Windows Activation

File and Storage Services b

s

EVENTS
All events | 16 total

ServerName D Sever Date and Time

Ws-2012 13 Ermor System  7/8/2018 9:24:25 AM
Ws-2012 13 Emor System  7/9/2019 9:24:19 AM
Ws-2012 13 Ermor System  7/9/20199:24:13 AM
Ws-2012 13 Ermor System  7/8/2019 9:24:10 AM

Ws-2012 13 Ermer System  7/9/2019 9:24:01 AM
Ws-2012 13 Emor  NPS  System 7/9/20199:2349 AM

W5-2012 13 Emor  NPS  Svstem 7/0/20100:33:43 AM ¥
% 326 PM
‘ ”E| ”w‘ 32 s 7/9/2019

2. RADIUS Server has both EAP-PEAP and MSCHAPv2 configured for use.

WS-2012 on QEMU/KVM

File virtual Machine View SendKey

e l@-

|

File Action View Help

==

@ NPs(Local)

4 [ RADIUS Clients and Servers
5 RADIUS Clients
] Remote RADIUS Server . Overview | Condiions | Constarts | Sefings

4 [F] Policies
< Connection Request P| | Policy Nam Corfigure the constraints for this network poiicy. .
= Network Pol [fubrt ho- If all constraints are not matched by the connection request. network access is denied.
1 Network Policies

“| Health Policies IgdCome

o Constraints
b Network Access Protection s Cimtiie

i CEEl s
b Ml Templates Management

Manage  Tools  View

N ubnt-hd-ent Properties

Allow access only to those cients that autherticate with the speciied methods

ubnith|
.o % Idle Timeout EAP types are negotisted between NPS and the client in the order in which they are.
listed.
Conditon] &3, Session Timeout 55
—=neren EAP Types
5] Called Station ID

Coniti = Microscft: Protected EAP (PEAF)

NAS Py 2 Day and ime restrictions Microsft: Secured password (EAP-MSCHAF v2)

Windor T NAS Port Type

< w >

Settings Less securs authentication methods:

Wicrosoft Encrypted Authentication version 2 (MS-CHAPv2)
User can change password afer i has expired

Microsoft Encrypted Authentication (MS-CHAP)

User can change password afer t has expined

[ Encrypted authertication (CHAP)

[ Unencrypted authentication (PAP, SPAP)

WS [T Allow clients to connect withoLt negotiating an authentication method
ws [ Perform machine health check orty
ws
WS
ws
Lws|

=1

| & - DG 20

3. AP is a Ubiquiti HD AP with SSID ubnt-hd-ent with WPA Enterprise security.




® v

SETTINGS

UBNT-HD-ENT

Wireless Networks

E

CREATE NEW RADIUS PROFILE

[E ADVANCED OPTIONS

Elite Device

M

4. The AP controller points to the RADIUS server at 192.168.2.154.

(.
J e UriiFi
SETTINGS RADIUS

EDIT RADIUS PROFILE - MYRADIUS

Profiles.

Elite

Maintenance

5. LANforge STA1 basic configuration:

stal (ct523 20) Configure Settings

Port Status Information
Current: LINK-UP GRO  Autharized

Driver Info: Port Type: WIFI-SSTA  Parent: wiphy0

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions |  Custom WiFi

——Enable General Interface Settings
[ set MAC [ Down [ Aux-Mgt
g
Ialetptio ten [JDHCP-Pvg [ DHCP Release  DHCP vendoriD: lone [+
[]set MTU
DHCP-Pve | SecondarylPs | DHCP Client i [none  [+]
[]set offload
[] Set PROMISC DNS Servers: |192.168.1.1 Beeri: MNA
IP Address: 0.0.0.0 Global IPvé: AUTO
— Senvices— IP Mask: 0.0.0.0 Link IPV6: AUTO
O HTTP Gateway P 0.0.0.0 IPVE GW: AUTO
[IFTP Alias: 1500
[ RADIUS 00:aa:aa:aa:aa:0l 1000
Rpt Timer: faster (1 s) WiFi Bridge: NONE
——Low Leve| — 2 : : =
0 WiFi Settings
0 SsID: [ubnt-hd-ent [+] 2P [pEFALT |
O Key/Phrase: | | Mode; [802.11aban [~]
O Rate: [0S Default [*]
O [IwPa [l WPAZ []WPAS [] OSEN []WEP
[l Disable HT40 [] Enable WHT160 [] Disable SGI

‘ Print H Display | ‘ Probe || Display Scan || Sync ‘ | Apply || oK | | Cancel

6. LANforge STA1 advanced configuration is using EAP-PEAP.



stal (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO  Authorized

Driver Info: Port Type: WIFI-SSTA  Parent: wiphy0 wiphyQ...

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi |

Advanced WiFi Settings

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: [WPA-EAP HESSID:
Pairwise Ciphers: |DEFAULT Realm:

Group Ciphers: Client Cert:
WPA PSK: st
EAP Methods: Mile
EAP Identity: lanforge0l nain:
EAP Anon Identity: ’— Consortium:
EAP Password: W gel23 Phase-1: I
EAP Pin: [ ] Phasea I
Private Key: ’— PK Password: |
\
\

CA Cert File: PAC File:

rk Auth: leeeB0211w:

Netw Disabled (@) |v|

Advancedf802.1x []Enable 802.11u [ JHotSpot 2.0 []Enable PKC

‘ Print H Display | ‘ Probe || Display Scan || Sync ‘ | Apply || oK | | Cancel |
7. Wireshark capture of STA1 EAPOL authentication.
stat-cap-peap-pcap.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
4w @EOREQC > V-
N [eapol BT -] expression... +

No.  Time Destination Protocol _Length_Current Channel _SSID Authentication SEQ__Info

Frane 772 95 bytes on wire (760 bits), 95 bytes captured (769 bits) on interface 0
Radiotap Header vo, Length 48
%1 Tagio inforration

R
v

© 7 stat-eap-peap-peap.pcapng Packets: 1186 - Displayed: 25 (2.1%) profile: Default

8. LANforge STA2 basic configuration:



sta2 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Autharized

Driver Info: Port Type: WIFI-SSTA  Parent: wiphy0 wiphyQ...

Port Configurables

standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi

——Enable General Interface Settings
[] set MAC [l Down [ Aux-Mgt
g
inlEpo e [JDHCP-Pv§ [ DHCP Release  DHCPVendorID: lore [+
[]Set MTU
DHCP-Pv4 | SecondarylPs | DHCP ClientID: [wone [+
[] set offload
[] Set PROMISC DNS Servers: |192.168.1.1 Eeerip: MNA
IP Address: 0.0.0.0 Global IPv6: AUTO
—Senvices— IP Masl: 0.0.0.0 Link IPv&: AUTO
CIHTTP Gateway IP: 0.0.0.0 IPVE GW: AUTO
[LIFTP Alias: MTU: 1500
[ RADIUS MAC Addr: 00:aa:aa:aa:aai02  TX 0 Len 1000
Rpt Timer: faster (1 s) WiFi Bridge: NONE
— Low Level — 2 : g =
[ PROMISC WIFi Settings
C]7s0 Enabled  SSID: [ubnt-hd-ent [+] 2P [pEFALT
[ UFQ Enabled Key/Phrase: | | Mode: \802‘1labun |V|
[] G50 Enabled Fr hannel: 5200/40 Rate: \OS Default |v|
[ LRC Enabled [IwPA [v]WPAZ [[]WPA3 []OSEN [|WEP
GRO Enabled [[] Disable HT40 [] Enable VHT160 [] Disable SGl

‘ Print H Display | ‘ Probe || Display Scan || Sync ‘ | Apply || oK | Cancel |

9. LANforge STA2 advanced configuration is using MSCHAPv2.

staz (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-SSTA  Parent: wiphy0 wiphy0...

Port Configurables

Standard Configuration [ Advanced Configuration r Misc Configuration r Corruptions r Custom WiFi

Advanced WiFi Settings

Select "WPA2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: [WPA-EAP HESSID:
Pairwise Ciphers: |DEFAULT Realm:

Group Ciphers: DEFAULT Client Cert:
WPA PSK IMSI:

EAP Methods: MSCHAPV2 Milenage:

EAP Identity: lanforge02 Domain:

EAP Anonidentity: | | Consortium:
EAP Password: !llanforgel23 Phase-1: I
EAP Pin: . |Phase2 |

|

|
|
Private Key: PK Password: | |
CA Cert File: PAC File: I |

Network Auth: leee80211w: |Disabled (0) [~
[v] Advanced/s02.1x [ ]Enable 802.11u [ ]HotSpot 2.0 []Enable PKC

‘ Brint H Display | ‘ Probe || Display Scan || Sync ‘ | Apply || oK | cancel

10. Wireshark capture of STA2 EAPOL authentication.



View Go Capture Analyze Statistics Telephony Wireless Iools Help

@@fRE Q¢ >Ir=

B ) Expression... +

Protocol _Length Current Channel Authentication SEQ
e G

Destination
aaananisnies 0 =

o,
v 80211

» TEEE 802.11 QoS Data, Flags: ......F.C
» Logical-Link Control

» 82.1X Authentication

} Exténsible Authentication Protocol

£88888
888858

© 7 staz-mschapvz-pcap.peapng

Packets: 634 Displayed: 13 (2:1%) Profile: Default

Goal: Set up virtual stations using a LANforge system, connect them to an AP under test, send

traffic, and make measurements.

In this test scenario a LANforge system is used to create 5 virtual
WiFi stations and configured to connect to a real WiFi AP under
test. The AP's ethernet interface is connected to a LANforge
ethernet interface allowing the LANforge system fo create both
the wireless stations and ethernet server. The test is then
configured to send simple upstream and downstream UDP
tfraffic between the server and the 5 WiFi stations through the AP
under test.

System UnderTest

Ethernet
Access Point

LY

—
—

—

-
-...:‘
ey
=

1. Click on the Chamber View button in the LANforge GUI to launch the Chamber View screen.

Chamber View

2. Configure an AP under test (DUT).




Name [spTestDemo | |limage file [Adocumentstap.ipg|
SW Info v32a1s | [|Hwnfo 1
Model Number [AP1O1 | ||Serial Number [ss334228 |
serialport [ ] liwan [1s2168.100183 |

[tsazeerl | [|apiversion [

Password-1

Password-2

[fe2168100083 | ||Antl

| 7

[78:dz:04bfleal | ||essp2 [78:d2:94:0F16:43 |
[00:00: 00:00 [v] Active

lanforge.
]
Password-3 |
o ]
o ]

3. To configure the DUT:
A. Right click anywhere on the canvas in Chamber View and select “New DUT" from the menu.

B. Enter all the known details about the AP under test including the SSID (multiple SSIDs if the AP has
multiple SSIDs), BSSID (multiple BSSIDs if the AP has multiple radios with the same SSID).

C. If the AP has security enabled, enter the security information.
D. Set the DUT to Active by checking the 'Active’ checkbox.
E. Select the 'AP DUT' checkbox to indicate that this DUTis an Access Point.

4. Once OK is clicked, check to make sure the DUT appears in Chamber View as shown below.

AP-Test-Dermno

5. Select the LANforge system to be used in the test.

EE=1
0000
0000
0000

00

6. All active LANforge systems will automatically appear in Chamber View. Select the unit being used in the
test and drag to the middle of the canvas next to the AP under test.The small circles inside the LANforge box
represent the SMA connectors. The columns of circles represent the individual radios in the system For
instance, in the screenshot about LF-1 has 4 columnsof circle indicating 4 radios. The first two are 3x3 radios
and the second two are 4x4 radios with 4 circles each.

7. Create the test scenario

Click on the “Manage Scenarios” button and the open a “Create/Modify” dialog box.




enario Name [MyfirstapTest ||

8. In the Create/Modify dialog box

A.
B.
C.

Click on “Build New" button to create a new scenario.
Enter a scenario name e.g: MyFirstApTest (no spaces allowed)

Click “Add Row" button to add one or more rows.

9. Create 5 WiFi Stations, map them to the AP under test and create traffic streams.

RowTl is used to create the 5 WiFi stations. Do the following in Row1:

A.

The “Resource” indicates the ID of the LANforge system being used in the test. Since we are using
LF-1 for this test, select resource “1.1".

. For the “Profile” column, pick “STA:STA-AC" profile which is one of the existing default station profiles

that will create 11ac WiFi stations. The user can select from existing profiles are create new profiles
by clicking on the “Create Profile” button at the top.

C. Inthe "Amount” drop down, enter 5 to indicate the 5 stations being created.

. The “Uses-1" drop down indicates the primary hardware interface on which the user intends

tocreate these clients. Here, select the right radio interface on which the WiFi stations are to be
created.

. The “Uses-2" is for bridge mode and it can be left as “AUTO" for this scenario.

. Under the Frequency section, the user can select the channel on which to create the stations. If left

to Auto, the stations will scan across all channels and find the target AP. So in this case we leave this
setting fo “AUTO"

. The “"Maps To" represents which target AP the Stations should connect to. Since we have already

configured the DUT in step1, we can simply select the DUT.

. For traffic, the GUI allows user to run up to 5 traffic streams on each client. In this case we are

choosing one of the default traffic profiles “tcp-dl-6m-vi" which is a 6Mbps downstream tcp traffic
stream. Once this is selected, the test will create 5 traffic streams of this type, one for each station.
Users can create their own custom traffic streams by clicking on the “Create Traffic Profile” button.

10. Create an upstream server

Add a new row to create an upstream server. For this new row.

m O 0O wm >»

. Selectresource “1.1" as the upstream server is being created on the same LANforge system.

. Select the profile as “Upstream” to represent an Upstream endpoint.

. Set Amount to 1 as we are creating only 1 upstream server

. Set "Uses-1" to eth1 as we are creating the server on “Eth1" interface on the LANforge system.

. Now click on “Apply and Save Scenario” to save the test scenario.

11. Load and Run Test Scenario

The next step is to load the scenario and run the test.

. Once the scenario is applied, click on the “Build Scenario” button and this action will configure the
5 stations and the fraffic streams.

. Then in order to run the test scenario, select the “Scenario Test"” option from the Tests drop down

and click on the “Run Test" button.

. The test then starts running and the 5 stations will connect to the AP under test.



D. Once the connections are complete (indicated by the thick green line between the LANforge
system and the AP under test”, the traffic streams are started (indicated by the dotted lines on both
sides of the thick green line).

E. In the above example the Upstream shows a Tx stat of 31Mbps representing a total of about
30Mbps of downstream traffic (5 stations each doing 6Mbps) and the stations show an aggregate
receive of about the same 31Mbps

F. "STA-AC (5)" indicates the 5 802.11ac stations connected to the AP under test and the -37db
indicated the current signal strength the LANforge stations are seeing from the AP.

Setti At tor C i .
LANforge

Goal: Configure the connections between chambers in Chamber View to match the
physical cables connecting RF chambers in actuality.

This Chamber View setup will replicate the physical
cabled attenuator setup configuration. The Chamber
View connections created with this cookbook will allow
accurate frequency aftenuation in the physical multi-
chamber setup during tests such as TR-398, Mesh and
other LANforge tests. The physical chamber used in the
example below is a 4-RF Chamber setup.

23280:0 (56.6lb) _np.

3283:0 (25.0db]

1. If the final testbed to be setup has multiple LANforges, check if they need to be clustered and cluster them.
Please contact support@candelatech.com to help configure the cluster. Example below is the status tab of
the manager of a set of clustered systems.

Realm 10
[
n E Resource2 Resource 3 Resource 4
n [
— nE onE | oFE
0o [
1] ] nn .
nn (] ¢
‘ Netsmith Netsmith Netsmith
il |
k Netsmith |

Logged into: localhost:4002 as: Admin

2. Create chambers in Chamber View that match your testbed setup. The example below is for 4 chambers. If
your Chamber View scenario is all setup and ready for attenuator connection setup, skip fo step 3.



A. Open Chamber View by clicking on the Chamber View button in the LANforge-GUI. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. Right-click in Chamber View to create various objects (and
the chambers for this example).

Chamber View (5.4.5) ovoNG
-
Create/Modify Chamber (x)
“Chamber | Connections |

Appearance

T —

Wicth: 150 Height: E

Chamber

P s &P

T —

[Virtual [JOpen []Hide

Turntable
Tt e
Turntable ‘Spged (rpm) ﬁg
Positon(deq) | | Tedeg [ ]

status

[

out

DUT-1

:
|

DUT-3

LANforge Resources

- -
LANforge 3 [None |  LANforged [vene -

[¥] Show LANforge: [#] Show RSSI

v Show External CX e T

1 show Atenuators = prie
[ shewlInactive DUT  [] Ignore Attenuation

(¢ Show WiFi Connections =
¥] Show Device Profiles [¥] Motion

Show Hidden Chambers e

[¥] Show Traffic Profiles [JPause Path

Apply | | Build Scenario Close

B. Once the 4 chambers are created, the Chamber View window should look similar to below.

Scenario C

- B

3. Add LANforge(s) and DUT(s) in their appropriate chambers.

A. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important to configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT () (~) ()
Name [aPUT | Image file '7
SW Info [v5.82.1 | HW Info |
Model Number [AP640 | serial Number 'W
Serial part [ | wan ]
LAN | | APIversion lﬂi
SSID-1 [labap | Password1 W gel2345!
55ID-2 [ | Password-2 ]
55ID-3 [ | Password-3 ]
Mgt 1P [o.0.0.0 | ant1 o ]
Ant-2 lo | ant-3 o]
BSSID-1 [7e:d2:94:bR16:43 | BssiD-2 |00:00:00:00:00:00 |
BSSID-3 [00:00:00:00:00:00 | [ Active [¥] &P DUT
[ISTADUT  []WEP ] WPA wPA2
[ClwpPA3 Provides DHCP on LAN [[] Provides DHCP on WAN
Motes
|

‘ Apply ‘ ‘ oK || Cancel




B. Add the DUT to the chamber object by double-clicking the specified chamber that requires the DUT
and selecting the DUT from the dropdown under the DUT section of the window. If there are no
chambers, a fake chamber a chamber can be made, but the test will not be isolated and may not
function as desired.

Create/Modify Chamber ()
Name: put Width: 150 Height: [150

Chamber Type TOJOIN-MED (1) Isolation 80

[IPhantom [Jvirtual []Open

DUT1 laPUT buT-2 SurfaceProd [~

LANforge-1 [pone — [x]iANforge2

LANforge-3 [ome — [+]iaNforges

Int CX A Int CXB Int Atten Ext Atten Atten Floor

‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=]l [][cong cable ioo) [+]
‘ [=][ [=l [][cong cable ioo) [+]

C. Add the LANforge to a chamber object. Double-click the specified chamber that requires the
LANforge and select the hostname from the dropdown under the LANforge Resources tab.

Create/Modify Chamber x)
Name Tested Width: 150 Height: [150

Chamber Type [TOJOIN-MED (1) Isolation 80
[JPhantom  [JVirtual []Open

I X ol R —

|

Int CX A Int CX B Int Atten Ext CXA Ext CXB Ext Atten Atten Floor
[ [l [ [+][cramberTester.0 [<][chamberouto [=][r1710 [=]leraco [~
[ [~][ [~]] [~|[chamberTester1 [~][chamberouty [~]f1171. [][ora o) =]
[ =l [~]] [|[chamberTester2 [+][chamberbut2 [+][1171.2 [][ora o) [~
- - ~|[chamber.Tester.3 || [chamberouT.a [+|L1.713 ~|[oTa t0) -
- - - - - w||Long cable (100y |+
- - - - - ~|[Long cable (100) [+
| =l ] Il =l B [cJfers e [7]
| ] ] I B B [e]forscove o _[1]
- v ~ - - «|[tong cable (100} |+
- - - - - ~||Long cable (100y |+
- - - - - w|[Long cable (1o0) [+
| =] ] Il = = [o]fers e 7]
| B ] Il ] B [efferscove oo _[7]
| ] ] Il ] ] [e]fors cove oo [1]
| ] ol ] ] ] s e [1]
| B Bl S B B |00 1+]

4. Gather notes for your attenuator connections.



A. Looking at the attenuator diagram of the testbed setup, identify where each attenuator goes to.

Below is an example of an attenuator diagram of a 4-chamber setup. Another name for the Node-3
Chamber is the Root chamber.

86¢-dl + YSSW SPON sa1y|

paniesey SIUBIY IV ~ seIBojouyd8 ] Bjep!




C. Gather the serial numbers of the attenuators on the stack and make sure the attenuators are
stacked in the same order as on the paper.




D. Trace each attenuator out to the end chambers. In this example, the attenuators are stacked in the
same order as the diagram, so we can assume that each name on the diagram (such a B3)
corresponds to the according attenuator in the physical stack. On the diagram, B3 is both in Node 2
and Node 3/Root. On the sticky note, B3 has lines fo both Root and Node 2.

B2 — NOPEZ

°— poor
B <NODC" _
2 K€ Rov
I — Noog

A~ MoBiLe
—~NoQE2

o NODE 2 | A| _/NOVE?
3 —~—MoBILE

"MORILE STA

— MoBlL.'é' A
AS/T«,mm-
>y MoR\LE

5. Create all the connections for each chamber.

A. Pick the first attenuator fo start connections on. For example. we are first starting with attenuator A1,
which goes to both Node-1 Chamber and Mobile Clients Chamber. In order to create the lines
between those 2 chambers in Chamber View, the connections can be placed in either chamber
(but not both). In this example, the connections will be placed in the Mobile Stations chamber,
under the Connections tab.

Create/Modify Chamber x
Chamber | Connections |
Ext CXA ExtCXB Ext Atten Atten Floor e o =
[tvone [][one [zl [+]fcavte 10000m) [ =|[None@oam)  [][None0oo)  [~]
[None | [None <] [+][cable10000) [=|[None0oB)  [=][None0oom) <]
[Nvone ] [Mone [~ | |fcatie (100008 [w][None 0 c0B) [ [Nonet0cm)  [+]
‘Nnne I~ |Nane ‘ - | ‘ Cable (100 ddB) ‘vl INone (0 dd) | "‘\mna (0 deiB) ‘v‘ 3
= [ ] [one |+ []fcatte (100 00m) [ v|[None 0 oam)  [#][None0som  [+]
[rvore || [rvore [ [+][cavie c10000m) [ ~|[None 0oy [][Nene0som [~
‘Nene - |None \v |v\ Cable (100 ddB) ‘vl None (0 ddB) |v‘iNune[DanB] M
[vene [ ] [mone [~] [fcabte 100 a08) [ |one 0 ooy [ [none 0comy  [+] B
‘Nonc I~ |Nme ‘- |v‘ Cable (100 ddB) ‘vl INone (0 ddB) |-‘iwmg(uana) ‘v‘
[ivone [ [morne [ [7]fcavte (100 00m) [ ~|[None@oam)  [][Nonewoos) |+
‘Nor-e = |Nor-e ‘v |-} (Cable (100 diB) ‘leonetﬂddBJ |v‘fNor\e(DddB] ‘v‘
‘Nane - |Nnne \v |v‘ lcable (100 ddB) ‘vl [None (0 ddB) |v“Nune(DﬂﬂB] M
‘Nune I~ |Nar\e ‘- |-‘ iCable (100 ddB) ‘lenne(DddE] |v“Nnne(DddE] ‘-‘
‘Nnne -‘v |Nme ‘v | ‘Canle (100 ddB) ‘vl INone (0 dd8) |v‘!Nnne(DddB] ‘v‘
[ivone | ¢ jore || [+][cavle (10000e) [ ~|[None @ o8y [][Nonec0oom) [+
[None [ ][None [+ [=llcable (100 a08) [w|None(0adB)  [w|[None(ocas)  [+] =
S DT



B. Determine the number of SMA cables used for each chamber. For Al, all 8 of the attenuator SMA
ports are used, 4 on Mobile Stations, 4 on Node-1. Add those ports to the connections tab. A side is
Mobile Client since it is the chamber open for editing, B is Node-1. First, the port number at the end
after the chamber name (Chamber.Mobile-Chamber.0), as long as that port is only used once in
any of the connections. Our 4 ports on both A and B sides are 0-3, because those are the first 4 ports
that haven't been used yet. None of the attenuator ports haven't been used yet either, so those are
0-3 (serial no 3280, attenuator Al1). The atten floor is Odb (OTA) because at some point in thse
connections, there is 1 over the air connection. If the attenuator and chambers are strictly cables
only, then the atten floor would be cabled. Click Apply to save data and OK to save data only and
close window.

Create/Modify Chamber )
Chamber
Excxa excxs ExtAten Asten Foor Loty ekt o
[Chamber Mobile-Chamber0 | w |(Chamber Node-10 | w([1.13280.0 w |[OTA (0 ddB) v | |None (0 ddB) v
[Chamber Mabie-Chamber1_|][chamberNode11_ || [1-13280.1 wJorroam ] None 0 s -
namberz |v] 2 [|[r3em0z ~Jorcem =] fowoom -
[Chamber Mobile-Chamber3 | w|(ChamberNode-13 | w|]1.132803 v |[OTA (0 ddB) v | |None (0 ddB) v
[None w | [None - w||Cable (100 ddB) | w |[None (0 ddB) -
[None w | |None - w||Cable (100 ddB) | w |[None (0 ddB) - =
(None w | [None X w|[Cable (100 ddB) | |[None (0 ddB) v
[None w | [None = w |[Cable (100 ddB) | |[None (0 ddB) -
{None w | [None 4 | |Cable (100 ddB) | |[None (0 ddB) -
INone | INane - ~ |[cabte (100 daB) || [None (0 doB) -
[None w | [None - w||Cable (100 ddB) | w |[None (0 ddB) -
[None w | [None N w|[Cable (100 ddB) |w||None (0 ddB) - i
one < |[jore - < |[cavte 00 ade) || o 0 008 -
[None w | [None £ w |[Cable (100 ddB) || [None (0 ddB) -
[None < |fNore - | [covie 100408y |~] [None 0 0c8y -
o < |[jone - | fcabie (100 ace) || one (0 scB) -
[None w | [None v w||Cable (100 ddB) | w |[None (0 ddB) -
{None w | [None v w||Cable (100 ddB) | w | [None (0 ddB) -
INone v [[None - v |[cable (100ddB) |~/ [None (0 ddB) v |[None (0 a8y = L
[ome | [ ooy [ [ox | [ coen ] -

C.

Once the first set of ports are used for a chamber, do not reuse those ports (ports 0-3 were used
above for Mobile Stations, Node 1 and Attenuator Al). Attenuator A2 (serial 3281) is the next
attenuator to be entered in. In the notes gathered, A2 is between Mobile-Stations and Node 2.
Each of the chambers has 4 connections to the attenuator, so those are also added to
‘Connections’ tab within the Mobile Stations chamber. Those connections can also be added to
the Node 2 chamber instead, (but not in both). Notice on the A-side, the next port added was
Chamber.Mobile-Chamber.4, since 0-3 are already used up. Since none of the SMA ports are used
in Node-2, the SMA ports start at 0 and go til 3. None of the attenuator 3281's SMA ports are used so
far, ports 0 to 3 are used. Click Apply to save data and OK to save data only and close window.

Create/Modify Chamber )
Charmber
EXCXA B CXE Ext Atten Atten Floor ol e =
|(hamber,Muh|Ie—Chamber,D [v| ‘ChamberNudﬁH 0 |v‘ |u 32800 Iv‘ ‘om(n 40B) |v‘ anne (0008) |v”Nnne<n 608) |v|
[charmber Mobile-Chamber1 | w|[ChamberNode-11 || [113280.1 ~|[oTA (0 daB) v|[None @ acB) | w|[Noneo o) |+
[chamber Motile-Chamber2 || [chamberNode-12 | |[1.1:32002 ~|[oTa (0 aaB) v|[None0acs)  [+][None0 o) [+
[chamber Motile-Chamber.3 | w | [chamberNode-13 | |[1.1:32803 | [oTA (0 dam) v|[None 0agB) | |[None0aemy [+ r
(Chamber Mobile-Chamber & v| ‘cmmrnmz 0 v‘ |1 132810 Iv‘ ‘GTA (0 ddB) |v } [Mnne (000B) |v l |Nnnequ 08) |v|
[chamber Mobile-Chamber 5 {v| ‘(hamherNod&Z 1 |v‘ [w 132811 Iv‘ ‘cm\(n ddB) |vHNnne (0.60B) |v[ None (0 668) v|
[chamber Motile-Chambers | w|[chamberNode-22 | |[1.1:32812 ~|[oTa (0 daB) v |[None(000B)  [+][None0 ey [+
[chamber Motile-Chamber.7 | w| [chamberNode-23 | |[1.1:3281.3 | |07 (0 dam) v |[ene 0ocB) | w|[Noneo o |+
INone | fone - w|[cavie (100008) | |[None 0oce) [ w|[None0cem) |+
INone {-HNme iv“ [catie (100 daB) |vHNnne(DﬂdE) |v||Nmem 48) |v|
[None +|[one - ~|[canie (100008) || [None (0 ace) None(0deB) |+
[None ~|fene - v |[casie (100au8) | +|[Nene 0 aoB) ©dB) |
INone | None - v |[cabie (100008) | |[None 0ace) [+ |[None0semy |+
|Nme v”Nme IvH(aue (100 ddB) |v”Nnne(ﬂ 608) |v”Nnne(ﬂ 468) |v|
[one [ ] rone [+][caie 100 008) [ |[None0dos) [ +|[Noneioes)  |+]
[None [] INone [w|[cable (100008) | wl[None (0dd8) | w|[None(0das)  |w] =

| apply [ Cancel




D. Last example is connections for attenuator A3/T1, which goes from root to mobile chamber. These
connections are being added in the Root chamber now. Since no ports (in all chambers of all
connections) are used from the Root chamber, ports 0-3 are used on A side. B side (mobile) already
has 0-7 ports used in the Mobile chamber, so this example starts with port 8. Click Apply fo save
data and OK fo save data only and close window.

) Create/Modify Chamber ®
Chamber
EXOXA BxoXB ExtAtten Atten Floor ﬁ;;:;"z ;’;;G'z‘ T
I(hambar,lhoto lv"(l\amher,Mobde{hamber,B Iv”nszsan [-“ﬁn\(nma) Iv“Nme(Dch) Iv“Nme{DﬂﬂB) 1-J
[charmber Root 1 [ = ][charmiber Mobite-Charniber 9 [ ][1-1.328414 ][0T (0 adB) - (00d8) | w|MNoneoass) | v
[chamber Root 2 vICh.lmh!r,MDbnla-Ehlmmr,‘lﬂ anazuz ~|[oTa (0 6dB) w |[Mone (0 daB) w | [None (0 doB) -
[chamberRoot3 | |[chamber Mobile-Chamber 11 | v |[1.1.32823 ~|[oa (0 cce) - ) |- ) |
INone vI Nore vJ vj [cable (100 doB) -J None (0 868) -] [None (0 daB) vJ
INone vI None v‘ vJ [cable (100 doB) 'J None (0 868) 'I [None (0 ddB) vJ
INone v] INone v] w |[cable (100 daB) [ ][N dB) w | [None (0 ddB) v
INene w|[None - w||cable (100 ddB) | || None (0 ddB) v | INone (0 doB) -
None | [one -~ v |lcable(100ddB) [w|MNone(0goB)  [w|Mone0aoe) |+
[None [][Nore [+l [r]fcatie 100 6o8) [ ][Mone 0dos)  [w|ponewoss)  v]
[None v [None ~ ~|lcable (100 ddB) |w|Mone(0daB)  |w|[Mone(oaeE) v
None w|[None - +|[cable (100 dagy = - [N dB) -
[None = |[None ~ ~|cavle(100908) [ |None(0dcB) | |pone0do®my |~
[None | [None | ~|[cave (10068 [ |one@acB) [+ |ponet0ace) [+
[None [=][None [~ [=][cetie 100 0oy [=][None 0dos)  [w]poneroam  [+]
None [w]INone [+l [ llcable (100 doB) [ |[None (0 adB) w | [None (0 aaB) - -




Advanced AP Testing with LANforge

in hamber View

Goal: Provide VLANs and upstream router for AP, as well as stations for complete end-to-end
testing.

In this test scenario a LANforge system will provide a DHCP
server with 802.1q vians, provide NATed access to the internet
for the AP, as well as create stations that will connect to the WiFi
AP under test. The AP's Ethernet interface is connected to a

System Under Test

Virtual § tations

LANforge Ethernet interface allowing the LANforge system to - Ethernet
create both the wireless stations and Ethemet server. This is an Access Point
advanced topic, so some steps will be glossed over. This
requires LANforge version 5.4.3 or higher.
This scenario is built with these components =
—,
—— — — —— _—
r LANforge WiFIRE 1
i |
| R
i
i

MGT

Network %

etho [‘:] LANforge

eth2

Virtual

Router
oth (] (P wiehyo

o,

N\

Upstream
Network

1. Click on the Chamber View button in the LANforge GUI to launch the Chamber View screen.

2. Configure an AP under test (DUT).

Name

SWinfo

Serial Number |

WAN
SSID1
ssiD-2
ssiD-3
SSID4
SSIDS.
SSID6
SSID7
SSID-8
EAPID

Num Ant Radio 1 [0

Active
Notes.

Create/Modify DUT 9@

TP Image file None ex ]
] Hwinfo [Ecwsa10] Model Number [Ecwsaio |

Serial port [ | APiversion o
[ - 1
[testeap  JPassworda [ Jesspa [s0:3cb3:94:48:18] Cwea [Iwpa2 [IwPA3 [180211r [IEAPTTLS []EAP-PEAP
festesp  |Password2z [ |essoa2 CIweA CIwpA2 [IWPA3 [180211r LIEAPTTLS [JEAPPEAP
[ JPesswrds [ |esso3 CIweA CIwpa2 [IWPA3 [180211r [IEAPTTLS [JEAPPEAP
[ lPassword4 [ |essn4 CIweA [Iwpa2 [IWPA3 [Js0211r [IEAPTTLS [JEAPPEAP
[ JPasswrds [ |essos CIwea [Iwea2 [IWeA3 []s0211r [JEAPTTLS [JEAPPEAP
[ JPasswrds [ |essos CIwea [Iwpa2 [IWeA3 [J80211r [JEAPTTLS [JEAPPEAP
[ JPasswrd7 [ |esso7 CIwea [Iwea2 [IWPA3 []80211r [IEAPTTLS [JEAPPEAP
[ Jpasswrde [ |esspse CIwea [Iwpa2 [IWPA3 []80211r [JEAPTTLS [JEAPPEAP
| | ;[ [

Num Ant Radio 2 [0 | Num Ant Radio 3 [0
[ Provides DHCP on LAN [i7] DHCP Client  [[] Provides DHCP on WAN  [¥] AP DUT

3. Configure an Upstream (DUT). This represents the upsiream route for the AP's path to the Internet. The
LANforge Ethernet port (eth2 in this example) that provides uplink to the internet must be configured with a
static IP address (not via DHCP).



Create/Modify DUT orors
Name. upstream Image file [none |[_choose image || x ]
SW Info HW Info Model Number
Serial Number Serial port APl version o
'WAN LAN 192.168.200.1/24
SSID-1 Password-1 BSSID-1 00:00:00:00:00:00, [JWEP [JWPA [JWPA2 [JWPA3 []802.11r [JEAP-TTLS [J]EAP-PEAP
ssip2 Password-2 8ssiD2 l00:00:00:00:00:00] CIwep [Iwea [Iwpa2 [IPA3 [180211r [IEAPTTLS [JEAP-PEAP
ssip3 Password-3 BssID3 00:00:00:00:00:00] CIwee [Iwea [Iwea2 [IwPA3 [1€0211r [IEAPTTLS [JEAPPEAP
ssiD4 Password-4 BSSID-4 [00:00:00:00:00:00] CIwep [Iwea [Iwea2 [IPA3 [180211r [IEAPTTLS [JEAPPEAP
SSID-5 Password-5 BSSID-5 00:00:00:00:00:00| [JWEP [JWPA []wPA2 [JWPA3 []802.11r [JEAP-TTLS []EAP-PEAP
SSID-6 Password-6 BSSID-6 00:00:00:00:00:00, [JWEP [JWPA [JWPA2 [JWPA3 []802.11r [JEAP-TTLS []EAP-PEAP
ssiD7 Password-7 8s5ID-7 l00:00:00:00:00:00] CIwep [Iwpa [Iwpa2 [IWPA3 [180211r [CIEAPTTLS [JEAP-PEAP
ssipg Password-8 BssiD8 l00:00:00:00:00:00] CIwee [Iwea [Iwea2 [IwPA3 [1€0211r [IEAPTTLS [JEAPPEAP
Earip | — T —
Num Ant Radio 1 |0 Num Ant Radio 2 |0 Num Ant Radio 3 0
[v] Active (L] Provides DHCP on LAN (] DHCP Client  [] Provides DHCP on WAN [] AP DUT
Notes
I
4. Profiles used in this scenario include VLAN.
Create/Modify Profile () () (%)
Name: vlan-100 Type: |V19n (12) v|
[ Tlmems | ]
Bandwidth: l:l:l Instances: |1 (1) |'|
e [ [-]ratem:  pooomssesn |
SSID: Password:
EAP-ID: alias-Prefix: [ |
WLAN-ID: 100
DHCP Server [ open [ wer CIwPaA
O wpaz O wra3 [soz.11r [J802.1x EAP-TTLS
[]B02.1x EAP-PEAP []BSS-Transition [] Enable NAT
Notes:
[
‘ Apply ‘ ‘ oK || Cancel

5. Profiles used in this scenario include Upstream.

Create/Modify Profile

hrddabix)

Name:

upstream-dhecp Type:

|Upstream (server)

— |

(4)

Mode: l:D Antennas: | | |
Bandwidth: l:D Instances: | | |
Frequency: l:D Pattern:
SSID: Password:
EAP-ID: Alias-Prefix: [
WLAN-ID:
DHCP Server [ open O wep CIwea
[ wraz2 [ wPaA3 [lsoz2.11r [1802.1x EAP-TTLS
[]e02.1x EAP-PEARP [] BSS-Transition [] Enable NAT
Notes:
[

‘ Apply ‘ ‘ OK | | Cancel

6. Profiles used in this scenario include Uplink.

Create/Modify Profile

Name:

uplink-nat Type:

[uptinic (11)

Mode: |:|:| Antennas: | | |
Bandwidth: |:|:| Instances: | | |
Frequency: l:l:l Pattern:

SSID: Password:

EAP-ID: Alias-Prefix: [

WLAN-ID:

[] DHCP Server [Jopen [ wep CIwea

[ wraz [JwPaA3 []eoz.11r []802.1x EAP-TTLS

[ 802.1x EAP-PEAP
Notes:

[] BSS-Transition Enable NAT

‘ Apply H oK || Cancel

7. Profiles used in this scenario include Stations.




Create/Modify Profile v) (2) (x

Name: STA-AC Type: |wiFi station (1) [~
Mode: Antennas: |Defau\t (0} |v|
Bandwidth: Instances: |1 (1) |v|
Fraquency: Pattern: | |

SSID: Password:
EAP-ID: Alias-Prefix: [ |
VLANAD:
[] DHCP Server []open [ WepP [C1wPA
[ WPA2 [ WPA3 [J802.11r []802.1x EAP-TTLS
[]802.1x EAP-PEAP [] BSS-Transition [ Enable NAT Restart DHCP on Connect
Notes:
[

‘ Apply ‘ ‘ oK || Cancel

8. Create a Chamber View Scenario. The first two rows specify the radios used for virtual stations. The third row
is for the Upstream port. This is what the AP connects to with its WAN port. The Uplink-Nat row, associated
with eth2, indicates that the eth2 port routes the APs traffic to the internet. The Maps-to portion of this line is
important. The secondary port 'eth1' mapping associates this uplink port with the virtual-router that will hold
eth2. The VLAN line creates an 802.1q VLAN on port eth1. Additional VLANs can be added as needed. The
final RDD line creates a virtual Ethernet pair and adds to the virtual router associated with eth1. The RDD port
outside of the virtual router can be used as an upstream port that is able to generate traffic across eth1 and
any VLANs created.

Create/Modify Scenario (&) (&) (x
Text Output
Scenario Name ‘Up-v\arvs M ‘ Delete Scenario \ \ Create profile \ \ Create Traffic Profile \ \ Add Row
Dup Del Resource Profile Amount Uses1 Uses-2 Frequency VLAN-D Maps To

|?| 11 = ‘STA‘ STA-AC "”1 1) ‘v”wwphyn "HAUTO "”AUTU (-1 Mhz) ‘v‘ M‘DUT: TIP Radio-1 ‘ |
|?| 1E ‘STA STA-AC ‘v”l 1) ‘VHW\phyl ‘vHAUTO ‘v”AUTD (-1 Mhz) ‘v‘M‘DuT: TIP Radio-2 ‘ |
|?| L ‘upslream: upstream'dhcp‘vnl L) ‘v”eml "HAUTO "”AUTU (-1 Mhz) "‘M‘NA ‘vl
"]
[*]
-]

|X||1 i ‘vHuphnk uplink-nat ‘v”l ) ‘v“ethz ‘vHethl ‘v”AUTU (-1 Mhz) ‘v‘ NA ‘DUT: upstream LAN 192.168.200.1/24
|7| RE 7 ‘\Aan‘ vlan-100 ‘v“l 1) ‘v“ethl ‘vHAuTO ‘v”num (-1 mhz) ‘v‘ 100 ‘NA
|?| 11 |~ ‘RDD‘ rdd "”1 [N ‘v”em "HAUTO "”AUTU (-1 hz) ‘v‘ NA ‘NA

41
Load Update and
Build New | Scenario ‘ | Save Scenario ‘

9. Chamber-view screen with LANforge, AP, and Upstream. When safisfied with the scenario, click Build
Scenario and the ports and virtual router will be created and configured.

Save Scenario

Apply and ‘

Chamber View () (&) (x
Scenario Configuration: tip-vlans = [Manage
[+ LEcenarios
o T
Q\ upstrean Apply Scenario
Tests:
=|[Tr-308 |
LF-1
oo Snap Report
s
- oo
sf.mc - Client Status Report
e rdd |
STA4AC b5 T
£ ~ vlan-100
upnﬂe-m-dbﬁnk-n:}"
~|
4] i I [»]
Show LANforge Show RSS!
Show External CX N 9 .
v| Show DUT Show Bps :
Show Attenuators Osh : o | Infa || Print | | Sync | |:
Show Inactive DUT  [w] & Motion
[¥] Show WiFi Connections A
Show Device Profiles
Show Hidden Chambers
Show Traffic Profiles ™[z

10. Netsmith virtual router. The step above creates the Netsmith configuration. Eth2 is our uplink port, it enables
NAT for anything routing out of it. Eth1 and the vlan eth1.100 provide DHCP leases to the DUT and DUT's
stations. The rddVR1 port is a convenient 'upstream' port for generating traffic to/from the stations across the
DUT. The IP addresses for eth1, eth1.100 and rddVR* are auto-created by the scenario building logic. The
wlan0 and wlan1 are stations that can be associated with the AP.



Netsmith configuration for Resource: If0350-ac54(1.1) Version: 5.4.3 ~) () (x
Virtual Routers and Connections -

RO(16)

eth2
192.168.200.85/24
[ ]

ethl,100 rddvR0
172.17.0.1/16 172180.1/16

L ethl i rddvR1 L
\\-172‘15‘0‘1;15 \*.172.19‘100.23&3/15

Mgt-etho
192.168.200.82/24
u wiphy0  yiphy1

.w)eno/- .%4 1

-

<] I | ]

WanlLinks [] Show Legend [¥] Fire IPvds Info Print Syne Apply Close
10

anlink Names [v] Port Names Fire Names  [] ZeroPv4s apply Progress: Cancel Apply

Peer WanlLinks Parents Col. Domains []IPvEs
Netsmith Status:
WanLink Config

11. At this point, your AP should be able to get a DHCP address from the LANforge virtual router and connect to
the Internet. You can run various tests using the pull-down test selector in Chamber View, do manual testing,
or launch fully automated scripted tests against the system.

(] ° ene L] (] L]
Testing Receiver Sensitivity for a WiFi
(]
Device
Goal: Setup and run a Receiver Sensitivity test for an AP using the LANforge CT523c or similar

system in order to test how well the AP can receive packets with different MCS at different RF
Signal levels.

In this test scenario, the LANforge CT523c is used to LANforge Cabled Attenuator DUT

generate packets at specific MCS and spatial streams at
arange of attenuation. This example assumes you are i "

familar with Chamber View, and that you have a

LANforge system with a wave-2 WiFi Card, a - T - - —
programmable attenuator like the CT704b and two -%—
isolation chambers like the CT820a. The AP should be in Upstream LAN

one chamber, the LANforge systemis in the other
chamber, and the Attenuator is cabled between them.
This feature is in LANforge version 5.3.9 and higher.

1. Configure Chamber View for Dataplane and Similar Tests.


http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php

A.

Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUL. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber-View to create various
objects.

3

Chamber View 0 O

pPp

nario Configuration

Manage
Scenarios

| APThputTest

Apply Scenario

I

Tests:

Dataplane

[Run Test!

Snap Report

)

Show External CX
Show Internal CX
[ Show Attenuators
Show WiFi Connections

Show LANforge Show RSS!

[v] Show DUT [v] Show Bps

[ Show Inactive DUT [ Apply Motion|_info_|[ Print | [ sync |
Show Device Profiles

Show Traffic Profiles

[ zppy | [ Build Scenario

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important to configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT ) () (x
Name [apUT | Image file ]
SW Info [v5.62.1 | HWInfo |
Model Number [AP640 | serial Number 234-23-5d-35
Serial port [ | wan ]
LAM | | APIversion lﬂi
SSID-1 [labap | Password1 W gel2345!
55ID-2 [ | Password-2 ]
55ID-3 [ | Password-3 ]
Mgt IP [p.00.0 | Ant1 o]
Ant-2 lo | Ant-z o]
BSSID-1 [72:d2:94:bR16:43 | Bssip2 [00:00:00:00:00:00 |
ESSID-3 [o:00:00:00:00:00 | [ Active [¥] AP DUT
[]sTADUT  []WEP [ WPA WPAZ
[Iwra3 Provides DHCP on LAN [[] Provides DHCP on WAN
Notes
|

‘ Apply ‘ ‘ oK || Cancel

C. Create a chamber object to hold the DUT, and add the DUT to that chamber. If you have no
chambers, you can create a fake chamber, but your test will not be isolated and may not function

as desired.
Create/Modify Chamber X
Name: pur T width [tso [ Heights [150
chemberype  [ro0NMED @ [w]molaion I
[IPhantom [Jwvirtual [J]open
ot 5]
LANforge-1 LANforge-2
LANforge-3 LANforge-4
Int CX A Int €X B Int Atten Ext Atten Atten Floor

{

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

[][cong caste oo

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

[][cong caste oo




D. Create a chamber object to hold the LANforge system, and add the LANforge to it. Add
connections from this chamber to the DUT chamber, specifying the proper Attenuator modules.
Please view our other cookbook on setting up attenuator connections in LANforge.

Create/Modify Chamber x
Name: Tester Width: s JHeight [150
Chamber Type [raommen @) [+]isolation 20
[IPhantom [JVirtual []Open
our3 [ Irfovre L 0
Uoges [ euworgez = r]
T — T S - a—
Int CX A Int CX B Int Atten Ext CXA Ext CXB Ext Atten Atten Floor
\ =0 =l [=][cramber restero |« [crambercuro [«|fasie  [<]pora) -]
[ [~][ [~]] [][chamberTester1 [v][chamber.out1 [v 11711 [=]lerat0 [~
[ =l [~]] [|[chamberTester.2 [+][chamberou2 [+][1171.2 [][ora o) =]
[ [~][ [~]] [][chamberTester.3 [+][chamber.our3 [+][11713 [=][ora @) [=]
\ [=][ [=]] [=]( [=][ [=][ |=|[rong catle aoor_[-]
\ [=]( [ [=][ [zl [=][ [z][feng cable noo)_]+]
\ [=][ [ [zl [zl [=][ |z|[reng catie aoor [+
\ [l [ [=][ [l [l || [rorg catie aoo -]
\ =] [=]] L=l [=][ =] || [rong catle aoo -]
\ [=]( [=]] [=][ [=]( [=]( |=|[rong catle aoo_[-]
\ [=][ [=]] [=][ [z [=][ [z][fong cable ooy _]+]
[ Bl Bl B B B [o]fers avee o]
\ [l []] L=l [l [l [|[rerg catie aoo_[+]
\ L=l [=]] [=][ [=][ [zl || [rorng catle aoo -]
\ [=][ [=]] [=]( [=][ [=][ |=|[rong catle aoo_[-]
\ [zl [ =] [zl [zl [z][fong cable noo)_+]
E. Configure an Upstream profile using eth1 on the LANforge system.
Create/Modify Profile W A LX)
Name: [upstream | Type: ‘Upstream (4) |v
Mode: ‘ | | Antennas: ‘ | |
Instances: ‘ | | Frequency: ‘ | |
SSID: Password:
Pattern: [l DHCP Server [ ] WEP
Iwra [wpaz [Iwraz [soz2.11r
[J802.1x EAP-TTLS Notes:
‘ Apply ‘ ‘ oK || Cancel
F. Configure an STA profile on the LANforge system.
Create/Modify Profile EIDNE
Name: [STA-AC | Type: [sTa @) |~
Mode: ‘Auto (0} |v| Antennas: ‘Default (0) |v|
Instances: ‘1 (1) |v| Frequency: ‘AUTO (-1 Mhz) |v|
SsiD: [ |  Password: [ |
Pattern: I |  [JDHCP Server [ WEP
[]wePA [ wPa2 []wPaz []802.11r
[[]802.1% EAP-TTLS [v] Restart DHCP on Connect Notes:
‘ Apply ‘ ‘ oK || Cancel

G. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT).

Create/Modify Scenario 000
“Scenario [ Text Output |

Scenario e [PTputtest [v] [_Deloiescenaio, | _ crsatePofle. | | create Trfic rafe. | | Add Eow

[ [x][ora srane EiNED [~ frvo ] suro] 157 7es e =] four: e raos [z fsse-domn [ fssewn [l
[x|2_[=] pstream: spoream BN =)o foro] o ca way [=]four seurian [<] [~ [~
I il I 0]
[aisren | | e I T I e ==

2. Use Chamber View to run a Receiver Sensitivity test.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections

A. Open Chamber View by clicking on the ‘Chamber View' button in the LANforge-GUI. Load
appropriate scenario or create a new scenario as needed. Apply the Scenario, then Build the

scenario.
Chamber View 2 & 8
nario Configuration B Manage
L+ 4 Scenarios
o, L [aPThputTest ]
'Q\ Apply Scenario
Tests:
RO Sensitivity I~
Y Snap Report
idplown i,
Smaac
-20db
LF-4
<] I i Iv]
Show LANforge Show RSSI
Show External CX e g c
[v] Show DUT [v] Show Bps
Show Internal CX -
= [ Show Inactive DUT [ Apply Motion|_info_|[ Print | [ sync | [ appy | [ Buildscenario
[Jfshow Attenuators
R e Show Device Profiles
Show WiFi Connections
Show Traffic Profiles

B. Select the RX Sensitivity test and click Run Test. You should see the RX Sensitivity Test configuration
window pop up. It will remember the last configuration for most fields. Select the DUT and WiFi
station device, and select the combinations of traffic types you wish to send.:

RX Sensitivity Test 2l a )i,
Settings | Report Configuration |

Selected DUT: Duration: 5 sec(5s) :
Selected WiFi Port:  [1.1.7 5ta0000 | +| Upstream Port: [1.1.1 eth1 [~
= e Y]
Channels Preamble: MCS
AUTO CCK 0 CCK, OFDM, HT, VHT =
MNo-Change OFDM 1 CCK. OFDM, HT, VHT
1 HT 2 CCK, OFDM, HT, VHT T
2 [WHT 3 CCK, OFDM, HT, VHT =
3 4 OFDM, HT, WVHT
4 = 5 OFDM, HT, VHT ~|
Spatial Streams Bandwidth Short Gaurd Interval:
1 20 OFF
2 40 ON
e 20
4 160
Retries: Tr-Power: Attenuator:
No Retry, Mo-Ack 17 |~ a7 -
No Retry 16 0.+30.700
2 15 1
5 14 T
10 13

2 [

11

10

£l |

8 -

[] Another Iteration []Pause




C. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report window will be created and will be updated as the

test runs.

RX-Sensitivity Test v,

Objective

In the real-world the Device Under Test WiFi receiver is expected to handle stations at many different receive signal strengths
and many different station transmit modulation and coding schemes (MCS rates). The Candela Receiver Sensitivity test
provides an excellent way to test the DUT receiver for all combinations of staticn transmit power and MCS rates. It can repert
packet loss and throughput for all combinations. The test plots the receiver sensitivity curves and can provide a clear indication
of problem patterns for certain combinations of Tx power and MCS rates. The expected behavior is for the DUT to achieved
equal of better receiver sensitivity as defined by the spec for all RSSI and MCS settings. This test requires a special feature that
is currently only supported by LANforge Wave-2 radios.

2dd your notes below

Throughput vs calculated RF Signal for each different traffic type. The signal is calculated based on the configured path-oss, transmit power, and
attenuation.

Throughput vs Calculated Signal

Throughput Mbps
o
g
S

200 = A i
] =
u —

-25.0 -27.5 -300 -325 -350 -37.5 -40.0 -42.5 -450 -47.5 -50.0 -52.5 -55.0 57.5 -60.0 -62.5 -65.0 -67.5 -70.0
signal

® ch157 VHT-MCS:9-3NSS-80MRZ-SGI-1m & ChL57-VHT-MCS:8-3NS5-80Mhz-SGI-Lm & ch157-VHTMCS:7-3NSS-80Mhz-SGI-Lm
ch157 VHT-MCS:6-3N55-80Mhz-SGI-1m = ch157-VHT-MC5:5-3N55-80Mhz-5GI-1m - ch157VHT-MCS:4-3N55-80Mhz-5GI-lm
¢h157YHT-MCS:3-3NSS-80Mhz-SGI-1m +- ch157-VHT-MCS:2-3N55-80Mhz-5Gl-1m 4 ¢h157VHT-MCS;1-3NS5-80Mhz-5GI-Lm
- ch157 VHT-MCS:0-3NSS-80Mhz-SGl-1m

Verbosity: [ Close [ savermm | savepor |
0123456789101

D. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example RX Sensitivity Report

Testing AP Dataplane throughput a

different packet sizes

t

Goal: Setup and run a Dataplane test for an AP using the LANforge CT523c or similar system
in order to test how well the AP can handle sending and receiving packets with different

packet sizes.

In this test scenario, the LANforge CT523c is used to LANforge Cabled Attenuator
generate packets of different sizes in the upstream and

g i i o—1 Lo
downstream direction through an AP. This example ﬂ

assumes you have some experience with Chamber View,

DUT

and that you have a LANforge system, a programmable

attenuator like the CT704b and two isolation chambers
like the CT820a1. The AP should be in one chamber, the Upstream LAN
LANforge system is in the other chamber, and the

attenuator is cabled between them. In this example, the

Attenuator is left at an optimal configuration, but you can

also use this same Dataplane test to generate a report af

different RF signal levels using the Attenuator. This feature

requires LANforge version 5.3.9 or higher.

1. Configure Chamber View for Dataplane and Similar Tests.


http://www.candelatech.com/examples/rx-sensitivity-report-2019-05-31-03-39-11.pdf
http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php

A.

Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUL. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various
objects.

x

Chamber View D &

pep

nario Configuration

Manage
Scenarios

| APThputTest

Apply Scenario

i

Tests:

Dataplane

[Run Test|

Snap Report

4]

4]

Show External CX
Show Internal CX
[ Show Attenuators
Show WiFi Connections

show LANforge Show RSSI

[v] Show DUT [v] Show Bps

[ Show Inactive DUT [ Apply Motion|_info_|[ Print | [ sync |
Show Device Profiles

Show Traffic Profiles

[ zppy | [ Build Scenario

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important to configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT ) () (x
Name [aPUT | Image file ]
SW Info [v5.62.1 | HW Info |
Model Number [AP640 | serial Number 'W
Serial part [ | wan ]
LAN | | APIversion lﬂi
SSID-1 [labap | Password1 W gel2345!
55ID-2 [ | Password-2 ]
55ID-3 [ | Password-3 ]
Mgt IP [o.0.0.0 | Ant1 o ]
Ant-2 lo | ant-z o]
BSSID-1 [78:d2:94:bR16:43 | BssiD-2 |00:00:00:00:00:00 |
BSSID-3 [o:00:00:00:00:00 | D] Active [¥] AP DUT
[]sTADUT  []WEP [ wPA
[ClwpPA3 Provides DHCP on LAN [[] Provides DHCP on WaN
Motes
|

‘ Apply ‘ ‘ oK || Cancel

C. Create a chamber object to hold the DUT, and add the DUT to that chamber. If you have no
chambers, you can create a fake chamber, but your test will not be isolated and may not function

as desired.
Create/Modify Chamber X
Name: ot Jwidth tso [ Height [150
Chamber Type solation 50
[IPhantom [Jvirtual []Open
ot [x]
LANforge-1 LANforge-2
LANforge-3 LANforge-4
Int CX A Int CX B Int Atten Ext Atten Atten Floor

{

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

4

[][cong caste oo

{

[][cong caste oo

]

{

[][cong caste oo

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

[][cong caste oo




D. Create a chamber object to hold the LANforge system, and add the LANforge to it. Add
connections from this chamber to the DUT chamber, specifying the proper Attenuator modules.
Please view our other cookbook on setting up attenuator connections in LANforge.

Create/Modify Chamber x
Name: Tester Width: s JHeight [150
Chamber Type [raommen @) [+]isolation o]

[JPhantom  [Jvirtual []Open

P e —
PR e o R —
Int CXA Int CX B Int Atten Ext (XA Ext CXB Ext Atten Atten Floor
[ I=l[ [~]] [][chamberTester.0 [v][chamber.outo [v][1171.0 [=]leraco [~]
[ [~][ [~]] [][chamberTester1 [=][chamber.ou1 [+]f11.71.1 [=][ora o) [~]
[ =l [~]] [|[chamberTester.2 [+][chamberou2 [+][1171.2 [][ora o) =]
[ [~][ [~]] [][chamberTester.3 [+][chamber.our3 [+][11713 [=][ora @) [=]
| B B El B B [l o]
\ [=]| [-]] [=]] [=]| [=]| [x]fong cable 100) [z}
\ [l [=]] [=]] [=]] [l [xfrong ceble 100 ]
\ [l [=]] [=]] [l [l [x]fong cable 100 ]
| B =l kol el ] [effors e 109 [x]
| B B S B B [l e o9 [o]
| o Il ] o =l [leemeten [
| Bl Bl ol Bl Bl [l e o0 <]
| ] =l ol B =l [effons e 100 ]
| B B El B B [effors e 100 ]
| B B S B B [l e o9 o]
| =l =l Il Bl B [l e o0 <]

E. Configure an Upstream profile using eth1 on the LANforge system.

Create/Modify Profile ) (Al (%)
Name: [upstream | Type: ‘Upstream (4) |v
Mode: ‘ | | Antennas: ‘ | |
Instances: ‘ | | Freguency: ‘ | |
SSID: Password:
Pattern: [l DHCP Server [ ] WEP
Owea OOweaz COweaz [Osoz.11r
[J802.1x EAP-TTLS Notes:

‘ Apply ‘ ‘ oK || cancel

F. Configure an STA profile on the LANforge system.

Create/Modify Profile (o) -
Name: [STAAC | Type: [sTa @) |~
Mode: ‘Auto (o) |V| Antennas: ‘Default (0) |V|
Instances: ‘1 (1) |v| Frequency: ‘AUTO (-1 Mhz) |v|
SsiD: [ |  Password: [ |
Pattern: I |  [JDHCP Server [ WEP
[]wPA [ wPa2 []wPaz [Jeoz.11r
[[]802.1x EAP-TTLS Restart DHCP on Connect Notes:

‘ Apply H oK || Cancel

G. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT).

T 56
“Scenario | Text Output |

ScenarioName [sPThputrest |v] [_Dlete scenario | [_Craste Profie_| [ creste Traffic profie._| |_Add Bow
[ [l smanc EEE [ ervo[=][swro] ] 157 (725 e = four.seut o [~ down [+]uspun 7]
[x][11[] [opstream: upsiream HINED [=]fetm_[~]soro]]firo 1w [][our aruruan [=]ma [=]ma o]
Ll i I 0]
[ awianen | | 2l J| ey I Bl =0

2. Use Chamber View for Dataplane test.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections

A. Open Chamber View by clicking on the ‘Chamber View' button in the LANforge-GUI. Load
appropriate scenario. Apply the Scenario, then Build the scenario.

Chamber View MRS
nario Configuration el Manage
Scenarios

L||APThputTest
Apply Scenario

pPPO
<]

Tests:

Dataplane I~

Snap Report

ddpdomnn /
smaac
-36db

] T I v

v| Show LANforge ] Show RSSI

Show External CX 4
[v] Show DUT [¥] Show Bps

Show Internal CX -
[ Show Inactive DUT [ Apply Mut\un‘ Infe. H Print | | Syne ‘ ‘ Apply ‘ | Build Scenario

[] Show Attenuators

Show Device Profiles
Show WiFi Connections

Show Traffic Profiles

B. Select the Dataplane test and click Run Test. You should see the Dataplane Test configuration
window pop up. It will remember the last configuration for most fields. Select the DUT and WiFi
station device, and select the combinations of traffic types and packet sizes you wish to send.:

Dataplane Test DO
Settings | Report Configuration |
Selected DUT: APUT Duration: 10 sec (10 's) v
Selected WiFi Port: 1.1.7 sta0000 | ¥ | Upstream Port: [1.1.1 eth1 v
B e e
Channels Mode PDU Size
AUTO ~|[802.11bgn =62 =
No-Change |=||802.11bg 128 =
bt 502.115bgn-AC | | 258 —
2 802.11an-AC =512
5 ~|[g02.11an ~| 1034 S
Spatial Streams Security Bandwidth
AUTO [«] [auTo [« [aUTO (=]
1 Open | |20
2 =| |wep ~| |40 =
El || [wpa I— |60 ||
4 | [WPA2 x||160 o
Traffic Type Attenuator:
uopP MNOME (0) >
TCP 0..+50.950
Direction
DUT Transmit
DUT Receive

[] Another Iteration [ Pause




C. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report window will be created and will be updated as the

test runs.

Dataplane Test

[Operator [JOnn STItN@CoMpany.com

Objective

The Candela WiFi data plane test is designed to conduct an automatic testing of all combinations of station types, MIMO types,
Channel Bandwidths, Traffic types, Traffic direction, Frame sizes etc... It will run a quick throughput test at every combination
of these test variables and plot all the results in a set of charts to compare performance. The user is allowed to define an
intended load as a percentage of the max theoretical PHY rate for every test combination. The expected behavior is that for
every test combination the achieved throughput should be at least 70% of the theoretical max PHY rate under ideal test
conditions. This test provides a way to go through hundreds of combinations in a fully automated fashion and very easily find
patterns and problem areas which can be further debugged using more specific testing.

Judd your notes below

Throughput by MTU, for each different traffic type.
Throughput vs PDU Size

1,000

Throughput Mbps
o
g
S

= © < =
@ n o z
£y =) =

PDU Size

[ ch157-UDP-DUT-TX-3NSS-80Mhz-802 11an-AC-Lm @ ch157-UDP-DUT-RX-3NS5-80Mhz-802.11an-AC-Lm |

CH| I

Verbosity: [ dose | savermai [ savepor |

01234567 891011

D. When the test is complete, click the Save HTML butfon fo save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Dataplane Report.

Testing AP Dataplane throughput at

different orientation

Goal: Setup and run a Dataplane test for an AP using the LANforge CT522 or similar system in
order to test how well the AP can handle sending and receiving packets at different

rotations.

In this test scenario, the LANforge CT522 is used to System Under Test

generate packets in the upstream and downstream

Virtual §tations

direction through an AP at different AP orientations. An
affordable stand-alone turn-table is used to automatically Ethernet
rotate the AP to the desired orientation. This example Access Point
assumes you have some experience with Chamber View,
and that you have a LANforge system and furn-table.
Using chambers will make the test perform more =
consistently, but is not required for this test. This feature =
ires LANforge version 5.4.1 or higher. —_ _;\_ — . — —_
requires r i T ]
i
.
i
i

|

e e e e o = = ==

1. Configure Chamber View for Dataplane and Similar Tests.


http://www.candelatech.com/examples/dataplane-report-2019-05-31-04-40-38.pdf
http://www.candelatech.com/ct522-264-1ac2-1n_product.php

A. Open Chamber View by clicking on the ‘Chamber View' button in the LANforge-GUI. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various

objects.
Chamber view
ario Configuratior T s
[+ Scenarios
o [IFtoqua [+
L1 [ Applyscenario_|
Tests:
[pataplane [~]
P - =
el B LF i 5
R 2o ‘ Snap Repert ‘
°
-
smaac .(\
tcpedhGrmri
4] 0 D] ]
g 53 Show LANforge Show RSSI
ow External
] Show DUT how By
[ Show Internal €X o e
s e [ show Inactive DUT Apply Mation Print ‘ ‘ Syne ‘ ‘ 2pply | ‘ Build Scenario | ‘ LClose ‘
ow Attenuators
Show Device Profiles
Show WiFi Connections -
Show Traffic Profiles

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important to configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT () (=) (x

Name |jw3 |

Image file |noNE ” Choose Image || X ‘

SW Info ’7 HW Info [compex 3x3, 2x2, wavel |
Model Number ’7 Serial Number I |
Serial port ’7 WAN I |
LAN [ aPiversion o |
SSID-1 weo | Passwordl I |
|
|
J
|
|

S5ID-2 wea | Password-2 I
SSID-3 [] Password3 I
Mgt IP [pooo ] anta1 o
Ant-2 o] ant3 o
BSSID-1 [04f0:21:76:37:23]  BSSID-2 [04:f0:21:f2:ea:bd

BSSID-3 10:00:00:00:00:00 Active AP DUT
[]sTA DUT []weP []wPA ] wpa2
[ wea3 [lsoz11r []802.1x EAP-TTLS Provides DHCP on LAN

[ Provides DHCP on WAN

Notes

| Apply || QoK H Cancel

C. If using the 'comxim' stand-alone turn-table, the chamber object should automatically be created.
For other real chambers, you may have to create the chamber object and configure it to be able
to communicate to the chamber control API. This example uses the stand-alone turntable
configured with a fake chamber object:

Create/Modify Chamber &)

Name: [comem1a | width [loo | Height; floo ]

chamberType  [Unknown @) |~ ]isolation o I speedtpm s ]

[Turntable Type Comxim (1) ~]Tumntable [p242-c213-446E 8289 | position (deg) [o-0 it (deg) [o0

Managed By 2 (osisssen) ] Turntable Rpt: Position: 0.0 Tit: 0.0 RPM: 0.5 Connected Dvitual [ open

but1 w3 ~]our2 -

buts ~]oura =

Lanforge 1 = ] Lanforge-2 ene ~

Laforge 3 = ] LaNforge-4 e -

int cx Int cxB int Atten Ext CXA B oxe Bxt Atten Atten Floor 2or ren] Zeroduen
~ - ~ ~ ~ ~|[ota0dde)  [v][None (0 dds) |[v][None (0ddB) |[v]
- - - ~ - <J[oA©am® [<]None @ adm _[v]pione 0 e ||
- - = S S ~|oAGsw® _|<]ore @ adm_[<]None 0 dam) |
~ - - ~ - ~|[ota0dd8)  [v][None (0 dds) |[v][None (0ddB) |[v]
- = - - - oA am [<]None @ adm_[v]fione 0 aam) ||
- - - = = ~|oTAG s |v]one @ adm_[<]one 0 dam) |+
~ - ~ - - ~|[ota0dde)  [v][None (0dds) |[v][None (0ddB) |[+]
- - - ~ - ~J[oA©am® [<]None @ adm _[v]pione 0 e ||
- - = S S ~|oTAG @ |v]one @adm_[<]None 0 dam) |
~ - ~ ~ ~ ~|[ota0dde)  [v][None (0dds) |[v][None (0dd8) |[+]
- = - - - <J[oA©am® [<]None @ adm _[v]pione 0 e ||
- - - = & ~|oTAGm® _|v]fone @ adm_[=]None 0 dam) |
~ - ~ ~ - ~|[ota0dde)  [v]|[None (0 dds) |[v][None (0ddB) |[v]
- - - ~ - <J[oA©am® [<]None @ adm_[v]pione 0 e ||
- - = S S ~|oTAGsw® _|v]one @ adm_[<]None 0 dam) |
~ - ~ ~ - ~|[ota0dde)  [v]|[None (0 dds) |[v][None (0ddB) |[+]




D. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT).

Create/Modify Scenario V) (a) (%
Scenario | Text Output
scenario Name [f1oqwa [*][ pelete scenaria | [ createFrofile | [ create Traffic Frofile | [ add Bow |
Del Resource Profile Amount Uses-1 Uses2  Frequency Maps To Traffic-1
‘STA STA-AC ‘le (1) |vHW\phy1 ‘vHAUTD "HAUTD (-1 Mhz) |VHDUT: jw3 Radio-2 ‘v“tcp—dlrﬁmrw ‘v‘
STA: STA-AC "Hl (1) |VHW\phyﬂ "HAUTO "HAUTU (-1 Mhz) |'HDUT: jw3 Radio-1 "Htcp—dlrﬁmﬂﬂ "‘
‘Upﬁtream: upstream ‘VHI (1) |vHElh1 ‘VHAUTO‘VHAUTU (-1 Mhz) |YHDUT: jw3 LAN ‘VHNA ‘v‘
4] Il |
Load Update and Apply and
Euldhhiey ‘ Scenario ‘ | Save Scenario ‘ ‘ Save Scenario

2. Use Chamber View for Dataplane fest.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Load
appropriate scenario. Apply the Scenario, then Build the scenario.
Chamber View LR GIRE)
nario Configuration [2 Manage
(- § Scenarios
L % [IFtojw3 ]
e [ Applyscenarno |
Tests:
[pataplane [~]
ki - -
wr o ‘ Snap Report ‘
‘\strn-ac -
- spstream
s
4] il I
v] Show LANf v] Show RSSI
[¥] Show External CX o HAterae o
Show DUT how Bps
Show Internal £X
[J show Inactive DUT  [] Apply Motion Print H Sync \ \ Apply | \ Build Scenario | \ Close \
[l Show Attenuators
how Device Profiles
Show WIFi Connections
how Trafiic Profiles

B. Select the Dataplane fest and click Run Test. You should see the Dataplane Test configuration
window pop up. It willremember the last configuration for most fields. Select the DUT and WiFi
station device, and select the combinations of traffic types and turn-table degrees that you wish to
test. The degrees show in this image will go from zero to 359 in steps of 10 degrees. The mouse-over
tooltip for the turntable configuration entry field has the details on the available syntax.:

Dataplane Test kAR AN ES

Settings | Advanced Configuration rReport Configuration |

Selected DUT: ‘]w3 |'| Duration: |5 sec(5s) "|
Downstream Port: [1.1.8 staoooo || upstream port: [L11 et B
Path Loss: 110 | Rate: [roow I~
Channels Mode Packet Size Custom Packet Sizes
AUTO Auto |=~| |60
MNo-Change =] [802.11a 142
1 802.11b =| |256
2 802.11g 512
3 802.11abg [][1024
4 802.11abgn MTU
] 802.11bgn 4000
L ~||802.11bg ~| (2000
Spatial Streams Security Bandwidth
AUTO AUTO AUTO
1 open 20
2 WEP 40
3 WRA 1)
4 WRAZ 160

WPAZ
Traffic Type Attenuator: Turntable
uop NONE (0) [+ | [comsim-1-4 =
TCP 200 300 400 500 0.+ 10,359
Direction
DUT Transmit |
DUT Receive |
[] Another Iteration [] Pause




C. You may wish to save/restore configurations or make some advanced configuration on the

'Advanced Configuration' tab.

~) (&) (x

Dataplane Test
Settings [ Advanced Configuration | Report Configuration |

save | [DEFAULT |
| oad |[pEFaur [~]
Delete | [DEFAULT |+

IP Tos: BK (WiFi) 1) [+
Loop Iterations: |Single (1)
Multi-Conn: Ten (10)

Start [] Another Iteration []Pause

D. The Report Configuration tab lets you input the operator information, notes about this test setup,

and more.

Dataplane Test

Settings rAdvanced Configuration r Report Configuration |
[] show Log Entries [] Auto Save Report

Show Events
[ ] Show 3s Bps Averages Show 1m Bps Averages

Graph Background Color: OXEQECFS

|Een Greear @ Candela Technologies

Operator Information:

Report Location:

MNotes to be added near the top of the report:
Dver-the-air test between 802.11a/b/g/n/AC wave-1 AP and LANforge CT522 test system. Uses comxim stand-alone -

furn-table

[] another Iteration []Pause

E. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report window will be created and will be updated as the

test runs.
Dataplane Test > (&) (x
Settings | Advanced Configuration | Report Configuration | Report * x |
Throughputt (goodput) by Caleulated Signal and Rotation
Throughput (Mbps) related to Signal and Rotation
80
// \/ /-\ 3
135 / 45 =
|
|
|
\
\ o 15 10 15 20
180 /ﬁ
[Running connection for 5 5 —_—
Dataplane Test Verbosity: ' Close Save HTML Save PDF
01234567 8 91011
[] Another Iteration [ Pause

F. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Dataplane Rotation Test

Report.

3. Stand-alone Turn Table Information.


http://www.candelatech.com/examples/dataplane-report-2019-10-02-10-13-00.pdf

A. We built a cable stand for the stand-alone turn-table to help keep cables out of the way while
rotating.




Testing Rate vs Range thr hput for
WiFi Device

Goal: Setup and run a Rate vs Range test for an AP using the LANforge CT523c or similar
system in order to test how well the AP can transmit packets at different signal levels. This is a
good test of the AP's rate-control logic, as well as tx power and general ability to deal with
various RF conditions. This emulates a throughput test as the user walks away from the AP.

In this test scenario, the LANforge CT523c is used to LANforge Cabled Attenuator DUT

generate packets on the Ethernet port towards the wired
side of the AP. The AP will then transmit the frames to the - "

LANforge WiFi station. This example assumes you have

some experience with Chamber View, and that you have
a LANforge system, a programmable attenuator like the
CT704b and two isolation chambers like the CT820a. The
AP should be in one chamber, the LANforge system is in
the other chamber, and the Attenuator is cabled
between them. This feature is in LANforge version 5.3.9
and higher.

Upstream LAN

1. Configure Chamber View for Rate vs Range and Similar Tests.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various
objects.

A

Chamber View 2 0O
nario Configuration: APThputTest

=] Manage
sScenarios

APThputTest

Apply Scenario

s ) Iea 11'9
[

Tests:

Run Test

Snap Report

-
5
g
2
o
[4]

] I Dl

Show LANforge Show RSSI
Show External € d
[v] Show DUT [¥] show Bps
Show Internal X
[] Show Inactive DUT ] Apply Mot\un‘ Info || Print \ \ Syne | ‘ Apply | ‘ Build scenario

[] show Attenuators
o Show Device Profiles
Show WiFi Connections
Show Traffic Profiles



http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important o configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT (s i)
Name [aPUT | Image file ]
SW Info [v5.62.1 | HW Info |
Model Number [AP640 | serial Number 'W
Serial part [ | wan ]
LAN | | APIversion lﬂi
SSID-1 [labap | Password1 W gel2345!
55ID-2 [ | Password-2 ]
55ID-3 [ | Password-3 ]
Mgt IP [o.0.0.0 | Ant1 o ]
Ant-2 lo | ant-z o]
BSSID-1 [78:d2:94:bR16:43 | BssiD-2 |00:00:00:00:00:00 |
BSSID-3 [00:00:00:00:00:00 | [ Active [¥] AP DUT
[ISTADUT  []WEP ] WPA WwPA2
[ClwpPA3 Provides DHCP on LAN [[] Provides DHCP on WaN
Motes
|

‘ Apply ‘ ‘ oK || Cancel

C. Create a chamber object to hold the DUT, and add the DUT to that chamber. If you have no
chambers, you can create a fake chamber, but your test will not be isolated and may not function

as desired.
Create/Modify Chamber x)
Name: puT Width: lso JHeight =)
Chamber Type Isolation 80
[JPhantom [Jvirtual [JOpen
otecoros <]
our [ I-lours [ [
Int CX A Int CXB Int Atten Ext CXA Bxt CXB Ext Atten Atten Floor
\ [=][ [zl [=][ [=][ [ [z][eng cable aoo) [
\ [zl [zl [=][ [zl [=]] [=]reng casle aoo) ||
\ =] [l [=][ [zl [ [=]rerg catle aoo) -]
\ [l [l ][ [l [l [=]rerg catie aoo) -]
\ [l [l [][ [l [ [7]rerg catle aoo) ||
\ [l [l [=][ [zl [ || oo catle aoo) ||
\ [l [ [=][ [l [z [ ] rong catle aoo) ||
\ L=l [l [=][ [zl [=]] [=]rong catle aoo) ||
\ =] [=][ [=][ =] [=]] [=][rong casle aoo) ||
- - - - - ~ ||Long Cable (100) |w
- - - - - ~ ||Long Cable (100) |
- - - - - ¥ ||Long Cable (100) |+
- - - - - w||Long Cable (100) |w
- - - - - w||Long Cable (100) |w
- - - - - w||Long Cable (100) |w
\ [zl [z [zl [zl [=]] [x]fong cable aoo) [
D. Create a chamber object to hold the LANforge system, and add the LANforge to it. Add
connections from this chamber to the DUT chamber, specifying the proper Attenuator modules.
Please view our other cookbook on setting up attenuator connections in LANforge.
Create/Modify Chamber @
Name: [fested [ width: lso—  JHeight: 150
Chamber Type [roomwED @) [v]isolation 80
[JpPhantom [Jvirtual []oOpen
T e SR a—
Uotorges e [cjuwooes e |
Int CX A Int CXB Int Atten Ext CXA Ext CXB Ext Atten Atten Floor
- - [v][chamberTester.0 [v][chamber.out.o [w]1171.0 [=]lera 0 o
- - [][chamberTester1 [<][chamber.ou1 [+]f11.71.1 [=][ora o) -
- - [|[chamberTester.2 [+][chamberou2 [+][1171.2 [][ora o) -
- - [+][chamberTester.s [+]fchamberurs [+]11713 [=][ora o) -

<

[][tong cable 100y

€

<

4

‘v”\_ung Cable (100)

<

[r][tong cable (100)

q

<

€

[=][tong cable (100)

<

[=][tong cable 100y

€

‘

4

[][cong cable ooy

<

[=][tong cable (100)

q

<

<

[ =][tong cable (x00)

<

[=][tong cable 100y

€

<

4

[][cong cable (100)

<

[=][tong cable (100)

[]|cong cable 100y



http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections

E. Configure an Upstream profile using eth1 on the LANforge system.

Create/Modify Profile & . &3
Name: [upstream-dhcp | Type: ‘Upstream (4) |v|
Mode: \ [+] antennas: \ [~]
Instances: ‘ | | Frequency: ‘ | |
SSID: Password:
Pattern: DHCP Server []WEF
[Iwea O wraz [Iweaz [Jeoz.11r
[J802.1x EAP-TTLS Notes:
|

\ Apply H oK || Cancel

F. Configure an STA profile on the LANforge system.

Create/Modify Profile () (2]
Narme: [STAAC | Type: [sTa ) [~
Mode: [auto (0) |*| antenmas:  |Default (0) [~
Instances: ‘1 (1) |v| Frequency: ‘ALITO (-1 Mhz) |v|
SSID: [ |  Password: [ |
Pattern: [ |  [IDHCP Server [ WEP
Clwea [ weaz [Clwpaz [Jeoz2.11r
[]802.1x EAP-TTLS Restart DHCP on Connect Notes:

‘ Apply ‘ ‘ oK || Cancel

G. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more

appropriate for your DUT).

TR Sow
[ Scenario | Text Output |

Scenario Name [sPThputtest |v] |_Delete scenano ] [_Create prafle | [ Create Trafiic erofle | [_Add Bow
[X][r2 <] smanc Fsko [=] oo =] [suro]=] o7 ts7es s <] four anur oo [+ [otpdown [+]usoun [+ s
[x|[2_[][oestream upatream [ [+ eem_[=]oro] <] wro 1 ey [~ four.seurian [~]jw [~] 7]
£1° i T
[Cawanen ] | . I T I ]

2. Use Chamber View fo run a Rate vs Range test.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Load

appropriate scenario or create a new scenario as needed. Apply the Scenario, then Build the

scenario.
Chamber View MWL)
nario Configuration: APThputTest - Manage
‘Q‘\ Scenarios
@ APThputTest I~
Q [T/l Apply Scenario
Tests:
s r
|
< Il DN
Show LANforge Show RSSI
Show External CX
Show DUT Show Bps
Show Internal Cx
[] show Inactive DUT ] Apply Mntmn‘ Info || Print ‘ ‘ Sync | ‘ Apply | ‘ Build Scenario
[] Show Attenuators
Show Device Profiles
Show WiFi Connections
Show Traffic Profiles




B. Select the Rate vs Range test and click Run Test. You should see the Rate vs Range Test
configuration window pop up. It willremember the last configuration for most fields. Select the DUT
and WiFi station device, and select the combinations of fraffic types you wish to send. Be sure to
select the attenuator and configure the attenuation steps. In this case, we have antenna over-the-
air connection inside one of the chambers, with total path-loss at zero attenuation of about 25db.
One inferesting way fo use this fool is o select the 'Another lteration' checkbox. When the curren
test is complete, you will see a popup message notifying completeness. You can then reconfigure
the DUT (by changing firmware versions, or some other configuration), and then re-run the test. The
second test will be displayed on the same graphs, so it is easy to compare the difference. This
particular test is not using that feature, however:

Rate vs Range Test X)X

Settings | Report Configuration |

Selected DUT: APUT Duration: 10 sec (10 ) ]
Selected WiFi Port: 1.1.7 sta0000 Upstream Port: [1.1.1 ethl ]

= we Y|
Channels Mode PDU Size

AUTO =] [aute [=][512 B
No-Change I=||[802.11a = (1024 | |
i 802.11b | MTU =
2 | ||s02.119 | 4000 -
3 ~||802.11abg > |2000 ot
Spatial Streams Security Bandwidth

AUTO [~] [auTo |« [aUTO B
1 Open | |20

2 =| |wep | |40 =
3 | [wpa —|e0 |
4 x| |WPAZ > (180 At
Traffic Type Attenuator:

uop 1.1, 71 -

‘TCP 0+50.950

Direction

DUT Transmit |

DUT Receive |

[] Another Iteration []Pause

C. When the configuration is complete, click the Start button (which will change to 'Stop' once start is

clicked) to start the test. An interactive report window will be created and will be updated as the
test runs.

Rate vs Range Test ) (A) G
Throughput vs calculated RF Signal for each different traffic type. The signal is calculated based on the configured path-loss, transmit power, and
attenuation. £
Throughput vs Calculated Signal
1,000 I
= e T R TS
900
800
@
Q 700
s
Z 600
2
£ 500
g
2 400
£
= 300
200
100
0
-25 -30 -35 -40 -45 -50 55 60 65
signal
|- ch157-UDP-DUT-TX-MTU-1m
Realtime Graph shows summary download and upload RX bps of connections created by this test.
Realtime Throughput
1,000 il 1 I~
Verbosity: [ dose | savermai | savepor |
01234567 891011

D. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Rate vs Range Report


http://www.candelatech.com/examples/rate-vs-range-report-2019-06-01-01-38-54.pdf

Testing Latency at different packet sizes
using the Hunt test

Goal: Setup and run a Hunt test for an AP using the LANforge CT523c or similar system in
order to test Latency at the highest throughput rate supported by the DUT.

In this test scenario, the LANforge CT523c is used to LANforge Cabled Attenuator DUT
generate packets of different sizes in the downstream

direction through an AP. The test hunts to find the best ""
throughput, and then re-runs the fraffic test configured to
a percentage of the best actual throughput. Latency
graphs show how well the DUT performs. This guide
assumes you have some experience with Chamber View,
and that you have a LANforge system, a programmable
attenuator like the CT704b and two isolation chambers
like the CT820a. The AP should be in one chamber, the
LANforge system is in the other chamber, and the
attenuator is cabled between them. In this example, the
Attenuator is left at an optimal configuration, but you can
also use this same Hunt test fo generate a report at
different RF signal levels using the Attenuator. This feature
requires LANforge version 5.4.2 or higher.

Upstream LAN

1. Configure Chamber View for Hunt and Similar Tests.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various

objects.
Chamber View ) (&) (%
1ario Configuratior [a] Manags
oyus Scenarios
o [simpleThput ]
-5 [ Apply Scenario |
MoblleStations T
Tests:
[hure =]
- ‘ Run Test ‘
staacn
[ snapReport |
lpaream
< Il I |
Show External €X Show LANforge Show RSS!
[¥] show Internal €x [¥] show DUT [¥] show Bps ‘ Print ‘ ‘ Sync | ‘ Apply ‘ | Build Scenario ‘ | Close ‘
Show Attenuaters [] show Inactive DUT Apply Motion
Show WiFi Connections ] Show Device Profiles
Show Hidden Chambers [] Show Traffic Profiles []Pause Path



http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important o configured

so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT )

(~) (%)
GYREY

Mame

Image file

SW Info

Model Number
Serial port

LAN

S5ID-1

55ID-2

S5ID-3

Mgt IP

Num Ant Radio 2

[TR39B-DUT

|nonE

” Choose Image | | 3

MNETGEARGS-3G
MNETGEARGS

HW Info

Serial Mumber
WAN

AP version
Password-1
Password-2
Password-3
Num Ant Radio 1
Num Ant Radio 3

o

[aquaticbug712

[aquaticbug712

o

o

BSSID-1 78:d2:94:4f:21:78 BSSID-2 [78:d2:94,4f,21:786
BSSID-3 )0:00:00:00:00:00|  [v] Active [v] AP DUT
[JstaDuT CIwer Clwra WPAZ
[IwPA3 [J802.11r [[]802.1x EAP-TTLS [¥] Provides DHCP on LAN
[] Provides DHCP on WaN
Motes
| Apply || 0K ‘ ‘ Cancel
C. Create a chamber object to hold the DUT, and add the DUT to that chamber. If you have no
chambers, you can create a fake chamber, but your test will not be isolated and may not function
as desired.
Create/Modify Chamber )
Name: fTR-398] Width: 150 Height: 150
Chamber Type 20 Large (3) ~|isolation jso Speed (rpm) o0 ]
rumtableType  [cTaa0a (21 Turntable [152.168.10010 | postion (deg) [is0.0 | it (deg) oo
Managed By: 1 (1R-3%8) Turntable Rpt: Position: 180.0 Tilt: 0.0 RPM: 3.0 Connected [vitual [Jopen [JHide
oura frRaseour our2 -
oura out4 -
LANforge-1 none. LANforge-2 = >
LANforge-3 Hone LANforge-4 [None. -
ot oxa nt oxs Int Atten et oxa et cxs e Atten Atten Floor Epti e
- M - - - v ||Cable (100 ddB) | ||None (0 ddB) v | |None (0 ddB)
= - - - s <] [cable 100 daB) || [None (@ dd®) [ [None (@ am)
= - - - = <] [cable (100 ddB) [ ] [None (0 ddB) [ [None (@ dde)
- v - - - v |[Cable (100 ddB) | | [None (0 ddB) v | |None (0 ddB)
= - = - = <] [cable (100 daB) || [None 0 dd®) [ [None (@ dm)
= ~ - ~ = <] [cable (100 ddB) [ ] [None (0 ddB) [ [None (0 dd@)
- - - = - v |[Cable (100 ddB) | »|[None (0 ddB) v | |None (0 ddB)
= = - = = <] [cable (100 daB) || [None (0 ddB) [ [None (0 dam)
M M - - - v ||Cable (100 ddB) | w ||None (0 ddB) v | |None (0 ddB)
- £ - £ - v |[Cable (100 ddB) | = [None (0 ddB) v | |None (0 ddB)
= - = - = <] [cable 100 daB) || [None (© ddB) | [None (0 dm)
- M - - - v ||Cable (100 ddB) | ||None (0 ddB) v | |None (0 ddB)
- - - £ - v |[Cable (100 ddB) | | [None (0 ddB) v | |None (0 ddB)
= - = - ~ <] [cable 100 daB) || [None (0 ddB) | [None (0 ddm)
- M - - - v ||Cable (100 ddB) | ||None (0 ddB) v | |None (0 ddB)
= - - - = <] [coble .00 daB) [ ] [None (@ ddB) [ [None (@ am)

D. Create a chamber object to hold the LANforge system, and add the LANforge to it. Add
connections from this chamber to the DUT chamber, specifying the proper Attenuator modules.
Please view our other cookbook on setting up attenuator connections in LANforge.

Create/Modify Chamber

Name: [MobileStations| Width: 50 JHeight 150

chambertpe  [redumy =] iotaton B speedtpm bo ]

runtable Type [CTa508.(0) <] rumtable [ rostonweq oo [ it (deg) oo

Managed By: ione | Tumtable Rpt: Position: 0.0 Tilt: 0.0 RPM: 0.0 Dvitual  [Jopen []Hide

our ~Jour2 -

buts ~Joura 5

Lanorge1 i <] uawiorge 2 = =

Lanvorge:s = ] forge.s = =

ot cxa nt cxs ot Atten ex cxa Bt cxs et atten Atten Foor Zodin A
— = <] [chamberR398.0_[<][-1853 ~][oradder [~]puone (0 dde) [~ uone (0 ade)
5 = T | [chamberrsss.s_|v]fres2 ~][ora © dder |~ pione (0 dde) |~ one (0 ade)
— = < [chamber.R3s8.2 | =] 1853 ~][orA © dder |~ |pione (0 dde) |~ one (0 ade)
N = 3 | [chamberr398.5_|v]fr185.0 ~][orA @ dder |~ |pione (0 dde) |~ one (0 ade)
— ~ 4 | [chamberTr398.4_[v][L.1.10023 _ [v][orA(0daB) _|=]pNone (0 adm) |=] pone (0 dar
= = <] [chamberma985 |<][i10022  |<]orAodds) |v]None ©ddd) ] [None © damy
— - <] [chamberras8.6 [<][i10021  |<]orAodds) |v]None ©ddd) ] fNone © damy
= = < [chamberma987 |<][Li10020  |<]orA0dds) |v]None © ddd) =] fNoe © daey
= = = = = <] [cabie (100 daB) |~ | one (0 dde) || one (0 ade)
= ~ - i = <] [cabie (100 6o || ione (0 dae) | ] one (0 ade)
= = = = e <] cabie (100 6o || one (0 dde) | ] one (0 ade)
5 = ~ = = <] [cabie (100 6o || ione (0 dae) || one (0 ade)
= = - = B <] [cabie (100 6o || one (0 dae) | ] None (0 ade)
5 = = - ~ <] [cabie (100 6aB) || ione (0 dae) || None (0 ade)
- = ~ - = <] [cabie (100 6a8) || one (0 dae) || one (0 ade)
- . = B -] ] [cable (100 6d@) [][None (0 dé) [ [None (0 de)



http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections

E. Configure an Upstream profile using eth1 on the LANforge system.

Create/Modify Profile

) (a) (¢

Upstream (Server) (4) =

Name: ‘upstream | Type:
Maode; ‘ ‘ ‘ Antennas; I:D
Bandwidth: ‘ ‘ ‘ Instances: I:D
Frequency: ‘ ‘ ‘ Pattern:
SSID: Password:
[L] DHCP Server [ Open ] wer [ wra
OOweaz Owpaz [Jsgo2.11r []802.1x EAP-TILS
Notes:
[
‘ Apply || OK ‘ ‘ Cancel

F. Configure an STA profile on the LANforge system.

Create/Modify Profile

v. ‘A. .3
WiFi Station (1) =

Name: ‘STA-AC | Type:

Mode: ‘Auto (0) ‘v‘ Antennas:

Bandwidth: ‘AUTO (0) ‘v‘ Instances:

Frequency; ‘AUTU (-1 Mhz) "‘ Pattern:

SSID: Password:

[J DHCP Server [] Open [1wWEP [ wPa

] wPa2 ] wPa3 [1802.11r []802.1x EAP-TTLS
Restart DHCP on Connect

Motes:

| appty |[ ox || cancel

G. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT).

Create/Modify Scenario

Scenario | Text Output
Scenario Name [simpleThput | =] [ Delete Scenario | | Create Profile | [ Create Traffic Erofile | | Add Row |
Del Resource Profile Amount Uses1  Uses2 Frequency Maps To Traffic-1

E‘l‘l "HSTA: STA-AC "HEO (20) ‘V”w\phyﬂ |'HAUTD "HAUTU (-1 Mhz) |'HDUT: TR398-DUT Radio-1 ‘V| NA
1.1 "Hupstream: upstream "Hl [§5) ‘V”ethl |'HAUTO "HAUTD (-1 Mhz) |'HDUT: TR398-DUT LAN ‘V| NA

<

Build New |

1L I
‘ ‘ Update and | ‘

[r

Load
Scenario

Save Scenario Save Scenario

Apply and ‘

2. Use Chamber View for Hunt test.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Load
appropriate scenario. Apply the Scenario, then Build the scenario.

Chamber View
ario Configuratior

x

[Manage |
scenario

[simpleThput

ID

[ apply scenario |

MobileStations

Tests
[hure

[ munTest |

Snap Report ‘

|

£l I |

[

Show External €X
Show Internal €X Show DUT

Show Attenuators [ show Inactive DUT
Show WiFi Connections  [#] Show Device Profiles
Show Hidden Chambers [¥] Show Traffic Profiles

Show LANforge Show RSS!
Show Bps

Apply Motion

Print H sync | | Build Scenario \ | Close

[ 2ppy |

[]Pause Path




B. Select the Hunt test and click Run Test. You should see the Hunt Test configuration window pop up. It
willremember the last configuration for most fields. Select the DUT and WiFi station device, and
select the combinations of traffic types and packet sizes you wish to send.

Hunt Test x) (o) (x

Settings rAdvanced Configuration r’Repnr‘t Configuration ‘

Selected DUT: Duration;
Downstream/WiFi Port: Upstream Port:
Initial Rate: _ Opposite Rate:
Path Loss: ’5—

Packet Size Custom Packet Sizes

N

60
142

256
S
1024
MTU
4000
9000

Traffic Type Attenuator 1: Attenuator 2: Turntable

- | [MonE (0) [~ [more () -
0..+45.359

uDpP MNOME (0)
TCP
Arm-UDP

i 2 i | 4
Fls Fs B7 s Pls @e B7 e

Direction

IDUT Transmit
DUT Receive

[[] Another Iteration []Pause

C. The Advanced Configuration screen can tune the hunt criteria, save/restore configuration and
other options.

Hunt Test ¥ (2) (x
Settings | Advanced Configuration r’Repurt Configuration ‘

‘ Save | [bEFALLT |
‘ Load | [peFaucr [~
Delete [perauLr Rd

(1)

@
=
S

=)
=1
o

Loop Iterations:

[[] Pause After Each Iteration
Multi-Conn: One (1)
Multi-Pht: 1000
Hunt Rate Precision:

Adjust Calculated Tx Speed:  [95% (95%)

wu
o
0
K1 K1\ KN ERIEN

Allowed Overdrive Percentage: 5% (5%)

[] Another Iteration [ Pause

D. The Report Configuration screen can tune how the reports are generated.

Hunt Test CAREIRED
Settings rAdvanced Configuration rRepnr‘t Configuration ‘
[Show Events| []show Log Entries [] Auto Save Report
[[] Show 3s Bps Averages Show 1m Bps Averages Show Realtime Chart
Show Goodput Graphs [] show Low-Level Graphs

Show Bar Graph Labels

Min RSS| Bounds: Max RSSI Bounds:
Graph Background Color: OxEOECFS

Operator Information: | \
Report Location:
Motes to be added near the top of the report:

[l

[] Another Iteration [ Pause




E. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report window will be created and will be updated as the
test runs.

Hunt Test V) () (x

Settings | Advanced Configuration | Report Configuration |  Report T %

512-UDP-DUT-TX(ms) Min: 6 Mase 91 Avg: 33 =
1024-UDP-DUT-TX(ms) Min: 2 Mar: 65 Avg: 14
MTU-UDP-DUT-TX(ms) Min: 4 Max: 45 Aug: 17

Packets per Round-Trip Latency Range

1,500,000

1,250,000

1,000,000

£

£ 750,000

]

&

500,000

250,000 ||

1] L[]

d e ey dndogareggaaddopedlagday s
2 28 s g 2342 3 S & 3 3 I o 4
S S 38 8% s 23 4R 8

Round-Trip Latency Range

® 256-UDP-DUT-TX(ms) B 512-UDP-DUT-TX{ms) & 1024-UDP-DUT-TX(ms)  MTU-UDP-DUT-TX(ms)

Test Information

Message
Starting Hunt test with: 4 iterations.

Test is complete.

Consider saving HTML or PDF reports, Verbosity: Close | SaveHTML | SavePDF

234567891011

F. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Hunt Report.

[] Another Iteration [ Pause

Testing Station Capacity and throughput
for a WiFi Device

Goal: Setup and run a WiFi Capacity Test test for an AP using the LANforge CT523c or similar
system in order to test how well the AP can handle different amounts of active stations. This is
a good test of the AP's scalability and stability.

In this test scenario, the LANforge CT523c is used to LANforge Cabled Attenuator DUT
create 64 stations and generate packets on the Ethernet

port towards the wired side of the AP. The AP will then '/"
transmit the frames to the LANforge WiFi stations.

LANforge will bring up stations in configured amounts, run s T
a throughput test, and then bring up the next set of -%—

stations and repeat until the test is complete. This Upstream LAN
example assumes you have some experience with

Chamber View, and that you have a LANforge system

and two isolation chambers like the CT820a. The AP

should be in one chamber, the LANforge system is in the

ofher chamber, and the Attenuator (if using one) is

cabled between them. Set the Attenuator fo desired

state before starting the test. Chambers and attenuators

are not required for this test, but running inside isolation

chambers will usually give you better and more reliable

test results. This feature is in LANforge version 5.3.9 and

higher.

1. Configure Chamber View for WiFi Capacity Test and Similar Tests.


http://www.candelatech.com/examples/hunt-report-2020-03-17-02-09-13.pdf
http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct820a_product.php

A.

Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUL. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various
objects.

3

Chamber View 0 O

pPp

nario Configuration

Manage
Scenarios

| APThputTest

Apply Scenario

I

Tests:

Dataplane

[Run Test!

Snap Report

)

Show External CX
Show Internal CX
[ Show Attenuators
Show WiFi Connections

Show LANforge Show RSS!

[v] Show DUT [v] Show Bps

[ Show Inactive DUT [ Apply Motion|_info_|[ Print | [ sync |
Show Device Profiles

Show Traffic Profiles

[ zppy | [ Build Scenario

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important to configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT ) () (x
Name [apUT | Image file ]
SW Info [v5.62.1 | HWInfo |
Model Number [AP640 | serial Number 234-23-5d-35
Serial port [ | wan ]
LAM | | APIversion lﬂi
SSID-1 [labap | Password1 W gel2345!
55ID-2 [ | Password-2 ]
55ID-3 [ | Password-3 ]
Mgt IP [p.00.0 | Ant1 o]
Ant-2 lo | Ant-z o]
BSSID-1 [72:d2:94:bR16:43 | Bssip2 [00:00:00:00:00:00 |
ESSID-3 [o:00:00:00:00:00 | [ Active [¥] AP DUT
[]sTADUT  []WEP [ WPA WPAZ
[Iwra3 Provides DHCP on LAN [[] Provides DHCP on WAN
Notes
|

‘ Apply ‘ ‘ oK || Cancel

C. Create a chamber object to hold the DUT, and add the DUT to that chamber. If you have no

chambers, you can create a fake chamber, but your test will not be isolated and may have
decreased performance due to outside RF interference.

Create/Modify Chamber x

Name: ot Jwidth tso [ Height [150
Chamber Type solation 50

[IPhantom [Jvirtual []Open
frecror ]
our3 [ Ixloure [ [
LANforge-1 LANforge-2
LANforge-3 LANforge-4
Int CX A Int CX B Int Atten Ext Atten Atten Floor

{

[][cong caste oo

{

[][cong caste oo

]

{

[][cong caste oo

4

{

[][cong caste oo

]

{

[][cong caste oo

4

{

[][cong caste oo

]

{

[][cong caste oo

4

{

[][cong caste oo

]

{

[][cong caste oo

4

{

[][cong caste oo

]

{

[][cong caste oo

4

{

[][cong caste oo

]

{

[][cong caste oo

4

{

[][cong caste oo

]

{

[][cong caste oo

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

[][cong caste oo




D. Create a chamber object to hold the LANforge system, and add the LANforge to it. Add
connections from this chamber to the DUT chamber, specifying the proper Attenuator modules.
Please view our other cookbook on setting up attenuator connections in LANforge.

Create/Modify Chamber x
Name: Tester Width: s JHeight [150
Chamber Type [raommen @) [+]isolation o]

[JPhantom  [Jvirtual []Open

s e el
Int CXA Int CX B Int Atten Ext (XA Ext CXB Ext Atten Atten Floor
[ I=l[ [~]] [][chamberTester.0 [v][chamber.outo [v][1171.0 [=]leraco [~]
[ [~][ [~]] [][chamberTester1 [=][chamber.ou1 [+]f11.71.1 [=][ora o) [~]
[ =l [~]] [|[chamberTester.2 [+][chamberou2 [+][1171.2 [][ora o) =]
[ [~][ [~]] [][chamberTester.3 [+][chamber.our3 [+][11713 [=][ora @) [=]
| B B El B B [l o]
\ [=]| [-]] [=]] [=]| [=]| [x]fong cable 100) [z}
\ [l [=]] [=]] [=]] [l [xfrong ceble 100 ]
\ [l [=]] [=]] [l [l [x]fong cable 100 ]
| B =l kol el ] [effors e 109 [x]
| B B S B B [l e o9 [o]
| o Il ] o =l [leemeten [
| Bl Bl ol Bl Bl [l e o0 <]
| ] =l ol B =l [effons e 100 ]
| B B El B B [effors e 100 ]
| B B S B B [l e o9 o]
| =l =l Il Bl B [l e o0 <]

E. Configure an Upstream profile using eth1 on the LANforge system. Notice the dhcp-server checkbox
is selected, since in this test case our AP is not configured as a DHCP server.

Create/Modify Profile W & 8D
Name: [upstream-dhcp | Type: ‘Upstream (4) |v|
Mode: ‘ [+] antennas: ‘ [~]
Instances: ‘ | | Frequency: ‘ | |
SSID: Password:
Pattern: DHCP Server []WEF
Owea Owraz Oweaz [Jeoz.11r
[]802.1x EAP-TTLS Notes:
|

\ Apply \ \ oK || cancel

F. Configure an STA profile on the LANforge system.

Create/Modify Profile e (A (%)
Narme: [STAAC | Type: [sTa ) [~
Mode: ‘Autu (0) |v| Antennas: ‘Default (0) |v|
Instances: ‘1 ) |v| Freguency: ‘I\UTU (-1 Mhz) |V|
SSID: I |  Password: I |
Pattern: [ | [JDHCP Server [ WEP
CIwra [CIwpaz [CIwrPaA3 [Jsoz.11r
[]802.1x EAP-TTLS Restart DHCP on Connect Notes:

‘ Apply ‘ ‘ oK || Cancel

G. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT). Choose the appropriate quantity of stations for your test case.

Create/Modify Scenario el x
Scenario | Text Output
Scenario Name [APThputTest [] [ pelete scenario | [ create Profile | [ create Traffic Profie | [ add Row
Del Resource Profile Mod Amount Uses-1  Uses2 Frequency Maps To
‘STA: STAAC "” Ty HEQ (64) ‘vamhyu "‘ 57 (5785 Mhz) "HDUT: APUT Radio-1 =

‘u;:s(ream upstream ‘v”\ Hl (1) ‘vHethl ‘v‘ AU ‘AUTO (-1 Mhz) "HDUT APUT LAN

41 I | Ir

Load update and ply and [concel |
iy | Scenario ‘ ‘ Save scenario Save Scenario m

2. Use Chamber View fo run a WiFi Capacity Test.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Load
appropriate scenario or create a new scenario as needed. Apply the Scenario, then Build the
scenario.

5 Chamber View 006

nario Configuration

el Manage
Scenarios

—||aPThputTest

Apply Scenario

pRL

Tests:

RX Sensitivity

Run Test

Snap Report

(1l

4] L i " |

how LANforge Show RSSI

[¥] Show DUT [¥] Show Bps

Show Internal CX S
[] Show Inactive DUT  [] Apply Mut\un‘ Info H Print | | Sync J ‘ Apply ‘ I Build Scenario

[]/show Attenuators
Show Device Profiles

Show WiFi Connections
Show Traffic Profiles

Show External CX

B. Select the WiFi Capacity test and click Run Test. You should see the WiFi Capcity Test configuration
window pop up. The Ports are normally selected properly based on the Scenario, but you may need
to adjust them depending on your goals and scenario. Select the desired throughput and any other
configuration changes from the defaults:

X

O WiFi Capacity Test @ @
Settings | Select Ports | T=sf Groups | PDU Mix Settings | Advanced Settings | Select Output | Notes

Station Increment: Loop Iterations:
Duration: [ use Test Groups  [] Subset of Test Group
Protocol: Layer-4 Endpoint:
Payload Size: _ MSS: AUTO

[Total Download Rate: [=] [aabes [+]
[Total Upload Rate: [=] [z=ro to bes) [~]
Percentage TCP Rate: | 1 [-]
[ Saye | [oeraur |
[ Load | [oEraucr [~]
[ Delste | [oEFauLT [~]

C. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report window will be created and will be updated as the
test runs. In this particular test, the results are a it unexpected. Normally rate starts off high and slowly
decreases after 5 or 10 stations are active. In this case, we see a falloff after 10, but then it recovers
at 0.

o WiFi Capacity Test 000
| Text Data for Pps Upload/Downioad =

Total bits-per-second transferred. This only counts the protocol payload, so it will not count the Ethernet, IP, UDP, TCP or other header overhead. A well
behaving system will show about the same rate as stations increase, If the rate decreases significantly as stations increase, then it is not scaling well,

If selected, the Golden AP comparison graphs wil be added. These tests were done in an isolation chamber, Open encryption, conductive connection, with
LANforge CTS25 wave-1 3x3 NIC as the stations

| T

Total Kbps Received vs Number of Stations Active

Total Kbps Received

8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50 52 54 56 58 60 62 64 66
Number of Active Stations

|+ Kbps Download 3s -e-Kbps Download 60s]

[ Text Data for Kbps UploadiDownload | ||

Verbosity: [ close [ savermm | savepor |

EE e
012345678 91011

D. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example WiFi Capacity Test Report.


http://www.candelatech.com/examples/wifi-capacity-report-2019-06-01-01-16-49.pdf

Testing Station A iate and Di iat
for a WiFi Devi

Goal: Setup and run a Port Reset test for an AP using the LANforge CT523c or similar system in
order to test how well the AP can handle stations connecting and disconnecting many times.
This is a good test of the AP's management plane stability.

In this test scenario, the LANforge CT522 is used to create N T-T
120 stations and then have them connect and
disconnect to the AP. The test will count the number of M
connections and related events. This example assumes | — I
you have some experience with Chamber View, and that System

Under Test LANforge GUI

you have a LANforge system. A programmable
attenuator and two isolation chambers would add the
ability to test station reconnects at different RF signal
levels, but this test normally runs fine withour chambers or
attenuators. This feature is in LANforge version 5.3.9 and
higher.

%

Ethernst
Upstream Port

LANforge WiIFIRE

1. Configure Chamber View for Port Reset and Similar Tests.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUL. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various
objects. If you do not have chambers or attenuators, just create the DUT object and skip the

chamber setup.
Chamber View W & 5
Scenario Configuration (=] Manage
&, Scenarios
3?‘ dut-f-br-ap :
- Apply Scenario
w3 Tests:
- o vesst ]
_ Run Test
: i
STA-ACIE0! ag et
-1db oo
Rr 85.4K =
il L
Sta-ac(sn)
-41db
Rx 83.4K
« I I v |
Show LANforge Show RSSI
Show External CX g
Show DUT Show Bps
Show Internal CX . .
[ show Inactive DUT  [] Apply Mation ‘ Infa H Print ‘ ‘ Sync ‘ | Apply | Builc
[] show Attenuators
Show Device Profiles
Show WiFi Connections
Show Traffic Profiles



http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important o configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT oI )
Name e |
Image file |NONE |
SW Info [ | HW info compex 3x3, 2x2, wavel
Model Number | | serial Number I—
Serial port [ | wan [
LAN [ | APIversion o]
$SID-1 [w30 | Password-1 [P =
$SID-2 [wa1 | Password-2 .
$SID-3 [ | Password-3 ]
Mgt IP [0.0.0.0 | anta o 7]
Ant-2 [o | ant-3 o 7]
BSSID-1 [04:f0:21:70:37.2a | BSsiD-2 [04fo:2Lifzieabd |
BSSID-3 [00:00:00:00:00:00 | Wl Active [¥] AP DUT
[staput  [Jwep CIwea Cwpa2
[1wPA3 [[] Provides DHCP an LAN [] Provides DHCP on WAN
Notes

‘ Apply ‘ ‘ OK || Cancel

C. Configure an Upstream profile using eth1 on the LANforge system.

Create/Modify Profile L0 JEL X
Name: [upstream-dhcp | Type: ‘Upstream (4) |v|
Mode: ‘ | | Antennas: ‘ | |
Instances: ‘ | | Frequency: ‘ | |
SSID: Password:
Pattern: DHCP Server [ WEFP
Owra O weaz O wra3 Oeoz.11r
[]802.1x EAP-TTLS Notes:

‘ Apply H oK || Cancel

D. Configure an STA profile on the LANforge system.

Create/Modify Profile LAY,
Narme: [STAAC | Type: [sTa ) [~
Mode: ‘Autu (0) |v| Antennas: ‘Default (0) |v|
Instances: ‘1 ) |v| Freguency: ‘I\UTU (-1 Mhz) |V|
SSID: I |  Password: I |
Pattern: [ | [JDHCP Server [ WEP
CIwra [CIwpaz [CIwrPaA3 [Jsoz.11r
[]802.1x EAP-TTLS Restart DHCP on Connect Notes:

‘ Apply ‘ ‘ oK || Cancel

E. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT).

Create/Modify Scenario x) (a) (%)
Scenario Text Output
Seenario Name |dulr\frbrrap ‘v‘ ‘ Delete Scenario | \ Create Profile \ \ Create Traffic Profile | \ Add Row \
Del Resource Profile Mod Amount Uses1  Uses2  Frequency Maps To

.1 ‘VHSTA‘ STA-AC ‘VHw\phyl ‘VHAUTO |'”AUTO (-1 Mhz) ‘VHDUT: jw3 Radio-1 "‘

at ‘VHUpstream‘ upstream-dhcp ‘VHEthl ‘VHAUTD|V”AUTU (-1 Mhz) ‘VHDUT: W3 LAN "‘

el ‘VHSTA‘ STA-AC ‘VHW\phyn ‘VHAUTD |VHAUTD (-1 Mhz) ‘VHDUT: jw3 Radio-2 "‘

4] 1l I D

Load Update and apply and
Sl iew ‘ Scenario ‘ ‘ Save Scenario ‘ ‘ Save Scenario

2. Use Chamber View to run a Port Reset test.



A. Open Chamber View by clicking on the ‘Chamber View' button in the LANforge-GUI. Load
appropriate scenario or create a new scenario as needed. Apply the Scenario, then Build the

scenario.
Chamber View 2 0 68
Scenario Configuration (=] Manage
&, Scenarios
@, dut-lf-br-ap =
Q\ Apply Scenario
w3 Tests:
i Port Reset ﬂ
r’fTesT;E
3 LF-1
Y S e o Snap Report
STA-AC(ED) g R L
-1db oo
et e =
up*“r!um—ih[p =
STA-ACIED)
-41db
Rx 83.4K
q I Il Trl ]
Show LANforge Show RSS!
Show External CX o e o
Show DUT Show Bps
Show Internal CX
[ show Inactive DUT [ Apply Motlon‘ Info H Print ‘ ‘ Sync ‘ | Apply | Builc
[] show Attenuators
how Device Profiles
Show WiFi Connections
Show Traffic Profiles

B. Select the Port Reset fest and click Run Test. You should see the Port Reset Test configuration window
pop up. By default, all of the stations will be selected to use in the reset test. You may adjust the
selection at this fime. If you want each station to act like a new device when it resets, select the
'‘Change MAC' checkbox. Make any other configuration changes:

Port Reset Test A T

Concurrent Ports to Reset: Five (3) hd
Minimum Time between Resets: 10 seconds (10 s) -
Maximum Time between Resets: 30 seconds (30 s) -
Show Events Random Port Selection

[] change MAC

Ports Selection
Ports in Use |:| Free Ports

1.1.6 sta0000 [4] 1.1.0 etho [4]

1.1.8 stad001 1.1.1 ethl

1.1.11 sta0002 l:l 1.1.2 eth2

1.1.12 sta0003 r 1.1.3 eth3

1.1.13 sta0004 1.1.4 eth4

1.1.14 sta0005 E 1.1.5 eths

1.1.15 staD006 1.1.133 wlanl

1.1.16 sta0007 - 1.1.137 wlano

1.1.17 sta0008 1.2.0 eth0

1.1.18 sta0009 120 Ports Selected 1.2.1 ethl

1.1.19 sta0010 1.2.2 eth2 =

1.1.24 sta0011 1.2.3 eth3

1.1.25 stal012 1.2.4 ethd

1.1.26 sta0013 1.2.5 eths

1.1.27 sta0014 1.1.0 etho

1.1.28 sta0015 1.1.1 ethl

1.1.29 sta0016 1.1.2 eth2

1.1.30 sta0017 1.1.3 eth3

1.1.31 sta0018 1.1.4 eth4

1.1.32 sta0019 1.1.5 eths

1.1.33 sta0020 1.1.133 wlanl [

1.1.34 sta0021 1.1.137 wlan0

1.1.35 sta0022 1.2.0 etho

1.1.36 sta0023 - 1.2.1 ethl -




C. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report window will be created and will be updated as the

test runs.

Port Reset Test

The port reset test allows user to create lots of WiFi stations and connect them the AP under test and then disconnect and 1=
reconnect a random number of stations at random intervals. The objective of this test is to mimic a enterpriseflarge public

venue scenario where a number of stations arrive, connect and depart in quick succession. This test when run over a long 7
duration can stress the various control and management aspects of the core Access Point functions and can often times find
very interesting problems with the APs. A successful test result would be that AP remains stable over the duration of the test
and that stations can continue to reconnect to the AP.

add your notes bolow|

Port Reset Totals

750
700
650
600
550
500
450
400
350
300
250
200
150
100
50

Number

Totals

W Port Resets M Disconnected & Scans  Association Attempts @ Auth Timeouts = Association Rejected = Connected

Verbosity: Close Save HTML Save PDF
\ | | |

01234567 8091011

D. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Rate vs Range Report

mparin rforman f different AP
configurations

Goal: Compare dataplane throughput for several different APs set up in a similar manner.
This allows comparing different hardware performance, and a similar test case can compare
different firmware/software versions or other configuration changes.

In this test scenario, the LANforge CT522 is used to create

a station and generate packets at different packet sizes

to and from a series of APs. We will run one set of M

iterations of the dataplane test, pause it, make changes | S— I
System

to use a different SSID, and then restart the test. The result

is a report showing the differences in performance of the Under Test LANforge GUI
different APs under test. This specific test case is run over-

the-air in an office. It would perform better and be more ///'
repeatable if RF chambers like the CT820a were used. ’?-.

Ethernat
Upstream Port

LANforge WiFIRE

1. Configure Chamber View for DUT testing.


http://www.candelatech.com/examples/port-reset-report-2019-06-05-11-32-25.pdf
http://www.candelatech.com/ct820a_product.php

A.

Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUL. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber-View to create various
objects.

Chamber View

pep

v (A (X
narie Configuration L\Mani‘
Scenarios

w3 Tests:

~||pataplane
[Run Test|

P Lan Snap Report

STh-AC oo
-41db oo
o -
o
upstrzam-dhep
A Wi

IsTaAc
4ldb

[4]

4]

1L [

Show External CX
Show Internal CX
[] Show Attenuators
Show WiFi Connactions

Show LANforge Show RSSI
Show DUT Show Bps
[ Show Inactive DUT  [] Apply Mut\un‘ Info H Print | | Sync ‘ ‘ Apply ‘

Show Device Profiles

Build Scenario

Show Traffic Profiles

B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important o configured
so that LANforge knows when it is connected to the correct AP. Create additional DUTs as needed.
Create/Modify DUT b &) &3
Name w3 |
Image file |noNE |
SW Info [ | HW Info compex 3x3, 2x2, wavel
Model Number | | serial Number I—
Serial port [ | wan [
LAN [ | APIversion o]
$SID-1 [w30 | Password-1 P =
$SID-2 [w31 | Password-2 e
$SID-3 [ | Password-3 ]
Mgt IP [0.0.0.0 | anta o 7]
Ant-2 [o | ant-3 o 7]
BSSID-1 [04:f0:21:70:37.2a | BSsiD-2 [o4fo:2lifzieabd |
BSSID-3 [o0:00:00:00:00:00 | [¥] Active [v] AP DUT
[staput  [Jwep Cwea Cwpa2
[1wPA3 [[] Provides DHCP an LAN [] Provides DHCP on WAN
Notes
‘ Apply ‘ ‘ oK || Cancel

C. This example uses a second DUT as well.

Create/Modify DUT LS SR
Name [jwa |
Image file [noNE |
SW Info [ | HW Info dra00wx, compex 9984
Model Number | | serial Number l—
Serial port [ | wan ]
LAM [ | APIversion o ]
55ID-1 [wa-2 | Password-1 | e——
5sID-2 [wa3 | Password-2 [
SSID-3 [ | Password-3
Mat IP [0.0.0.0 | Anta
Ant-2 [0 | ant3
BSSID-1 [c4:4b:d1:25:20:47 | BssiD-Z
BSSID-3 |po:00:00:00:00:00 | Active
[]sTaput C1wepP [ wra
[IwPA3 [] Provides DHCP on LAN [[] Provides DHCP on WAN
Notes

‘ M H 0K || Cancel




D. Configure an Upstream profile using eth1 on the LANforge system.

Create/Modify Profile LS SR
Name: [upstream-dhcp | Type: ‘Upstream (4) |v|
Mode: \ [+] antennas: \ [~]
Instances: ‘ | | Frequency: ‘ | |
SSID: Password:
Pattern: [¥] DHCP Server []WEF
[Iwea O wraz [Iweaz [Jeoz.11r
[J802.1x EAP-TTLS Notes:
|

\ Apply H oK || Cancel

E. Configure an STA profile on the LANforge system.

Create/Modify Profile D00
Narme: [STAAC | Type: [sTa ) [~
Mode: [auto (0) |*| antenmas:  |Default (0) [~
Instances: ‘1 (1) |v| Frequency: ‘ALITO (-1 Mhz) |v|
SSID: [ |  Password: [ |
Pattern: [ |  [IDHCP Server [ WEP
Clwea [ weaz [Clwpaz [Jeoz2.11r
[]802.1x EAP-TTLS Restart DHCP on Connect Notes:

‘ Apply ‘ ‘ oK || Cancel

F. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more

appropriate for your DUT). Please note that we will manually configure the station to connect to the

second DUT as part of the test steps below.

Create/Modify Scenario 2l x
Scenario | Text Output
Scenario Name |dut-\f-br-ap |V| ‘ Delete Scenario ‘ ‘ Create Profile ‘ ‘ Create Traffic Profile ‘ | Add Row ‘
Del Resource Profile Mod Amount Uses-1 Uses2  Frequency Maps To

at |'||STA: STA-AC ‘VH\Mphyl ‘VHAUTO ‘VHﬂUTU (-1 Mhz) |'||DUT‘ jw3 Radio-1 "‘

il |'||upstream: upstream-dhcp "Hethl ‘vHAUTO‘anuTD (-1 Mhz) |v||DuT: w3 LAN "‘

= 5 |V||STA: STA-AC ‘VlephyU ‘VHAUTO ‘VHQUTD (-1 Mhz) |V||DUT‘ jw3 Radio-2 ‘V‘

[l I [ [»

Load Update and Apply and
Sl ey, | Scenario ‘ ‘ Save Scenario ‘ ‘ Save Scenario

2. Use Chamber View to run a Dataplane comparison test.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Load

appropriate scenario or create a new scenario as needed. Apply the Scenario, then Build the

scenario.

3

Chamber View R 8

nario Configuration =] Manage

Scenarios

pPPO
IIIE

Apply Scenario

Tests:

~||pataplane

[Run Test|

B

3 = Snap Report
sTaac 1 oo
a1 oo
o =
A/”. dhe
Lo L
R -
staac A
ad
Tl I L D]
show LANforge Show RSS!
Show External CX
Show DUT Show Bps
Show Internal CX A
[ Show Inactive DUT [ Apply Motion|_info_|[ Print | [ sync | [ appy | [ Buildscenario

[ Show Attenuators

show Device Profiles
Show WiFi Connections

Show Traffic Profiles




B. Select the Dataplane test and click Run Test. You should see the RX Sensitivity Test configuration
window pop up. It will remember the last configuration for most fields. Select the DUT and WiFi
station device, and select the combinations of traffic types you wish to send. Select the Another
Iteration checkbox to allow comparison graphs.:

Dataplane Test = 2 &3
Settings | Report Configuration |
Selected DUT: Duration: 15 sec (15 s) :
Selected WiFi Port: 1.1.6 5t20000 |+ Upstream Port: [1.1.1 eth1 [~
O R
Channels PDU Size
AUTO |54
No-Change 128
1 [ ||256 |
2 | : | ||512 a
3 ~||802.11abg > (1024 o
Spatial Streams Security Bandwidth
AUTO |~| jauTO [«] [auTO B
1 Open |20
2 =| [wep ~| |40 =
3 ] [WPA /80 |
4 x| |WPA2 X180 =
Traffic Type Attenuator:
upe MNOME (0] v
TCP 200 300 400 500
Direction
DUT Transmit
DUT Receive

other Iteration| []Pause

C. We have 4 total BSSIDs that we wish fo fest. The Scenario creation logic will have chosen one of the
BSSIDs for the station, but we will need to override that for each of our comparison runs. Go to the
Port-Mgr tab in the LANforge-GUI, double-click the station, and make sure that its SSID is correct. In
case you are using different passwords you could change that at this time as well. When complete,

click Apply. You can leave the window open as you will need it in future steps:

sta0000 (If0313-6477) Configure Settings

Current:

Port Status Information

LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphyl wiphyl

Port Configurables

Standard Configuration rAduanced Configuration r Misc Configuration r Corruptions r/ Custom WiFi

[] G50 Enabled
[JLRO Enabled
GRO Enabled

——Enable General Interface Settings
[ 5et MAC ] Dewn [ Aux-Mgt
il et Ol [1DHCP-PVE [#] DHCP Release  DHCP Vendor ID:
[]5et MTU - | =
[] set offload &
[ Set PROMISC DNS Servers: |8.8.8.8 Peer IP: MA

IP Address: 0.0.0.0 Global IPv6: AUTO
— Services— IP Mask: 0.0.0.0 Link IPv8: AUTO
[l HTTP Gateway IP: 0.0.0.0 IPv6 GW: AUTO

Y

] ETP Alias: MTU: 1500
[]RADIUS MAC Addr: 04:f0:21:1f:ca:f3 TXQ Len 1000

Rpt Timer: faster (1 s) WiFi Bridge: NONE
— Low Level— E : 2 =
C]PRoMISC WIFI Settings
[1750 Enabled  SSID: [jws-0 [v]ap:  [pErauLT |
[J UFO Enabled Key/Phrase: | | Mode: |(Auto) \V\

Freg/Channel: 5180/36 Rate: [0S Default (]

[JwpA []wPA2 []JWPA3 []OSEN []WEP
[ Disable HT40 []Enable VHT160 []Disable SGI

| Brint || Display ‘

‘ Probe || Display Scan H Sync | | Apply H oK ‘

‘ Cancel




D. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report window will be created and will be updated as the

fest runs.
Dataplane Test 0O
[Operator Ben Greear @ Candela TeChIolog BS
Objective L]

The Candela WiFi data plane test is designed to conduct an automatic testing of all combinations of station types, MIMO types,
Channel Bandwidths, Traffic types, Traffic direction, Frame sizes etc... It will run a quick throughput test at every combination
of these test variables and plot all the results in a set of charts to compare performance. The user is allowed to define an
intended load as a percentage of the max theoretical PHY rate for every test combination. The expected behavior is that for
every test combination the achieved throughput should be at least 70% of the theoretical max PHY rate under ideal test
conditions. This test provides a way to go through hundreds of combinations in a fully autorated fashion and very easily find
patterns and problem areas which can be further debugged using more specific testing.

4dd your notes below B
OTh test, 2P cpan-auth, bridge mode, sbout 10 fest from LaNForgs test davics, modestly busy R anvironnent, channel 36
Lilforse Station is bck 9384 radic.

Run L P is 3x3 wave-1 9820 vendor C
Rum 2: P iz 242 wave-1 9882 vandor C
Fun 3: P is 3x3 wave-1 9830 vendor ¥
Run &0 P is 4xt wave-2 9954 vendor C

Throughput by MTU, for each different traffic type.
Throughput vs PDU Size

700
600
500
400
300
200
100
0

o

Il

Throughput Mbps

B3 =
5] e
S =
PDU Size

W ch36-UDP-DUT-TX-Lm M ch36-UDP-DUT-RX-1m  ch36-UDP-DUT-TX-2-Im  ch36-UDP-DUT-RX-2-Lm M ch35-UDP-DUT-TX-3-1m © ch36-UDP-DUT-RX-3-1m
¢h36-UDP-DUT-TX-4-1m ® ch36-UDP-DUT-RX-4-1m

Verbasity: [ Gose | savermi | savepor |
0123456789101l

E. When the first comparison run is complete, a popup window will be shown, and the Paused
checkbox will be selected. Select new BSSID by reconfiguring the station with a new BSSID, and
when the reconfiguration is complete, un-select the Paused checkbox on the Dataplane test to do
the next comparison run. Continue to run new comparisons in this manner until the full test is
complete. When complete, unselect the Another Iteration, and then unselect 'Paused* to have the
test complete:

Dataplane Test

Settings rRepurt Configuration |

I <
3
[«]

Selected DUT: Duration: 15 sec (15 s)

Selected WiFi Port:  [L.1.6 sta0000 | | Upstream Port: [L.1.1 ethl [~
Path Loss: 10 Rate: 85% [~
Channels Mode PDU Size

AUTO | |Auta |~| |64 =]
No-Change I=|[g02.11a =|[128 =
1 502.11b [ ||256 —
2 _||eo2.11g _|[512 |
3 x[|802.11abg > 1024 pr
Spatial Streams Security Bandwidth

AUTO |+] [auTo [+ [auTO B
1 Open |20

2 =| [wep | |40 =
3 L [wrpa —|eo L
4 ¥l |WPA2 >l |160 =
Traffic Type Attenuator:

UDP | |[NONE (0) -

TCP 200 300 400 500

Direction

DLJ“TT‘ransmi‘t

DUT Receive

[¥] Another Iteration Pause

F. This is the pause message, it is just informational and you can close it after it pops up.

LANforge Dialog ) (s x

06/05 10:11:34561

All iterations for this run are complete, but Another Iteration
was selected, so the test is now paused while you make
appropriate configuration changes. When ready, un-select
pause to continue with another iteration.




G. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Dataplane Comparison Report

Goal: Setup and run a Station Roam test against a cluster of APs supporting 802.11k, 802.11r,
and Protected Management Frames (PMF/MFP). This test uses a 2-radio LANforge CT522
system, but other similar systems will work as well. This tests AP functionality and stability over
many roam attempts. This is a good test of the AP's management plane stability, and may
also be a good controller test in case the AP system uses a controller.

In this test scenario, the LANforge CT522 is used to create ~ ooe
2 stations and then have them roam between the APs.

The test will count the number of successful roams as well M
as various different failure cases. This example assumes | — I
you have some experience with Chamber View, and that System

you have a LANforge system and properly configured AP Under Test LANTo rge Gul

cluster. A programmable attenuator and two isolation
chambers would add the ability to test station roams at
different RF signal levels, but this test normailly runs fine
withour chambers or attenuators. This feature is in
LANforge version 5.3.9 and higher.

% |

Ethernat
Upstream Port

LANforge WiFIRE

1. Configure Chamber View for Station Roaming and Similar Tests.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. If you have an
appropriate scenario already created, then skip fo the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various
objects. If you do not have chambers or attenuators, just create the DUT object and skip the
chamber setup. This image shows the completed setup.

Chamber View ~ Al x

ario Configuratior B Manage

o Scenarios
&

itrzoro H
Tests
- F1
v b Run Test
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( snap Report
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w1 00

Show LANforge Show RSS!
7] Show External € S g Saad

¥l Show 7] Show Bps
Show Internal CX &

[ Show Attenuaters Clehnrimmraa i [y [ appty | [ euldscenaro | [ glose |

Show Device Profiles
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R
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http://www.candelatech.com/examples/dataplane-report-2019-06-05-10-09-23.pdf
http://www.candelatech.com/ct522-264-1ac2-1n_product.php

B. Create a Device Under Test (DUT) Profile for each of your APs. The BSSID is important to configured
so that LANforge knows when it is connected to the correct AP. The authentication information and
BSSID should be the same for all APs in the cluster, so probably you just need to change the name
and BSSID for each of your DUTs and click save. To aid the visual representation of the roaming,
consider putting the DUTs in a circle around the LANforge system as shown in the image above.

Create/Modify DUT W9 &k
Name [w-11r-0100 |
Image file |noNE \
SW Info [ | Hwinfo apoloo,wo |
Model Number | | serial Number ’—
Serial port [ | wan ]
LAN [ | APIversion o
SSID-1 |ben-jw-11r | Passwerd-l lanforge-11r
$SID-2 [ | Password-2 e |
$SID-3 [ |  Password-3 ]
Mgt IP [0.0.0.0 | Anta o]
Ant-2 [o | Ant-3 o]
BSSID-1 [04:f0:21:17:22:bd | BSSID-2 00:00:00:00:00:00
BSSID-3 [00:00:00:00:00:00 | [ Active [v] &P DUT
CISTADUT  [WEP CIwPA WPA2
[v] wrA3 Provides DHCP on LAN ] Provides DHCP on WAN
Notes

‘ Apply H oK || Cancel

C. Configure an Upstream profile using eth1 on the LANforge system.

Create/Modify Profile b &) &3
Name: [upstream-dhcp | Type: ‘Upstream (4) |V|
Mode: ‘ | | Antennas: ‘ | |
Instances: ‘ | | Freguency: ‘ | |
SSID: Password:
Pattern: DHCP Server [ | WEP
Iwra [ wpaz [Iwraz [Jeoz.11r
[0 502.1x EAP-TTLS Notes:
|

‘ Apply ‘ ‘ oK || Cancel

D. Configure an STA profile supporting 802.11r on the LANforge system. Roaming tests normally should
de-select the Restart DHCP on Connect behaviour, as shown.

Create/Modify Profile & O &
Narme: [sta-11r | Type: [sTa ) [~
Mode: ‘Autu (0) |v| Antennas: ‘Default (0) |v|
Instances: ‘1 ) |v| Freguency: ‘AUTU (-1 Mhz) |V|
SSID: I |  Password: I |
Pattern: [ |  [JDHCP Server [ WEP
CIwrA WPAZ [CwrA3 802.11r
[1802.1x EAP-TTLS [ ] Restart DHCP on Connect Notes:
|

‘ Apply ‘ ‘ oK || Cancel

E. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radios
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT). You can map to any of the DUT APs in the cluster and the system will still
be able to roam to the others.

Create/Modify Scenario 0 &)
Scenario | Text Output
Scerario Name [dutlfbrap || [ Delete Scenario | [ create Profie | [ Create Traffic profie | [ AddRow |
Del Resouree Profile Mod Amount Uses-1 Uses2  Frequeney Maps To

|EH1 1 |vHSTA sta-11r

‘v”wlphyl ‘vHAum‘anum (-1

Hhz) ‘V”DUT jw-11r-2-0000 Radio-1 ‘v‘

ik |vHUp§trEam upstream

‘v”Ethl ‘vHAuTD ‘v“nu‘m (-1

Mhz) ‘vHDUT jw-11r-0001 LAN

2 | |'HSTA: sta-llr

[=] otoe =] foro] =) ro 1

Mhz) "”DUT: jw-11r-2-0000 Radio-1 "‘

4] I

D

Build New | Load ‘ ‘

Scenario

Update and
Save Scenario

Apply and
Save Scenario

2. Use Chamber View to run a Station Roam test.




A. Open Chamber View by clicking on the ‘Chamber View' button in the LANforge-GUI. Load
appropriate scenario or create a new scenario as needed. Apply the Scenario, then Build the

scenario.
Chamber View ©) () &
ario Configuratior 2l Manage
Q Scenarios
Q iz ko |-
Q Apply Scenario
i arzo0 D
Tests:
- feomes ]
~t7ds
o
o
< y..X Snap Report
vy
(im0
(i
gl 1 [Tl
V] Show LANforge V] show RSSI
Show External CX 4
[¥] show DUT [¥] show Bps.
Show Internal CX
D ahow ttomstors ]SO Inactive DUT  Clapply Motion [_apply | [ Buldscenaro | [ close |
Show Device Profiles
Show WiFi Connections
Show Traffic Profiles

B. Select the Roam Test fest and click Run Test. You should see the Wifi Mobility Test configuration
window pop up. You can normally just use the defaults in the Roaming Parameters tab, so that tab
is ignored in this example. By default, all of the stations will be selected to use in the roam test. You
may adjust the selection at this time.:

WiFi Mobility bt ) L)

1: Roaming Parameters [ 2. Ports | 3: Manual Testing | 4: Script Generator | 5: Roaming Script |
WIFi Stations

1.1.8 sta0000
1.1.9 sta0400

Interleave Sort

2 Ports Selected

C. You can do some manual testing, including some 802.11k/v features on the Manual Testing tab, but
in this example, we will not be using those features.

WiFi Mobility i )ix,

1: Roaming Parameters r 2: Ports [[ 3: Manual Testing | 4: Script Generator ’/5: Roaming Script \
Actions for Station Ports

[JUuse cMmC [Juse Lal BSS Query Reason Cade: ‘Low RSS! (16) ‘vl
Station: 1.1.5ta0000 Target AP: [c4:4b:d1:75:01:47 DUT-bssid1: jw-11r-2-0001 |+
‘WNM BSS Query ‘ | Query Neighbors | ‘ Roam To ‘

Actions for VAP Port:

Disassac Timer: ‘35 (3 s) ‘v‘ URL: |http:!{canda\atech‘com ‘

Target Station: [p4:f0:21,70:37:63 1.1 5120000 || Target AP: [c4:4b:d1:75:d1:47 DUT bssidL: jw11r-2-0001 ||

Request Beacon |E Hex: \SIUUUUUUUUUUMfﬁfﬁfﬁﬁf |

‘ Request Transition ‘ ‘ Dissassoc Imminent | ‘ ESS Dissassoc Imminant | ‘ Request Beacon

Request LCI SA Query




D. The Script Generator tab is used to create the roaming script. If your APs support Neighbor Report

Requests, then you can click the Query Neighbors button and it should populate the BSSID Entry
Field as well as the Scan Frequency List. If your stations have not been brought up yet, then the
Query Neighbors button will cause them to associate. It make take a small bit of time until the
neighbor report becomes available, please click the Query Neighbors button again after 10 or so
seconds. Double-check that all of your APs are found and that the frequency list is the expected
value. If your AP does not support Neighbor Query, then manually enter the BSSIDs and frequencies.

WiFi Mobility () (x

1: Roaming Parameters r 2: Ports r3: Manual Testing r!l: Script Generator ’/5: Roaming Script \

BSSID Entry Field

# Quenied via REM
c4:8b:d1:75:d1:47 info=0x19af 0p_class=128 chan=36 phy_type=9
0 g

04:40:21:a3:c1:2a ind
04:/0:21:17:22:bd ind
04:70:21:84:12:bd info

cd:8b:d1:11:34:47 info=0x19af op_class=128 ch

Sleep Between Roam (ms): ‘lns (10 s) ‘v‘
Sleep After Scan (ms): ‘25 (2s) ‘v‘
Scan Frequency List: \ S180 |

[] Use 'FT-DS' roaming

[Query Neighbors H Generate Script ‘

E. When the BSSIDs have been discovered to manually entered, click the Generate Script button. The

generated script describes the roaming behaviour. You may also edit or paste in your own script,
and you may save the generated script text for later use.

WiFi Mobility ® 0 0
1: Roaming Parameters | 2: Ports | 3: Manual Testing | 4: Script Generator | 5: Roaming Script
) _ 4[do_cli scan 1 1 sta0000 NA ‘trigger freq 5180° -
[Before roaming, you should first scan the proper frequencies. ¥|do_cli scan 1 1 sta0400 NA ‘trigger freq 5180° iy |
s, Hit i meed SR eTer e (i S T L e BoatE
hich may significantly affect the connection time: EEsE

do_cli scan 1 Resource STA NA 'trigger freq F1 F2'

To roam to a new Access Point, add a line in the text area with roam 1 sta0400 c4:4bid1:11:34:47
the following format: sleep 10.0
roam Resource STA BSSID <DS> do_cli scan 1 1 sta0000 NA ‘trigger freq 5180
do_cli scan 1 1 sta0400 NA 'trigger freq 5180 L
® Resource: Station's resource ID number, often '1' <leep 2.0
@ STA: name of the station to roam: 'stall’ Foam 1 Sta0000 c4:4b:d1:75:d1:47

lafter issuing ROAM commands, a pause should be added to let sleep 2.0 |l
ithe stations adjust (in seconds, floating-point allowed): roam 1 sta0000 04:f0:21:92:c0:cf
sleep 20 roam 1 sta0400 04:f0:21:92:c0:cf
To issue a generic LANforge CLI command, begin command with: sleep 10.0
do_cli do_cli scan 1 1 sta0000 NA ‘trigger freq 5180°
Ernne . do_cli scan 1 1 sta0400 NA ‘trigger freq 5180°
do_cli scan 1 1 stal NA 'trigger freq 5180 5300° slcep 2.0
sleep 1
SR roam 1 sta0000 04:f0:21:0d:28:cf
s ht e roam 1 sta0400 04if0:21:0d:28:cf
do_cli scan 1 1 stal NA 'trigger freq 5180 5300° sleep 10.0 )
slaep 1 do_cli scan 1 1 sta0000 NA ‘trigger freq 5180
TEEC DL mier dmeeEmpimiasioe do_cli scan 1 1 sta0400 NA 'trigger freq 5180 |
slesp 20 leen e
4] 1 ||

@ BSSID: the BSSID address of the AP 00:01:02:03.04 05

® D5 Add 'DS' to end of roam command to do FT-DS reaming
® F1. the first frequency to scan: 5180

@ F2: Optional second frequency to scan: 5300

roam 1 sta0000 c4:4b:d1:11:34:47

roam 1 sta0400 c4:4b:d1:75:d1:47

sleep 10.0|

ido_cli scan 1 1 sta0000 NA ‘trigger freq 5180
do_cli scan 1 1 sta0400 NA ‘trigger freq 5180

F. To start the test, click the Start button (which will change to 'Stop' once start is clicked) to start the

test. An interactive report window will be created and will be updated as the test runs. The AP
cluster used in this example has some issues and is rejecting a lot of roam attempts with 'code-17,
which indicates the AP thinks it has no more capacity. Hopefully your system works better!

'WiFi Mobility Report ) (a) (X
rhgraGaen rotars =
12,5 m
10.0
£ 75
€ 7
£
- 5.0
2.5
0.0
Total L
Types
8 Roam Succeeded M Total Roam Falled @ Scan-Fail W Other-Fail & AP Reject #17 F
Migration Totals per AP m
3.0
2.5
£2.0
2
1.5
E!
o
0.0
C4:4BiDli..  CA4BDL..  O4F0:2li.  OAF0:2li.  OWFO2Li.  O04F0:2ln.  O4F0:2Li.  O&FO2L:..
Types
[wRoam Succeeded W Total Roam Failed] LI
i D
Verbosity: | cose | savert. [ savePoF | savecsvRoamingData |
01234567 891011

G. When the test is complete, click the Save HTML button to save an HTML report and generate the

PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Roam Report


http://www.candelatech.com/examples/wifi-mobility-report-2019-06-07-07-43-44.pdf

Automate WiFi Capacity and other GUI

tests.

Goal: Use a command-line script to have the LANforge-GUI run the WiFi Capacity test and

generate a pdf automatically.

In this test scenario, a script is used fo bring up the WiFi
Capacity test with a pre-configured configuration. The
capacity fest is then started and a report is generated. All
of this is automated, and other tests such as Dataplane

are also supported. This feature requires LANforge version Access Point

5.4.1 or higher.

W)

I
l

LANforge WiFIR

Virtual § tations

r
I
o BE
1
[

1. Configure WiFi Capacity Test for automated run.

System Under Test

Ethernet

A. For this fo work, the LANforge GUI must be started with the -cli-socket 3990 argument. This causes it

to open a socket to listen for text commands.

B. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Create an
appropriate scenario and DUT if you have not already done so. Other cookbook examples have
more details of how to do this, please see those if you are unfamiliar with Chamber View.

Chamber View DR E
ario Configuratior [a] Manage
& Scenarios
@ Comdm1-8 [Frojua [~
- [ appiy scenaro |
Tests:
—[wiFi capacty [
‘ [Run Test| ‘
e
‘ Snap Report ‘
sacen
TR
upstream =
el G
gl 0 |
[¥] show LaNforge [¥] show RsSI
¥l Show External CX e
Show DUT Show Bps
Show Internal CX
[l show Inactive DUT  [] Apply Motion Print H Sync \ | Apply. | \ Build Scenario ‘ ‘ Close |

Show Attenuators

Show Device Profiles
Show WiFi Connections

Show Traffic Profiles

C. Select WiFi Capacity test, and click Run Test to configure it as desired.

WiFi Capacity Test

Settings | Select Ports [ Test Groups | PDU Mix Settings | Advanced Settings | Select Output | Netes

Station Increment: [L, 16,120 [~ ][] Leop tterations single a [+
Duration: 20 sec (20 5) [*] DluseTestGroups [ subset of Test Group
Protocol: UDP-Pua Layer 47 Endpoint:  [ione <]

Payload Size AUTO MSS: AUTO
[Total Download Rate: [=] o obes [~]
[Fotal Upload Rate: [#] [zero te bpe) [~

Percentage TCP Rate: [ -]

Station-Down Quiesce period: [0t0sec) [+]
‘ Save ‘ [perauLT |
I Load | [oerauLr [+
I Delete | [oerauLr [+]




D. Enter a name in the 'Save' field, click save, and make sure it shows up as a loadable configuration.
In this case, we are saving the configuration as 'udp-dI-120'

WiFi Capacity Test DOE
["Settings | Select Ports PDU Mix Settings | Advanced Settings | Select Output | Notes
station Increment: |L,10,120 ~|[171] Loop Iterations: single 1) -
Duration: 20 sec (20 s) ~ Use Test Groups
Protocol: UDP-Pv4 -
Payload Size AUTO -
Total Download Rate: v| [16 (1 cbps) -
[Total Upload Rate: ] [zare to bps) -
Station-Down Quiesce period: 0 (0 sec) -
Save udp-di-120
Load DEFAULT -
DEFAULT
Delete =yer-4
itestme
udp-di-128 Pause Cancel
udp-di-120

2. Use the If_gui_cmd.pl script to launch the WiFi Capacity Test.

A. Open an ssh session or terminal window and log info the LANforge system, or some other system
with the LANforge scripts/ repository. On a LANforge system, this will usually be
/home/lanforge/scripts In this case, the directory name is called If_scripts

- scripts DG

file Edit View Search Terminal Help

README .md
attenuator series exampl

-port-from-json.pl

strongswan-config

track call end

license. txt

1f scriptsls

B. Run the If_gui_cli_cmd.pl script with appropriate arguments. Use --help for details. Once you run this,
the WiFi Capacity test should be automatically opened and the test will be started. The script will
end when the capacity test has completed. You may copy the results to some easily found
location, such as a web server directory.

- scripts DG

file Edit View Search Terminal Help

ity-2019-11-04

£ gui_cnd.pl --manager t iFi me mytest --tc

reate 'WiFi ity' ‘mytest’
ending:cv load ‘mytest' 'udp-dl-

ending:cv click 'm ) Save Report’

ending:cv click *




C. For details on what GUI-CLI commands are supported, please see the screen-shot below and look
at the contents of the If_gui_cmd.pl scripft.

Mate Terminal vl (o) (x
File Edit View Search Terminal Help
en-dt4 ~]$ telnet localhost 39

nnect to addre : Connection refused

ing the GUI update

-to-direct

AP-Auto Test Suite Setup and basic AP
client connectivity testing.

Goal: Setup AP-Auto preliminaries and run a basic client connectivity test for an AP using the
LANforge CT523c or similar system. The AP-Auto test is similar to the TR-398 test, but is
designed to be functional with a minimum amount of test equipment. A 2-radio LANforge
system and DUT is all that is required to run these tests.

In this test scenario, a é-radio LANforge CT523 is used to System Under Test

create stations and run the AP-Auto Basic Client

Connectivity test. This example assumes you have some

experience with Chamber View, and that you have a

LANforge system and a DUT AP. The AP and LANforge Access Point
may be in chambers, but that is not required. This feature

requires LANforge version 5.4.2 or higher.

1. Configure Chamber View for AP-Auto and Similar Tests.


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php

A. Click on the Chamber View button in the LANforge GUI to launch the Chamber View screen.

B. Configure an AP under test (DUT).

[APTestDemo | |limagefile f\document shap.jpg]
Wi wre —
Pt ] ||serial Number [B9saazza |
] fwan [t92168.100.193 |
loz1e1r | [laPiversion ||
Password-1

Password-2

Password-3
[te2168100193 | [lantd

[

[78:d2:94bfiie:41 | | |BSSD2

[00:00:00:00:00:00 ] Active

C. To configure the DUT:
A. Right click anywhere on the canvas in Chamber View and select New DUT from the menu.

B. Enter all the known details about the AP under fest including the SSID (multiple SSIDs if the
AP has multiple SSIDs), BSSID (multiple BSSIDs if the AP has multfiple radios with the same
SSID).

C. If the AP has security enabled, enter the security information.
D. Set the DUT fo Active by checking the Active checkbox.
E. Select the AP DUT checkbox to indicate that this DUT is an Access Point.

D. Once OK is clicked, check to make sure the DUT appears in Chamber View as shown below.

AP-Test-Demd|




E. Select the LANforge system to be used in the test.

LF=1L
00000000
00000000

F. All active LANforge systems will automatically appear in Chamber View. Select the unit being used
in the test and drag fo the middle of the canvas next to the AP under test. The smalll circles inside
the LANforge box represent the SMA connectors. The columns of circles represent the individual
radios in the system. For instance, in the screenshot above LF-1 has 8 columns of circle indicating 8
radios. The first four are 4x4 radios and the next four are 2x2 radios with 2 circles each.

G. Create the test scenario

Click on the Manage Scenarios button and then open a Create/Modify dialog box.

Manage
|| Scenarios

BJ[X| [x]oosmam e [r]r [ fos[e]fporo[e]furo ¢ e[| fpur aevemoumo i sz ea e [+]ua

[s7: sTaac e = [wpny2 [ ] [auro[~][awro 1 whz) [+]jva | [our: ap-Test-pemo Radio1

H. In the Create/Modify dialog box

. Click on Build New button to create a new scenario.
. Enter a scenario name e.g: 'SimpleThput' (no spaces allowed)

. Click Add Row button to add one or more rows.

O 0 w >

. Add the STA profile (mapped to desired wiphyX radio and DUT). Add an upstream profile
mapped to DUT LAN side (or possibly WAN side if that is more appropriate for your DUT).

E. Choose Apply and Save Scenario

2. Configure AP-Auto settings and run Basic Client Connectivity test.



A. Ensure that the correct scenario is chosen, then click Build Scenario

simpleThput -
éééi S:ensgm

B. Select the AP-Auto test and click Run Test. You should see the AP-Auto Test configuration window
pop up. It will remember the last configuration for most fields, and you can also save and load
configurations in the Advanced Configuration tab.

[ Testem asus 10003 RATASTARBO W v
[ Test e asus @ 10005 Rzt AST b bE () |7]
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vl Basic Client Connectivty

C. Inthe AP-Auto Settings Tab

A. Select the DUT 2G and DUT 5G SSIDs. This test requires that Open or PSK SSIDS are filled out.
For SSIDs that are not enabled, leave as 'NA'.

B. Select the LANforge radios to be used in this test. You need at least one 2.4Ghz radio and
one 5Ghz radio for full functionality.

C. At the bottom, select the Basic Client Connectivity test checkbox.



D. Located Next to the Settings Tab, the Advanced Configuration tab lets you save and restore test
configurations and also tune the behaviour of the automated tests. Station counts and skipping the
single-band tests are the main options that affect this test.

tomated Test (

Settings | Advanced Configuration | Stability Configuration | Mode/NSS/BW Configuration | Pass/Fail Configuration | Report Configuration

‘ |Shew Cenfig ‘ ‘ Import Config ‘

I Save | [perauLt |

I Load | [perauLT <]

I Delete | [perauLt <] Auto-Helper

X —

] skip 2.4Ghz Tests [v] skip 5Ghz Tests [v] skip Dual-Band Tests Skip 5Gzh-B Tests Skip Tri-Band Tests
Use BSSID Set Radio TxPower to Default

Loop lterations: Single 1)

Dual-Band Station Count

Tri-Band Station Count:

Duration: Default (20 sec)

Long-Term Download Rate:

it

Lang Term Graph etenah oo oo 7]

R

Long-Term Duration:
Long-Term Station Count:
Huntt Retries:

Packet Loss Threshold:

Il

Frame Sizes
Capacity Amounts (stations):
Multi-Station Throughput Options: [] UDP (] TCP Download []Upload

e e [a |

[] Ancther iteration [ Pause

E. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs.

Settings | Advanced Report

Basic Client Connectivity

Summary

‘The Maximum Connection test intends to verify that the Wi-Fi AP can support many STAs simultaneously and connect them

within a specific time frame. No data traffic is generated during this test. The pass/fail o s
Delow. The entiretest il coun esfalled fthe pessing staton percentage is below th Percent treshold (100.00%) ar fany of
the stations failed to connect. =
Auth Method -rnreshom

Open 25 ms

PSK 60 ms

802.1x Enterprise 120 ms

The Candela Score for the test is based on the tions that passed the criteria: 75% s based on the

percentage of stations that connected, im0 12 e o percentage that met. b

Station connection times for different bands and DUT configurations.
Station Connect Times

Connect Time (ms)

est Is complete. -~
[Consider saving HTML or PDF reports. Verbosity:

0123456789101

e, Bl (5o Croretoson  Orese

F. Consider changing the test result verbosity level by adjusting the Verbosity slider. Maximizing it will
show all generated figures and data. The verbosity level also affects the length of the saved report.

G. At the end of the test, click the Save HTML button to save an HTML report and generate the PDF.
The PDF file will be linked from the HTML page. You can also click Save PDF and the browser will be
directed to open the pdf file directly. Please see this example AP-Auto Basic Client Connectivity
Report.


http://www.candelatech.com/examples/ap-auto-basic-cx-2022-10-05-03-33-40.pdf

Automated Test Suit

Goal: Run an AP-Auto test for an AP using the LANforge CT523c or similar system in order to
test how well the AP can handle station stability. The AP-Auto test is similar to the TR-398 test,
but is designed to be functional with a minimum amount of test equipment. A 2-radio
LANforge system and DUT is all that is required to run these tests.

In this test scenario, the LANforge CT523 is used to create System Under Test
stations and run the Stability test. This example assumes
you have some experience with Chamber View, and that
you have a LANforge system and a DUT AP. The AP and
LANforge may be in chambers, but that is not required.
This feature requires LANforge version 5.4.2 or higher.

Ethernet

1. If you haven't setup or performed AP-Auto fests on your LANforge system, please refer to the AP-Auto Test
Suite Setup guide for quick setup.

2. Running the AP-Auto Stability Test:
A. Open the AP-Auto Test window.

5 Testoema ssus i 10002 whom <] |

(AP Test-Dem0 a5us-2411000-5 02 b4 (2) -

[£1.2 wiphyo v] [LLswphy2

B. In the AP-Auto Settings Tab:

A. Select the DUT 2G and DUT 5G SSIDs. This test requires that Open or PSK SSIDS are filled out.

B. Select the LANforge radios to be used in this test. You need at least one 2.4Ghz radio and
one 5Ghz radio for full functionality.

C. At the bottom, select the Stability test checkbox.


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
http://ctlocal/cookbook.php?vol=wifire&book=Auto-AP+Test:+Setup

C. Your Advanced Configuration tab should look similar to the following:

Pass/Fail Configuration | Report Configuration

show Corfig I Import Config

save [pEFauLT

Load DEFAULT ~

Delete [pEFaLLT [+ [¥] Auto-Helper
IP ToS: Multi-Conns e (0 [+
[ skip 2.4Ghz Tests [[] skip 5Ghz Tests [v] skip Dual-Band Tests  [¥] Skip 5Gzh-B Tests [v] Skip Tri-Band Tests
[¥] Use BSSID [¥] Set Radio TxPower to Default
Loop Iterations: single ) [+]
> aahe Station Court: 6t sation Court
Dual-Band Station Count: flo o) ~|s6heB station Count:  [pefautt (62 [+]
Tri-Band Station Count: pefautt (54) -~
Duration: Defautt (20 sec) -
Long Term Download Rate: es% ] Long-Term Upload Rate:

Long-Term Duration:

Long-Term Station Count:
Hunt Retries:

Packet Loss Threshold:

Frame Sizes: [MTU ]

Capacity Amounts (stations): [5.15 |
Multi-Station Throughput Options: [JUDP [P TCP [¢] Download [JUpload

[ s | T [] Another Iteration [Pause

D. Most of the settings for the Stability test are located in the Stability Configuration tab.
Below is an example configuration for running a UDP Download Stability test for 60 seconds.

Stability Durati

stability UDP Min Download Rate: 6 e ]

Stability stall threshold UDP Download

E. Note that the value chosen in the Stability stall threshold UDP Download field will directly impact the
Pass/Fail outcome of the test. Decreasing this threshold will increase the likelihood of a PASS result,
and increasing it will have the inverse effect.

F. When the configuration is complete, click the Start button (which will change to Stop once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs.

G. You can change the test result verbosity level by adjusting the Verbosity slider. Maximizing it will
show all generated figures and data. The verbosity level also affects the length of the saved report.
H. At the end of the test, click the Save HTML button to save an HTML report and generate the PDF.

The PDF file will be linked from the HTML page. You can also click Save PDF and the browser will be
directed to open the pdf file directly. Please see this example AP-Auto Mix Stability Report.


http://www.candelatech.com/examples/ap-auto-mix-stability-2022-10-07-02-25-13.pdf

AP-Auto Automated Test Suit

Goal: Run an AP-Auto test for an AP using the LANforge CT523c or similar system in order to
test how well the AP can handle many stations simultaneously. The AP-Auto test is similar to
the TR-398 test, but is designed to be functional with a minimum amount of test equipment. A
2-radio LANforge system and DUT is all that is required to run these tests.

In this test scenario, the LANforge CT523 is used to create System Under Test
stations and run the Capacity test. This example assumes
you have some experience with Chamber View, and that
you have a LANforge system and a DUT AP. The AP and
LANforge may be in chambers, but that is not required.
This feature requires LANforge version 5.4.2 or higher.

Ethernet

1. If you haven't setup or performed AP-Auto fests on your LANforge system, please refer to the AP-Auto Test
Suite Setup guide for quick setup.

2. Running the AP-Auto Capacity Test:
A. Open the AP-Auto Test window.

358 U7 ssus st ioo02 2i7ASTdbBO D) |<]
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B. In the AP-Auto Settings Tab:

A. Select the DUT 2G and DUT 5G SSIDs. This test requires that Open or PSK SSIDS are filled out.

B. Select the LANforge radios to be used in this test. You need at least one 2.4Ghz radio and
one 5Ghz radio for full functionality.

C. At the bottom, select the Capacity test checkbox.


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
http://www.candelatech.com/cookbook.php?vol=wifire&book=Auto-AP+Test:+Setup

C. Your Advanced Configuration tab should look similar to the following:

245he taton Count: R - (52 B

D Capacity Amounts (stations): 1.5.10.20. 32 ]

D. You can change the number of stations that are brought up in each capacity trial by changing
Capacity Amounts (stations). None of the capacity amount values should exceed the station count
of any enabled test band.

E. When the configuration is complete, click the Start button (which will change to Stop once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs.

F. You can change the test result verbosity level by adjusting the Verbosity slider. Maximizing it will
show all generated figures and data. The verbosity level also affects the length of the saved report.

G. At the end of the test, click the Save HTML button to save an HTML report and generate the PDF.
The PDF file will be linked from the HTML page. You can also click Save PDF and the browser will be
directed to open the pdf file directly. Please see this example AP-Auto Capacity Report.


http://www.candelatech.com/examples/ap-auto-capacity-2022-10-07-03-48-40.pdf

Automated Test Suit

Goal: Run an AP-Auto test for an AP using the LANforge CT523c or similar system in order to
test how well the AP can provide throughput in various scenarios. The AP-Auto test is similar
to the TR-398 test, but is designed to be functional with a minimum amount of test equipment.
A 2-radio LANforge system and DUT is all that is required to run these tests.

In this test scenario, the LANforge CT523 is used to create System Under Test
stations and run a series of Throughput tests. This example
assumes you have some experience with Chamber View,
and that you have a LANforge system and a DUT AP. The
AP and LANforge may be in chambers, but that is not
required. This feature requires LANforge version 5.4.2 or
higher.

Ethernet

1. If you haven't setup or performed AP-Auto fests on your LANforge system, please refer to the AP-Auto Test
Suite Setup guide for quick setup.

2. Running the AP-Auto Throughput Tests:
A. Open the AP-Auto Test window.

11395 DUT ssus-2x11000:2 0.274:57:000 (1) ]
(77398 DUT seus 110005 0,20 74,57:6b104 (2 E
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B. In the AP-Auto Settings Tab:

A. Select the DUT 2G and DUT 5G SSIDs. This test requires that Open or PSK SSIDS are filled out.

B. Select the LANforge radios to be used in this test. You need at least one 2.4Ghz radio and
one 5Ghz radio for full functionality.

C. At the bottom, select the Multi Band Performance, Multi-Station Throughput vs Pkt Size, and
Throughput vs Pkt Size test checkboxes.


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
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C. Your Advanced Configuration tab should look similar to the following:

2.4Ghz Station Count: small (32) 5Ghz Station Count: small (32) [~

D Frame Sizes: 64, 128, 256, 512, 1024, MTU [

Capacity Amounts (stations): [1.5.10. 20, 32 |

D. You can specify the frame sizes to be evaluated in the throughput hunt tests by changing the
Frame Sizes field.

E. You can also change the number of stations that are brought up in the Multi-Station Throughput vs
Pkt Size test by changing Capacity Amounts (stations). Note that no station amount value may
exceed the station count of any enabled test band.

F. When the configuration is complete, click the Start button (which will change to Stop once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs.

G. You can change the test result verbosity level by adjusting the Verbosity slider. Maximizing it will
show all generated figures and data. The verbosity also affects the length of the saved report.

H. At the end of the test, click the Save HTML button to save an HTML report and generate the PDF.
The PDF file will be linked from the HTML page. You can also click Save PDF and the browser will be
directed to open the pdf file directly. Please see this example AP-Auto Throughput Report.


http://www.candelatech.com/examples/ap-auto-report-2022-10-10-10-11-39.pdf

Automated Test Suit

Goal: Run an AP-Auto test for an AP using the LANforge CT523c or similar system in order to
test how successfully an AP conducts band steering. The AP-Auto test is similar to the TR-398
test, but is designed to be functional with a minimum amount of test equipment. A 2-radio
LANforge system and DUT is all that is required to run these tests.

In this test scenario, the LANforge CT523 is used fo create System Under Test

stations and run the Band Steering test. This example

assumes you have some experience with Chamber View, “

and that you have a LANforge system and a DUT AP. The Ethernet
AP and LANforge may be in chambers, but that is not Access Point

required. This feature requires LANforge version 5.4.2 or ®

higher.

1. If you haven't setup or performed AP-Auto fests on your LANforge system, please refer to the AP-Auto Test
Suite Setup guide for quick setup.

2. Running the AP-Auto Band Steering Test:
A. Open the AP-Auto Test window.

[TR398 DUT asus-ax11000 f0:272:57:0b:00 (1) v

[TR398_DUT asus-ax11000 f0:2674:57:db:04 (2) -
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B. In the AP-Auto Settings Tab:

A. Select the DUT 2G and DUT 5G SSIDs. This test requires that each DUT use one shared SSID
across all bands. Most DUTs will default to this behavior once they have been configured
for band steering.

B. Select the LANforge radios to be used in this test. You need at least one 2.4Ghz radio, one
5Ghz radio, and one Dual-Band radio for full functionality.

C. At the bottom, select the Band-Steering test checkbox.


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
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C. Your Advanced Configuration tab should look similar to the following:

2.4Ghz Station Count 5Ghz Station Count:

Dual-Band Station Count:

D. Modifying the band station count fields will have the most direct effect on the 'PASS/FAIL' results of
this test (E.g. increasing station count on the loaded band might increase likelihood of DUT steering
new clients to the less crowded band).

E. When the configuration is complete, click the Start button (which will change to Stop once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs.

F. You can change the test result verbosity level by adjusting the Verbosity slider. Maximizing it will
show all generated figures and data. The verbosity also affects the length of the saved report.
G. Atthe end of the test, click the Save HTML button to save an HTML report and generate the PDF.

The PDF file will be linked from the HTML page. You can also click Save PDF and the browser will be
directed to open the pdf file directly. Please see this example AP-Auto Band-Steering Report.


http://www.candelatech.com/examples/ap-auto-band-steering-2022-10-10-02-36-39.pdf

the AP-Auto Automated Test Suit

Goal: Run an AP-Auto test for an AP using the LANforge CT523c or similar system in order to
test how well the AP can long-term traffic. The AP-Auto test is similar to the TR-398 test, but is
designed to be functional with a minimum amount of test equipment. A 2-radio LANforge
system and DUT is all that is required to run these tests.

In this test scenario, the LANforge CT523 is used to create System Under Test
stations and run the Long-Term test. This example assumes
you have some experience with Chamber View, and that
you have a LANforge system and a DUT AP. The AP and
LANforge may be in chambers, but that is not required.
This feature requires LANforge version 5.4.2 or higher.

Ethernet

1. If you haven't setup or performed AP-Auto fests on your LANforge system, please refer to the AP-Auto Test
Suite Setup guide for quick setup.

2. Running the AP-Auto Long-Term Test:
A. Open the AP-Auto Test window.

[T7398_0UT asus 2110002 0.2 74:57:d0.60 (1 =
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B. In the AP-Auto Settings Tab:

A. Select the DUT 2G and DUT 5G SSIDs. This test requires that Open or PSK SSIDS are filled out.

B. Select the LANforge radios to be used in this test. You need at least one 2.4Ghz radio and
one 5Ghz radio for full functionality.

C. Afthe botftom, select the Long-Term test checkbox.


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
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C. Your Advanced Configuration tab should look similar to the following:

2460 Station Cour: e [foomsmoncam 5[]

| ong-Term Download Rate: [ | Long-Term Upload Rate: [85% [+]

Long-Term Duration: Long-Term Graph Interval: 30 (30 sec)
Long-Term Station Count: Small (32) I~

D. Highlighted are the Long-Term test settings. Note, stations are brought up on multiple bands
concurrently in this test and so the Long-Term Station Count value will determine the sum total of
stations across all bands.

E. When the configuration is complete, click the Start button (which will change to Stop once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs.

F. You can change the test result verbosity level by adjusting the Verbosity slider. Maximizing it will
show all generated figures and data. The verbosity level also affects the length of the saved report.

G. Atthe end of the test, click the Save HTML button to save an HTML report and generate the PDF.

The PDF file will be linked from the HTML page. You can also click Save PDF and the browser will be
directed to open the pdf file directly. Please see this example AP-Auto Long-Term Report.


http://www.candelatech.com/examples/ap-auto-longterm-2022-10-10-02-22-48.pdf

Testing AP with automated TR-398
scenario

Goal: Setup and run a TR-398 test for an AP using a é-radio version of the LANforge CT523c or
similar system in order to test how well the AP can handle the various test cases specified in
the TR-398 test document.

In this test scenario, the LANforge CT523c is used to LANforge Cabled Attenuator DUT
emulate different stafion and AP scenarios and generate
and receive traffic through an AP. This example assumes
you have some experience with Chamber View, and that
you have an appropriate LANforge system, - - - -
programmable attenuators like the CT714 and two
isolation chambers like the CT820a and CT840a. The AP
should be in the chamber with the 2D turntable, the
LANforge system is in the other chamber, and the
atftenuators are cabled between them. This feature
requires LANforge version 5.4.1 or higher and the
LANforge TR-398 automation software license.

Upstream LAN

1. Configure Chamber View for TR-398 and Similar Tests.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various
objects. In this example, the 'Mobilestations' chamber holds the LANforge, and the TR-398 chamber
holds the Device Under Test. Your configuration should look like this when these steps are complete.

Chamber View DEORD
Scenario Configuration: TR-3! = Manage
Q, Scenarios
Q@ MobileStations |TR-39€! |v|
= | Apply Scenario |
Jests:
=|[tr-398 [~]
| Bun Test |
| Snap Report |
<1 1] DN
i EHaWIER T Show LANforge Show RSSI
ow Externa
Show Internal CX ] RIS
Bl [] show Inactive DUT  [¥] Apply Mutmr|| Info H Print ‘ | Syne ‘ | Apply ‘ | Build 5cenario
ow Attenuators
Show Device Profiles
Show WiFi Connections &
Show Traffic Profiles
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B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important o configured
so that LANforge knows when it is connected to the correct AP.

Create/Modify DUT (ORORE)

Name [TR398-DUT |

Image file [nonE \| Choose Image || x ‘

SW Info [ Hwinf [ |
Model Number ’7 Serial Number [ |
Serial port [ wan [ |
LAN [ apiversion [o |
SSID-1 [sdanforges | Password-1 [lanforge123 |
|
|
|
|
|

5510-2 ’W ge2 Password-2 [lanforge123
S5ID-3 [ ] Password-3 [
Mgt IP 0000 | aAntl [0
Ant-2 o] ant3 [o
BSSID-1 [00:00:00:ffb4:ad | BSSID-2 [00:00:00:fFb4:3a
BSSID-3 [00:00:00:00:00:00| Active AP DUT

[]sTADUT [ wep [ wea WPAZ

] wPa3 [18o02.11r []802.1x EAP-TTLS Provides DHCP on LAN

[] Provides DHCP on WAN

Motes

| apply || ok || cancel

C. Create a chamber object to hold the DUT, and add the DUT to that chamber. If you have no
chambers, you can create a fake chamber, but your test will not be isolated and may not function
as desired. The turntable configuration is different for different models of chambers, this example
(bare IP address) is for the CT840a chamber.

Create/Modify Chamber &
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E = = = ~ dd8) |v|[None (0dds)  [v][None (0ddB) [
- - B B - dd8) |v|[None (0 dds) [ v][None (0 dds) |,
- ~| - - ~| +][cable (100 dde) _|v|None (0 daB)  |v|[Nene (0 dde) [~
= = B B = dd8) |v|[None (0dds)  [v][None (0ddB) [«

D. Create a chamber object to hold the LANforge system, and add the LANforge to it. Add
connections from this chamber to the DUT chamber, specifying the proper Attenuator modules.
Please note we use the 'OTA' attenuation floor since we have OTA connection between DUT and
antennas inside the DUT chamber. Please view our other cookbook on setting up attenuator
connections in LANforge.

Create/Modify Chamber &
ame: abiestations with: [ — [ —

chamber ype[edium (1) ] coston o speedtom bo |

rumtabeipe  [cTason (@) ] urntabie Postion (deg) @ [t (deg) oo

anaged sy: =] TurntableRpt:Positon 0.0 Tik: 0.0 et 0.0 Cvitual  Clopen

oura ~Jour2 -

ours ~Joura —

Lavorge 1 Feeitessmriony ] uiorge2 = -

Lanforges <] uwiorges =

ot cxa neoxs ntaten o ceoxs e atten s e Zorosten Zarositen

fone <] ere - <] [Grambermes0 [v]fisss <] ade []nons 0aaw [<]ponet0ad® =,
ove <] fene « < Cramber Mobtestations 1| ramber 395 |w]ie52 B e B e
= <] e = <] [crombermssez |v|iissi B e | e
one <] ere - <] Gramberms963 |v|iisso Ao ade <] e 0aa [<]ponetoam |~
ove < fene B < Cramber Mobtestations_|<] cramber 3988 |w|iatoozs  [w]oratdder  |v]Novetodaer |v|Noret@dadr |
= <] e - < Cramber 3985 |~][1a0022 [v]orAoadm |~]one 0 ag® || onet0as |,
one <] ere - = Cramber 3086 |<][1110021 [~]orAoadm || None 0 adw |~ ]onet0aa® =,
[one v] one v v [chamber Mobllestations.7 | v [chamber.TR-398.7 | w][1.1.1002.0 ~][ora © ade) v|[None (0ddg) [v]|[None (0 doB) |+,
= <] ore — <] ore <]ore = <] [Gobe (100 daw) || pone @ o) |viore 0 dom |+
one <] ere - <] ore <]ere = <] [Gie 00 daey [ ore 0 dd®1 || one 0 4o |~
fione <] o — <] jone <] one ~ <] [Ge 00 aaBr || one 0 a0® || ene 0 d08r |~
= <] e - Bl <]ore = < [Gobe 100 daw) <] pone @ admr _|v]iore 0 dom |+
one <] ere - <] fere <]ere = B N e | T
fone <] o = <] jone <] one ~ < abie 00 aaBr [=|ore 0 a0® || [ene0d08 |~
= <] ore = <] ore <] ore = B e o | T
one <]ere - <Jfore <]ere = <) [Gie 100 daey | om0 ddmr || one 0 4o |~



http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections

E. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more

appropriate for your DUT).

Create/Modify Scenario ) (2) (x
ST o ounit |
Scenario Name |TR739E! ‘v| ‘ Delete Scenario ‘ ‘ Create Profile ‘ | Create Traffic Profile ‘ | Add Row |

Del Resource Profile Amount Uses-1 Uses-2  Frequency Maps To
: STA-AC ‘le (1) "lephy[) ‘v”AUT{)‘VHAUTU (-1 Mhz) ‘VHDUT: TR398-DUT Radio-1 ‘v‘
¢ STA-AC "Hl s ) "Hwiphyl ‘V”AUTO‘VHAUTU (-1 Mhz) ‘VHDUT: TR398-DUT Radic-2 ‘V‘
: STA-AC ‘le (1} "lephVZ ‘v”AUT{)‘VHAUTD (-1 Mhz) ‘VHDUT: TR398-DUT Radio-1 ‘v‘
: STA-AC "Hl s8] "Hwiphy?o ‘V”AUTO‘VHAUTU (-1 Mhz) ‘VHDUT: TR398-DUT Radic-2 ‘V‘
: STA-AC ‘le (1} ‘VHWIphyd ‘v”ALITD‘VHAUTD (-1 Mhz) ‘VHDUT: TR398-DUT Radio-1 ‘v‘
: STA-AC "Hl (1 "HwiphyS ‘V”AUTO‘VHAUTO (-1 Mhz) ‘VHDUT: TR398-DUT Radic-2 ‘V‘
‘1.1 ‘VHUpstream: upstream ‘le (1) ‘vHethl ‘v”AUT{)‘vHAUTD (-1 Mhz) ‘vHDLIT: TR398-DUT LAN ‘v‘

1l I [»

Load Update and Apply and
Buldhas | Scenario ‘ | Save Scenario ‘ ‘ Save Scenaric

2. Use Chamber View for TR-398 test.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Load
appropriate scenario. Apply the Scenario, then Build the scenario.

Chamber View x) (a) (x
Scenario Configuration: TR-: [~ Manage
L+ § Scenarios
q MobileStations |TR-398 | — |
Q | Apply Scenario |
Tests:
=[Tr-308 [~]
| Run Test |
| Snap Report |
Ell ] DN
Show LANforge Show RSSI
[]/Show External CX| &
EEETT e Show DUT Show Bps
Show Internal CX.
[ show Inactive DUT 7] Apply Mutmr|| Info H Print ‘ | Syne ‘ | Apply ‘ | Build 5cenario
[] show Attenuators
Show Device Profiles
Show WiFi Connections
Show Traffic Profiles




B. To help make the cable routing easier to understand, you may wish to color-code the cables with
tape or other similar markings.. Inside of the LANforge chamber:




D. Outside, back view:
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E. Front view, all closed up and ready to test:

F. Select the TR-398 test and click Run Test. You should see the TR-398 Test configuration window pop
up. It will remember the last configuration for most fields. Select the 2.4 and 5Ghz DUT, turn-table
chamber, and carefully associate the radios with correct attenuator modules. For the first run, we
will just run the calibration test to auto-configure the path loss by adjusting the attenuators and

testing RSSI:
TR-398 Automated Test ©E®
Settings | Advanced Configuration | Report C: |

Selected DUT 5G: Upstream Port: Lirten: [+

Selected DUT 2G: Turn-Table-Chamber: [Raes [~

2.4Ghz 2m RSSI 5Ghz 2m RSS! [z 4]

Extra Download Path-loss [3

Radio 2.4Ghz RSSI 0 Atten 5Ghz RSSI 0 Atten Attenuator Modules

Group: 0

5Ghz [1:12 wiphyo [~][2= | [20 |[p1ss3 [+]

2.46hz [113 wiphy1 [~][28 | [20 | L1852 [~
[28 | [20 |[p110021 [-]
|28 | [20 |[fr10020  [+]

Group: 1

5Ghz [11.4 wiphy2 [=][20 | [a2 |[prss1 [+]

2.46hz [115 wiphy3 [+][20 | [a2 | L1850 [=]
20 |2 Il [=]
20 [ a2 I [+]

Group: 2

56Ghz [11.6 wiphya [+][s | [aa | [p110023  [+]

2.46hz [12.7 wiphys [=|[s8 | [a4 |[L110022  [+]
28 | Faa Il [=]
3 [ faa I [+]

TR-398 tests to run: Estimated Test Duration: 10 m

Calibrate Attenuators

[] Receiver Sensitivity  [] Maximum Connection  [] Maximum Throughput [ Airtime Faimess

[]Range Versus Rate ] Spatial Consistency [IMultiple STAs Performance [] Multiple Assoc Stability

[] Downlink MU-MIMO  [] AP Coexistence []Long Term Stability

[ Ancther Iteration [] Pause




G.

Go to the Advanced Configuration tab andmake sure the channels are configured properly, and
tune any other settings that you wish to modify.:

TR-398 Automated Test Zlhs,

X

Settings | Advanced Cenfiguration rReport Configuration \

| Save | [peFaULT |

| Load | [peFauLT [~]

| Delete | [erauLT [~]

1P Tos: Best Effort  (0) Multi-Conn: e b
2.4Ghz Channel 3Ghz Channel
[] Skip 2.4Ghz Tests [] Skip 5Ghz Tests

Duration-60: Duration-120:
Attenuation Adjustment Test Retries:

Stop RX-Sens at pass
RxSens-Rate:

RxSens Start Step: k4]

Auto-Calibrate Interferer Interferer 5G-80Mhz:
Interferer 5G-40Mhz: l:l:l Interferer 2.4G-20Mhz:
Spatial Rotation Degrees: 30 ||

Assoc/Disassoc Traffic %:

Duration-180: 1-min (1 min) : Stability UDP Duration: =
Stability Iterations: l:IZI

@

5% RxSens Rotation Degrees: (45

I

[] Another Iteration [] Pause

H.

When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs. For the first run, we will just run the calibration test to auto-configure the path loss by adjusting
the attenuators and testing RSSI. If the calibration was acceptable, click Start again o save the
calculated zero-RSSI attenuation values for future test runs in which you may decide to skip re-
running the attenuation:

TR-398 Automated Test ) (=) (%

settings | Advanced Configuration | Report Configuration | Report * x

Realtime Graph shows summary download and upload RX Goodput rate of connections created by this test. Goodput does not include Ethernet, IP, UDP/TCP
header overhead.

Candela

Test Result
Score

Elapsed Info

Realtime Throughput for: Calibrate Zero Attenuation RSSI

=

16:46:50 16:47:00 16:47:10 16:47:20 16:47:30 16:47:40 16:47:50 16:48:00 16:48:10 16:48:20 16:48:30 16:48:40 16:48:50
Date

[ Upload RX bps — Download RX bps|

2.4Ghz Atten: 25: Running for 30 seconds.
Calibrate Zero Attenuation RSSI Verbosity:

Close | saveHTML | savePDF

0123456789101

[] Another Iteration [] Pause

[

After the calibration step is complete, select the desired set of test cases and click Start. The test
may run for many hours. If you have the webcam configured, you can watch the rotational tests
happen using the ‘camorama’ program (in Linux), or your own preferred USB webcam program. If
using the LANforge machine to view camarama, please set the size to small so that it uses less CPU.
When you click start, the Report tab is created, you can view that tab to watch the progress.

. When the test is complete, click the Save HTML button to save an HTML report and generate the

PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example TR-398 Test Report.


http://www.candelatech.com/examples/tr-398-2019-07-26-06-00-52/tr-398-report-2019-07-25-08-44-19.pdf

librating TR- l -2 and Mesh on
4-Chamber Set

Goal: Setup and run a TR-398 Issue 2 test for an AP using a é6-radio version of the LANforge
CT523c or similar system in order to test how well the AP can handle the various test cases
specified in the TR-398 Issue 2 test document.

In this test scenario, a LANforge cluster (of a 1 523c and 3 LANforge Cabled Attenuator DUT
521as) is used fo emulate different station and AP

scenarios and generate and receive traffic with an AP. "@"

This example assumes user has some experience with

Chamber View, and has an appropriate LANforge system 1

(fit for TR-398 Issue 2), programmable attenuators like the
CT714 and some isolation chambers like the CT820a and
CT840a. Please contact support@candelatech.com for
assistance in setting up the TR-398 testbed.

Upstream LAN

1. Configure Chamber View for TR-398 and Similar Tests.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUL. If you have an
appropriate scenario already created, please skip to the next section, otherwise you will need to
build a scenario that matches your system. You can right-click in Chamber View to create various
objects. This cookbook will use the Chamber View scenario seen below.

Node-1 Mobile-Chamber

328610 (56.0 / THaddbupast
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B. Create a Device Under Test (DUT) Profile that matches your AP. The BSSID is important o configure
so that LANforge knows when it is connected to the correct AP. In a mesh scenario, you will create 3
DUT objects, one for each of the mesh AP chambers.

Create/Modify DUT D@ &
Name [inksys veiop Image fie NoNE | [ choose image x
SW Info [ | HW Info | Model Number [ ]
Serial Number | | serial port | AP version | |
wan [ ] Lan ]
sSID-1 [vetop_tanforge | Password1 lanforge | BssiD1 [dgeciser7a21ie8] CIWEP [IWPA [/WPA2 [JWPA3 []80211r [JEAP-TILS []EAP-PEAP
ssb-2 [vetop_tanforge | Password2 [lanforge ] Bssip-2 [dgeciser7az1e0] CIWEP [IWPA wPA2 [JWPA3 []80211r [JEAP-TILS []EAP-PEAP
ssp3 [ | Password3 | Bssip3 [o0:00:00:00:00:00] CIWEP [CIWPA [IwPa2 [IWPA3 [180211r [IEAP-TILS []EAP-PEAP
ssiD-4 [ ] Password-4 ] Bssio-4 [oo:00:00:00:00:00] CIwep CIwea CIwpa2 [IWPA3 [180211r [IEAPTTLS [IEAP-PEAP
ssips [ ] Passwords ] essios [oo:00:00:00:00:00] CIwep [CIweA [IwPA2 [IWPA3 [180211r [IEAPTTLS [IEAP-PEAP
ssD6. [ | Password-6 | Bssip-6 [00:00:00:00:00:00] [IWEP [IWPA [WPA2 [JWPA3 []80211r [JEAP-TILS []EAP-PEAP
ssiD-7 [ | Password-7 | BSsD7 [00:00:00:00:00:00] [IWEP [IwPA [JwPA2 [JWPA3 []80211r [JEAP-TILS []EAP-PEAP
sspe [ | Passwords | BssiD8 [oo:00:00:00:00:00] CIWEP [CIWPA [IwPa2 [IWPA3 [1802.11r [IEAP-TILS []EAP-PEAP
EAP-D [ ] Mgt 1P 0,000 ]
Num Ant Radio 1 [0 | Num Ant Radio 2 [0 | Num Ant Radio3 [0 ]
Dlactive Provides DHCP on LAN [ DHCP Client  [] Provides DHCP on WAN [¢] AP DUT
Notes

Apply cancel



http://www.candelatech.com/ct523c-2ac2-db-10g-cu_product.php
https://www.broadband-forum.org/technical/download/TR-398_Issue-2.pdf
http://www.candelatech.com/ct714_product.php
http://www.candelatech.com/ct820a_product.php
http://www.candelatech.com/ct840a_product.php

C. Create a chamber object to hold the DUT, and add the DUT to that chamber. If you have no
chambers, you can create a fake chamber, but your test will not be isolated and may not function
as desired. The turntable configuration is different for different models of chambers, this example
(bare IP address) is for the CT840a chamber.

Create/Modify Chamber ®

Name: R398 | width: 50 JHeight: 150

ChamberType  [20 Large () <] iscaton o0 | Speed (pm) o |

rumtableType  [cTa40A (@) <] runtabie 19216810030 | rsiton (deg) oo [ i (deg) oo

Managed 8y: 3 (sobitestations) ] Turntable Rpt: Positon: 0.0 Ti: 0.0 RPM: 3.0 Connected Clvitual & open

bura frRass Ut ~]our2 -

our3 ~|oura -

LaNforge1 fone ] Lanorge2 = -

Lanforge-3 fone ] Lanorges = =

int cx & intcxe Int Atten Ext XA Extcxe Ext Atten Atten Floor Fet el Pk
| ~| - - - ~][Cable (100 60B) [~|[None (0 ddB) [v][None (0 dds) [+
= = B B = dd8) |v|[None (0dds) [ v][None (0ddm) [«
| - - - - ~][cable (100 60B) [~v|[None (0 d0B) _[w][None 0 dds) [~
= = = = = dd8) |v|[None (0dds)  [v][None (0ddB) [
| - - - - +][cable (100 60B) [~v|[None (0 d0B) |w][None 0 ddm) [~
= = = = = ~][cable (100 dd8) |v]None (0 doB) |~ |[None (0 dde) [~
- - - - - +][cable (100 d08) [ |None 0 ddB) |~ ][None (0 aue) |~
= = = = = dd8) |v|[None (0dds)  [v][None (0ddB) [
- - B - - dd8)_|v|[None (0 ddB) [ v][None (0 dds) [,
E = = = = dd8) |v|[None (0dds)  [v][None (0dds) [
- - B B - dd8) | v|[None (0 dde) [ v][None (0dds) [,
- - - - - dd8) |v|[None (0dds)  [v][None (0dds) [
- - B B - dd8) |v|[None (0 dds) [ v][None (0ddm) [,
~| - - - - dd8) |v|[None (0 dds)  [v][None (0dds) [
- - B B -~ dd8) |v|[None (0ddB) [ v][None (0ddm) [,
- ~| - - ~| +][cable (100 dd) _[v|None (0 daB)  |v|[Nene (0 dde) [~

D. Create a chamber object to hold the LANforge system, and add the LANforge to it. Add
connections from this chamber to the DUT chamber, specifying the proper Attenuator modules.
Please note we use the 'OTA" attenuation floor since we have OTA connection between DUT and
antennas inside the DUT chamber. Please view our other cookbook on setting up attenuator
connections in LANforge.

Create/Modify Chamber &
ame: abiestations with: [ — [ —

chambertps Mol s C— T E—

runtabetype  [cBs0A@ ] rurnable Foston (deg) oo [t (deg) oo

Managed By: =5 | Turntable Rot: Position: 0.0 Tilt: 0.0 RPM: 0.0 [lvirtual (] Open

oura ~Jour2 —

ours ~Jour ~

Lavorge Feeitessmriony ] uiorge2 = -

Lanforges <] iavforge s =

ot oxa Intoxe Int Aten exoxa Beoxs ExtAtten Atten Floor s Zeroatton

fone <] ere - <] [rambermss0 [v]iisss ~Jfra©ade <] Nons 0aaw [<]pone0aa® =,
fone <] one = < [chamberobtestations.1 | <] chamber R 3981 |« |[11.85.2 oA [v|None0asm |<|penetodom |~
= <] e - <] [crombermssez |v|iissa B e | o
fone <] ere - <] Gramberm 3983 |v|iisso ]G ad <] None0aa [<]ponetoam |~
fone <] one - < [chamber obtestations.4_| ] chamoer R 3984 |v|[1110023 | <]orA0dds |v]Noneadm |v|one0aom |=
= <] e - <] [crombermsses |v|iiieze  |v]orAGdds  |v]Nerewddm |v]poreodem  |v
one <] e - < Cramber 3086 |<][1110021 [<]orAoadm || None 0 adm || onetoaa® =,
fone <] one = < [cramber obtestations.7 | ] camoer TR 3987 | v 1110020 | <|orA0dder |v]oneaam |v|one0aom |=
= <] e — <] vore <] ore = < [Gobe (100 daw) || pone @ admr _|v]iore 0 do |+
one <]ere - <] ore <]ere = B e O | o
fone <] one - <] jone <] one ~ < [Ge (00 a0 || ore 0 a0® || ene0d08r |~
= <] ore - Sl <]ore = ~][Gobe 100 daw) || pone @ o |v|iore 0 dom |+
one <] e - <] fore <]ore - B N O | o
frone <] o = <] jone <] one ~ <] abie 00 a0 |v|ore 0 a0® || [ene0d08r |~
= <] e = <] ore <] ore = B e o | e
one <] ere - <]fere <]ere = B e e | T

E. Configure a Chamber View Scenario and add the STA profile (mapped to desired wiphyX radio
and DUT). Add an upstream profile mapped to DUT LAN side (or possibly WAN side if that is more
appropriate for your DUT).

Create/Modify Scenario ()
TR Ter Output |
Scenario Name |TR-39 ‘V| ‘ Delete Scenario ‘ ‘ Create Profile ‘ | Create Traffic Profile ‘ | Add Row |
Del Resource Profile Amount Uses-1 Uses2  Frequency Maps To
¢ STA-AC ‘VHI (1 ‘Vlephyﬂ‘V”AUTﬂ‘VHAUTU (-1 Mhz) ‘VHDUT: TR398-DUT Radio-1 ‘V‘
: STA-AC "Hl (1) "lephyl"”AUm"HALﬂ'ﬂ (-1 Mhz) "HDUT: TR398-DUT Radio-2 "‘
¢ STA-AC ‘VHI s8] ‘VHwiphyz ‘V”AUTO‘VHAUTD (-1 Mhz) ‘VHDUT: TR398-DUT Radic-1 ‘V‘
: STA-AC ‘VHI (1 ‘VHWIPI’IV3‘V”AUT{)‘VHAUTU (-1 Mhz) ‘VHDUT: TR398-DUT Radio-2 ‘V‘
i STA-AC ‘VHI (1) ‘Vlephyll‘V”ALlTD‘VHAUTD (-1 Mhz) ‘VHDUT: TR398-DUT Radio-1 ‘V‘
: STA-AC "Hl s8] "HwiphyS ‘V”AUTO"HAUTD (-1 Mhz) "HDUT: TR398-DUT Radic-2 "‘
‘1.1 ‘VHUpstream: upstream ‘le (1) ‘vHethl ‘v”ALITD‘vHAUTD (-1 Mhz) ‘vHDLIT: TR398-DUT LAN ‘v‘
< 1l | D

Load Update and Apply and
Eu”d =) | Scenario ‘ | Save Scenario ‘ ‘ Save Scenario

2. For TR398 tests, the DUT AP's front should face the antennas for the Group-1 stations. Or, optionally, one can
use the Advanced configuration tab to specify the default turntable angle for non rotational tests.

3. Open Chamber View by clicking on the '‘Chamber View' button in the LANforge-GUI. Load appropriate
scenario. Apply the Scenario, then Build the scenario.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections
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4. Select the TR-398-Issue-2 test from Tests dropdown in the right panel. Then click Run Test. The following
window below should pop up. In the Settings tab, seft slots '‘Selected DUT 5G', 'Selected DUT 2G', and
‘Selected DUT 6G' the according BSSIDs found in the 'Root' Chamber. Also set the upstream port. In this
example, the upstream port is the eth2 port on the LANforge in Mobile Stations chamber.

TR-398 Issue 2 Automated Test (cv-inst-1) e iIME
Per-Test Config 1| Per-TestConfig2 | Per-TestConfig3 | Advanced C | Trags-x

| Reportc

Setti Virtual Sta Radio Settings 802 11AX Settings I 802 11AX Settings 2 |7 MeshSettings | MeshSettings 2

Selected DUT 5G: ‘hnhys,vemp velop lanforge 0B xec5e:72:21%9 (2) |v| Upstream Port:

1.12 eth2 H

Selected DUT 2G: ‘Imksys,ve\up vl Select 5Ghz DUT to be used in this |€5L| Turn-Table-Chamber:

Selected DUT 6G: ‘lmmys,vemp velop_lanforge d-ec-Ge: 72219 (2) |v| Exira Download Path-loss [0(0) :
2 4Ghz 2m RSST 26 [ +] sehz 2m st [30 [~]

[]Skip2.4Ghz Tests []SkipSGhz Tests  [] Skip 6Ghz Tests  [¢] Skip N/AC Tests  [] Skip AX Tests

[] Use Issue-3 Behaviour  [_] Allow-11w (MFP/PMF)

TR-398 Tests to Run: Estimated Test Duration: 3 m

[ Calibrate 802.11AX Radios [ Calibrate 802.11AC Radios [ Calibrate Group Throughput

[] calibrate 802.11AX Attenuators [[] calibrate 802.11AC Attenuators

[ Calibrate Mesh Root Attenuators ] Calibrate Mesh Node-1 Attenuators [ Calibrate Mesh Root to Node-1 Attenuators

[] Calibrate Mesh Nede-2 Attenuators  [] Calibrate Mesh Node-1 to Node-2 Attenuators [] Calibrate Mesh Root to Node-2 Attenuators

[[]6.1.1 Receiver Sensitivity

[[] 62.1 Maximum Connection
62.2 Maxirmur Throughput
[16:2.3 Airtime Fairness

[[] 6.2.4 Dual-Band Throughput
[[J 6.2.5 Bi-Directional Throughput

[] 8.1.1 Mesh Backhaul RvR

[] 626 Latency

[] 627 Quality of Service

[] 631 Range Versus Rate

6.3.2 Spatial Consistency
[16.33 AX Peak Performance

[ 6.4.1 Multiple STAs Performance

[] 8.1.2 Mesh Backhaul Node-2 RvR

[] 642 Muttiple Assoc Stability

[] 6.4.3 Downlink MU-MIMO

[] 6.4.4 Multicast

[ 6.5.1 Long Term Stability

[[]6.5.2 AP Coexistence

[ 6.5.3 Automatic Channel Selection

[ 82.1 Mesh Roam Time

[J Another Iteration [ pause

5. Configure the Virtual Sta Radio Settings tab.




A. Select the Virtual Sta Radio Settings tab. This tab is for radios that can have virtual stations on them
(either AC, N, some AX). Notice that there are 3 groups here, this will be the 3 slots of radios (Slofs 2,
3, 4) in the Mobile Clients Chamber. Visit the pictures in the next 2 steps to see close ups of the
attenuator diagram that has the slofs. Slot 2 (Group 0) has WO ad W1 (wiphy0 and wiphy1). Slot
3(Group 1) has W2 and W3 (wiphy2 and wiphya3). Slot 4 (Group 2) has W4 and W5 (wiphy4 and
wiphy$5). Leave the "2.4Ghz RSSI 0 Atten' and '5Ghz RSSI 0 Atten' blank, those will be auto calculated
when we calibrate the attenuators. Lastly, fill out the atfenuator modules column (with the correct
serial numbers that relate to each group). All these attenuators will be the TR-398 section of the
attenuator stack. In this case, those are attenuators T1, T2 and T3. These attenuators are also all
connecting the Node 3/Root chamber to the Mobile Clients chamber. Match the according
attenuator to each group on the attenuator diagram. Fill out all the dropdowns under 'Attenuator
Modules' for ports 0-3 on the matching attenuator. Select the 'Use Virtual AX Stations' checkbox.

TR-398 Issue 2 Automated Test (cv-inst-1) Ax) o) X

Per-TestConfig1 | Per-TestConfig2 | Per-TestConfig3 | Advanced ["Report [ Tr3gs-i |
Settings Virtual Sta Radio Settings [ Bo0211AXSettings [ so211AXSettings 2 [ Meshsettings | Meshsettings 2

Ratio 2.46hz RSS10 Atten 5Ghz RSSI 0 Atten Attenuater Modules
Group:0
5Ghz ‘1 1.4 wiphy0 ‘v‘ ‘713 | ‘44 | ‘113232,0 ‘v‘
246hz ‘1 1.5 wiphyl ‘v‘ ) | 22 | ‘1,13282,1 ‘v‘
6Ghz [ [=][2s [ [2a [[1132822 [~]
[ 22 [[1132823 +]
Group: 1
5Ghz ‘1 1.6 wiphy2 ‘v‘ [ [ [es | ‘113290,0 ‘v‘
24Ghz [11.7 wieny3 [=][22 [43 [1aazs01 [+]
6Ghz [ [=] 2 | [es [[r132002 +]
[ [+ [[11329003 [+]
Group:2
5Ghz ‘1.1.Ew\pny4 ‘v‘ ‘—30 | ‘47 | ‘|.13284.0 ‘v‘
246hz ‘1 1.9 wiphyS ‘-‘ 20 [+ | ‘1132341 ‘v‘
6Ghz [ [=] 20 [ [7 [[11328a2 [~]
[20 [ [ [[1132843 ~]

Use Virtual AX Stations  [[] Use AX Radios for AC tests

Bl e Cievetesn Do

B. Below is the attenuator diagram of the 4-chamber setup in the example. Another name for the
Node-3 Chamber is the Root chamber.
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C. Below is a closer look at the bottom right box of the attenuator diagram in the step above.
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D. Below are the serial numbers of the attenuator stack. They are stacked in the same order as the
attenuator diagram.

6. Configure the 802.11 AX Settings (1 & 2) tabs. Please contact support@candelatech.com for assistance in
filing out these tabs. These settings only apply to AX capable radios that do not support virtual stations.

7. Configure the Mesh Settings and Mesh Settings 2 tabs. If the test bed being setup has no need for Mesh,
please skip this step.



A. Select the Mesh Settings tab. The picture below is a final version of the calibrated mesh setup. In an

un-calibrated version (yours), all the rows in the 'RSSI 0 Atten' columns will be empty. Fill out select
the 2.4Ghz and 5Ghz BSSIDs for both Node 1 and Node 2 Chambers in the top section. Fill out the
'Atten Modules' column for each group (using ports 0-3 for each attenuator). To find out the correct
attenuator, trace the attenuator diagram to find out which attenuator connects which 2
Chambers. In Group 1 (in this section), use the attenuator and radios used in 'Group 2' of the Virtual
Sta Radio Settings tab. This attenuator is both TR398 and Access (A3/T1), so it belongs in both Virtual
Sta Radio Settings and Mesh Settings

TR-398 Issue 2 Automated Test (cv-inst-1) ) (o) tx)

Per-TestConfig1 | Per-TestConfig2 | PerTestConfig3 | AdvancedC | Reportc [ TR3gs-x

Settings

I Virtual Sta Radio Settings [ Bo211AXSettings i 802.11AX Settings 2 [ MeshSettings Wesh Settings 2

Node-1 DUT 5G:

Node-1 DUT 26G: ‘mksys,ve\np velop_lanforge dB:ec:5e 7a:21:¢9 (2) |v ‘
Node-2 DUT 5G: ‘hnksys,ve\op velop_lanforge di-ec'5e 7a:21:e0 (2) |v‘
Node-2 DUT 26: [iksys_velop velop_ianforge decseTa21e9 2) [=]

[ Use 2-band pass/fail

Background ScanModule: [smple | w| RSSIThreshale:  [65 |~]
Short Interval: Long Interval: 500 ~]

Radio 2.4Ghz RSSI 0 Atten SGhz RSSI 0 Atten Attenuator Modules
Group 0: Root to Node-1

[ <2 e [[z2z0 [+]
[es | [es |10 +]
[«e [ | ‘1 132732 |v‘
e | [e2 | ‘1 132733 |v‘
Groug 1: Mobile Station to Root
5Ghz ‘1 1.9 wiphy5 ‘v‘ |—3n | ‘47 | ‘1 132840 |v‘
24Ghz ‘1 1.8 wiphyd ‘-‘ |730 | ‘47 | ‘1 132841 |v‘
[z | [7 | ‘1 132842 |v‘
[50 [ [ [[r132805 ~]
Group2: Mobile Station to Node-1
[res 55 [[-132800  [+]
[+ | [22 | [riz2s01 [+]
e 58 [[r132802 +]
[ [[22 [ 132802 [+]

[] Another Iteration [] pause

B. Fill out the Mesh Settings 2 tab similarly to Mesh Settings 1

TR-398 Issue 2 Automated Test (cv-inst-1) SRORL

Per-TestConfig1 | Per-TestConfig2 | Per-TestConfig3 | Advanced Configuration | Report Configuration | TR398-Issued |

F

Settings

Virtual Sta Radio Settings [ 80211AXSettings | so211Axsetings 2 [ Meshsettings | MeshSettings2 ||

2.4Ghz RSS1 0 Atten 5Ghz RSSI D Atten Attenuator Modules
Group 3: Mobile Station to Node-2

‘—33\ |49 ‘1.13131 0 ‘v‘

[33 | [as [[r13280 +]
[s3 [ [2 [[r132812 ]+]
[22 [ [22 [[azsa ~]

Group 4: Node-1 to Node-2

[ [[= | ‘1,1313}0 ‘v‘
[38 [s1 EEEE
[ [ s [[1132832 +]
[ [[= | ‘1,131333 ‘v‘

Group 5 Root to Node-2

a1 [ [4 [[r132010 +]
[ [ [4s [[azea 5]
[ [ [4s | ‘1132912 ‘v‘
a1 [ [2s [[r132013 +]

[] Another Tteration [] Pause

8. Click on the Advanced Configuration tab. Set 2.4GHz channel and 5GHz channel to -1'/ AUTO. AUTO won't
work for all cases (like the ap-coex test), but will work for most of them.



TR-398 Issue 2 Automated Test (cv-inst-1)

Per-Test Config1 | Per-TestConfig2 | Per-Test Config3 | Advanced C

[ Report ¢

I Trass L ‘

Setings |

Virtual Sta Radio Settings I

80211AX Settings |

802.11AX Settings 2 I

MeshSettings |

Mesh Settings 2

‘ || Import Config |

‘ Save ‘ [perauLT |

‘ Load ‘ ‘DEFAULT "‘

‘ Delete | [oEpauLr [+|

IPToS: Best Effort (@) Multi-Conn:
2.4Ghz Channel : 5Ghe Channel
Duration-60: Defaut (1 min) Duration-120:

Attenuation Adjustment

STATX Power:

DUT AP Expected TX Power-2 4G:

Opposite-Speed:

=
5
g
3
g

!!

Test Retries:
20 dBm (20)
20 dBm (20)

None (0 bps)

DUT AP Expected TX Power-5G: 23 dBm (23)

Auto-Helper

Ten (10)

Default (2 min)

)
E
=
g

L]

[ Ancther Iteration [ Pause

9. Calibrate Zero Attenuation RSSI for all chamber to chamber connections. This also verifies attenuators are
connected and functioning as expected.

A. Start by setting the LANforge in the center of all the chambers, with all the antennae pointing
directly to the LANforge. We are calculating 0 atten against the LANforge.

B. Calibrate the 802.11AC attenuators. Only select this checkbox to ensure that the calibration goes

OK.

Calibrate 802.11AC Attenuatars

C. Inthe image below, run each of the checkboxed boxes one at a time, until all are run.

TR-398 Issue 2 Automated Test (cv-inst-1)

Per-TestConfig1 | Per-TestConfig2 | Per-TestConfig3 | Advanced C

| Reportc

[T |

ORORS

Settings Virtual Sta Radio Settings

802 11AX Settings I

802.11AX Settings 2

=

Mesh settings |

Mesh Settings 2

Selected DUT 5G:
Selected DUT 2G:
Selected DUT 6G:

2.4Ghz 2m RSSI

[ Use Issue-3 Behaviour

TR-398 Tests to Run:

[ Calibrate 802.11AX Radiios
L] calibrate 802.11AX Attenuators
Calibrate Mesh Root Attenuators

Calibrate Mesh Node-2 Attenuators

[]6.1.1 Receiver Sensitivity

[] 6:2.1 Maximum Connection

[ 6:2.2 Maximum Throughput

[[] 623 Airtime Fairness

[] 6.2.4 Dual-Band Throughput
[ 6.2.5 Bi-Directional Throughput

[18.1.1 Mesh Backhaul RvR

‘Im»@ys,vempvempjamurge d8iec:Se7a21:e9 (2) ‘v‘ Upstrearn Port:

‘Imksys_ve\npve\np_\anfnrge drecSeTa21:e8 (1) ‘ - ‘ TurnTable Chamber:

"
"

‘Im»@ys,vempvempjamorge d8rec5e7a:21:e9 (2) ‘v‘ Extra Download Path-loss (0 (0) =

[26

(] Allow-11w (MFP/PMF)

Estimated Test Duration: 30 m

[ Calibrate 802 11AC Ratios
L] calibrate 802.11AC Attenuators
Calibrate Mesh Node-1 Attenuators

Calibrate Mesh Node-1 to Node-2 Attenuators

[16256 Latency

[] 6:2.7 Quality of Service

[] 631 Range Versus Rate

6.3.2 Spatial Consistency

[ 633 AXPeak Performance

[ 6.4.1 Multiple STAs Performance

[[]8.1.2 Mesh Backhaul Node-2 RvR

[ 7] she 2mRsst 30 ~]

[]skip2.4Ghz Tests  [] Skip 5Ghz Tests  [/] Skip 6Ghz Tests  [] Skip N/AC Tests [ Skip AX Tests

[ calibrate Group Throughput

Calibrate Mesh Root to Node-1 Attenuators
Calibrate Mesh Root to Node-2 Attenuators.
[[] 642 Multiple Assoc Stability

[] 6.43 Downlink MU-MIMO

[] .44 Multicast

[[]6.5.1 Long Term Stability

[ 652 AP Coexistence

[[] 653 Autornatic Channel Selection

[[18:2.1 Mesh Roam Time

[] Another Iteration [ Pause

10. At this point, all the 0 Atten values should be filled out (In Virtual Sta Radio Settings and Mesh Settings 1 & 2

tabs).

11. Run a TR-398 Issue 2 throughput test. Select the 6.2.2 Maxiumum Throughput checkbox to run the test. After
verifying the throughput test is working as expected, select and run other tests as desired.



TR-398 Issue 2 Automated Test (cv-inst-1)

Per-Test Config1_| Per-Test Config2 | Per-Test Config3 | Advanced C | Reportc | TR3g8-I

Settings | Virtual Sta Radio Settings [ 8s0211AX settings I 802 11AX Settings 2 I

MeshSettings |

Mesh Settings 2

Selected DUT 5G: ||inksysye\np velop_lanforge dS:ec5e7a21:e9 (2) ‘v‘ Upstream Port:

Selected DUT 2G:

Selected DUT 6G:

246hz 2mRSSI [z [+] sehe2mpsst

[ Skip2.4Ghz Tests  [] Skip 5Ghz Tests  [7] Skip 6Ghz Tests  [[] Skip N/AC Tests  [[] Skip AX Tests

[] Use Issue-3 Behaviour ] Allow-11w (MFP/PMF)

TR-398 Tests to Run: Estimated Test Duration: 6 m

[ Calibrate 802.11AX Radios [[] Calibrate 802.11AC Radios

[ Calibrate 802.11AX Attenuators [ Calibrate 802.11AC Attenuators
[] Calibrate Mesh Root Attenuators [] Calibrate Mesh Node-1 Attenuators

[] calibrate Mesh Node-2 Attenuators ] Calibrate Mesh Node-1 to Node-2 Attenuators

[ 6.1.1 Receiver Sensitivity [J62:6 Latency

[ 6.2.1 Maximumn Connection L1627 Quality of Service
(6.2.2 Maximum Throughput [[163.1 Range Versus Rate
[] 6.23 Airtime Fairness 6.3.2 Spatial Consistency
[ 6.2.4 Dual-Band Throughput []6.3.3 AX Peak Performance
[] 62.5 Bi-Directional Throughput []64.1 Multiple STAs Performance

[[] 8.1.1 Mesh Backhaul RvR [[]18.1.2 Mesh Backhaul Node-2 RvR

T
|{Select 5Ghz DUT to be usedin this test P18 (1) ‘ - ‘ Turn-Table-Chamber:

|Iinksysye\npve\upjarﬂnrge d8recSeTa:21ed (2) ‘v‘ Extra Download Path-loss [0 (0) :

[[]6.4.4 Multicast

IETET

[0 I~

[ Calibrate Group Throughput

[ Calibrate Mesh Root to Node-1 Attenuators
[] calibrate Mesh Root to Node-2 Attenuators
[[] 6.4:2 Muttiple Assoc Stability

[ 6.4:3 Downlink MU-MIMO

[[16.5.1 Long Term Stability
[]6.5:2 AP Coexistence
[[] 653 Automatic Channel Selection

[[]82.1 Mesh Roarn Time

[] Ancther Tteration [] Pause

12. When the test is complete, click the Save HTML button to save an HTML report and generate the PDF. The

PDF file will be linked from the HTML page. Another option is to click 'Save PDF' and the browser will be

directed fo open the pdf file directly. Please see this passing example TR-398 Issue 2 Maximum Throughput

Test Report .

Advanced configuration options for TR-

Issue-2 nd Mesh on

Setup

4-Cham

r

Goal: Explore advanced configuration options for a TR398 issue-3 mesh testbed. The testbed

in this example supports both 32 real tri-band radios as well as é virtual-station dual-band

radios. See the TR398 testbed page for more information.

In this test scenario, a LANforge cluster (of three 523c and
3 521b systems) is used to emulate different station and
AP scenarios and generate and receive tfraffic with a set
of 3 meshed APs. This example assumes user has some
experience with Chamber View and TR398, and has an

LANforge

Cabled Attenuator DUT

,@,

appropriate LANforge TR398 testbed. Please confact
support@candelatech.com for assistance in setting up
the TR-398 testbed.

1. System configuration overview.

Upstream LAN


http://www.candelatech.com/examples/TR-398v2-max-Tput-22-09-15.pdf
http://www.candelatech.com/lf_tr398_testing_issue_2.php

A. The status panel shows all 6 LANforge systems connected and available.

LANforge Manager Version(5.4.6) ~) () (x

Control Reporting Windows Info Tests

[chamber view [ stopal | | RestartManager | | Refresh | [ rere
PPP-Links | VAP Stations | DUT | Profiles | Traffic-Profiles | Event Log | Alerts | Messages | Warnings | +

VOIP/RTP Endps | Attenuators |  RF-Generator | Filel0 | Generic | TestMgr | Test Group | Collision-Domains |  Resource Mgr |
Status | PortMgr | ExtendedPortMgr | Layer-3 | L3Endps | Layerd-7 | Armageddon | Wanlinks | VoIP/RTP

License Info Current Users Saved Test Configurations
Licenses expire in: 611 days. * Admin frorm10.253.1. 58 Configuration: ‘DFLT ‘v‘ ‘ Load ‘
TR Admin from:192.168.100.195
gnuserver from127.0.01 | Download pa_|| Show Progress ][ pelete |

Support expires in: 611 days

Status View: |Ports by Resource ﬂ

Realm 32

Save DB Name: | J[ save

overwrite [] DUT [J chamber [] Profile

Resource 2 Resaurce 3

(]| ] e (] mE]|
o [l o in [ - T i
Netsmith n [l T s . Ol
Netsmith || wetsmith || netsmith

[ Netsmith |

Netsmith

Logged in to: 192.168.100.228:4002 as:_Admin

B. The Chamber View window shows the RF chambers, attenuated paths, APs, and LANforge systems.

Chamber View (5.4.6) OIS
1ario Configur ol re—
- Scenarios
3 [TR-398 calimesh ]
e MobileStations ‘

Apply Scenario |

[ |Tests:
@ [TR398 Issue 2 [~]
ool
" p " ‘ Run Test |
&
)
[ Snap Report |

L ‘ client Status Report |

[T

[l I [+

Show LANforge

Show External CX
Show DUT

[] show Inactive DUT  []Ignore Attenuation
how WiFi Connections &~ " =inon
ow Device Profiles [ jotion
] Show Hidden Chamber: REY
Show Traffic Profiles []Pause Path

C. This setup uses LANforge as the upstream (WAN) port for the APs. This allows the testbed to be
isolated from the lab network, and also facilitates running the APs in either bridge or routed mode.

Create/Modify Scenario olorc
Scenario Name [TR-398-caliv-mesh [] [ pelete scenario | [ create profie | [ create Traffic erofie | [ Add Row

Del Resource Profile Amount Uses1  Uses2  Frequency VLAN-D Maps To Traffi
X|[[11 |v|[sTa sTA-AUTO ¥ ¥ ||wiphyo |¥ ||AUTO |w|lAUTO (-1 Mhz) > |M DUT: Calix-Root Radio-1 v IE
X|[[11 |v|[sTa sTA-AUTO ¥ ¥ ||wiphyl |¥||AUTO |w|lAUTO (-1 Mhz) b |M DUT: Calix-Root Radio-2 v IE
X|[[11 |~|[sTa sTA-AUTO > ¥ ||wiphy2 |¥||AUTO |w||AUTQ (-1 Mhz) . |M DUT: Calix-Root Radio-1 = E
X|[[11 |>|[sTA sTA-AUTO > ¥ ||wiphy3 |¥||AUTO |w|lAUTO (-1 Mhz) .4 |M DUT: Calix-Root Radio-2 hA E
X|[[11 |>|[sTA sTA-AUTO > ¥ ||wiphy4 |¥||AUTO |w||AUTQ (-1 Mhz) = |M DUT: Calix-Root Radio-1 = E
X|[11 |=||sTa: sTAAUTO > ¥ ||wiphys |¥||AUTO |w|lAUTO (-1 Mhz) - |M DUT: Calix-Root Radio-2 = IE
‘x”l‘Z |7Hupstream‘upslream—dhcp‘VHI @) ‘VHEU’VZ ‘VHAUTQ ‘V”AUTD (-1 Mhz) ‘VHM‘DUT Calix-Root LAN ‘VHE
‘x”li |VHSTA‘ STA-AX ‘VHI (e8] ‘VHALL'AX ‘VHAUTQ ‘V”AUTD (-1 Mhz) ‘VHM‘DUT Calix-Root Radio-2 ‘VHE
[X][r3_ =] fsa sTamx [ [=][swax [~ ]feuro [~]fawro -1 ma [+]fva[our camcroot Radio2 "HE
[X][1:2 [=][upink: cpinicnat [ [*]letns [=][ethe [=]fawro cma) [v]fua[[pur upstream Lan 192168 100 J/za‘vHE
i [ D

Update and Apply and
Save Scenario Save Scenario

Load
Scenario

2. Launch the TR398 issue 2 test. Unless otherwise specified, this test is configured for TR398 issue3. The settings
may be changed to run the TR398 issue 2 tests as user prefers.



TR-398 Issue 2 Automated Test (cv-inst-0) 2 (&) (x

Per-Test Config 2 | Per-Test Config 3 | PerTest Config 4 | Per-Test Config5 | Advanced Configuration | Report Configuration | TR398-ssue3 |
Settings | \irtual Sta Radio Settings | 802.11AX Settings | B802.11AX Settings 2 | Mesh Settings | Mesh Settings2 | Per-Test Configl |

Selected DUT 5G:

[ 194:70:29:96:c9 (2) [] upstream port: 1.2.2 eth2
Selected DUT 2G: [ 194:70:29:96:¢8 (1) [ ] Mutticast Upstream Port: [L.3.eth2
Selected DUT 6G: [ 194:70:29:96:ca (3) [ ] Tum-Table-chamber:  [TR-398

2.4Ghz 2m RSSI 25 (Issue-3 default) (-25) "l 5Ghz 2m RSSI -30 (Issue-2/3) (-30) =

[]Skip 2.4Ghz Tests  [] Skip SGhzTests [ Skip 6Ghz Tests [ Skip N/AC Tests  [] Skip AX Tests

Use Issue-3 Behaviour ] Allow-11w (MFP/PMF)

TR-398 Tests to Run: Estimated Test Duration: 1,083 h

[Jverify 802.11AX Radios [[]verify virt-sta Radio [[Jverify Group Throughput

[] calibrate 802.114X Attenuators [[] calibrate Virt-Sta Attenuators

[T calibrate Mesh Root Attenuators [ Calibrate Mesh Node-1 Attenuatars [] calibrate Mesh Root to Node-1 Attenuatars
[] calibrate Mesh Node-2 Attenuators [ Calibrate Mesh Node-1 to Node-2 Attenuators [] calibrate Mesh Root to Node-2 Attenuators
[[]6.1.1 Receiver Sensitivity [[16.2.6 Latency [[]6.4.2 Multiple Assoc Stability

.2.1 Maximum Connection [16.2.7 Quality of Service [ 6.4.3 Downlink MU-MIMO

[1/6.2.2 Maximum Throughput| [[]6.3.1 Range Versus Rate []6.4.4 Multicast

[[]6.2.3 Airtime Fairness [[16.3.2 Spatial Consistency [[]6.5.1 Long Term Stability

[[]6.2.4 Dual-Band Throughput [[16.3.3 AX Peak Performance []6.5.2 AP Coexistence

[]6.2.5 Bi-Directional Throughput [[]6.4.1 Multiple STAs Performance []6.5.3 Automatic Channel Selection

[]8.1.1 Mesh Backhaul RvR []8.1.2 Mesh Backhaul Node-2 RVR []8.2.1 Mesh Roam Time

3. The Virtual Sta Radio settings tab is for the radios supporting virtual stations (MTK7915 4x4 dual-band AX in this
example). The zero-attenuation RSSI values are calibrated during testbed configuration. See TR398
calibration cookbook for instructions on how to do this.

[] ancther Iteration []Pause

TR-398 Issue 2 Automated Test (cv-inst-0) ~) (a) (%

Per-Test Config 2 | PerTest Config 3 | PerTest Config 4 | PerTest Config 5 | Advanced Cenfiguration | Report Configuration | TR398-ssue2 |
Settings Virtual Sta Radio Settings | 802.11AX Settings | 802.11AX Settings 2 | Mesh Settings | Mesh Settings 2 | Per-Test Configl |

Radio 2.46hz RSS! 0 Atten 5Ghz RSSI 0 Atten Attenuater Modules

Group: 0
schz [L1.5 wiphy1 [x][24 | [22 [[Lr30sa0 ]
2.46hz [L1.4 wiphyo [x][24 | [28 [[Lr30sar [v]
sGhe I [x][24 | [38 [[Lrzosaz ]
[-2a | |28 e

Group: 1
5Ghz [L1.7 wiphya [=] 24 | a2 [[L1z1020  [~]
2,4Ghz ‘1 1.6 wiphy2 ‘v‘ [24 | [42 | |1.1 3102.1 ‘v‘
6Ghz I [x][24 | [42 [[t130s50  [¥]
[24 | [42 [[Lr30sa1 ]

Group: 2
schz [L1.9wiphys [=][27 | [42 [[L131022 [+]
2.46hz [L1.8 wiphya [*][27 | [43 [[L1s1023 [+]
| [l I [ 5
[22 |EE I =]

[ use virtual AX Stations Use AX Radios for AC tests

4. The 802.11AX Settings tab is for configuring non-virtual-station radios, Intel AX210 in this case.

[] Ancther Iteration [] Pause

TR-398 Issue 2 Automated Test (cv-inst-0) ¥ (=) (X

Per-Test Config 2 | PerTest Config 3 | PerTest Config 4 | PerTest Config5 | Advanced Cenfiguration | Report Configuration | TR398-ssue3 |
Settings | rtual Sta Radio Settings || BO2.11AX Settings | ©802.11AX Settings 2 | Mesh Settings | Mesh Settings2 | Per-Test Configl |

The settings below apply to AX capable radios that do not support virtual stations

Radio 2.46hz RSS! 0 Atten 5Ghz RSSI 0 Atten Attenuator Modules
Group: 0
[1.2wiphyo [=][z0 | 44 [[b1sroos [~]
[1.2wiphys [=][z0 | 44 [[basto02z [~]
[L.2wiphy2 [=][z0 | 44 | [na [~]
[L.2wiphya [=][z0 | [44 | [na =]
Group: 1
[L2wiphys [=][z0 | 4z [[bsroor [~]
[L2wphys — [+][s0 | [42 [[tast000  [~]
[awoe[o] oo Iz [ o
Fzmonr—[]bs | Ecom—] el
Group: 2
[L2wene  [+][33 | [4s [[t130se3  [~]
|1 2.wiphyo ‘v‘ [z3 | [4s | |1 1.3099.2 ‘v‘
|1 2.wiphy10 ‘v‘ [z2 | [4s | | ‘v‘
|1 2.wiphy11 ‘v‘ [z2 | [4s | | ‘v‘

5. The 802.11AX Settings 2 tab is for configuring additional non-virtual-station radios, Intel AX210 in this case.
Some testbeds will have different attenuators for groups 2-7. The testbed in this example uses splitter-
combiners so that all radios in groups 2-7 go through the same attenuator, so there are no attenuators
configured on this second AX setfings tab.

[ Ancther lteration [ Pause



http://www.candelatech.com/cookbook.php?vol=wifire&book=automated+TR-398+issue+2+test+set

TR-398 Issue 2 Automated Test (cv-inst-0) ) () (x
Per-Test Config 2 | Per-Test Config 3 | Per-Test Config 4 | Per-Test Config5 | Advanced Configuration | Report Configuration | TR398-ssue3 |
Settings | \irtual Sta Radio Settings | 802.11AX Settings || B0Z.1IAXSettings 2 | Mesh Settings | Mesh Settings2 | PerTest Configl |

The settings below apply to AX capable radios that do not support virtual stations.

Radio Radio 2.4Ghz RSS| 0 Atten SGhz RSSI 0 Atten Attenuator Module
Group: 2

[L3wiphyo [+] [L3.wiphys [+]]2s | [20 I [~]

[Lawpryio  [v][rawihyis  [+][2s | [20 I [~]
Group: 4

[L3wiphy1 [+] [L3.wiphys [+]]2s | [20 I [~]

[Lawpmyil  [v][rawiphyis  [¥][2s | [20 I [~]
Group: 5

[L3.wiphy2 [+] [L3wiphy7 [=]]2s | [20 I [~]

[Lawpryi2  [v][rawihyiz  [¥][2s | [20 I [~]
Group: 6

[L3wiphy3 [+] [L3.wiphys [=]]2s | [20 I [~]

[Lawpmy13  [v][rawihyis [¥][2s | [20 I [~]
Group: 7

[L3wiphys [+] [L3.wiphys [=]]2s | [20 I [~]

[Lawpryia  [v][rawiphyis [+][2s | [20 I [~]

- [] Another Iteration [] Pause

6. The Mesh Settings tab has information needed to run the Mesh test cases. This includes the DUT information
for the node-1 and node-2 mesh chambers, attenuator mappings between chambers, and some scanning
configuration.

TR-398 Issue 2 Automated Test (cv-inst-0) ) () G

Per-Test Config 2 | PerTest Config 3 | PerTest Config 4 | PerTest Config 5 | Advanced Cenfiguration | Report Configuration | TR398-ssue3 |

Settings | wrtual Sta Radio Settings | B02.11AX Settings | B802.11AX Settings 2 || Mesh Settings | Mesh Settings2 | Per-Test Configl |

Node-1 DUT 56: [ 94:70:29:9a:d1 (2) ~]
Node-1 DUT 26: [ :94:70:28:9a:d0 (1) [~
Node-2 DUT 56: [ :94:70:29:99:8d (2) [~]
Node-2 DUT 26 [ 194:70:29:89:8¢ (1) [~

[[]use 2-band pass/fail

Background Scan Module: RSSIThreshold: |65 [~
Short Interval: o [+]viong mtervak [300 =]

Radio 2.4Ghz RSSI 0 Atten SGhz RSSI 0 Atten Attenuator Modules
Group 0: Root to Node-1

[-a3 | [63 [[L132250  [+]
[-a3 | [63 [[L132291  [v]
[-a3 | [63 [[L132292  [~]
[-a3 | 63 [[t132093  [~]
Group 1: Mobile Station to Root
sGhz [318wipry21 [~][-3a | [s0 [[r132320  [~]
2.46hz |1‘3‘18 wiphy21 \v| |24 | [s0 | |1.1‘3232‘1 \v\
[2 | [0 I [-]
[ | [0 I -]
Group 2: Mobile Station to Node-1
[=2 | [ [[r132322 [~]
[23 | [41 [[t132323 [~]
=2 e Il =]
= [|ET Il =]

7. The Mesh Settings 2 tab has additional mapping information needed for a 3-node mesh testbed.

TR-398 Issue 2 Automated Test (cv-inst-0) v [~ (x

Per-Test Config 2 | PerTest Config 3 | PerTest Config 4 | PerTest Config 5 | Advanced Cenfiguration | Report Configuration | TR3981ssue3 |

Settings | \Virtual Sta Radio Settings | 802.11AX Settings | 802.11AX Settings 2 | Mesh Settings | Mesh Settings 2 | Per-Test Config 1 |

2.4Ghz RSSI 0 Atten 5Ghz RSSI 0 Atten Attenuator Modules
Group 3: Mobile Station to Node-2

[=4 | [45 |[L132830  [~]
[24 | [4s |[L132831 ]
24 | |4 Il -]
34 | |4 I -]
Group 4: Node-1 to Node-2
[s2 | [s0 |[L132s60  [~]
[52 | [s0 J[L132s61  [~]
[s2 | [s0 J[L132562  [~]
[s2 | [s0 |[L132563 ]
Group 5: Root to Node-2
E3 | [s0 |[L132632  [~]
E3 | [so |[1132633 ]
38 || I -]
38 || I -]

| Aot ferstion. EPauee

8. The Per-Test Config tabs provide tunable settings for individual test cases. Each entry field will have a tool-tip
to explain what it does in more detail. The sections will only be active if the respective test case is selected
on the Settings tab.



TR-398 Issue 2 Automated Test (cv-inst-0) 2 (&) (x

Per-Test Config 2 | Per-Test Config 3 | PerTest Config 4 | Per-Test Config5 | Advanced Configuration | Report Configuration | TR398-ssue3 |
Settings | Virtual Sta Radio Settings | 802.11AX Seftings | 802.11AX Setfings 2 | Mesh Settings | Mesh Settings2 | Per-Test Config1 ||

alibrate Zero Attenuation RSS|

Calibration Mode: n Calibration NSS:
Calibrate against LANforge AP 2.4Ghz Lanforge AP Calibration Radio:

5Ghz LaNforge AP Calibration Radio:
2.4Ghz Mesh Node-1 LANforge AP Calibration Radio: 5Ghz Mesh Node-1 LANforge AP Calibration Radio:
2.4Ghz Mesh Node-2 LANforge AP Calibration Radio: 5Ghz Mesh Node-2 LANforge AP Calibration Radio:

6.1.1 Receiver Sensitivity Test

[]stop RX-5ens at pass RxSens Start Step:
RxSens-Rate: RxSens Rotation Degrees:

6.2.1 Maximum Connection Test (32-8TA)

Max-CX Offered Load: : Randomize Offered Load [ Allow Maximum NSS [JEnable 6Ghz-80
Use Group-0 Radios  [] Use Group-1 Radios [ Use Group-2 Radios

Mas-CX 2Ghz N rate: Max-CX 5Ghz AC rate: [BMbps - Default (8 Mbps) [ ]

May-CX 2Ghz AX rate: May-CX 5Ghz AX rate: [10Mbps - Defautt (10 Mbps) [ v]

Max-CX 6Ghz AX rate: Ramp Duration: [~

May-CX 6Ghz-80Mhz AX rate: STA Count: [~]
.2.2 Maximum TCP Throughput Test
Throughput N 26hz rate: Throughput AC 5Ghz rates [560Mbps - Default (560 Mbps) |+ |
Throughput AX 2Ghz rate: Throughput AX 5Ghz rate: [720Mbps - Default (720 Mbps) [+ |
Throughput AX 6Ghz rate:

| [&
W[ @
Rl
M@
o
8

[ Ancther Iteration [ Pause

9. The Per-Test Config 2 tab.

TR-398 Issue 2 Automated Test (cv-inst-0) ¥ () (¢

Per-Test Config 2 | Per-Test Config 3 | PerTest Config 4 | Per-Test Config5 | Advanced Configuration | Report Configuration | TR3g8-ssue3 |
Settings | Virtual Sta Radio Settings | 802.11AX Settings | B802.11AX Settings 2 | Mesh Settings | Mesh Settings2 | PerTest Configl |

. 2.3 Airtime Fairness Test
ATF Max NSS: [2x2 (2) ATF Attenuation: [Default 0 (0) [ ] |

.2.4 Dual-Band Throughput Test
[ Unlimited TCP Speed []Enable 2.4-40 + 5G-160 [ Enable 2.4-40 + 6G-160 Enable 5G-80 + 6G-1560

Low-8and Radio: Default (1) [+ ] High-Band Radio: Default (1) [~

2.5 Bidirectional UDP Throughput Test

Max allowed packet loss%: 001 [~ [JAllow Maximum NSS

[]Enable 5g-160 []Enable 6g-80

[]/Skip First Attenuation Step| [ Skip Second Attenuation Step [] Skip Third Attenuation Step

2.6 Latency Test
| One-Way Download Latency |

6.2.7 Quality of Service Test
| [] Pass/Fail High-Limit |

[[] Ancther lteration []Pause

10. The Per-Test Config 3 tab allows setting specific attenuations and pass/fail for the RvR and spatial
consistency tests.

TR-398 Issue 2 Automated Test (cv-inst-0) v (Al (x

Per-Test Config 2 | PerTest Config 3 | PerTest Config 4 | Per-Test Config5 | Advanced Configuration | Report Configuration | TR398-ssue3 |
Settings | Virtual Sta Radio Settings | 802.11AX Settings | 802.11AX Settings 2 | Mesh Settings | Mesh Settings 2 | PerTest Configl |

6.3.1 Range Versus Rate Test

RvR issue 3 Enable Custom Config [] Enable 5g-160 [] Enable 6g-20
Attenuations 2.46hz [0, s, 20, 23, 26, 29, 32, 35 3B, 41, 44, 47, 50, 53, 56 (default-13) [~]
P/F 2.4Ghz DL /n [100, 100, 100, 100, 95, 80, 75, S0, 45, 35, 25, 14, 8, 6, 3 @efaltid) [~]
P/F 2.4Ghz UL In [t00, 100, 100, 100, 95, 8b, 75, S0, 31, 24, 17, 12, 7, 4, 3 Gefalti® [~]
P/F 2.4Ghz DL fax |ZUUA 200, 180, 170, 150, 120, 90, 85, 65, 55, 30, 25, 15, 10, 4 (default-i3) ‘v‘
P/F 2.4Ghz UL fax [2oo. 200, 120, 170, 150, 120, 90, €5, 65, 50, 25, 20, 10, 5, 4 G@efaltsd) [~]
Attenuations 5Ghz b. s, 20, 23, 2, 2, 32, 35 36, 4, #, 47, 50, 55, 5% @efantin|v]
P/F 5Ghz DL /ac |ssuj 560, 530, 420, 400, 360, 300, 220, 150, 125, 100, 45, 25, 5, 1 (de‘mmt-'\})‘v‘
PIF 5Ghz UL fac [se0. seo, 50, 420, 400, 360, 300, 220, 150, 125, 100, 45, 25, 5, 1 @efalt-id)|v|
P/F 5Ghz DL /ax [r20, 720, 80, 40, sis, 465, 400, 350, 300, 200, 175, 150, 50, 7, 2 (default-in|w|
PfF 5Ghz UL fax |7ZUA 720, 680, 540, 515, 465, 400, 300, 225, 175, 150, 50, 25, . 2 (deﬁlﬂt-'ﬂ)‘v‘

PJF 5Ghz 160Mhz DL fax |144U. 1440, 1440, 1080, 1025, 700, 400, 350, 300, 200, 175, 150, 50, 7, 2 (defimt—ﬁ)‘v‘

PIF 5Ghz 160Mhz UL fax |144n, 1440, 1440, 1080, 1025, 700, 400, 300, 225, 175, 150, 50, 25, 5, 2 (def—dmmi)‘v‘

Attenuations 66hz [0, 10, 21, 24, 27, 30, 33, 3, 39, 42, 45, 48 (efault-i3) [~
P/F 6Ghz DL fax [1440, 1080, 1025, 700, 400, 350, 300, 200, 175, 150, %0, 7 Ceefalt-i®) [~]
PIF 6Ghz UL fax [1440. 1080, 1025, 700, 400, 300, 225, 175, 150, 50, 25, 5 Cdefault-i3) [~
PIF 6Ghz 20Mhz DL /ax [200, 160, 140, 100, 80, 60, 40, 30, 20, 10, 5, 2 Gefault-13) [~]
PIF 6Ghz 20Mhz UL fax [200, 160, 140, 100, 80, 60, 40, 30, 20, 10, 5, 2 (default-i3 [~]

.3.2 Spatial Consistency Test
Spatial issue 3 [ skip First Attenuation Step [] Skip Second Attenuation Step ] Skip Third Attenuation Step

Spatial Rotation Degrees: 30 || [JPause onzero throughput

[ Anather Iteration [Pause

11. The Per-Test Config 4 tab allows tuning the peak-performanc tests and others.



TR-398 Issue 2 Automated Test (cv-inst-0) () () G
Per-Test Config 2 | Per-Test Config 3 [[ PerTest Configd | Per-Test Config5 | Advanced Configuration | Report Configuration | TR398-ssue3 |

Settings | Virtual Sta Radio Settings | 802.11AX Settings | 802.11AX Settings 2 | Mesh Settings | Mesh Settings 2 | PerTest Configl |

.3.3 AX Peak Performance TCP Throughput Test
Skip 4x4 5Ghz test Skip 2.4g-40 Skip 5g-160 [ Skip 6g-160

Throughput AX 2Ghz rate: 300Mbps - Default (300 Mbps) : Throughput AX 2x2 5Ghz rate: Gbps - Default (1.1 Gbps) =
Throughput AX 4x4 SGhz rate: |1.1Gbps - Default (1.1 Gbps) : []Enable 2.4g-20 [ Enable 5g-20 []Enable 5g-40

Enable 5g-80 []Enable 63-20 []Enable 6g-40 [] Enable 63-80

.4.1 Multiple STAs Performance Test
‘ Multiple STA issue 3 ‘

‘ 4.2 Multiple Association / Disassociation Stability Test ‘

Assoc/Disassoc Traffic %:

‘ 4.3 Downlink MU-MIMO Performance Test ‘

User Interaction  Multiplier [45% (defautt) (45%) [~

[] Ancther Iteration [ Pause

12. The Per-Test Config 5 tab.

TR-398 Issue 2 Automated Test (cv-inst-0) ~) (~) (%)

Per-Test Config 2 | Per-Test Config 3 | Per-Test Config 4 |  Per-Test Config 5 | Advanced Configuration | Report Configuration | TR398-ssue3 |
Settings | rtual Sta Radio Settings | B802.11AX Settings | B802.11AXSettings 2 | Mesh Settings | MeshSettings2 | Per-Test Configl |

6.5.1 Long Term Stability Test

Duration-180: [t-min @ min)| [+ ] stability UDP Duration: [2-min (2 min) [~]
Stability Iterations:

5.2 AP Coexistence Test
LANforge-AP is Interferer Interferer DUT 5G: I [~

Upstream Alien Port: Interferer DUT 2G: [ [~]

2Ghz Alien STA Radio: 5Ghz Alien STA Radio: [L2.2 wiphy1 [<]
2Ghz Alien AP Radio: 5Ghz Alien AP Radio: [L-23 wiphyo [+]
Alien AP TrPower; 20 dam (20) Alien STA TPower; [ 20 dem (20) [~]

[] Use 40Mhz DUT to Avoid DFS [] Calibrate Alien with DUT Down [¥] Auto-Calibrate Interferer

|

Interferer AC 5G-80Mhz: Interfersr AC 5G-40Mhz | [=]

Interferer AC 2.4G-20Mhz: Interferer AX 56-80Mhz: | [~

Interferer AX 5G-40Mhz:

!

Interferer AX 2.46-20Mhz | [=]

5.3 Automatic Channel Selecti
Use AP-Coex Alien radios Use AP-Coex Alien Tx-Power

Testbed Calibration Setting
calibrate NSS 1 Calibrate NSS 2 [Jcalibrate NSS 3 [ ] Calibrate NSS 4

Radios: [ |

Warning Threshold: 4 dem (4) Fail Threshold: 5 dBm (5) =
AP TxPower: 10 dem (10)

[] Ancther Iteration [ Pause

13. The Advanced Configuration tab has settings that apply to many tests. The top section is for saving and

loading test configurations. The Import Config window will let one paste in a full or partial test configuration
file to apply those changes easily. The Rotation fiels at the bottom allow the user to specify optimal rotations

o run tests which do not explicitly control the turntable. Use the Rate vs Orientation test to find optimal
rotations.

TR-398 Issue 2 Automated Test (cv-inst-0) ) (=) &)

Per-Test Config 2 | Per-Test Config 3 | Per-Test Config 4 | Per-Test Config 5 | Advanced Configuration | Report Configuration | TR398-ssue3 |

Settings | ‘rtual Sta Radio Settings | B02.11AX Settings | B02.11AXSettings 2 | Mesh Settings | Mesh Settings2 | Per-Test Configl |

[ Show Config Il Impert Config |
[ save | [oeFauLT |
[ Load | [peFauLT [~]
[ Delete | [oerauLr [~]
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IP ToS: (8) Multi-Conn: [Ten (10)
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2.4Ghz Channel 5Ghz Channel
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Duration-60: Duration-120;
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Attenuation Adjustment Test Retries:
Extra Download Path-loss

STA TX Power: 20 dBm (20)

]
3

DUT AP Expected TX Power-2.4G: | 23 dBm (23) DUT AP Expected TX Power5G: | 23 dBm (Issue-2) (23)
Opposite-Speed: 1Gbps Throughput Limit: 925Mbps (925 Mbps)
Virt-Sta Rotation 2.4Ghz Virt-Sta Rotation SGhz

AX Rotation 2.4Ghz AX Rotation 5Ghz

=
@
)

[ Ancther Iteration [ Pause
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14. The Report Configuration tab allows customizing the report generated by the TR398 test cases..



TR-398 Issue 2 Automated Test (cv-inst-0) ~) (A (x

Per-Test Config 2 | Per-Test Config 3 | Per-Test Config 4 | Per-Test Config5 | Advanced Configuration | Report Configuration | TR398-Issue3 |
Settings | Virtual Sta Radio Settings | 802.11AX Settings | 802.11AX Settings 2 | Mesh Settings | Mesh Settings 2 | PerTest Config 1 |

Show Events Show Log Entries [ ] Auto Save Report [ ] Print Logs to Terminal

Collect CSV Data

Graph Background Color: [OXEOECF8 Test Rig ID: [Testbed-01 Instance Name: cvinst-0
Test Tag: KPI Test Id: [TR 308v2
Operator Information:

DUT Information Override: |
Report Location: | |
Test Folder Prefix:

Notes to be added near the top of the report:

[[] Ancther lteration []Pause

15. The Issue-3 page is for experimental test cases. At time of writing, this tab is not needed. The ATF test case will
be executed if the 'Use Issue-3 Behaviour' checkbox is selected on the Settings page.

TR-398 Issue 2 Automated Test (cv-inst-0) v (Al (x

Per-Test Config 2 | Per-Test Config 3 | PerTest Config 4 | Per-Test Config5 | Advanced Configuration | Report Configuration | TR398-Issue3 |
Settings | Virtual Sta Radio Settings | 802.11AX Settings | B802.11AX Settings 2 | Mesh Settings | Mesh Settings2 | Per-Test Configl |

Proposed and in-development TR398-issue3 test cases.

[]lssue-3 Airtime Fairness|

[] Ancther Iteration [] Pause

Goal: Setup and run a series of tests in different mesh topologies using the LANforge CT523c
or similar system..

In this test scenario, the LANforge CT523c is used to Virtual STA Root Node
emulate a set of stations that move to different locations Upsiream
relative to a set of mesh APs. Throughput tests are run at '—'L LAN T
each requested topology. A set of 4 chambers are used. %
One holds the station emulator, the other three hold the T\ - Cabled /’ —
mesh APs. Programmable attenuators are used to adjust Alienuators
. . Node 2 L] | —TNode 3
the signal strenght between APs and the station chamber
to emulate different topologies. This example assumes ° Ne
you have some experience with Chamber View, and that
you have an appropriate LANforge system,
- - - -

programmable attenuators like the CT714 and four
isolation chambers like the CT820a. This feature requires
LANforge version 5.4.1 or higher.

1. Configure Chamber View for Mesh and Similar Tests.


http://www.candelatech.com/ct523c-2ac2-db-10g-cu_product.php
http://www.candelatech.com/ct714_product.php
http://www.candelatech.com/ct820a_product.php

A.

Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUL. If you have an
appropriate scenario already created, then skip to the next section, otherwise you will need to build
a scenario that matches your system. You can right-click in Chamber View to create various
objects. In this example, the 'Mobilestations' chamber holds the LANforge, and the other chambers
hold mesh APs and additional LANforge traffic generating systems. In this example, the LANforge
systems in the AP chambers are not used. Your configuration should look like this when these steps
are complete.

Chamber View

200

4

|
5

Configurat

[mesteest__[=]

[ Apply scenario

MobileStations

Tests:
[isn =

[ BunTest |

[ snepReport |

<

Show External CX
Show Internal X
Show Attenuatars
Show WiFi Connections

Show LANforge
Show DUT

[ Show Inactive DUT 7] Apply Motion
Show Device Profiles

Show Traffic Profiles

Build Scenario

B.

Create a Device Under Test (DUT) Profile that matches each of your APs. The BSSID is important to
configured so that LANforge knows when it is connected to the correct AP.

Name

Image file

SW Info

Serial port
LAN

SSID-1
SS5ID-2
SSID-3
Mgt IP

\
Model Number Serial Number I
\

Num Ant Radio 2 0 Num Ant Radio 3 ‘D

BSSID-1 sc:3bad:2c:b3:4f|  BSSID-2 [o0:00:00:00:00:00
BSSID-3 [10:00:00:00:00:00] AP DUT

[] STA DUT [CIweP CIwra WPA2

[]wpa3 []802.11r [[]802.1x EAP-TTLS [¥¥] Provides DHCP on LAN

[] Provides DHCP on WAN

Create/Modify DUT x) (2) |
[RootaP |

|nONE ” Choose Image || X ‘

HW Info

WAN

|

|

|
’7 APl version ‘D |
’m Password-1 [Lanforge12345! |
’7 Password-2 I |
|

|

|

|

Password-3 [
0.0.0.0 Num Ant Radio1 [0

Motes
| Apply | | oK ‘ ‘ Lancel
C. Create chamber objects to hold the mobile stations and DUTs, and add the LANforge and DUTs to
the chambers. If you have no chambers, you can create a fake chamber, but your test will not be
isolated and may not function as desired. Here is an example of the mobile stations chamber.
Please note we will auto-calibrate the Zero-Attenuation values for the station chamber.
D. Here is an example of the RootAP chamber
Create/Modify Chamber x)
Name: Roota?] ] width: 50 Helght 150 ]
Chamber Type [Medium (1) v]isolation 20 Speed (rpm) 0.0
Tumtable Type  [CTES0A () | runtable [ Jrostiondea [oo | it (deg) oo
Managed By: [Nome. ] Tumntable Rpt: Position: 0.0 Tit: 0.0 RPM: 0.0 Oviual  [Jopen
oura Roowe ~Jour2 =
outs ~oura -
LaNforge-1 [2 (Roots) ] Lanforge-2 = -
LaNforge-3. = ] anforge-a = =
ot cxa ntoxe nt Atten Becxa etcxe B¢ atten Atten Floor Zeroduten. Zeroiten
— - B s = <Jfrssz <] [v]None © dae) [<]None © o) ][]
e = = 5 Iz ~|Ezess ~|lTA© dd)__[~]None @ dds) || None © ddB) ||
— = BiE o[z ~frsro ~|oA i |v]None @ ade_[<]None 0 dam) |+
— = = i ~|Easa oA dd®) _[v][None 0 dd®) _|v][None 0 ddm |~
v - v - - v ||Cable (100 ddB) | v ||None (0 ddB) v ||None (0 ddB) v
. ~ e - ~ =] [cable 100 duB) [ =] None (© daB) | =] None © o) ||
— - e - = ] [cable (100 4d8) [ =] None (© ddB) [ ] None (@ ddB) ||
s < = - = ~ | [Coble (100 60B) [« |[None @ ad®) || None (0 dae) |
— = = - = ] [cabe (100 dd8) [ =] None (© ddB) | =] None @ ddB) ||
v - v - - v ||Cable (100 ddB) | ||None (0 ddB) | [None (0 ddB) v
— - — = = =] [cable 100 duB) [ =] None © daB) || None © o) ||
v - v - - v ||Cable (100 ddB) | v ||None (0 ddB) v |[None (0 ddB) v
— = = = = ] [cabe 100 dd8) [ 7] None (© daB) | ] None © o) ||
s = = = = ] [cable (100 4d8) [ =] None (© ddB) | =] None @ ddB) ||
v - v - - v ||Cable (100 ddB) | v ||None (0 ddB) | [None (0 ddB) )
= = = =] [Cable 00 daB) [ ] None 0 dd®) || [None 0 dam |~




E. Here is an example of the Node-1 chamber

Create/Modify Chamber

Name: [Nodea| | wath: 50 JHeight

chamber e [Medum @) Jisolation B Jspecdtom [

rumtabletype  [CT850A©) =] rurrtable [ Jrostonwen o [t o) oo

Managed By: one v] Turntable Rpt: Position: 0.0 Tift: 0.0 RPM; 0.0 [lvitual [ open

bura Node <Joura -

ours ~Joura B

| avforge-1 s i ] atforge:2 = 5

LaNforge-3 ore v| Lanforge-4 one =

It cxa ntoxs It aten st cxa e oxs e Atten Atten Foor s -
- - ~ e o Jiasrz  [o]ora@ad [v]pons @ o [<]pons © adm <]
- = = ramberoger 11 o B T T
- v - - M v ||Cable (100 ddB) | ||None (0 ddB) | v | [None (0 ddB) v
- ~ - - - <] cable 100 6a8) | ] [vore (0 adm) [« uors @ 6oy |~
- - - - - =] cabte 00 6a8) [ ] ore 0 da®r [ iore @ 6e) |+
- v - - M v ||Cable (100 ddB) | ||None (0 ddB) | v | [None (0 ddB) v
- - - ~ - <] cabie o0 608 [ ore © 4081 [ iore @ 6e) |
- = - - - =] cabte 00 6a8) [ ] ore 0 a1 [ iore @ 5e) |
- v - - M v ||Cable (100 ddB) | ||None (0 ddB) | v | [None (0 ddB) v
- - - - - <] cabie o0 608 [ ] o © d0®r || iore @ 6e) |
- - - - - =] cable 00 608) [ ] ore 0 da®r [ iore @ 6a) |
- v - - v v ||Cable (100 ddB) | |None (0 ddB) | v | [None (0 ddB) v
- - - - - <] cabie 00 668 [ ] ore © 01| iore @ 4e) |
- = - ~ - =] cable 00 608) [ ] ore 0 da®r [ iore @ 68> |
- v - - v v ||Cable (100 ddB) |+ ||None (0 ddB) | v | [None (0 ddB) £
- = - = - =] cable 00 668 [ ] ore 0 ad®r [ iore @ 4e) [

F. Here is an example of the Node-2 chamber
Create/Modify Chamber

vame: Podez —Jwidn: E— Er—

chambertype  [Medum @) <] solation o0 Speed (pm) bo |

[Tumtable Type  [CT850A (0) ] Tumtable [ rostion(degy [o0 | Tit (deg) fo.0

Managed By: MNone. | ¥ | Tuntable Rpt: Position: 0.0 Tift: 0.0 RPM: 0.0 Ovirtual  [Jopen

oura Nodez <Jour2 =

ours ~Jours —~

LAnforge-1 i ] uanforge2 o -

LANforge-3 hane v | Lanforge-4 one. -

ot oxa nt oxs Int Atten et oxa e cxs et Atten Atten Floor e el Zerctie
- v - - v v ||Cable (100 ddB) | ||None (0 ddB) | v | [None (0 ddB) v
- i =~ = = ] [cabie 00 4a8 7] None © da®) || None © dom) |
= = = = - ] [cable 100 das) [ =] pone (0 dds) | =] one 0 dae) |+
M v - - M v ||Cable (100 ddB) | ||None (0 ddB) | v | [None (0 ddB) v
- £ e - - v ||Cable (100 ddB) | ||None (0 ddB) v | [None (0 ddB) =
- = = = - =] [cable 00 da8 [ =] one @ dae) | =] None 0 dam> |
- - -~ - - ] [cable (100 4a8) =] pone (0 dds) | =] one 0 dde) |+
- v - - M v ||Cable (100 ddB) |+ ||None (0 ddB) | v | [None (0 ddB) v
- — = = = ] [cabe 00 4u8 [ <] None © dam) | =] None 0 dam) |~
= = - = - ] [cable 100 4d8) [ =] pone (0 dds) | =] one 0 dae) |+
- v - - M v ||Cable (100 ddB) | ||None (0 ddB) | v | [None (0 ddB) v
= s S - = < | [Cable (100 468 || [von= (0 o) | fvone @ ad |~
= = = = = ] [cable 00 das [ =] pone (0 dds) | =] one 0 dam) | =]
- v - - M v ||Cable (100 ddB) | |None (0 ddB) | v | [None (0 ddB) v
- £ - - - v ||Cable (100 ddB) | ||None (0 ddB) v | [None (0 ddB) =
= = - = = ] [cabe 00 4a8 [ <] None © dam) | =] None © dam> |

G. Configure a Chamber View Scenario. This is somewhat optional since the mesh automation logic
will create it's own temporary scenario to run the automation tests.

= 5
e
Scenario Name [meshtest___[] [_.Deete scenario_| [ crsate Profie.] [ create Trfhc rafle_| [_AddBow
SE R s e ol g g et R g R ] R ] O
e e R T i — — — -
i s e T o g s W ot [ g S R ] FE N
e e = T o o e oo i o o S
T v
| T I —— ==

2. Use Chamber View to start the Mesh test.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. Load
appropriate scenario. Apply the Scenario, then Build the scenario.

Chamber View

Configurati -

meshtest -

Apply Scenario

oL

TMobilestations

Tests:
[mesh

[ muntest |

snap Report |

\
:

how LANforge

how DUT

[ Show Inactive DUT
how Device Profiles

Show RSS!
Show External CX

Show Internal Cx

show Bps
pply Motion

Build Scenario

Show Attenuators

Show WiFi Connections

how Traffic Profiles




B. Select the Mesh test and click Run Test. You should see the Mesh Test configuration window pop up.
It will remember the last configuration for most fields. Select the resources, topologies and other test
config to be used for this test. If you have not run the calibration step previously, run that test first:

Mesh Automated Test ») (a) (x
Settings rAdvanced Configuration rRepcrt Caonfiguration |
psameor.  [aiem o
Selected DUT 2G: Selected DUT5G:  |RootAR orbimeshtest | v |
AP Root Chamber Node 1 Chamber Node 2 Chamber STA Chamber
|RootAF |v‘ |Node1 |v| |Nodez |v| |M0b|IeStat|oms ‘v|
STA Count STA Count STA Count STA Count
I =]k =k [z 20 -]
2,4Ghz Radios 2.4Ghz Radios 2,4Ghz Radios 2,4Ghz Radios
| [=] | =l =l | =
| =] | =] =l =]
| L=l =l =l ™
5Ghz Radios 5Ghz Radios 5Ghz Radios 5Ghz Radios
| ] 5 | —
| [l | [l | x| ™
| | =] i =]
AP Chamber Position STA Chamber Position Select Tests Traffic Combination
Current Position Traffic Type Calibrate
ABC Random UDP Throughput [L] Add STA Traffic
A-BC Close Root AP TCP STA
AB-C Close Node 1 Root
AB-C Close Node 2 N1
A--B-C Med?um Root AP N2
iBBCC ng:t; ml;g: é Traffic Direction EEZE::;
Random Far Root AP Download S
Far Node 1 Upload Root+N1+N2
Far Node 2 Both
[] Another lteration [] Pause

C. Once the calibration step is complete, reconfigure to run the throughput tests. In this case, we are
using the ABC topology where all three nodes are close to each other. The stations will do
throughput tests at each of three positions: Close to Root AP, Close to Node 1, and Close to Node 2.
We will generate UDP download traffic. No stations will be created on the LANforge systems inside
the AP chambers in this test.:

Mesh Automated Test hAREAT S
Settings rAdvanced Configuration rRepurt Configuration |
ssameor.  [aiem o
Selectad DUT 26: Selected DUT5G:  |RootAR orbimeshtest | v |
AP Root Chamber Nede 1 Chamber Node 2 Chamber STA Chamber
|RootAF |v‘ |Node1 |v| |Nodez |v| |M0b|IeStat|oms ‘v|
STA Count STA Count STA Count STA Count
I =]k =k [z 2o [-]
2,4Ghz Radios 2.4Ghz Radios 2,4Ghz Radios 2,4Ghz Radios
| [=] | =l =l =
| [l | =l =l ™
| L=l L=l [l ™
5Ghz Radios 5Ghz Radios 5Ghz Radios 5Ghz Radios
| | & T
| = Jal = =
| | =] i ]
AP Chamber Position STA Chamber Position Select Tests Traffic Combination
Current Position Current Position Traffic Type Calibrate
agC Random uoP [11Add STA Traffic
A-BC Close Root AP TCP STA
AB-C Close Node 1 Root
AB-C Close Node 2 N1
A--B-C Med?um Root AP N2
iBBCC ng:t; mgg: é Traffic Direction Eggt:mé
Random Far Root AP Download NL+N2
Far Node 1 Upload Root+N1+N2
Far Node 2 Both
[] Another lteration [] Pause




D. Configure the appropriate settings on the Advanced tab. In this case, | am disbling 2.4Ghz and
doing a 5Ghz only test.

Mesh Automated Test v) () (x
Settings [ Advanced Configuration | Report Configuration |

\ Save | [pEFAULT \
‘ Load | [peFauLt [~
‘ Delete | [bEFauLT [~]

IP ToS: Best Effort  (0) Multi-Conn: :

Skip 2.4Ghz Tests [ ] Skip 5Ghz Tests

Duration: 1-min (1 min)

Tx Rate: 55%

[] Another lteration []Pause

E. When the configuration is complete, click the Start button (which will change to 'Stop' once start is
clicked) to start the test. An interactive report tab will be created and will be updated as the test
runs. For each topology, throughput graphs and topology snapshot will be generated.

Mesh Automated Test ) (a) (%
Settings | Advanced Configuration | Report Configuration | Report % |
Test Result Score Elapsed Info
Throughput H
Chamber Loc: ABC  5GHZPASS 0 1572 m STA:CR UDP DL Sum Throughput: 83.40 Mbps
STA Loc: Close Root AP =
Realtime Graph shows summary downlead and upload RX Goodput rate of connections created by this test. Goodput does not include Ethernet, IP, UDP/TCP
header overhead
Realtime Throughput for: Throughg
300
275
250
225
'l'g- 200
8175
£ 150
Zi1s
100
75
50
25
0
113240 113250 11:33:00 113310 1133:20 1133:30 11:33:40 11:33:50
Date
[ Upload RX bps — Download RX bps ~
[Running: STA/CNL UDP DL for 60 secands. E—v———
Throughput Verbosity Close | SaveHTML | SavePDF
01234567 8 91011
[ Another lteration [ Pause

F. When the test is complete, click the Save HTML button to save an HTML report and generate the
PDF. The PDF file will be linked from the HTML page. You can also click 'Save PDF' and the browser
will be directed to open the pdf file directly. Please see this example Mesh Test Report.

LANforge as Access Point

Goal: Create four LANforge APs in bridged mode using Chamber View

In this test scenario, two LANforge CT522 systems are used to create 4 APs. The APs could be used for testing
client devices such as phones. This is a simple example with no authentication.

1. Configure Chamber View to create Access Points.


http://www.candelatech.com/examples/mesh-2020-01-22-11-39-29/mesh-report-2020-01-22-11-30-51.pdf

A. Open Chamber View by clicking on the ‘Chamber View' button in the LANforge-GUI. You can right-
click in Chamber View to create various objects. The LANforge system(s) should show up as green
boxes in Chamber View.

Chamber View ) (A

nario Configuration: ap-bridg = [Manage |
JEE

Scenarios

:

blank

-y
L]

Apply Scenario

Tests:
'WiFi Capacit;
= = wiri capacy ||
2 o
o ao
o
Snap Report
< Il Tv]
Show LANforge Show RSSI
ShowEitenalcx 2 < el
[¥] Show DUT [¥] Show Bps
Show Internal CX
[] Show Inactive DUT  [] Apply Mntmn‘ Info || Print ‘ | Sync ‘ ‘ Apply ‘ ‘ Build Scenario

[] Show Attenuators

Show Device Profiles
Show WiFi Connections

Show Traffic Profiles

B. Configure a Chamber View Scenario and add the AP profiles.

Create/Modify Scenario 2 6
Scenario | Text Output
Scenario Name |aprbndge |V‘ ‘ Delete Scenario | | Create Profile ‘ ‘ Create Traffic Profile | | Add Row |
Del Resource Profile Mod Amount Uses-1 Uses-2  Frequency Maps To|

1.1 ‘VHBridged_AP: bridged-4P-0

‘1 w ‘Vwaphy0|V||ethl "H% (5180 Hhz) M
‘1 w ‘Vwaphy1|V||ethl "H% (5180 Hhz) M
‘1 w ‘Vwaphy0|V||ethl "H% (5180 Hhz)
‘1 &5 ‘Vwaphy1|V||ethl "H% (5180 Mhz) M

<] Tl [

Load Update and Apply and
‘ Scenario ‘ ‘ Save Scenario ‘ ‘ Save Scenario

1.1 ‘VHBridged_AP: bridged-aP-1

1.2 ‘VHBridged_AP: bridged-apP-2

1.2 ‘VHBridged_AP: bridged-AP-3

C. This example uses 4 different bridged-AP profiles. Each profile is the same except that it has a

different SSID.

Create/Modify Profile ) () ()
Name: |bridged-aP-0 | Type: ‘EridgediAP (2) |v|
Mode: [auto (0) |*| antenmas:  |Default (0) [~
Instances: ‘1 (1) |v| Frequency: ‘36 (5180 Mhz) |v|
SSID: [wa-0 |  Password: [ |
Pattern: [ |  [CIDHCP Server []WEP
[IwrA [ wpPaz [IwPa3 []soz.11r
[]802.1x EAP-TTLS Notes:
|

‘ Apply ‘ ‘ oK || Cancel




D. Once you have saved and selected the Scenario, click Apply Scenario and then click Build
Scenario. The APs will be created, bridge devices will be created and will contain the APs and the
Ethernet ports selected in the scenario. The Access Point devices will be started as part of the build
process, so the system is now ready to be used. You can also make further modifications to the AP
configuration by modifying the vap interfaces in the Port-Mgr tab of the LANforge GUI.

Chamber View

& OO

nario Configuration: ap-bridg

OO

= Manage |
Scenarios

I i
=]
a
&8
]
[4] (

Apply Scenario

Iests:

WiFi Capacity

Run Test

Snap Report

Show Internal X

= LF-1 p LF-2
< # oo
v e o2 bridgedAP-2 o
o oo
bdgedara bridged AF-2
4] Il I
[¥] Show LANforge [¢] Show RSS!
Show External CX K
[¥] Show DUT [¥] Show Bps

[] show Inactive DUT DApp\yMotlon‘ Info | Print

[] show Attenuators

Lo

\ Lpply ‘

Build Scenario

Show Device Profiles
Show Traffic Profilas

Show WiFi Connections

Goal: Create 8 LANforge APs supporting 802.11k, v, and r in bridged mode using Chamber

View

In this test scenario, two LANforge CT522 systems are used to create 8 APs. The APs can be used for 802.11k/v/r
roaming and related testing. No external radius server is needed. The 'eth1' interfaces on the two LANforges

should be connected to the same LAN. NOTE: As of this writing, there is a bug when 802.11w (MFP) is enabled.
We are not currently clear whether it is an AP issue or a Station issue.

1. Configure Chamber View to create 802.11r Access Points.

A. Open Chamber View by clicking on the 'Chamber View' button in the LANforge-GUI. You can right-
click in Chamber View to create various objects. The LANforge system(s) should show up as green

boxes in Chamber View.

Chamber View

x

nario Configuration: ap-bridg:

=l Manage |
Q, Scenarios
e -
Q\ Apply Scenario
Tests:
WiFi Capacit
T TT [rcepee gy
o0 %o [ muntest |
o oo
Snap Report
4] Il ] |
[¥] Show LaNforge [¥] Show RSS!
Show External CX g
[¥] Show DUT [l show Bps
Show Internal CX
[]Show Inactive DUT  [] Apply Motion‘ Info || Print \ | Sync \ ‘ Apply ‘ ‘ Build Scenario

[] show Attenuators

Show Device Profiles
Show Traffic Profilas

Show WiFi Connections




B. Configure a Chamber View Scenario and add the AP profiles.

Create/Modify Scenario L6 )
Text Output
Scenario Name ‘ap—llr |V| | Delete Scenario ‘ ‘ Create Profile | | Create Traffic Profile | | Add Row |
Del Resource Profile Mod Amount Uses-1 Uses-2  Frequency Maps To

|2 &) |v||wlphy0|v||eth1 |v||35 (5180 Mhz) |V||NA |v|

|1‘1 |vHBrldged7AP: ap-11r
E|1‘1 |vHBrldgad_AP: ap-11r

1.2 |v ‘ |Bridged_AP: ap-11r

e [ oot [ o [ o190 w2 [<] o []

B [=] oo =] e =] . @20 > [<][oa |

1.2 |VHBrldged7AP: ap-11r |2 (2) |V||Wlphyl |V||eth1 |V||36 (5180 Mhz) |V||NA |V|

< Ii I
. Load Update and Apply and
Sulldbiay ‘ Scenario ‘ ‘ Save Scenario ‘ ‘ Save Scenario

C. This example uses one 802.11r AP profile for all APs.

Create/Modify Profile ) () (%)
Name: [ap11r | Type: [Bridged_ap (2) [~
Mode: ‘Auto o) |V| Antennas: ‘Default (0) |V|
Instances: ‘1 1) |v| Frequency: ‘ﬂUTU (-1 mhz) |V|
S5ID: lben-jw-11r | Password: llanforge-11r |
Pattern: [ |  [JDHCP server [[]WEF
I wra WPAZ go2.11r
[ 802.1% EAP-TTLS Notes:

‘ Apply H oK || Cancel

D. Once you have saved and selected the Scenario, click Apply Scenario and then click Build
Scenario. The APs will be created, bridge devices will be created and will contain the APs and the
Ethernet ports selected in the scenario. A radius server will be created and started. The Access Point
devices will be started as part of the build process, so the system is now ready to be used. You can
also make further modifications to the AP configuration by modifying the vap interfaces in the Port-
Mgr tab of the LANforge GUL.

Chamber View >l (o) (x,
nario Configuration = |Manage ‘
3_{ |Scenarios
2 Hew o
Q‘ Apply Scenario
Tests:
WiFi Capacity | ]
IS — LF-2 r
& oo o) oo
ap11ry 6o apa1izh 0o
“23db o ~tods oo
2 Snap Report
S~ ~
ap11ry ap11r2)
-2%db -i0ds
a I i DN
Show LANforge Show RSSI
Show External CX
Show DUT Show Bps
Show Internal CX
[] show Inactive DUT ] Apply Mntmn| Info H Print ‘ ‘ Sync | ‘ Apply | | Build Scenario
[] Show Attenuators
Show Device Profiles
Show WiFi Connections
Show Traffic Profiles




E. To give you some idea of the underlying configuration, please see this VAP configuration window.

P 1 (jw4-ben) Config Settings b G &3

Port Status Information
Current: LINK-UP GRO MOME

Driver Info: Port Type: WIFI-AP  Parent: wiphyQ wiphy0.

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |
Advanced WiFi Settings

Select 'WPA2' on the Standard Configuration screen to enable Advanced/802.1x

and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Pairwise Ciphers: |DEFALLT |~ Group ciphers: [pEFAULT =

Ignore Probes: HESSID:
Ignore Auth-Assoc: (zero (G%) Realm:

Ignore Assoc: IMSI:

i o
Im IIr-
3 3
a a

Ignore Re-Assoc: = Milenage:

Corrupt GTK: Domain:

HS20 Capabilities Consortium:

HS20 Oper Class RADIUS IP [127.0.01 |
HS20 WAN Metrics RADIUS Port |1312 ‘
leee80211w: RADIUS Secret [lanforge |
Venue Group: I:D Venue Ty | ‘ |
Netwark Type: I:D Address Types: | ‘ |
Network Auth: 3GPP Cell Net:

Use 80211d Use 80211h

SS-Load Neighbor Reports
[] Advanced/802.1x [ Short-Preamble [JHotSpot 2.0 []Disable DGAF

BSS Transition

[E Enable 802.11u [ 802.11uInternet []802.11uASRA [ 802.11uESR []802.11u UESA

| Print || Display || Logs | ‘ Probe || Display Scan || Sync ‘ | Apply || oK | ‘ Cancel

F. And the 'custom' magic that makes the .11r cluster talk to itself.

p 1 (jwa-ben) Confi Settings W

Port Status Information
Current: LINK-UP GRO MOME

Driver Info: Port Type: WIFI-AP  Parent: wiphyQ wiphy0.

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi
Custom WiFi

User-Specified supplicant/hostapd configuration text (may require Port reset to take effect)
pa_key_mgme=FT-EAP

Ir1_key_halder=c44bd 1754147
reassaciation_deadline=1000
lpmk_rl_push=1

Ir0kh=04:f0:21:a7:f6:2a 04f021a7f62a 00000000000000000000000000000023

4:0:21:a3:c1:2a 04:40:21:a2:c 1:2a 0000000000000000000000000000000k
211720 hd 04 dn-2 11 bd 1

i [v]

[4]




G. Normally you would configure your own Station device to connect to this AP cluster. In this case,
LANforge stations were used. Here is a screenshot of the config window to give some idea of how to
configure your own stations.

sta0000 (If0313-6477) Configure Settings 4 ) &)

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphyl wiphy!

Port Configurables

Standard Configuration rAdvanced Configuration r Misc Configuration r Corruptions r/ Custom WiFi

Enable General Interface Settings
[]5et MAC [1Down [ Aux-Mgt
g

LisetT™Qlen  [puceipvg .DHCP Relesse  DHCP Vendor ID: m:
[ 5et MTU

[] set Offload

[] Set PROMISC DNS Servers: |8.8.8.8 Peer [P: MA

IP Address: 0.0.0.0 Global IPv5: AUTO

— Services— IP Mask: 0.0.0.0 Link IPv&: AUTO

L HTTP Gateway IP: 0.0.0.0 IPVE GW: AUTO

CFte Alias: MTU: 1500

[] rADIUS MAC Addr: 04:f0:21:7p:37:f3 | TXQ Len 1000

Rpt Timer: faster (1 s) WiFi Bridge: NONE

— Low Level— L : 2 =
O] PROMISC WiFi Settings

C]7S0 Enabled  SSID: [pen-jw-11r [~|ap:  [pEFauiT |
[JUFO Enabled  KeyiPhrase: [lanforge-11r | Mode: [{Auto) [+]
ClesoEnsbied  Frowchanne: S180738 Rate: [05 berait |
[ LRO Enabled [ wra WPAZ WPA3 []OSEN []WEP

GRO Enabled [] Disable HT40 []Enable VHT160 [] Disable 5GI

| Brint || Display ‘ ‘ Probe || Display Scan H Sync | | Apply H oK ‘ ‘ Cancel

H. The Station advanced screen shows the EAP-TTLS config and key management. Note that 802.11w is
disabled in this test to work around some bug.

sta0000 (If0313-6477) Configure Settings b4 & &)

Port Status Information
Current: LINK-UP GRO Authorized

Driver Info: Port Type: WIFI-STA Parent: wiphyl wiphyl

Port Configurables

Standard Configuration | Advanced Configuration r Misc Configuration r Corruptions T/ Custom WiFi

Advanced WiFi Settings

Select 'WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: |FT-EAP (11r) HESSID:
Pairwise Ciphers: [DEFAULT Realm:

Group Ciphers: Client Cert:
WPA PSK IMSI:

EAP Methods: EAP-TTLS Milenage:

EAP Identity: testuser Domain:

EAPAnonidentity: [ | consortium

EAP Password: [test— passwd Phase-1: ’—
EAP Pin: I— Phase-2: !—

Private Key: PK Password:
CA Cert File: PAC File:
Metwork Auth: leee80211w: |[Disabled (0) n

[v] Advanced/802.1x [JEnable 802.11u [JHotSpot 2.0 []Enable PKC

| Print || Display ‘ ‘ Probe || Display Scan H Sync | | Apply H oK ‘ ‘ Cancel




Cl/CD Avtomated Testing of Acces
Points

Goal: Setup a framework to automatically find new builds, install them on target AP, run
regression tests, and report values. Generate graphs of key data over all runs for historical
view. Candela support is available to help customize scripts and fully implement this for your
particular environment.

In this test scenario, a LANforge CI/CD package (ct523c,
RF chamber, Test Controller and other bits and pieces)
consumes AP firmware build images, runs automated
tests, and reports the values. A test-orchestrator machine
queries the build system to find new builds. Work-items are

{ ooe

/==

created when new images are found. A test-bed WiFi Client LANforge GUI
controller looks forimages that match the hardware in l

the test bed. The test-bed controller updates the AP with /é’

new firmware, reboots and configures it. The test-bed ”rf.

controller then automates control of the LANforge system
to run a series of tests and then gatherers the results.
When the tests are finished, they are uploaded back to
the test-orchestrator. The test-orchestrator will regenerate
historical graphs when new results are found, and upload
the finished reports to a web server.

Switch LANforge WiFIRE

1. Configure Systems for automated testing. In this example, there are three main systems: Test-Orchestrator
(TO), Test-Bed Controler (TB), and LANforge system (LF). The AP under test is referred to as DUT. Many of the
details are left out of this document, your favorite search engine or network administrator should be able to
help show you the details.

A. The automation uses ssh and scp to do its work. So, first you have to make sure that the TB can log
into the TO with ssh without requiring password. This example uses the user 'lanforge' on the TO and
LF machines.

B. The testbed machine user must be able to run'sudo’ without needing a password.

C. In order to read console logs, the TO should act as the serial console server for the LANforge and AP
DUT. In order to have the lanforge user on the TB system access the serial ports, you must change
the permissions:
sudo chmod a+rwx /dev/ttyUSB*

This command must be run after the serial consoles are connected, or at least re-run once all of the
/dev/ttyUSB* devices are found.

D. Install additional software packages needed by the automation scripts. sudo pip3 install
pexpect-serial

2. Configure LANforge to be used as an automated testbed.

A. Clean up any old config and create a chamber view scenario and DUT.

Chamber View 0D
Scenario Configuration

X

Manage
Scenarios

:

» o
K

Tplink tip-auto

Apply Scenario

TrE300 _|Tests:
Dataplane
Run Test

s

Snap Report
LF-1
ooo ™
o w1
Pl oeoo
STA-AC(Gs)
. uplink-nat
stidacien ol r:;”;d::“ 2
STt
0 1 ] Ol
Show LANforge Show RSSI
Show External CX = 4 o
V] Show ¥] Show Bps
Show DUT Show Bp

‘ Info H Print H Sync ‘

o

[[] Show Attenuators Apply | Buil
Show WIFi Connections

Show Hidden Chambers

[[] Show Inactive DUT  [_] Apply Motion
Show Device Profiles
Show Traffic Profiles [] Pause Path




B. In this example, the AP DUT is called 'mr8300'.

Create/Modify DUT 2 D
Name |mrezo0 |
Image file INONE || Choose Image | ‘ % |
SW Info [0aBabat | Hwinfo |[Linksys-MRS300 |
Model Number ’Lmksi ys-MR8300 Serial Number [ |
Serial port [ wan [ |
LAN I [o |
$SID-1 [Openwrt2 | Password-1 [12345678 |
sSiD-2 [OpenwrtSlo |  Password-2 [12345678 |
55ID-3 [OpenwrtShi | Password-3 [12325678 |
Mgt IP 0000 | MNumAntRadiol [0 |
Num Ant Radio 2 o] MNumAntRadicz [0 |
BSSID-1 [(2:23:03:81:9c:28)  BSSID-2 [30:23:03:81:8c:27 |
BSSID-3 0:23:03:81:9: 28] Active AP DUT
[1STA DUT CIWEP CIwPA C1wPA2
[1wPA3 [1802.11r [[1802.1x EAP-TTLS []Provides DHCP on LAN
[] Provides DHCP on WAN
Motes

‘ Apply ‘ ‘ oK || Cancel

C. This configuration uses some advanced virtual-router features in LANforge to have LANforge serve
the DUT DHCP and provide a private NAT'ed network for the DUT the stations connected to it. The
uplink DUT is part of how this is configured. The LAN address is the gateway for the virtual router. In
this case, the LANforge machine's DUT uplink port is eth1, and it is cabled to a network that uses
192.168.3.5 as the gateway/router. Other test beds may use different Ethernet ports to provide these

features.

Create/Modify DUT I al(x
Name [uplink |
Image file INONE || Choose Image | ‘ x |
SW Info [ Hwinfo [ |
Model Number ’7 Serial Number [ |
Serial port [ wan [ |
LAN [192.168.3.5/24 | APIversion [o |
$SID-1 [ ] Passwordl [ |
$SID-2 [ ] Password-=2 [ |
$SID-3 I oo [ |
Mgt IP 0000 | MNumAntRadiol [0 |
Num Ant Radio 2 o] MNumAntRadicz [0 |
BSSID-1 }0:00:00:00:00:00]  BSSID-2 [oo:00:D0:00:00:00 |
BSSID-3 0:00:00:00:00:00] Active AP DUT
[1STA DUT CIWEP CIwPA C1wPA2
[1wPA3 [1802.11r [[1802.1x EAP-TTLS []Provides DHCP on LAN
[] Provides DHCP on WAN
Motes

‘ Apply ‘ ‘ oK || Cancel




D. The Chamber View scenario creates stations on the available radios, provides the Upstream port
(from perspective of the DUT), as well as uplink + NAT for the interface that routes DUT traffic
upstream of LANforge.

Create/Modify Scenario © 00
[Scenario | Text Output |
Scenario Name ‘t\p—aum \v\ \ Delete Scenario \ \ Create Profile \ | Create Traffic Profile \ \ add Row |

ource Profile Amount Usesl  Uses2 Frequency Maps To Tra

H |STA STA-AC ‘VHEH (54) ‘VHw\phyU "HAUTO "HAUTU (-1 Mhz) ‘V”DUT: mr8300 Radio-2 ‘V‘E

|STA STA-AC ‘VHZLDD (100) ‘VHW\phyl "HAUTU "HAUTD (-1 Mhz) ‘V”DUT: mrgé300 Radio-1 ‘V‘E

|STA‘ STA-AC “HEQ (64) ‘vawphyz "HAUTO "HAUTU (-1 Mhz) “”DUT: mré300 Radio-3 “‘E

|Upstream: upstream-dhep "Hl 1) ‘VHEthU "HAUTO "HAUTU (-1 Mhz) "”DUT: mra300 LAN "‘E

|Up|mk: uplinknat ‘-H1 w ‘VHEthl ‘vHemu ‘vau (-1 #ha) ‘-”uun uplink Lan 192.15&35/24‘-‘@

4] i [ D
\ - || e | FTr. |

E. Once chamber-view is set up, you need to create some test configurations for the various
automated tests you wish to run. In this example, one test we use is the Dataplane test to test
throughput at different packet sizes.

Dataplane Test I (A%
[(Settings | Advanced Configuration | Report Configuration |
selected DUT: [mra300 [ ] puration: [15secas s v
Downstream/WiFi Port: [1.1.6 staoooon [ ] upstream port: [L11etno -]
Rate: [es% || opposite Rate: [ortes I~
Path Loss:
Channels Mode Packet Size Custom Packet Sizes
[auTO [~] [Aita [~] 60
Mo-Change I=|[so2.11a 142
1 802.11b =||256
2 802.11g 512
3 802.11abg || {1024
4 202.11abgn MTU
El 802.11bgn 4000
5 =||802.11bg I~||9000
Spatial Streams Security Bandwidth
JAUTO JAUTO AUTO
1 Open 20
2 40
2 20
4 160
Traffic Type Attenuator 1: Attenuator 2: Turntable
UDP [
TCP
Arm-UDP

M5 W6 M7 Vs Vs W7 e

Direction
DUT Transmit
DUT Receive

[] Ancther lteration [] Pause

F. On the Dataplane Advanced tab, select a name and save the config. We will use that name later
when configuring the automated tests.

Dataplane Test £ N0
Settings | Advanced Configuration r’F\epurt Configuration ‘

| Save | |dpt—mtu\ |
| Load | [oEFauLT [+]
| Delete | [pEFaLLT [~]

IP Tos: Best Effort (@) [+
Loop lterations: i (1) =
[ Pause After Each lteration

Multi-Conn: one (1) =
Multi-Plt: 1000 v

[] Another Iteration [] Pause




G. Configured the AP-Auto test as well.

AP Automated Test Il X
F Capacity Configuration r Pass/Fail Configuration r Report Configuration ‘
Settings I Advanced Configuration Stability Configuration |
Open DUT PSKDUT Enterprise DUT

Selected DUT 26G: |mra300 openwrt-2 [+ | [a [ =] e [~
Selected DUT 5G: |mr8300 Openwrt-5hi |v‘ ‘NA ‘v| ‘NA |v|
e o)
2.4Ghz Radios 5Ghz Radios
‘l.lAmphyl |vHL1.3WIphyD |v‘
\ [ [1.2.5 wiphy2 =]
[ [=J] =]
[ [=J] =]
[ [=J] =]
[ [=J] =]
[ [=J] =]
[ | =
Tests to run: Estimated Test Duration: 29.333 m

[] Basic Client Connectivity Throughput vs Pkt Size
Dusl Band Performance Capacity
[ stability [J Long-Term

[] Ancther lteration [] Pause

H. Configure the AP-Auto Stability configuration.

AP Automated Test i (a)(x

Capacity Configuration r Pass/Fail Configuration r Report Configuration ‘
Settings r Advanced Configuration Ir Stability Configuration |

[] Reset Radios

Maximum Time between Resets: 1 minute (1 m)

video Buffer Size: I@
Stability UDP Max Download Rate: IC
Stability UDP Max Upload Rate: Same

Stability TCP Max Download Rate: |C
Stability TCP Max Upload Rate: |C
Stability stall threshold UDP Download: @
Stability stall threshold TCP Download: @
Stability stall threshold VOIP: @

Stability Duration:

w
o
=}
=)
=
=

w
[
5

=)
=1
o
=

Concurrent Ports to Reset:
Minimum Time between Res...

VOIP Call Count: Twenty (20)

mH
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A
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SIEIE
(=}

= =
é @
h+l w
gl =

'video Emulation Rate:

w
=1
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1
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w
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=
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o
i}

Stability UDP Min Download ...
Stability UDP Min Upload Ra...
Stability TCP Min Download ...

wl [
alla
alla
allg
all8
alla
w |
alla
gl 8
==
g8
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ERIR

Stability TCP Min Upload Rate: 500000 (500 Kbps)

Stability stall threshold UDP...

=IE
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8|l 8
=l =
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Stability stall threshoeld TCP ...
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=
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Stability stall threshold Video:

[] Ancther lteration [] Pause

|. Configure the AP-Auto Advanced configuration, and save the configuration when done.

AP Automated Test 2 ) () (x
Capacity Configuration r Pass/Fail Configuration ’/ Report Configuration ‘
Settings It Advanced Configuration Stability Configuration
| Save | [peeavr |
| Load | |DEFAULT |V‘
| Delete | [pErauLT [~] Auto-Helper

IP ToS: Best Effort (@) Multi-Conn: one (1)

Skip 2.4Ghz Tests Skip 5Ghz Tests [] Skip Dual-Band Tests

Loop Iterations: Single 1)

2.4Ghz Station Count:

=
o
o
=
(=]
2

Dual-Band Station Count:

Duration:

@
o
®

Long-Term Download Rate: Long-Term Upload Rate: |85%

=l
@8
=
cll®
Tli®
x| [
a
w
@
B
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(=]
(=]
o
=
=

Long-Term Duration: ) Long-Term Graph Interval: (30 (30 sec)
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Long-Term Station Count:

[=]
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[
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o

Hunt Retries:

]
[=]
o
=
El
c

Frame Sizes:

w
-
M
-
=1
5}
i

Capacity Amounts (stations): |1. 2,5 10. 20, 40, 64, 128, 256, 512, 1024, MAX
Packet Loss Threshold: 1% (1%)

[] Ancther iteration [ Pause




J. Configure a capacity-test, and save the configuration.

WiFi Capacity Test vl lalix
PDU Mix Settings | Advanced Settings | Pass/Fail Settings | Select Output | Notes |
I Settings | Select Ports i
Station Increment: .142,5410,2@,45._, .60,100__:7\:[?]' Loop Iterations: Slng'le (1\ | v
Duration: 1 min (1 m) v ] Use Test Groups
Protocol: ‘TCF;-II.:‘V!I v
Payload Size: _~'«UTO _v: MSS: AUTO
|Total Download Rate: v |16 i1 Gbps) v:
[Total Upload Rate: ] ~| [ (1 Gbps) v
Station-Down Quiesce period: | O_g.o sec.) T v:
Save |DEFAULT
Load | [oerauct I
Delete |DEFAULT

Start _]Pause Cancel

3. Configure Testbed Conftoller. This system will use the lanforge-scripts project (installed at

/home/lanforge/scripts on LANforge systems). You will probably want to have a separate code repository
for the Testbed automation. Candela can help you build scripts specific to your environment. This example
shows how it was implemented for one project.

A. Create a directory structure that looks like this. The 'cicd' directory will contain glue logic to talk to
the Test Orchestrator and to the LANforge automation. The testbeds directory holds information for
each testbed in your configuration. The lanforge directory has a sub-directory called 'lanforge-

scripts' that points to the lanforge-scripts project.

greearb@ben-home:~/git/tip/wlan-testing LD E

File Edit View Search Terminal Help

README . md

[greearb@ben-home wlar tésting]s | |

B. Inside the festbeds directory will be a sub-directory for each festbed in the project.
we have two testbeds. We will focus on the one called 'ben-home’

greearb@ben-home:~/git/tip/wlan-testing/testbeds wila)(x

File Edit View Search Terminal Help

me testbeds
me testbeds

me stheds
me testbeds

ben-home testbeds

In this example,

C. The ben-home testbed directory contains the Chamber View scenario, AP Auto, Dataplane and
capacity configuration files. The automation will apply the OpenWrt-overlay on top of the base
OpenWrt image after upgrading the software on the AP. This is an optional step and may not be

useful for other DUTs.

greearb@ben-home:~/git/tip/wlan-testing/testbeds/ben-home wls
File Edit View Search Terminal Help

tmp_gitlog.html
t log. txt

8.txt test bed cfg.bash
stbed notes.html
ben-homel$




D. The text configuration files were created by using the If_testmod.pl script from the lanforge-scripts
project. Please see the scripts/gui/README.xt for details.

g home: i _btbi : scripts/gui VAl ix

File Edit View Search Terminal Help

Notes on writing GUI automated tests (such as AP-Auto, TR taplane, Capacit
AP -Auto:

AP-Auto test wished, and ve the test conf:
In this example, I use the name: ap-auto-3

\ dump the saved iguration:

show_text blob Plugin-Settings AP-Auto-ap-auto
Settings.AP-Aut auto-3 d [BLANK]

show_events:
show log: 1

save this text to a file for later use: AP-Auto-ap-auto
guration text usin
68.100. > test_configs/mytest.txt
apac tion ( 92 using the :
/Uf_testmod.pl --mg 156 --action show --test_name 2 fb-192 > test_configs/mytest.txt
[# Save Chamber View
./Lf_testmod.pl 6 ion show --test name simpleThput --test type Network-Connectivity > test config
io. txt

E. The run_basic.bash script is a helper script that sets some environment variables and then calls the
lanforge-scripts/gui/basic_regression.bash script.

greearb@ben-home:~/git/tip/wlan-testing/testbeds/ben-home G RES
File Edit View Search Terminal Help

t ! /tmp_gitlog.html
tmp_gitlog.
html

vd* /testbed notes.html
*/tmp_gitlog.html
S_HTML GITLOG

regression_log. txt ]

LTS_DIR"




-

. The run_basic_fast.bash script disables most of the tests and just runs a few specific ones.

greearb@ben-home:~/git/tip/wlan-testing/testbeds/ben-home AREIRES

File Edit View Search Terminal Help

C Lftmp_gitl
tmp_git
./tmp_gitlog.html

" /testbed_notes.html
d*/tmp_gitlog.html
_HTML GITLOG

(c] S a _WCT_| asic_regression.bash

DIR ]

G. Both of the scripts use the test_bed_cfg.bash file fo configure the details about the device
test and the LANforge system. This configuration will allow the automation to properly do it

greearb@ben-home:~/git/tip/wlan-testing/testbeds/ben-home w A
File Edit View Search Terminal Help

AP_AUTO_CFG_FILE:
WeT_CFG_FILE=${
DPT_CFG_FILE
SCENARTO_CFG._|

LF_SERIAL AP_SERIAL LFPASSWD
t AP_AUTO_CFG_FILE WCT_CFG_FILE DPT_CFG_FILE SCENARIO_CFG_FILE

LFMANAGER GMANAGER GMPORT MY_TMPDIR

STABILITY_DURATION TEST RIG_ID

DUT_FLAGS DUT_FLAGS_MASK DUT_SW_VER DUT_HW_VER DUT_MODEL

DUT_SSIDI DUT_SSID2 DUT_SSID3
SWD2 DUT_PASSWD3

export DUT_BSS _BSSID2 DUT_BSSID3

-under-
s work.




H. The testbed_notes.htmlis a snippet of HTML that will be added to reports to describe this test bed.

greearb@ben-home:~/git/tip/wlan-testing/testbeds/ben-home
File Edit View Search Terminal Help

h seems to be
me. In ge

"testbed notes.html" 8L,

The cicd directory contains a directory for each of the test-beds, named similar to the testbeds
directory. In this case, we are using the ben-home testbed. This directory will hold a file called
TESTBED_INFO.txt. This describes the DUT hardware platform so that the test orchestrator knows what

testbed can handle which binary images (this project is doing builds for multiple hardware
platforms.)

gr bk h

b

-home v () (x
File Edit View Search Terminal Help

t bed, from
-home

J. The cicd directory also contains a script that queries the test orchestrator. The code in it is beyond
the scope of this guide, but roughly speaking, it queries the test orchestrator's web page to find new
work items, and when found, it will execute the test and upload results back to the orchestrator. An
example run of this tool is:

../testbed_poll1.pl --jfrog_passwd secret --url
http://192.168.100.195/tip/testbeds/ben-home/pending_work/

For full automation, this program should run in a loop, waiting 2 minutes between tries to give the
orchestrator time to notice the results and remove the old work-item.

4. Configure test orchestrator. This system is visible fo all the test beds. It could be a VM running in a cloud, or

some other system running in your lab. It will have a web server, and directories dedicated to the
automation.

A. Create a directory structure that looks like this. A copy of the cicd/[testbeds] should be placed
here. In particular, the TESTBED_INFO.txt is important.

dta

File Edit View Search Terminal Help
ben-dt4 testbeds]
ben-dt4 testbe
ben-dt4 testbeds]
4t

B. The orchestrator will poll the build artifact system to find new builds and build work-items. It

will place
the work-items in the test-beds that it wishes to execute the tests.

dta
File Edit View Search Terminal Help

C. The testbed conftroller will find this work item, do the work, and then upload the results to the
location specified in the work-item. The test-orchestrator will then generate summary reports for all

available results, including comparison graphs for the different test runs. It will upload these results to
some web page so that users can view the end results.



Using LANforge python script to test QoS
on WiFi Networks

Goal: Create data connections with different QoS settings and report on throughput and
latency

This script automates creating data connections with BK,

BE, VI, VO and/or other QoS settings. It then runs the tests

for a specified amount of time and reports on latency .‘%
and throughput. The report is an xlsx spreadsheet that . .
can be opened in your favorite spread-sheet tool. This LA fornge Ui
script requires LANforge 5.4.2 or higher.
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1. Create and configure stations to talk to your DUT. You may create these through Chamber View scenarios
or other methods. Please refer to introductory cookbooks for more information on this if you have questions.

2. Run If_fos_test.py script.

A. Change directory to the /home/lanforge/scripts directory (or other location if you have installed
scripts elsewhere), and run the If_tos_tst.py script with the --help argument to understand your

options..
greearb@ben-home:~/btbits/x64_btbits/server/If_scripts sl {a)(x
File Edit View Search Terminal Help
[gree ome 1f -

T]
OUTFILE
[--duration DURATION]

C\utpll{
5 P T
mbps SPEED_MBPS

T t i, in Mbps
n DURATION u t t minutes




B. Run the script with arguments for your test case. The basic idea is to provide a list of stations you wish
to use for traffic generation, the upstream port, the type of service settings to use, requested
bandwidth, etc.
Examples
Run BE, BK, VI VO traffic between eth1 and sta0000, 500Mbps total traffic requested, with 15 second
duration:
./1f_tos_test.py --upstream l.ethl --1fmgr 192.168.100.156 --station "1.sta00000" \
--tos "BK BE VI V0" --speed mbps 500 --duration 0.25 --proto "udp"

greearb@ben-home:~/btbits/x64_btbits/server/If scripts

File Edit View Search Terminal Help

./1f_tos test.py --upstream l.ethl --1fmgr 192.168.10 --station "1.s
speed_mbps 500 --duratio 5
NA NA NA NA 8 MA NA NA NA 8388610 ]
NA NA NA NA NA NA NA NA 86101
ciated with IP address.
05-0-A 1 1 stafEeed 1f udp -1 NA 56000 5
tos-8-A 1 1 st 00 Lf_udp -1 NA 56800 5
tos-0-B 1 1 ethl 1f_udp -1 NA 1 0000
scr-tos-0-B 1 1 ethl 1f udp -1 NA 125000000 12
dded to Test default
@' rdefault_tm’

8.

[add endp
[add_endp
[add_endp
[ELLEELL
Cro

ing NO NA @ 8 ]
ing NO NA 8 B]
asing NO NA 0 0 ]

tm.
tos-8-A" *

-tos-8-B'

Setting state on
Cmd: 'set

asing NO NA @ B ]
i NO NA @ B8]
sing NO NA 0 0 ]
sing NO NA 0 @]

r-tos-1 to RUNNIN
tos-1'

UNNING®

C. The auto-created data connections can be found in the Layer-3 tab in the LANforge GUI.

LANforge Manager Version(5.4.2)

Control Reporting Tear Off Info Plugins

Chamber View Stop All Restart Manager Refresh HELP
Resource Mgr_| VAP Stations | DUT | Profiles | TrafficProfiles | Event Log | Alerts | Messages | Warnings | +
VoIP/RTP Endps Attenuators | RF-Generator File-10 Generic Test Mgr Test Group Collision-Domains
Status PotMgr | Layer3 L3 Endps Layer 47 Armageddon WanLinks VoIP/RTP
Rpt Timer: [fast as) ¥ |Go | Test Manager |all A d Select All || Start + || Stop - | Quiesce || Clear
View 0 - 500 - |Go Display || Create || Modfy | | Delete
Cross Connects for Selected Test Manager
Name Type State | PktRxA | PktRxB | BpsRxB | BpsRxA E” Drcese :” ProP% | orop pkts ADrop Pkes 8 Avg RTT | Ry
scrtos0 |LFAUDP__ |Run 184,419, 86/ 55,788(121,936.... 1212 0 2,334 0 a0
scrtosl |LF/UDP__ |Run 191,625 81| 55,748(124,886. 0 0 0 0 28
scrtos2 |LFAUDP |Run 182,842 82  55,784[124,88 0 0 0 0 17
scrtos3 |LFAUDP__ |Run 185,055| 82 55.346[124.904.... 0 0 0 3 15
4 I »
Logged in to: 192.168.100.156:4002 as: Admin
D. Here are the details of one of the connections.
scr-tos-0 - Create/Modify Cross Connect vl Al x
- Display Syne Batch-Create Apply oK Cancel ‘
Cross-Connect Cross-Connect =
CX Name [scrtos-0 Report Timer: e D) "
CX Type: LANforge / UDP -
Endpoint A Endpoint B
Endpoint A Endpoint B PId Pattern increasing ~ | [increasing ~| =
1 (TR-a98) ~ || (tr-zse) -
Resource Min IP Port: AUTO ~ | [auTo =
Port 18 (sta00000) ~|[1 (eth1) - = =
Max IP Port: sane ~|[sane ~| L
A new Moden (56 Kbps) | [125060000 (125 Meps) -
Min T Rate: " " Min Duration:  [Farever ~|[Forever -
e [sane v |[same -
enE Max Duration: ~ [Sane v | [Sane =
. [wuro ~|[auTo -
PRI (T o (@ns) <o t@ns) =
¢ . [auto ~ | [auTo -
MarEDL, Sie; Max Reconn: Sane ~ | [Same -
1P Tos: BK (WiFi) (64) [+|[BK wiFi) EOINIEN | iiconn Nornal (0) ~ | [Nornat (o) 2
Infinite Infinite
P S e Z seript seript
Thresholds Thresholds

E. The script will run for the requested duration and then stop the traffic

and generate the xlsx report.

greearb@ben-home:~/btbits/x64_btbits/server/If_scripts

File Edit View Search Terminal

Cmd:

Setting st
Cmd: 'set

setting state

Cmd: 'set

stored in tos

Help

to

a bit
to

scr-tos-0°

run for

r-tos-1 te
tos-1'

to
tos

on

to

results.

me 1f_scriptsls

L)

UNNING.
"RUNNING*

STOPPED.
"STOPPED'

STOPPED.
'STOPPED'

STOPPED.
*STOPPED'

STOPPED.

TOPPED'




F. You can open the xlsx report in your favorite spread sheet tool. Here is the first part of the

document.
tos_results xisx - Libreoffice Calc o106
Fle Edt View Insert Format Sheet Data Tools Window Help x
IE2H- @ & LE-a
| caibri - Jajea-a4-8-
a1 v & B = [cxName
Endpoint Endpoint DI%
Band Lt Combined | Ofiera ed

| Endp:Name Port Protocol BS APBSSID width | Mode | R | RSl Load Throughput Load Throughput
2 | seros0 | oA | isbooooo | up ¢ S0 [ Boz.t1amac | so000tips | gsdom | o0 it | wrer | seas
3 seroso | seweon | ram | u a e 65 [ aeam
4 srort | sawsra | Tamooono | u ot | seassarzizs | 5o [ soatiaac | Gsooouroms | sdem | ooz wasz | aso0 [ s
51 seroyt | sowets | tam ot 568 002 570 | aaea
& o2 | sewrza | Ta00000 |y w % [ soatiavac | Gaooonkoms | sdem | ooz w77 | sm | a
7 serosz | seweon | ram | u w poEny ssas | aary

wross | sertossa | Tsmoo000 | o 50 [ oaiavac | sooooties | gasm | oo w046 [ a1 | aoas

cross | sowros | temt | u o 4151 | a0a8
T
B
SO [ sheen
Sheet 10f1 | Pagestyle Sheet1 Tl | Aaverage: ; Sum: 0 - +| 100%

G. The more inferesting part of the report is the throughput and latency results. The latency-range
columns show the amount of packets received in certain latency ranges. This gives you an idea of
jitter and other latency related information. The average latency is a good way to get a quick idea
of the lafency.

tos_results.xisx - Libreoffice Cale ©0 6
Fle Edit View Insert Fommat Sheat Data Tools Window Help x
&-8-dea KLE-a2
aibri [ -
M MEDE a8
N o 0 Q R s T U v W X X z Iy a
Latency Latency Latency Latency. Latency Latency. Latency Latency ney. Loy |
Min Max Range Ra Rang g o e o g T
Through tdeney | ldency | Lakency [) 2 @ a1 1631 3243 o437 | 126855 | 2sednn | s12d
a6 1 o 525 350 010 a4 2668 21381 3720 7526 30040 2674 85109 eh (™
6 3 1 223 o 5 ) 7 T 16 16 2 . 5 |
Y 1 o 145 2537 EZ o34 2159 54870 e519 5258 2679 w63 o ©
e f 156 o 3 3 10 2 21 10 3 3 o
2.7 1 o 56 781 1961 172 39919 90797 68661 7558 o o o o | &
7 i 1 st o 1 1 2 18 2 5 0 o o o
5 [ wa T a o w77 071 20261 2920 7847 357 51 o o o
9 [ wa z 27 o o 1 2 2 = B o o o o
0
iy
1
AAb ¥ ] shest
Sheat 1of 1 T [ Pagestyle sheetl I T=iel [ Average:  Sum: 0 —————+[100%

H. For more details, see the spread-sheet result from this test.
There is also a more advanced script that does similar work, see: ./If_tos_plus_test.py —-help, example
output.

Using LANF i it 1 I
a mix of traffic and capture it.

Goal: Create WiFi stations with specified a/b/g/n/AC/AX modes and spatial sireams, data
connections with different QoS, packet size and offered load settings and report on
throughput and latency. Captures will be made of the offered traffic and also the RF packet
capture for processing by external tools.

This script automates creating data connections with BK,
BE, VI, VO and/or other QoS settings, as well as packet
sizes, protocol type, and offered load. It then starts é
packet captures on the Ethernet port and RF monitor i )
interfaces. The fraffic and packet captures run for a L2 fo mnge Ui
specified amount of fime and XLSX and CSV reports are

generated fo report latency and throughput. The packet

captures are placed into a directory for post-processing

by user-supplied tools. This script requires LANforge 5.4.2 or

higher.
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1. This test does not require much initial configuration. In this example, | have removed all existing WiFi station
and data connection configuration before running the script.


http://www.candelatech.com/examples/tos_results-march-18-2020.xlsx
http://www.candelatech.com/examples/tos-plus-results-march-31-2020.xlsx

2. Run If_tos_plus_test.py script.

A. Change directory to the /home/lanforge/scripts directory (or other location if you have installed
scripts elsewhere), and run the If_tos_plus_tst.py script with the --help argument to understand your

options..

root@TR-398:/home/lanforge/lanforge-scripts v~ X

File Edit View Search Terminal Help
plus_test.py --help
[ adio RADIO] [ mgr LFMGR]
le OUTFILE] [--d i TION]
SSID] [--passwd PA kts TXPKTSI]
r_radios SNIFFER_RADIOS]
sniffer WAIT SNIFFER]

ToS++ report Script

and exit
tion-radio station-port mode
pkt-size speed_ul speed_dl QoS
; } radio nss nnel
1fmgr forg er IP address

utfile OUTFILE Output file for cs
duration DURATION Duration to run t in minutes. If txpkts is
specified, that may stop the test earlier.
AP's S5ID
wd PASSWD 5 ps d if using PSK authentication, skip this
OPEN
Packets (PDUs) to send before stopping data

ait on sniffer to finish before




B. Run the script with arguments for your test case. The basic idea is to provide a list of connection
definitions you wish to use for traffic, along with some additional test-wide configuration.

--cx
Use multiple '--cx' arguments to create as many data connections as you wish.
Each cx argument takes a list of configuration input:
station-radio station-port mode upstream-port protocol pkt-size speed_ul
speed_d1 QoS
For instance:
--cx "1l.wiphy0 1.wlanO an 1.ethl udp 1024 10000 500000000 BK"
The example above creates a wlan0 interface in /AN mode on radio wiphy0. The eth1 port is
the upstream side of the data connection. The profocol type is UDP, with 1024 byte payloads.
Upload speed is 10kbps, download speed is 500Mbps, and ToS/QoS is Background.

--ssid
The --ssid specifies the SSID for the AP under test.

--passwd
The --passwd specifies the DUT password (PSK). If this option is not specified, then OPEN
authentication will be used.

--radio
The '--radio’ option allows one to configure the number of spatial streams and channel for a
radio used in this test. In this example, we are forcing the radio to use 2 spatial streams and
using channel 0 (which means use ANY available channel).
Example: --radio "1.wiphy0 2 0"

--dur
The --dur option determines the duration in minutes for the traffic connections and packet
capture.

--txpkts

The --txpkts option configures data connections to generate a certain amount of PDUs and
then quiesce the test. The test will complete when all connections are finished or the duration
timer has expired, whichever is less.

--sniffer_radios
The --sniffer_radios allows you to select a list of radios to be used as packet capture devices.
The first radio selected will capture on the first WiFi interface configured in the --cx section, the
second for the second --cx, etc. The script automatically takes care of configuring the sniffer
for the proper channel, and in the case of OFDMA radios, it will be configured for the specific
AID so that it can capture OFDMA traffic.

--wait_sniffer
The --wait_sniffer option causes the script to pause until the sniffer programs have completed
before existing the script. This makes automation easier since you then know the captures are
complete when the script exits.

The command used in this example is:

./1f_tos_plus_test.py --dur 0.5 --1fmgr 192.168.100.156 --ssid NETGEAR68-5G --
passwd aquaticbug712 --radio "l.wiphy0 2 0" --txpkts 99

--cx "1.wiphy0 1.wlan0 an 1.ethl udp 1024 10000 500000000 BK"

--cx "l.wiphy0 1.wlan0 an 1l.ethl udp MTU 10000 500000000 VI"

--cx "1.wiphy0 1.sta0 anAC 1.ethl tcp 1472 56000 2000000 BK"

--sniffer_radios "1l.wiphy2" --wait_sniffer 1

root@TR-398:/home/lanforge/lanforge-scripts LGS

File Edit View Search Terminal Help

C. The auto-created data connections can be found in the Layer-3 tab in the LANforge GUI.

LANforge Manager Version(5.4.2) ~) (~) (x
control Reporting Tear Off Info Plugins

| [chamber view_| [ stopal | [ mestart Manager | Refresh HELP

(VAP Stations | DUT [ Profiles | TrafficProfiles | Event Log | Alerts | Messages | Warnings | + | WifiMessages
[ [ g | [ g g 9

Attenuators | RF-Generator | Filel0 | Genmeric | TestMgr | TestGroup | Collision-Domains | Resource Mgr |
Status | PortMgr | Leyer3 | L3Endps | layerd7 | Ar | Wanlinks | VoP/RTP | VoIP/RTP Endps |
RptTimer: [fast  (1s)  |=|Go|Test Managerlau iv} [ select al H start + | Quiesce \ Clear
view  [o-s00 [~]eo] [ pispiay || create |[ Modity | [ pelete |
ross Connects for Selected Test Manager
o 9
Name Type state | PktRxA | PkiRxB | BpsRxB | BpsRxA ix B ;"D”"’ % |brop Pkis ADrop Pkts 8 Avg RTT | R
scrtos-0  |LF/UDP Stopped 92 0| 0| 225,108 7.071 0 7| 0] 10
scrtosl |LF/UDP |Stopped 99 g o| 364,547 0 0 0 0| 11
scrtos-2  [LF/TCP Stopped 99 2| 5,516 273,090 ] 0 0| 0] 12
[ 1L D]

Logged in to: localhost:4002 as: Admin




D. Here are the details of the endpoints. Notice each sent 99 pdus as requested with the --txpkts

option.
LANforge Manager Version(5.4.2) 00 a
Control Reporting Tear Off Info Plugins
Chamber View Stop All Restart Manager Refresh HELP
DUT | Profiles | Traffic-Profies | Event Log | Alerts | Messages | Warnings | + | WifiMessages
RF-Generatar File0 Generic | Test Mgr Test Group Calision-Domains Resource Mgr VAP Stations
" Status | Port Mgr layer3 | (3Endps | Layera7 Armageddon WanLinks VoIP[RTP VOIP/RTP Endps Attenuators
Min PDU Siza|auTo v |[Go| Max PDU Siza|seme ~|[co starc + |[ stop - || Quiesce | [ clear
MIN Tx Rate [1er moden (ss o || Go| MAX T Rate [som ~|[co
hm o0 = Display| |create || Modify| | Batch Modify| | Delete
All Endp
TxRate |TxRate RiRate  |Rx Rate o . .
TxRate |t |osen) TxRate LL| ReRate |T'RSF (200 RxRate LL| Rx Drop % | TxPDUs | TxPktsLL| PDU/STX | PpsTXLL | RxPDUS | F
0 0 0 o 225108 226,169 o] 235,448] 7.071 0 9 0 0 52
242,236] 243,376 243,472 0 0 0 0 59 29 29 0
0 O 364,547 366,261 365,462 376,712 0 0 0 S
364,433 366,141] 368,031 0 0 0 0 0 0 59 59 30 30 0
5,516 5,550 0 o 273,080 274,829 o[ 296,419 0 2 4 0 0 S
273,080 274,825 [} o 5516 5,550 o 6,161 [} B 153 FE] 8 Fl

]

Logged in to: localhost:4002 as: Admin

E. The script will run for the requested duration and then stop the fraffic and generate the xlsx report.

root@TR-398:/home/lanforge/lanforge-scripts vl Al (X

File Edit Wiew Search Terminal Help
Checking station stats, key: 1.
t found: 9, mode: 8 E 40
ation stats, 1 )
E found: 1.sta®, mod 3 llan-AC bw: 80
default_tm: Setting state o cr-tos-8 to STOPPED.

Cmd: 'set_cx t tos-@" 'STOPPED'

Setting state on scr-tos-1 to STOPPED.

cmd: 'set_cx_st: all' 'scr-tos-1' 'STOPPED'

Setting state on scr-tos-2 to STOPPED.

Cmd: cx_ste all' 'scr-tos-2* 'STOPPED'

ed to: tos+_results
Waiting 34 seconds until sniffer
Captures are found in direct
results
TR-39

F. You can open the xlsx report in your favorite spread sheet tool. Here is the first part of the

document.

e Y

B-9-B-18a k-3 Qs EEEE = @ i3 R T

Calibri -u - aea-a-=- - %00 [ *3. Q- =-
L - % ¥ = omame ==

Engport | Endport | Engpone | o
Band Laics | Combined | AP | Ofond (3 onemd || @
Ohame | endpName | port | pobowl | s wussiD vt | Mode (A B4 S ot | Tuougrput | oy [T
2 | srtoso | sorworon | dwao | up o« | 7eazsuatanzs | 4o | So2t1on | 2ieoookoms | asdsm | o2e oz | g
T B W I T V| 78avaarats | o | soatim | zieooonees | esdm | _ww 000 os7 057 S
3 scrtos2 scrtos-2-A 15120 w BK 80 802.11an-AC | 650000Kbps | -35dBm 172 001 028 029 x
& i
R sheetl }

Sheet 11 Pogetye shee - D B oo

G. The more interesting part of the report may be the throughput and latency results. The latency-
range columns show the amount of packets received in certain latency ranges. This gives you an
idea of jitter and other latency related information. The average latency is a good way to get a
quick idea of the latency. In this case, we are only generateing 99 packets, so the report is of limited
use. When sending more data, this data becomes more useful.

tov+_results xiex - Libreoffica Calc 01010
Fle Edit View Insert Format Shaet Data Tools Window Help
H- M@ & E-a QY HE=EF S 2O =|
Calibri [ rjalea-&-8- = * % 00 [3] W % =
Al - & B = [oeme el
N o 3 a R s : u v w X v z m oy
o o Weny | leny | Ly | g | enq | Ly | e | ey noy | Ll
Offered R g Min M Range Range Range Range Range Range Range Range Range fn |
Iood | Thoughput | Latenty | Laeny | Laency o b P o 23 pr 3 S | catdy | amedss | 26 f UL
3 025 0.25 o o o o o o o o [ o [ o o -~
i ow 057 7 2 1 o o 6 5 o 2 o o o o |
5 oar 07 o o o o o o o o o o o o o
& om 027 o 2 38 o o 2 1 2 & 0 1 o o | &
7o 027 f 1 i o 2 o 0 o o o o 0 °
+ | shoots
Sheet 1011 Fagestye sheetl = v im0 S +[200%




H. This script is designed to work well with automation. It creates a file called TOS_PLUS.sh that holds
some shell variables defining the name of the XLSX and CSV files, as well as the capture directory.
The capture files may be opened with wireshark or your other favorite packet analyzer, as well as
post-processed by other automated tools. For instance, you can find a LANforge packet in the ethl
capture and the same packet in the RF monitor pcap file and compare the latency. If you are
capturing on multiple radios at once, you may wish to merge the captures with the mergecap fool
or similar tool.

root@TR-398:/home/lanforge/lanforge-scripts A x‘

File Edit View Search Terminal Help
t TOS_PLUS.sh

8 11:18 ethl
8 11:18 mo

Waich porits and stations with the Monitor
Port plugin.

Goal: Display a bandwidth meter for ports and stations.

You can display a series of meters for one or more ports
with a nice demo window for traffic speed. For this

demonstration, we have configured a station, an /\_/.\-
————— 1

upstream port, and a Layer-3 connection to generate 4 -
fraffic. Lo o g e UV

|
S P T

Lo forge FIRE

|
—

Swshterrm
Under Test

1. Single port display

2. The simplest example for port monitoring is showing only one station.

3. We will start our Layer-3 connection.

LANforge Manager Version(5.4.2) (2R
Contrel Reporting Tear Off Info Plugins
| Chamber View ‘ ‘ Stop All ‘ | Restart Manager | ‘ Refresh ‘ | HELP |
VoIP/RTF | VoIP/RTP Endps | File-0 | Resource Mgr | DUT | Profiles | Traffic-Profiles | Alerts | Warnings | +
Status ’/ Port Mgr r Layer-2 r L3 Endps r Layer 4-7 r Armageddon r WanLinks \
RptTimer: [fast (1 5) | w[Go| Test Manager [all [~] [ select all |[ start + |[ stop - |[ quiesce
View [o-s00 [+]so] [ Display ][ create |[ moaify | [ Detete |
ross Connects for Selected Test Manager:

Name Type State Pkt Rx A Pkt Rx B Bps Rx A Bps Rx B R Drop % A Rx Drop % Bf Drop P
ov_tcp-1.1-1.sta01001--1.0.0 |LF/TCP |Stopped 220 0| 7,420,208 0 27.869 0
cv_udp-1.1-1.5ta01001--1.0.0 |LF/UDP |Stopped 0 0 0 0| 0 0
[l Il [+]

Logged in to: localhost:4002 as: Admin
For more information see Generating Traffic to a Switched Network

4. After starting the Layer-3 connection, click on the Port Mgr tab; you will see your connection ports
highlighted.


http://www.candelatech.com/cookbook.php?vol=fire&book=switched+network+testing

LANforge Manager Version(5.4.2) ) (~) <
Control Reporting Tear Off Info Plugins
| chamber view | | stopal | | Restart Manager | | gefresh | | newe |
VolP/RTP f’Vu\P.'RTP Endps [ FiledO [ Resource Mgr | DUT | Profiles f’Trafﬁc'Pruﬁlss Alerts | Warnings | +
Status Port Mgr r Layer-3 r L3 Endps r Layer 4-7 r Armageddon ’/ WanLinks |
Disp: [192.168.92.1211 || Sniff Packsts ‘ ¥ Down EH Clear Countears H Reset Port H Delete ‘
Rpt Timer: |medium (8 s) |'H Apply ‘ CIvRF EH Display H Create H Modify H Batch Modify |
All Ethernet Interfaces (Ports) for all Resources.
Port | Phantom| Down | Parent Dev| Channel Alias 551D AP I Signal MAC
11.00 eth0 192.168.92.12 Oc:c4:7a:86:69:18 Al
11.01 [[] L] ethl 10.40.0.73 Oc:c4:7a:86:69:19
.02 [lwl v wiphyQ 3 sta00500 |jedway-w...Mot-Associated |0.0.0.0 0 dBm
.03 [ m 3 wiphy0 0.0.0.0
.04 100 v wiphy0 3 5ta0050! A ot-Associated |0.0.0.0 dBm
.05 v wiphyo 3 Sta0050: ot-Associated |0.0.0.0 dBm
.06 v wiphyO 3 sta0050! edway-w...|Not-Associated |0.0.0.0 dBm
.07 | v wiphy0 3 sta0050 ...|Not-Associated |0.0.0.0 dBm
.08 |[] v wiphyl 3 sta01000 ...|Not-Associated |0.0.0.0 dBm
11.09 | = 1 wiphyl 0.0.0.0
1.1.10 [[] [l wiphyl 153 sta01001 |jedway-w...[00:0E:8E:7B:D...|10.40.11.5 -45 d...
11.11 v wiphyl 153 sta01002 |jedway-w...Not-Associated [0.0.0.0 0 dBm [00:0e:8e:1c:5¢:33 it

Logged in to: localhost:4002 as: Admin

5. Right click on one of the selected ports, and select Port Monitor.

LANforge Manager Version(5.4.2)
Control Reporting Tear Off Info Plugins

‘ Chamber View ‘ ‘ Stop Al ‘ | Restart Manager ‘ ‘ Refresh ‘ ‘ HELP ‘
VoIP/RTP rVu\PfRTP Endps [ Filed0 | Resource Mgr [ DUT [ Profiles rTrafﬂc'Pruﬁles Alerts | Warnings [ +
Status Port Mgr [” Layerz | 13Endps [” Layeraz I Armageddon [7 wanlinks |
Disp: [192.168.92.12:1 |[sniff packets | wioewn [1][ clear counters || ResetPort |[ Delete |
Rpt Timer: |med1un| (8 s) ‘VH Apply ‘ LIVRF | Display H Create H Modify H Batch Madify ‘
All Ethernet Interfaces (Ports) for all Resources.
Port | Phantom| Down| Parent Dev| Channel Alias Ss e SR Signal MAC
Modify Selectad E
1.1.00 |[] O etho Reset Selected Oc:cd:72:86:69:18 | o
0L [ ] L] |ethl Reset Selected (Logout) :
.02 (] [v] wiphyQ 153 5ta00500 | jedwal pisplay Selected ¥
02 |l = 52, wiphyQ A Dynamic Report D
.04 v wiphyQ 153 5t200501 | jedwal Table Report T dBm |00:0e:Be:be: 33:cf
.05 [[] vl |wiphyo 53 sta00502 |jedwal '2°'® HePO dBm_[00:0:
.06 vl |wiphyo 53 5ta00503 | jedwal Count Selected E i
.07 V] wiphy0 53 sta00504 |jedwal Calculations [ 116l
08 V| wiphyL 53 Sta01000 |jedwal view Logs v DdBm [00:0e:8e:42:dF3
09 |[] Ll 1 wiphyl Create Layer3 €X 3 gu:0 =
1110 |[] [ wiphyl 153 sta01001 |jedw: oy w [#3d..|00:0e:8e:ae:17:33
1.1.11 v winhyl 153 sta01002 | jedwal _ DdBm |00:0e:Be:l 533 =
{ Do Probe G
Logged in to: localhost:4002 as: Admin
Add/Remove Table Columns

Add/Remove Table Report Columns
Save Table Layout

Reset Table Layout

Auto-Resize Columns

Port Bringup Test
Port Menitor LS
Port Resst Test

WiFi Capacity Test

WiFi Mobility

6. You will see your two ports in the port selector. Click Start fo begin the monitor.

Port Monitor ) (A) (x
Refresh Interval: Slelele] -
Total Max Range Automatic (@ bps) -
Individual Max Range Automatic (@ bps) -
Group 1 Name wired
Port Group 1
Group 2 Name Wired2
Port Group 2

Show Rx Bps

Clear Interfaces on Start

Show Tx Bps
[] show Text Header

Ports
Ports in Use l:l Free Ports
1.1.1 ethl 1.1.0 eth0
1.1.10 sta01001 1.1.2 sta00500
[ ] daooson
1.1.5 sta00502
1.1.5 sta00503
1.1.7 sta00504
1.1.8 sta01000
1.1.11 sta01002
1.1.12 sta01003
2 Ports Selected 1.1.13 sta01004

7. The monitor display was designed to be a full-screen window. You'll see it scroll off to the right. Maximize the

window to see more.




Report for: Port Monitor ) () (x
Total TX (Mbps) Total RX (Mbps)
2
w2
a
a
=
1
o
a
“l
Candela
TECHNOLOGIES
[l Il I D
L}
Verbosity: Close Save HTML Save PDF
0123456785101
8. The bar chart on the right side shows port fotals.
Report for: Port Monitor V) () (X
Interface Throughput
a5
720
s
S 15
3 10
o
o
w 5
@ I8 22 | | |
ethl sta01001
Interfaces
il IL D
9. Displaying Groups of Ports

10. You can use the Port Group 1 and Port Group 2 fields in the settings window to display items. The window
pictured here shows a station on a 2.4Ghz band and another station on a 5Ghz band.



Port Monitor x) (o) (X

Refresh Interval: 5000 -
Total Max Range Automatic (8 bps) -
Individual Max Range Automatic (@ bps) -
Group 1 Name S5g

Port Group 1 sta00500

Group 2 Name 249

Port Group 2 sta01000

[v] Show Tx Bps [v] Show Rx Eps

[]Show Text Header Clear Interfaces on Start
Ports

Paorts in Use Free Ports

T [ cadgpor ] .F
1.1.2 5ta00500 1.1.4 sta00501
[1.1.8 sta01000 | 1.1.5 sta00502

1.1.6 sta00503

1.1.10 sta01001
Interleave Sort 1.1.11 stad1002
1.1.12 sta01003

1.1.13 sta01004

3 Ports Selected

11. The ports for these settings show different channels

LANforge Manager Version(5.4.2) x) (o) (X
Control Reporting Tear Off Info Plugins

Chamber View | Stop All ‘ Restart Manager | E
Profiles | Traffic-Profiles | Alerts |“Warnings r+_|’W|f|-Messages |

VolP/RTP | VolP/RTPEndps | Filedo | TestGroup | ResourceMgr [ DUT |
Status r Port Mgr rLayer—S r L3 Endps r Layer 4-7 r Armageddon r WanLinks ‘

Disp: 92.12:1 sniff Packets [v] Down EH Clear Counters || Reset Port || Delete |
Rpt Timer: IE Apply [IwRF EI | Display | | Create | | Modify | [
All Ethernet Interfaces (Ports) for all Resources.

Port | Phantem| Down| Parent Dev| Channel Alias SSID AP
1.1.00 |[] L] etho (4]
Eea il | LI ethl
1.1.03 [l Ll 153 wiphyo L
1.1.09 [l [ 6 wiphyl
1.1.14 [l ] 0 wiphy2
1.1.15 |ind Ll 0 wiphy3
e[ ] (1 wiphyo 153 5ta00500 | jedway-wpaZz-x2048-5-1|00:0E:B8E:76:DF
1.1.08 [[ ] (1 wiphyl 6 Sta01000 | jedway-wpaZ2-x2048-5-1|00:0E:8E:93:24
‘1 v 04 P winhvQl 153 ta00501 iedwav-wna?-¥2048-5-1 [Not-A nmntlsd‘ bl
(] I [

Logged in to: localhost:4002 as: Admin

12. The connections for these ports are both attempting 300Mbps download

LANforge Manager Version(5.4.2) (x) () (x
Control Reporting Tear Off Info Plugins

| Chamber View | Stop All | Restart Manager | HELP
Profiles r’Trafﬁc—Pmﬁ\es r’A\erts rWarnmgs |/+_|/Wiﬁ—Messages |

VolP/RTP | WolP/RTPEndps | Filed0 | TestGroup | Resource Mgr | DUT |
Status | PortMgr | Layer3 | L3Endps | Layerd-7 | Armageddon | Wanlinks |

fast (1 s) - Test Manager [all [~] [ select Al |[ start + || stop - |[ guiesc

0 - 500 |v|Gu| | Display || Create H Maodify | De
Cross Connects for Selected Test Manager
Name Type State Plt Rx & Pkt Rx B Bps Rx A Bps
24gtcp LF/TCP |Run 2,819 176,289 55,986 TE
24g-udp LF/UDP |Run 2.776| 89.726.816 55,987 94
Sg-tcp LF/TCP |Run 5,822 54,089 55,987 23
5g-udp LF/UDP |Run 5,757 3,436,509 55,831 2
[4] I [+]

Logged in to: localhost:4002 as: Admin

13. We see a lot of X from eth1l in the dial, but not much recieved.



Total TX (Gbps) Total RX (Gbps)

Candela

TECHNOLOGIES
14. We can compare the 2.4Ghz ports and the 5Ghz ports in the bar charts

Interface Throughput

700

% 600

Ss00

Z a00 |

T 300 I

2 200

[ |

0

ethl 5g 24g
Interfaces

= Transmitted Traffic m Received Traffic

1/CD Lights-Out Chamber Set

Goal: Assemble a LANforge and a device under test (DUT) to operate in an unattended lab
setup.

The CI/CD lights-Out chamber is composed of a CT840a

chamber, a CT523¢ LANforge and a test-controller!'], that e
connects fo them via serial and Ethernet. /M J
1) A test controller is a Linux system that can be remotely accessed, and H —————
does not need LANforge installed. Lol o rgese =00l

Inside the chamber we have:
e aremotely controlled power switch

e a powered USB hub for connecting serial ports
of the LANforge and DUT
Lerdforgses FIRE

a LED lamp

a USB camera connected to the LANforge
machine

a short table to place above the LANforge for

the DUT =wsterm
Lirmndesr Te=est

the LANforge machine
the DUT

Once assembled, this setup can perform a battery of
connectivity and traffic tests that do not require a
programmable attenuator. Requires LANforge 5.4.2.

1. Parts review

Let's review the parts the chamber setup requires:


http://www.candelatech.com/ct820a_product.php
http://www.candelatech.com/ct523c-2ac2-db-10g-cu_product.php

A. Cablesinclude:

. 3 catbe cables

. 2caté cables

A

B

C. 1 USB serial adapter

D. 1 DB9 female-female cable
E

. Also shown are annenas, with-pin

B. You will also get two small monitor stands and a network power switch. You will be using the legs of
both, but discarding one of the stand tops.

M 01GITAL LOGGERS webpowerswitch.com

{ 11}

C. You will be getting a LED lamp, a USB camera, 8 port network switch, USB hub, camera clamp, USB
A-A cables.



D. Your chamber will come with a universal power strip, AC power cord, fan AC-DC power adapter,
and a printed test report. This assembly guide does not use the universal power strip. You might find
a use forit.

E. Your chamber will also come with a brass pipe mounted to a steel plate. This is a fiber tube that you
can pass fiber optic cabling through. For this setup, you can refrain from installing the fiber-pipe. It is
not necessary because we are using copper Ethernet cabling.

2. First items



B. Place the power distribution unit (PDU) in the chamber on it's side.



C. Plug the DC barrel connector for the fans into the fan power supply

D. Plug the USB hub USB cable into back of the chamber. The bottom USB port is chamber |USB 1
near the top ethernet filter port EJ . The top USB port is chamber | USB 2\ .

3. Power Switch

WEBPOWERSWITCH.COM
ACin

(8) LANforge

. Port 1: USB Hub

. Port 2: Interior Light

. Port 5: 5 Chamber Fans
. Port 6: LANforge system
. Port 7: DUT

m O 0 © >

F. Others are un-labeled. If you want to add an Ethernet switch in here, we suggest plugging it into
one of the always on ports on the right side.

4. Assemble the USB camera

A. Your camera clamp and USB camera. Your USB camera might be manual-focus.




B. Screw the bolt of the clamp into the tripod mount of the camera

C. Tighten the clamp to the arm of the lamp near the top joint. The USB cable should be plugged into
the LANforge when it is added. If you plug it info the USB hub, only the test-controller will be able to
use it.

5. Check espresso levels in human system

6. Power cables



. Plug the PDU cable into the rear of the chamber
. Plug the USB hub power into port 1

. Plug the lamp cable into port 2

. Plug the chamber fan AC cable into port 5

. Plug the LANforge power-supply info port é

- m O 0 ©m >

. You will probably plug in your DUT power supply last, into port 7

Inline Attenuators

A. Thisis an SMA connector chart. Make sure your antennas and in-line attenuators have the correct

RP-SMA SMA
Female Female

SMA
Male

B. Your 16 LANforge SMA terminals are SMA-Female.




C. Screw 16 SMA-Male/SMA-Female inline attenuators onto your CT523c.

8. Antennas

A. Check that you have SMA-Male antennas (antennas are with-pin).




B. Screw on your antennas. You will not leave them straight like this.

HO W]

CHO W1 | [ CH1

C. Bend the antennas various ways to ensure they provide diversity. Not providing diverse antenna
orientation means your equipment will not reach desired MCS rates.

s0 0

CHO W1 I[CHY

9. Shelf for DUT



A. You are provided two monitor stand kits as to combine into a shelf for the DUT to rest above the
LANforge CT523c. You are going to use the legs from the second kit to extend the legs of the first kit.

C. Here is a shelf with five segments per leg. Depending on the size of the rubber feet on your CT523c,
it might be just tall enough. The other photos show a table with six segments per leg. Looks like
Batman likes my work.




D. This table clears the LANforge unit well.

10. Network and Serial Cables

A. The network ports on the chamber are passive Ethernet RF filters. The do not have activity lights, they
do not require power.

USB3 port 2

USB3 port |
Ethernet port 3

Ethernet port 2
Ethernet port 1

. The top USB3 portis |USB 2

. The bottom USB3 portis |USB 1
. The top Ethernet portis |3

. The middle Ethernet portis |2

A
B
C
D
E

. The bottom Ethemet portis |1



B. Cable the PDU network to chamber Ethernet port |1

C. Place the LANforge CT523c in the chamber and attach a CAT5e cable to the management port
labeled [ MGT ]




D. Plug the management port cable into the chamber port |2

E. Use a CATé cable to connect the LANforge [ eth3 ] port to the chamber |3 | port. This
represents your WAN connection.




F. Connect the DBY female-female serial cable to the CT523c serial port. It is labled Serial: 115200
8nl. Connect the USB serial adapter to the other end of the DB? cable.

Candela

G. Plug the USB end of the USB serial adapter into the USB hub. Your test controller will be able to login
to the LANforge for network configuration and debugging.




H. Plug in power to the CT523c. It is a green DC connector. Place the table over the CT523c.

I. You may place the DUT on the table. Use a CATé cable to connect the DUT to the LANforge [
eth2 ] port. LANforge will serve DHCP on [ eth2 ] for the DUT and its connected stations, and
will NAT and route packets out of [ eth3 ].

J. Plug your DUT power fo info PDU port 7

1. Controller Setup



A. The test controller (aka Jump Host) pictured here is a 1U rack unit.

-—
s o —

m O 0 w >

. Cable chamber ethernet

. Your rack KVM will use the left USB2 ports and VGA port of the test-controller.
. Connect chamber port

. You might have to use an extra USB3 hub fo confrol more than two CT1820a chambers.

to a USB3 port on the test-controller.

to switch, this is your PDU

. Cable chamber ethernet o switch, this is your LANforge management port.

. The picture shows chamber ethernet connected to the switch. This connection is at

your discretion. You might have a different WAN upstream network to attach to chamber
ethernet

. The USB ports may be renamed each time the system restarts. To fix this, you can create

an /etc/udev/rules.d/81-usb-serial.rules file that defines the USB ports by name using the
serial-number of the USB cable if it supports it, or the path (effectively port to which the USB
cable is connected).

#LF on cable with serial number

SUBSYSTEM=="tty", ENV{ID_SERIAL_SHORT}=="AKO66NLY", SYMLINK+="ttyLF1",
MODE="0666"

# AP

# In case we have something w/out a serial number

SUBSYSTEM=="tty", DEVPATH=="1-2.1.4", SYMLINK+="ttyAP1", MODE="0666"

You can find the appropriate information with the udevadm info -n /dev/ttyUSBO
command.



B. In the picture the red cable represents the control network. The yellow cable is your connection to
your test controller ETHO

H2 ETH3
rHO ETHA

Create Python Scripts Utilizing the Realm
Librar

Goal: Create a python script to create stations and Layer-3 cross connects

Using the realm.py library we will write a script that will allow us to automate the creation of stations and
Layer-3 cross connects. We will also be able to start and stop traffic over the cross connects using the script.

We will be referencing the script, test_ipv4_variable_time.py, as an example throughout this cookbook.
Requires LANforge 5.4.2.

1. Starting the script
A. Setting up inheritance for our object

A. In order for our script fo be platform independent we will need to import sys.Then use
if 'py-json' not in sys.path:
sys.path.append(os.path.join(os.path.abspath('.."), 'py-json'))
B. When creating our object we will need to import the LFCliBase module from the LANforge
module using from LANforge.lfcli base import LFCliBase

C. Afterimporting LFCliBase we can create our Class and inherit from LFCliBase


https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_variable_time.py

B. Setting up the main method
A. The main method will typically follow a pattern:

I. First, the creation of a list of stations. This can be done in many ways.
Example:
station_list = LFUtils.port_name_series(prefix_="sta",
start_id =0,
end id =4,
padding_number_=10000)

. Following the station list, we can initialize our object:
ip_var_test = IPV4VariableTime(lfjson_host, 1fjson_port,
number_template="00",
sta list=station list,
name_prefix="var_time",
ssid="testNet",
password="testPass",
resource=1,
security="wpa2",
test_duration="5m",
side_a_min_rate=256,
side b min_rate=256)

lll. After our object has been initialized we can begin the testing process. The
preferred order for running our fests is to:

. Call cleanup() to prevent stations, cross-connects, and endpoints
within our list from having creation issues if anything exists with the same
name.

. Callthe build() method in our class to setup the basic versions of the
stations, cross-connects, and endpoints.

Call the start() method that will start the test itself, as well as any
bring up any stations and start fraffic on cross-connects that need it.

iv. Callthe stop() method to stop the traffic and bring down any
stations that are up.

v. Verify that the tests passed using our inherited passes() method.

Vi.

After verifying a pass we can then call our cleanup function again to
clean up everything we worked with.

C. Example Main Method
def main():
1fjson_host = "localhost"
1fjson_port = 8080
station list = LFUtils.portNameSeries(prefix ="sta", start _id =0, end id =4, padd
ip_var test = IPV4VariableTime(lfjson_host, 1fjson_port, number template="00", st
name_prefix="var_time",
ssid="testNet",
password="testPass",
resource=1,
security="wpa2", test duration="5m",
side_a min_rate=256, side_b min_rate=256),
ip_var_test.cleanup(station list)
ip var_test.build()
if not ip var test.passes():
print(ip_var_test.get fail message())
exit(1)
ip_var test.start(False, False)
ip var test.stop()
if not ip var test.passes():
print(ip_var_test.get fail message())
exit(1)
time.sleep(30)
ip_var_test.cleanup(station list)
if ip_var test.passes():
print("Full test passed, all connections increased rx bytes")

Test Methods Available With Realm

A. Using 1fcli_base._pass() and 1fcli_base._fail()

A. Since our class is inheriting Ifcli_base.py, we have access to methods that will help us keep
track of passes and fails during our tests. We can access them using self._pass() or
self._fail(Q) . They will take two parameters, a string message and an optional
boolean print_pass and print_fail for _pass() and _fail() respectively. If
print_pass or print_fail are set to True, they will write the message fo stdout
whenever the functions are called.

B. 1fcli_base will add a "PASSED: message" or "FAILED: message” to a list when the tests
pass or fail. This list can be accessed using the methods
get_result_list()
get_failed result list()
get fail message()
get_all message()

B. Using Ifcli_base to check test success

A. passes() wil refurn a boolean depending on whether or not there were any fails in the
test. If it finds a fail message it will return False, if none are found it will return True.
get_result_Tist() wil return all logged pass/fail messages as a list.
get_failed_result_list() wilreturn alist of only fail messages.
get_fail_message() will return a list of string of fail messages separated by newlines
get_message() will return a list of string of all messages separated by newlines


https://github.com/greearb/lanforge-scripts/blob/master/py-json/LANforge/lfcli_base.py

Building a Station

A. Build Method

A. We will need to do a number of things to setup our build method.

. To begin we will set the security type of our stations using
station_profile.use_security()

. We will then use station_profile.set number template() fo name our
stations

After this we can set our command flags and parameters using
self.station profile.set command flag("add sta","create admin_down",:
self.station profile.set_command_param("set port","report timer", 150(
self.station profile.set command flag("set port","rpt_timer", 1)

IV. Once our parameters and flags are set, we can pass a list of stations to
station_profile.create() and cx_profile.create() . Our build function
could look like this:
for station in range(len(self.sta list)):

temp_sta_ list.append(str(self.resource)+"."+self.sta list[station])

self.station_profile.create(resource=1, radio="wiphy0", sta names =self.sta_list, debug=Fal
self.cx_profile.create(endp type="1f udp", side a=temp sta list, side b="1.ethl", sleep_tim
self. pass("PASS: Station build finished")

1 The naming convention for the sides will look like foo-A for
side_a and foo-B for side_b. foo will be set based on the
names in the list of stations given.

B. StafionProfile

A. The preferred method for creating a station_profile is to use the factory method
new_station_profile() foundinrealm

I. We will need to assign some variables for the creation of our stations before we
can call create() .

i. self.station profile.use_security(security type, ssid,
passwd) is the preferred method to use when setting the security type,
ssid, and password variables
Example:
self.station profile.use security("wpa2", "testNet", "testPass")

. self.station_profile.number_template_ is the numerical prefix
for stations. Using a number_template of "00" will have stations look
like sta01, sta02...stal10
Example:

self.station profile.number template ="00"

self.station_profile.mode determines the wifi mode used by the
stations. See here for available modes

Example:

self.station profile.mode=0

Cross Connects

A. Starting and Stopping Traffic

A. In order for us to be able to start traffic, our stations will need to be admined up,
associated, and with an IP. We can bring them up using station_profile.admin_upQ .
We can then use realm.wait_for_ip(resource, sta_list) to wait for our stations, as
well as ethl, fo get an IP address.

B. Once we are sure all of our stations have ip addresses, we can use
cx_profile.start_cx() to start the traffic for our cross-connects. When we decide to
stop the traffic we can just as easily use cx_profile.stop_cx() to stop traffic.

B. L3CXProfile

A. self.local_realm.create_new_13_cx_profile() is the preferred method for
creating a new Layer 3 CX Profile.

I. We will need to assign some variables for the creation of our stations before we
can call create() .

i. self.cx_profile.name_prefix wil be used to specify the name
prefix for the cx. Assigning self.cx_profile.name_prefix fo “test "
would produce cross-connects named test_sta00 with the numbers
being dependent on station_profile's number_template.

Example:
self.cx_profile.name_prefix="test "

ii. Setthe _min_bps to the desired amount. _max_bps can be set but
typically defaults to 0 which sets it to the same as the minimum bps.
Example:

self.cx_profile.side_a min_bps=56000

self.cx profile.side b min bps=56000

Using TTLS


https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py
https://www.candelatech.com/lfcli_ug.php#add_sta
https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py

A. TILS setup requires a few pieces of information to work correctly. StationProfile has a
set_wifi_extra() method for setting the relevant variables. See here for the available options

B. We will need a key management type (key_mgmt ), an EAP method (eap), an EAP identity string
(identity), an EAP password string (passwd ), an 802.11u realm (realm), an 802.11u domain
(domain), and an 802.11u HESSID (hessid)

Example:

key mgmt="WPA-EAP"

eap="TTLS"

identity="testuser"

passwd="testpasswd"

realm="1localhost.localdomain"

domain="1localhost.localdomain"

hessid="00:00:00:00:00:01"
We can then use these variables to call the set_wifi_extra() method
Example:

station profile.set wifi extra(key mgmt, eap, identity, passwd, realm, domain, hessid

Cleaning Up

A. Cleanup stations and cross connects
A. We have two options for cleaning up everything once we finish:

I. The preferred method to cleanup is to use the individual cleanup methods found
in StationProfile and L3CXProfile. These are
station_profile.cleanup(resource, desired_station_list) and
cx_profile.cleanup() . These methods are preferred because they will only
delete stations, cross-connects, and endpoints created during the test while

leaving others untouched.This is useful if you are running other scripts in the
background.

. The other method for cleanup is to use Realm's remove_all_stations(),
remove_all_endps(), and remove_all_cxs() methods. These will remove all
stations, cxs, and endpoints that exist. These are good for doing a full cleanup,
and it is recommended to use them in the order of cx, endpoint, station to
prevent potential issues or missed deletions.

Debugging Stations

A. Debug information for station creation can be output by setting _debug_on=True in
StationProfile.create()

A. There are a few important debug outputs to pay attention to:

. Thisis the debug output that appears when using the add_sta command. This is
used frequently in StationProfile.create() . This debug output will allow you
to troubleshoot any flags or other information that is being set when creating

your stations. It will output the name at the top and the raw JSON data will
follow.

- 381 - sta@@OO- - - - - - - - - - - - - - - - - -
{'flags': 132096,
‘flags_mask': 68719608832,
'key': 'testPass',

'mac’i 'XXIXXIXXIXXiFixx',
‘mode': 0,"'

radio': 'wiphy0@',
'resource': 1,

‘shelf': 1,

'ssid': 'testNet,
‘sta_name': 'sta®000'}

. The next bit of debugging output comes from using the set_port command. We
are able to see all of the JSON data that is posted, and can use this to check our
flags and other info.

{'current_flags': 2147483649,
‘interest': 8437762,

‘port': 'sta0eee',
‘report_timer': 1500,
‘resource': 1,

‘shelf': 1}
<LANforge.LFRequest.LFRequest object at 0x7f13dbc56850>
T

B. There are a few steps we can take fo make validating the information we get through debugging
easier.


https://www.candelatech.com/lfcli_ug.php#set_wifi_extra
https://www.candelatech.com/lfcli_ug.php#add_sta
https://www.candelatech.com/lfcli_ug.php#set_port

A. We can use the help page available on the address of the machine LANforge is running
on. http://127.0.0.1/help/ will take us to a page containing all of the commands we can

get help with.

LANForge CLI Help - Mozilla Firefox

LANForge CLI Help

¢ @

+

) 127.0.0.1:8080/help/

add arm endp

add bgp peer

add bond

add br

add cd

add cd endp

add cd vr

add chamber

add chamber cx
add chamber path
add channel group
add cx

add dut

add dut notes

add endp

add event

CLI Reference for /help/add_arm_endp

CLI Reference for /help/add_bgp_peer

CLI Reference for /help/add bond

CLI Reference for /help/add_br

CLI Reference for /help/add_cd

CLI Reference for /help/add_cd_endp

CLI Reference for /help/add_cd vr

CLI Reference for /help/add chamber

CLI Reference for /help/add chamber cx
CLI Reference for /help/add chamber path
CLI Reference for /help/add channel group
CLI Reference for /help/add_cx

CLI Reference for /help/add dut

CLI Reference for /help/add_dut_notes

CLI Reference for /help/add_endp

CLI Reference for /help/add event

B. Using http://127.0.0.1/help/add_sta will bring us to a page specific to the add_sta

command.
LANFforge CLIHelp - Mozilla Firefox
LANforge CLI Help XN +

<« C @ © © 127.0.01

Command Composer [add_sta]

These are the curl commands:

echo " > /tmp/curl_data

curl -squ -H "Accept: application/json” -x POST -d '@/tmp/curl_data’ http://ctlt2-logan:8686/cli-form/add_sta

This is the JSON version:

echo "} > /tmp/json_data

curl -squ -H "Accept: application/json” -H "Content-type: application/json” -X POST -d '@/tmp/json data’ http://ctlt2-logan:8080

This is the CLI command:

Parse Command

areas.

Fields for the command will update when you change them:

01:|shelf

02 resource
03: raio .

wiphyo
04: sta_name

5ta0000
05 flags

132096
06: ssid

testNet
07 nickname

NA
08 key

testPass
09 ap

NA
10{wpa._cig file

NA
18{mac

HXXAAXKF XK
12 made

o
13 rae

NA
14 max_amsdu

NA
15 ampdu_factor

NA

16 ampdu_density
NA

17 st bi_ip

NA
18 flags_mask

68719608832
19 ieeeB0Z11w

NA
20)x_coord

NA
21}y_coord

NA
22{2_coord

NA

. Here we can enter all of the data we got from our debugging output into the correct

Flag Fields for command will be computed when you select them, but you might need to ac
values into some fields (when you see token values like [string] or [name))

flags.80211r_pmska_cache
flags.80211u_additional
flags.80211u_auto
flags.80211u_e911
flags.80211u_e911_unauth
flags.80211u_enable
flags.80211u_gw
flags.8021x_radius
flags.create_admin_down

= flags.custom_conf

flags.disable Fast_reauth

flags.disable_gdaf

flags.disable_htgo

flags.disable_roam

flags.disable_sgi

flags.hs20_enable

flags.ht160_enable

flags.htd0_disable

flags.ibss_mode

flags.IF_sta_migrate

flags.mesh_mode

flags.no-supp-op-class-ie

flags.osen_enable

flags.passive_scan

flags.power_save_enable

8 flags.scan_ssid

flags.txo-enable

flags.use-wpa3

flags.verbose

flags.wds-mode

flags.wep_enable

flags.wpa2_enable

flags.wpa_enable

mode.802.11a

mode.AUTO

mode.abg

mode.abgn

mode.abgnAC

mode.abgnAx

mode.an

mode.anAC

mode.anAX

mode.b

mode.bg

mode.bgn

mode.bgnAC

mode.bgnAX

mode.g

rate./a/g

rate./b


http://127.0.0.1:8080/help/
http://127.0.0.1:8080/help/add_sta

D. Flag fields have a button next to them that will calculate and highlight relevant flags in the
right hand column of the page. This can be useful for checking that the correct flags are

being set.
Fields for the command will update when you change them: Flag Fields for command will be computed when you select them, but you might need to ac
values into some fields (when you see token values like [string] or [name]).
01 sheft flags.80211r_pmska_cache
1 flags.80211u_additional
02 resource flags.80211u_auto
1 flags.80211u_e911
- flags.80211u_e911_unauth
wiphyo flags.80211u_enable
flags.80211u_gw
0 (emame) $ta0000 flags.8021x_radius
flags.create_admin_down
05 flags = flags.custom_conf
132096 % | flagsdisable_fast_reauth
06 ssid flags.disable_gdaf
testNet flags.disable_htso
23 o flags.disable_roam
NA flags.disable_sgi
i flags.hs20_enable
£ testPass Flags.ht160_enable
flags.he40_disable
09:/ap i flags.ibss_mode
flags.If sta_migrate
10 wpa_cig_fle flags.mesh_mode
NA flags.no-supp-op-class-ie
Tmas flags.osen_enable
XKKKIKKIKKI KK flags.passive_scan
T flags power_save_enable
° 5 || flagsscan_ssid
o flags.txo-enable
e .| flagsuse-wpaz
NA & flags.verbose
14: mas_amsdu flags.wds-mode
NA Flags.wep_enable
15 ampoiy_factor flags.wpa2_enable
NA flagswpa_enable
i g ey ::gg-gg—gﬂ
mode.abg
175t o i i mode.abgn
mode.abgnAC
18:|flags_mask mode.abgnAX
68719608832 mode.an
W N\O(die-ﬂx;
mode.a
20;_coord A :33:";9
mode.bgn
28:y_coord A mode.banAC
mode.bgnAX
22 2_coord mode.g
A rate./afg
rate./b

E. After we have done this, we can click the parse command button towards the top of the
data inputs. We can then enter this command into LANforge's messages tab in the input
box.

Command Composer [add_sta]

These are the curl commands:

echo e era: - > Jtap/curl data
curl -squ -# *Accept: application/json X POST -d @/mp/curl data’ http://cELt2-Logan:8088/cli-form/add. sta

This is the JSON version:

echo *('shel*:1, resource’:1, Py, st Tlags: 13209, " !  mode" 0, lags 1" > fiaprjson_data
curl -sav -H "Accept: application/json -H “Content-type: application/json" - POST -d 'a/tnp/json’data’ hetp://ctli2-logan:8080/cli-son/add sta

“This is the CLI command

11 uiphyo sta000 132006 testilet NA testPass NA A xc:xcixxixxitixn O N WA A
N N 68719608832 1A KA A A

Parse Command

Create Python Scripts To Test Layer 4
Traffic

Goal: Create a script to test Layer 4 traffic using Realm

Using the realm.py library we will write a script that will allow us to automate the creation of stations and
Layer 4 cross connects. We will also be able to start and stop traffic over the cross connects using the script.
Station and Cross Connect creation is covered in the Realm Scripting Cookbook. Requires LANforge 5.4.2.

1. Creating The Profile

A. We will use the factory method self.local_realm.new_14_cx_profile() tfo create our profile
object.


https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm

B. After we have done this we can set a few variables for our traffic:

A. 14_cx_profile.requests_per_ten will set our rate of requests per ten minutes. Setting
requests_per_ten = 600 wil set our URL request rate to 1 per second. There is no limit fo
what can be used as the rate but common rates are:

= 600:1/s
= 1200:2/s
= 1800:3/s
= 2400 : 4/s

B. 14_cx_profile.url is the URL to be used in the requests. We will also need to specify the
direction (dl/ul) and a absolute path for the destination. See syntax here.
Example:
14 _cx_profile.url = "dl http://10.40.0.1 /dev/null"

C. Example Layer 4 profile init:
class IPVAL4(LFCliBase):

def init_ (self, host, port, ssid, security, password, url, requests pe
target_requests per_ten=600, number template="00000", resource=1, num
_debug_on=False,
_exit on_error=False,
_exit_on_fail=False):

super()._init  (host, port, _debug= debug on, halt on error= exit on_er

self.host = host

self.port = port

self.ssid = ssid

self.security = security

self.password = password

self.url = url

self.requests per ten = requests per ten

self.number template = number template

self.sta list = station list

self.resource = resource

self.num_tests = num_tests

self.target requests per ten = target requests per_ ten

self.local_realm = realm.Realm(lfclient_host=self.host, lfclient port=sel
self.cx_profile = self.local realm.new 14 cx profile()

self.cx _profile.url = self.url

self.cx_profile.requests_per ten = self.requests_per_ ten

# Station Profile init

Starting Traffic

A. When running traffic, if you plan to measure the rate of requests, it is recommended to do so in 10
minute increments. An example of this can be seen here: test_ipv4 |4 _urls_per_ten.py. To start the
traffic we can use the 14_cx_profile.start_cx() method. To stop the fraffic we can use the
14_cx_profile.stop_cx() method.

B. Example start and build method:
def build(self):
# Build stations
self.station profile.use security(self.security, self.ssid, self.password)
print("Creating stations")
self.station profile.create(resource=1, radio="wiphy0®", sta_names_=self.sta list,
temp _sta list = []
for station in range(len(self.sta list)):
temp_sta list.append(str(self.resource) + "." + self.sta list[station])

self.14 profile.create(ports=temp sta list, sleep time=.5, debug =self.debug, sup

de

—+

start(self, print_pass=False, print_fail=False):
temp_stas = self.sta list.copy()
temp_stas.append("ethl")
cur_time = datetime.datetime.now()
interval_time = cur_time + datetime.timedelta(minutes=1)
passes = 0
expected passes = 0
self.station profile.admin up(1)
self.local realm.wait for_ ip(self.resource, temp stas)
self.14 profile.start_cx()
print("Starting test")
for test in range(self.num tests):
expected passes += 1
while cur time < interval time:
time.sleep(1l)
cur_time = datetime.datetime.now()

if self.14_profile.check errors(self.debug):
if self._ check request rate():
passes += 1

else:
self. fail("FAIL: Request rate did not exceed 90% target rate", print
break

else:
self. fail("FAIL: Errors found getting to %s " % self.url, print fail
break

interval_time = cur_time + datetime.timedelta(minutes=1)
if passes == expected passes:
self. pass("PASS: All tests passes", print_pass)

Examining The Results


https://www.candelatech.com/lfcli_ug.php#add_l4_endp
https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_l4_urls_per_ten.py

A. We can use http://localhost:8080/layer4/list to check our Layer 4 endpoints. Adding a ,,2fields to the
end of the URL will allow us to specify what we want to look at. We can separate fields by commas
to show more than one at a time.

Example: http:/localhost:8080/layer4/list2fields=name,urls/s, total-urls

= Using total-urls wil show us the total requests made.
= Using urls/s wil show us the average URL rate per second.

m Using rx rate and tx rate will show us the rates of received and franseferred fraffic.

We can also use the url http://localhost:8080/layer4/all to see all of the available fields.
B. When checking our results for Layer 4 tests we might want to check for common URL related errors:
= acc. denied wil show us the number of times we got an access denied error.
= bad-url wil show us the number of times a request was made with an invalid URL.

= nf (4xx) will count the number of 400 errors recieved when making requests to our URL.

Create Python Scripts To Test Generic
Traffic

Goal: Create a script to test Generic traffic using Realm

Using the realm.py library we will write a script that will allow us to automate the creation of stations and
generic cross connects. We will also be able to start and stop traffic over the cross connects using the script.
Station and Cross Connect creation is covered in the Realm Scripfing Cookbook. Requires LANforge 5.4.2.

1. Creating The Profile

A. We will use the factory method self.local_realm.new_generic_cx_profile() to create our
profile object.

B. After we have done this we can set a few variables for our traffic:

A. gen_cx_profile.type wil determine the type of command to execute.
Example: self.cx profile.type = "1fping"

B. gen_cx_profile.dest is the destination IP address for the command.
Example: self.cx_profile.dest = "127.0.0.1"

C. gen_cx_profile.interval sets the interval at which the command is run in seconds.
Example: self.cx_profile.interval = 1

D. Example Generic profile init:
class GenTest(LFCliBase):
def init (self, host, port, ssid, security, password, sta list, name f
number template="00000", test duration="5m", type="1fping",
interval=1, radio="wiphy0",
_debug_on=False,
_exit_on_error=False,
_exit _on_fail=False):
super()._init  (host, port, _debug= debug on, _halt on_error= exit c
self.host = host
self.port = port
self.ssid = ssid
self.radio = radio
self.upstream = upstream
self.sta list = sta_list
self.security = security
self.password = password
self.number_template = number template
self.name_prefix = name_prefix
self.test duration = test duration

self.local_realm = realm.Realm(lfclient host=self.host, lfclient port
self.cx_profile = self.local _realm.new_generic_cx_profile()
self.cx_profile.type = type

self.cx_profile.dest = dest

self.cx_profile.interval = interval

# Station Profile init

2, Starting Traffic


http://localhost:8080/layer4/list
http://localhost:8080/layer4/all
https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm

A. To start the traffic we can use the gen_cx_profile.start_cx() method. To stop the traffic we
can use the gen_cx_profile.stop_cx() method.

B. Example start and build method:
def build(self):
self.station profile.use security(self.security, self.ssid, self.password)
self.station profile.set _number_ template(self.number_ template)
print("Creating stations")

self.station profile.set command flag("add sta", "create admin down", 1)
self.station profile.set_command param("set port", "report_timer", 1500)
self.station profile.set command flag("set port", "rpt_timer", 1)

self.station profile.create(radio=self.radio, sta names =self.sta list, debug=sel
self.cx_profile.create(ports=self.station profile.station names, sleep_ time=.5)
self. pass("PASS: Station build finished")

def start(self, print_pass=False, print_fail=False):

self.station profile.admin up()
temp_stas = self.sta list.copy()
temp_stas.append(self.upstream)
if self.local realm.wait for ip(temp_stas):

self. pass("All stations got IPs", print_pass)
else:

self. fail("Stations failed to get IPs", print fail)

exit(1)
cur_time = datetime.datetime.now()
passes = 0
expected passes = 0
self.cx_profile.start_cx()
time.sleep(15)
end_time = self.local realm.parse time("30s") + cur_time
print("Starting Test...")
while cur_time < end time:

cur_time = datetime.datetime.now()

gen_results = self.json_get("generic/list?fields=name,last+results", debug =s

if gen_results['endpoints'] is not None:

for name in gen_results['endpoints']:
for k, v in name.items():
if v['name'] in self.cx_profile.created_endp and not v['name'].en
expected_passes += 1

if v['last results'] != "" and "Unreachable" not in v['last r
passes += 1

else:
self._fail("%s Failed to ping %s " % (v['name'], self.cx_
break

time.sleep(1)
if passes == expected_passes:
self. pass("PASS: All tests passed", print pass)

Examining The Results



A. For 1fping we can use the last results of the endpoint o determine if the test was successful. An
example of this can be seen in our start method. The most common errors for 1fping will either
be a blank last result or Destination Host Unreachable. Either of these results indicate a failed
ping. Successful pings will look like:

64 bytes from 10.40.0.1: icmp seq=1 time=4.55 ms *** drop: 0 (0, 0.000)

rx: 1 fail:

Results can also be seen in the generic tab in the LANforge Manager:

LANforge Manager Version(5.4.2
Control Reporting Windows

Info Tests

[ chamber view | [ stopan | Refresh HELP

Generic | Resource Mgr | vAP Stations | DUT | Profiles | Traffic-Profiles | Alerts | Messages | Warnings | Wifi-Messages | +
Status | PortMgr | layer-3 | L3Endps | Layerd-7 | Wanlinks |” VolP/RTP_|” VoIP/RTP Endps

| Restart Manager |

I Filedo |

Ar 1

Rpt Timer: ‘faﬁt (1s) ‘V|Gc| Test Manager ‘al\ "|

eric Endpoints for Selected Test Manager
Last Results | T Bytes | Rx Bytes| Tx Pkts| PDUIS TX| Rx F

&4 bytes from 10.40.0.1; icmp_5eq—204 time—3.75 ms *#* dr... 0 B 08 0 0
64 bytes from 10.40.0.1; icmp_seq=204 time=1.61 ms ** dr... 0 B

ED | status| Rpt#|
T1.13.5 Stop.. 206
1.1.14.7 Stop.. 206

Name
5ta0000_gen0
5ta0001_gen0

oe 0 0

[ 1l I
Logged in to: 192,168.92,12:4002 as: Admin

Double-clicking on an endpoint will allow you to see more specific results as well as the command
used by the endpoint. Using the sync button will allow you to see updated results.

Create/Modify Generic Endpoint

[»]

‘stauuuuigenu | Rpt Timer: |defau1t (5 s)

‘v‘

|V| Test Manager: |dsfau\t7tm

Name:
shelf. [1 | v | Resource: |1 (ctszs-enily) [ +] port: Endp ID: 5
Command Builders ‘pmg |v|

Size:

interval: [1606600 (1 s) [w| count: [Infinite |

How big should the ping packets be?|
Target: 10.40.0.1

Payload: |

Command: \prmg -i 1 -sta000010.40.0.1

Command Qutput
5 UFLem |IUW 19,909, LU SeE e/ LIRS, 33 IS ST Ui § 19, B.0wes (A lar lail. 9 yles. iies =
64 bytes From 10.40.0.1: icm_seq=188 time=2.36 ms *** drop: 0 (0, 0.000) rx: 188 fail: § byres: 12032 =
64 bytes from 18.46.8.1: icmp_seq=189 time=2 73 ms *** drop: B (B, 6.888) rx: 189 fail: B bytes: 12896
64 bytes from 10.40.6.1: icmp_seq=189 time=2.73 ms **= drop: © (8, 8.000) rx: 189 fail: 8 byres: 12696
64 bytes From 10.40.0.1: icmp_seq=191 time=2 08 ms % drop: © (6, 8.000) rx: 191 fail: @ byres: 12224
64 bytes from 18.46.8.1: icrp_seq=192 time=1 97 ms *** drop: B (8, 6.888) rx: 192 fail: B bytes: 12288
64 bytes from 10.40.0.1: icmp_seq=193 time=2.33 ms ** drop: 0 (0, 0.000) rx: 133 fail: § byres: 12352
64 bytes from 18.46.8.1: icp_seq=194 time=1 98 ms *** drop: B (B, 6.888) rx: 194 fail: B bytes: 12416
64 bytes from 10.40.6.1: icmp_seq=195 time=2.11 ms **=* drop: © (8, 8.000) rx: 195 fail: 8 byres: 12430
64 bytes from 10.40.0.1: icmp_seq=196 time=2 28 ms % drop: © (0, 8.000) rx: 196 fail: @ byres: 12544
64 bytes from 18.46.8.1: icrp_seq=197 time=1 69 ms *** drop: B (8, 6.888) rx: 197 fail: B bytes: 12608
64 bytes From 10.40.0.1: icmp_seq=197 time=1.69 ms *** drop: 0 (0, 0.000) rx: 197 fail: § byres: 12608
64 bytes from 18.46.8.1: icnp_seq=199 time=1 97 ms *** drop: B (B, 6.888) rx: 199 fail: B bytes: 12736
64 bytes from 10.40.9.1: icrp_seq=260 time=4.58 ms *** drop: © (8, 8.000) rx: 208 fail: 8 bytes: 12800
64 bytes From 10.40.6.1: icmp_seq=281 time=1 94 ms % drop: © (6, 8.000) rx: 201 fail: 8 byres: 12864
64 bytes from 18.46.8.1: icp_seq=282 time=2 O1 ms *** drop: B (B, 6.088) rx: 202 fail: B bytes: 12928
64 bytes From 10.40.0.1: icmp_seq=203 time=1.93 ms *** drop: 0 (0, 0.000) rx: 203 fail: § byres: 12992
64 bytes from 18.40.8.1: icrp_seq=284 time=3 75 ms *** drop: B (B, 6.088) rx: 204 fail: B bytes: 13656
64 bytes from 10.40.68.1: icrp_seq=264 time=3.75 ms *** drop: © (8, 8.000) rx: 204 fail: 8 bytes: 136856

WLAN Theoretical Throughput Calculator

for 802.11 n

tandar

Goal: Use a python script to take various user inputs such as frame sizes, MIMO types,
802.11a/b/g/ac modes etc and calculate the maximum theoretical MAC and IP layer

throughput.

Calculating WLAN theoretical throughput is any important step in being able to benchmark the throughput of
Access Points. This calculator will allow users to compare achieved performance to theoretical maximum
performance and see how well their APs perform.In this cookbook we show how user can run a simple python
script and calculate theoretical throughput for various combinations.Using the script from

wlan_capacity_calculator.py.

1. Script Input Options

A. python wlan_capacity_calculator.py -h

Output display in terminal:


https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/wlan_capacity_calculator.py

-e ENCRYPTION] 1 [-n HAC] [-
nigh

1 [-pre PREAMBLE
ANNEL] [-gu GUARD] [-F 1 [-me nel [

b BASIC .
GHEST] [-pl PLCP] [-ip TP

rgunent
P this help me
TATION, --station STATION

Station Name : [11abg y Default 1labg)

y Default Data)

RYPTION

- Q0S, --qos
Hac
En 12] for 11aby, [6 12 24] for 11n/11ac
EANBLE, --preanble PREA!
nter Preanble value : [ Short, Long
Enter the Slot Time : [Short, Long, N/AI(E

ec Type (Voice Traffic) 6.711 for

fault 48 for 11n a Default 8 for 1lac

ter the G y Default 400)

IGHEST

by Default Short)

11 for 11n} and{[

S Handsh
1 (prot

2 efault 1)
- eenfield'] (by Default I
Packets per A-NSDU = 20,3 .

per A-HPDU =

Run Script for 11abg Calculator

Given below are some example of how we can calculate 802.11abg theoretical throughput

A. By Default:
> python wlan_capacity_calculator.py -sta llahg

or
> python wlan_capacity_calculator.py

Output display in terminal (Client 1):

r\Final fil hon Frame_rat:

"0ffered Load Per

fered Load



B. With Input Parameters:
python wlan_capacity_calculator.py -sta llabg -t Voice -p 48 -m 106 -e WEP
-q Yes -b 1 2 5.5 11 -pre Long -s N/A -co G.711 -r Yes -c Yes

Output display in terminal (Client 1):

Run Script for 11n Calculator

Given below are some example of how we can calculate 802.11ac theoretical throughput
A. By Default:
> python wlan_capacity_calculator.py -sta 11ln
Output display in terminal (Client 1):
L_pro C or\Final f ython Frame_| mnad_line.py

Sk kK kx kKX * kA x*H*Station : 11nCa A0 Pk sk ko ok ok ok ok

d Load

PPDU Rate(fp

MAC MPDU Ra ,
SDU Rate": 11661,
S, [



. With Input Parameters:

-r Yes

> python wlan_capacity_calculator.py -sta 11n -t Voice -d 17 -ch 40 -gu 800 -high 9
-e WEP -q Yes -ip 5 -mc 42 -b 6 9 12 24 -m 1538 -co G.729 -pl Greenfield
-cw 15 -c Yes

Output display in terminal (Client 1):

Run Script for 11ac Calculator
Given below are some example of how we can calculate 802.nabg theoretical throughput
A. By Default:

> python wlan_capacity_calculator.py -sta llac

Output display in terminal (Client 1):

or\Final files>python Frame_r
11 Calcula
Theoretical Maximum Of Load
1 Client:

{

"MAC

C MPDU Rate":

"Maximum Th

Estimated MOS



B. With Input Parameters:
python wlan_capacity_calculator.py -sta 1llac -t Voice -d 9 -spa 3 -ch 20 -gu 800
-high 1 -e TKIP -q Yes -ip 3 -mc 0 -b 6 12 24 54 -m 1518 -co Greenfield -cw 15 -rc Yes

Output display in terminal

an

(Client 1):

Basic CICD AP Testing with LANforge

Goal: Set up Basic CICD a LANforge system, Regression Automation and Reporting with data
from previous runs.

The LANforge CICD framework provides an ability to execute a ICD - Confroller.
. gse:‘ Ierm:'n:\es. & Run scripts against LANforge systems
suite of tests and report results. byefnu\:;zuser‘gew Presentation Server and SQL database
concurrenty
execution on Mutiple
- LANforge systems is
= ’ |
//Test Orchestration and |
/" ReportResults retieval |
/
¥ A\l
-

1. The following steps are discussed
A. Set Up CICD Controller and Environment
B. Set Up The JSON Configuration Files
C. Test Execution
D

. Test Results

2. Set Up CICD Controller and Environment
A. clone lanforge-scripts from https://github.com/greearb/lanforge-scripts
B. run /lanforge-scripts/py-scripts/update_dependencies.py tfo install python packages for
generating output
C. Install web server:
The web server is to allow for viewing of results from User Terminals

The CICD - Confroller is not dependent on a web server, results may be viewed locally on CICD -
Controller



A.

B.

C.

LANforge LANforge installation using kinstall.pl installs a web server on LANforge
LANforge installation installs an httpd server, LANforge may be used for storing and
displaying results.

For the following example a separate LANforge system (Fedora) was used as the CICD -

Controller and httpd web server.

$ sudo dnf install httpd - >
Fedora install httpd and configure server 4 [»

$ sudo apt install apache2 .-

Ubuntu install apache?2 and configure server

D. Install mail service for email of links o results
For the example below Linux mailx program was used

Installation of mail services is dependent on the environment in which the CICD - Controller is

installed.
The CICD - Controller is not dependent on email services

E. Install database sqlite3

A.

B.

$ sudo dnf install sqlite3 .
Fedora [

$ sudo apt-get update -~ $ sudo apt-get install sqlite3 o

Ubuntu

F. Create a himl-reports directory. On lanforge /home/lanforge/html-reports

G. Determine sqlite3 database name and location, sglite3 db will be created. ./tools/qa_sqlite3.db

3. Set Up The JSON Configuration Files

A. There are three JSON configuration input files described below. For all the JSON configuration files
the CAPITALIZED parameters allow for a value fo be entfered info one location and used in multiple
areas of the CICD framework. For example in ssid_indx=1 the SSID_USED is set to asus11ax-5. For the
test suite below the SSID_USED may be entered instead of asusul1ax-5, thus if the SSID changes, the
SSID will need to be modified in ct_AX88U_dut, the ct_tests.json will remain untouched. This reduces

the need to modify the ct_test.json for SSID changes that would affect multiple tests

A. --json_rig test_rig.json this JSON file describes LANforge test rig, Example ct_test_rig.json

The test_rig.json describes the LANforge system and test parameters for the CICD -
Confroller

. --json_dut ct_AX88U_dut.json this JSON file describes the AP, Example ct_AX88U_dut.json

the ct_AX88U_dut.json describes the device under test parameters, DUT_SET_NAME:
DUT_NAME ASUSSRT-AX88U for example is used by Chamberview Tests

. --json_test ct_tests.json this JSON file describes the tests, Example cf_tesfs.json
The tests may use the CAPITALIZED variables or may be entered with the command line

arguments as they would be entered on the command line.
The tests are not limited to only python tests

B. test_rig.json

}

"test rig":{
"Notes": [

"This JSON file describes LANforge system and test run configuration"

1
+
"test rig parameters":{
"TEST BED": "CT-TEST-001",
"TEST RIG": "CT-TEST-001",
"DATABASE SQLITE": "./tools/ga sqlite3.db",
"LF_MGR_IP": "192.168.100.116",
"LF_MGR _PORT": "8080",
"LF_MGR_USER": "lanforge",
"LF_MGR_PASS": "lanforge",
"UPSTREAM PORT":"1.1.eth2",
"TEST_TIMEOUT": 600,
"EMAIL LIST PRODUCTION": "support@candelatech.com",
"EMAIL_LIST TEST": "support@candelatech.com",
"EMAIL_TITLE_TXT": "Lanforge QA Testing",
"EMAIL TXT": "Lanforge QA Testing"

C. ct_AX88U_dut.json

"ct AX88U_dut":{
"Notes": [

"The device undertest configuration is contained in this file"

1

"hellol23", "BSSID"

'3c:7c:3f:55:4d:60"

"ssid_idx=1":{"ssid _idx":"1","SSID USED":"asusllax-5", "SSIDiPW:USED" :"hellol23","BSSID":"3c:7c:3f:55:4d:64"

+
"test dut":{
"DUT_SET_NAME": "DUT_NAME ASUSRT-AX88U",
"USE_DUT_NAME": "ASUSRT-AX88U",
"wireless network dict":{
"ssid_idx=0":{"ssid_idx":"0","SSID USED":"asusllax-2","SSID_PW_USED"
}
}


http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/ct_test_rig.json
http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/ct_AX88U_dut.json
http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/ct_tests.json

D. ct_tests.json

{
"ct_tests 001":{
"Notes": [
"This JSON file describes tests to be run by LANforge system"
1
+
"test_suites":{
"suite wc":{
"create_chamberview dut_wc":{
"enabled":"TRUE",
"load_db":"skip",
"command":"create chamberview dut.py"
"args":"",
"args list":[
" --1fmgr LF_MGR_IP --port LF _MGR_PORT --dut_name DUT_NAME",
" --ssid 'ssid idx=0 ssid=SSID USED security=SECURITY_ USED password=SSID PW USED bssid=BSSID'",
" --ssid 'ssid idx=1 ssid=SSID USED security=SECURITY USED password=SSID PW USED bssid=BSSID'",
" --sw_version DUT_SW --hw version DUT HW --serial _num DUT SERIAL --model num DUT_ NAME"
]
+
"create_chamberview wc":{
"enabled":"TRUE",
"load db":"skip",
"command":"create chamberview.py",
"args":"",
"args list":[
" --1fmgr LF_MGR _IP --port LF MGR PORT --delete scenario",
" --create scenario scenario wpa2 wc",
" --raw_line \"profile link 1.1 STA-AC 19 'DUT: DUT NAME Radio-1' NA wiphy7,AUTO -1 NA\" ",
" --raw_line \"profile link 1.1 upstream-dhcp 1 NA NA UPSTREAM_PORT,AUTO -1 NA\""
]
b
"wifi capacity":{
"enabled":"TRUE",
"timeout":"600",
"iterations":"1",
"load_db":"skip",
"command":"1f wifi_capacity test.py",
"args":"",
"args_list":[
" --mgr LF_MGR_IP --port LF_MGR PORT --1f user LF_MGR USER --1f password LF_MGR PASS --instance nam
" --upstream UPSTREAM PORT --batch size 1,10,19 --loop iter 1 --protocol UDP-IPv4 --duration 6000",
" --pull_report --local lf report _dir REPORT PATH --test_tag 'wpa2 wc'",
" --test_rig TEST RIG",
" --set DUT_SET_NAME"
]
+,
"1f _ga":{
"enabled":"TRUE",
"timeout":"600",
"load db":"skip",
"command":"./tools/1f qga.py",
"args":"",
"args_list":[
" --path REPORT_PATH --store --png --database DATABASE SQLITE"
]
}
}
}
}

E. sample command with above data:
./1f_check.py --json_rig ct test rig.json \
--json_dut ct AX88U dut.json \
--json_test ct_tests.json \
--suite "suite wc" \
--path '/home/lanforge/html-reports/ct results directory'

4. Set Up The JSON Configuration Files
A. The If_check.py is run form the lanforge-scripts/py-scripts/tools directory

B. If_check.py uses three JSON files as input:
For Example:
ct_test rig.json - describes the LANforge test rig configuration
ct_AX88U_dut.json - describes the device under test
ct_tests.json -describe the tests to be run.

5. If_check.py execution, simple command example

A. ./1f_check.py --json_rig ct test rig.json \
--json_dut ct AX88U dut.json \
--json_test ct tests.json \
--suite "suite wc" \
--path '/home/lanforge/html-reports/ct results directory'

6. Sample email sent on run



QGetMessages v # write QJchat fAddressBook | DTagv 7 QuickFilter | © search <ctrlsk>

From| LANForg 5 o 4 Reply |  Reply All | v|| = Forward || @ Archive | & Junk || @ Delete || More v |

Subject Lanforge QA Testing [192.168.95.6] 2021-10-13 06:21:14.071302 721AM
To support@candelatech.com #¢

Lanforge QA Testing lanforge target 192.168.100.116

Results from 192.168
http://192.168. 5 eports/ct_results directory/2021-10-13-06-18-12 1f check/2021-10-13-06-18-12-1f check. html

0A Report Dashboard:
http://192.168 fi/fhtnl - reports/ct_results_directory/2021-10-13-66-18-12_1f_check/2021-10-13-06-21-11_1f _qa/2021-10-13-06-21-11-1f ga.html

hty

NOTE: Diagrams are links in dashboard

7. If_check.py: sample If_check.py Report
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8. If_qa.py
If_qga.py: process kpi.csv, produces html/pdf results, produces plotly png and interactive graphs from test run
kpi

sample command:
./1f_ga.py --path /home/lanforge/html-reports/ct results directory/(results dir of 1f_check.py)\

--store \
--png \
--database ./tools/ga aqlite3.db

9. If_qa.py: sample If_qa.py Report


http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/2021-10-13-06-18-12-lf_check.pdf
http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/2021-10-13-06-21-11-lf_qa.pdf
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10. Sample If_heck.py Output example If_check Report
11. Test Control Inputs in Test Suite JSON

A. "enabled": "TRUE"
Allows for individual test enable and disable of the test.
B. "load_db":"CUSTOM_DATABASE"
Allows for loading a LANforge database prior to the test run.
C. "timeout":"300"

Allows for test to have individual timeout other then default.

D. "iterations":"2"
Allows for test to run multiple iterations.

Mobile STA Mesh Test - TPUT/ROAM

Goal: Perform a Mobile Station Mest Test

Demonstrate that a station with the Interop app install can roam in the test environment. Requires LANforge
5.4.6.

(February 10, 2023) Performed on: https://candelatech.atlassian.net/lI/cp/f5CSRysM DUT: Samsung Galaxy S7

Setting Up for the Test


http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/2021-10-13-06-18-12-lf_check.pdf
https://candelatech.atlassian.net/l/cp/f5CSRysM

Tontrol Evporig gz o Tes

Ucense ifo Carent sers
Configuration:

Dawioad 03

Save 08 Name:

sowe v [Ports byFesource ||

loverants [10UT ] chamber Clprofle

The Charter-Demo database was loaded, since this is the most recently saved stable state for the test.

First, ensure the DUT is on. *NOTE: This DUT has already been configured with the Interop app installed; as well
as username/Mgmt IP set, and automatic WiFi connectivity to the test's generated SSIDs.

Control Reporting Windows Info Tests

[Chamber Viewt Stop All | Restart Manager ‘ ‘ Refresh ‘ | HELP

Resource Mgr | Interop | vAP Stations | DUT | Profiles | TrafficProfiles | Alerts | Messages | Warnings | + | WifiMessages |

Status | PortMgr | ExtendedPortMgr | Layer-3 | L3Endps | VoIP/RTP | VoIP/RTPEndps |  Awenuators | Generic |

| Start + ‘ Uninstall | Discover ‘ ‘ Modify ‘ ‘ Batch Modify ‘ ‘ Delete |

Android Devices

Name | phantom | adb_username | sdk release | sdk version| product | model | device app.
i
1.1.26171FDF60053X mobStaPhone 12 32 oriole Pixel_6 oriole
1.1.28102001e9217ece mobStaPhone 10 29 crownglteue SM_N960U1 crownglteue 89
1.1.7c068¢17 mobStaPhone 8.0.0 26 herogiteue SM_G930U heroglteue 42
1.1.KEBE2021070849 mobStaPhone 6.0 23 Mate_10PLUS Mate 10_ Mate_10PLUS 81
1.1.RFBM22K]8BK mobStaPhone 11 30 beyond1glteue SM_G973U1 beyond1g 109
1.1.ddb80157 mabStaPhone 8.0.0 26 heroglteue SM_G930U heroglteue 207
12> 0
13* 0

My device, "ddb80157" is on and recognized by forge. If yours isn’t recognized, ensure that the device is on
and USB debugging is enabled. Checking ADB connectivity can be froubleshooted from the command line
on your LANforge machine.

You will want to view the DUT's screen remotely in order to monitor traffic stats. To do this, select ‘Batch
Modiify’ from the Interop tab.

LANforge Manager IP: |NA w | Encryption: |NA ‘v‘ | Apply |
N T [ S CS— | -
EAP Method: I:D EAP Identity: EAP Password:

Display: 192.168.100.115:1 Screen Size: Use sercpy -
Log Duration: 5-rmin (5 min) :
APK Filenarne: interop-5.4.6.apk Tnstall with -g | Install | ‘ Uninstall |

Enable WiFi ‘ ‘ Disable WiFi | | LCancel |

Fillin the IP of the display that you want the screen to appear on. This is likely the IP of your resource #1
LANforge machine.

In a few seconds, a window mirroring your device's screen should appear. Open the Interop app.



JECHMNOLOGIES

LANforge
InterOp

mobStaPhone

172.16.0.50

ENTER TEST ROOM

2023-02-10 13:23:00.241 :
WIFI_STATE_ENABLED
IP Address: 172.16.222.49
Able to Ping Server

Alright, the DUT is ready for testing. Open Chamber View and select the Mobile Mesh test from the ‘Tests’

dropdown. Then ‘Run Test'.

UiStrean

\

enario Config

Manage
Scenarios

[Throughput -

Apply Scenario

Tests:
[Mobile Mesh -]
[ Run Test J
Below are some example test configurations, along with their generated reports.
Throughput Example:
(Bridged Scenario) (1 -2.4GHz, 1 - 5GHz VAP per chamber) (UDP UL/DL) (Throughput)
[ Settings | Advanced Configuration | Report Configuration
UpstreamPorts [ -0 o0 |- Alito-Generate Upstream Fort
Internet-Facing Port STADUT Usemane: [mobstarhore [+
Intermet Facing OUT Selected STADUT: [Galmy-57 coNNECTION | 7]
AP Root Chamber Node 1 Chamber Node 2 Chamber Node 3 Chamber STA Chamber
[Rootapcer [ ] [Nodercor [ ] [Nodezcer = [ ] [Mobiestationscer
WAN Port WAN Port WAN Port WAN Port WAN Port
[z et [+] 51 et [+] [z etn [=] [custom> [+][rrz et ind STA bands
2.4Ghz Radios 2.4Ghz Radios 2.4Ghz Radios 2.4Ghz Radios
Fzzwero  [v|fazwehye  [<]fazweo <[ Flrzwemo [
5Ghz Radios 5Ghz Radios 5Ghz Radios 5Ghz Radios 5Ghz Radios
L2awphyz  |v|[l3awphz  |v|fedwehyz | <|[frawenz |~
AP Chamber Position  STA Chamber Position Roam Path Select Tests Traffic Combination
Current Position |~/ [current Position Orbit Current Traffic Type Calibrate AP Root Cbr| [] Add STA Traffic
Random Orbit Near UDP calibrate Node 1 Cbr
Close Root AP orbit Middle Tcp Calibrate Node 2 cbr | [STA
Close Node 1 Orbit Far P Calibrate Node 3 Cbr | |Ro0t
=| [close Node 2 Random Near e Calibrate STA Cbr kS
Close Node 3 Random Middle ‘esh Mode Throughput N2
Medium Root AP Random Far bridged-AP Roam N3
| |Medium Node 1 South-East bridged-AP-11r| Root+N1
Medium Node 2 i g routed-AP Root+N2
Medium Node 3 NIEENS
et Root+N1+N2
e Root+N1+N3
o tode | Traffc Direction et
Far Node 3 Download N2+N3
Upload NL+N2+N3
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Roam Example:

(Bridged Scenario) (1 - 2.4GHz, 1 - 5GHz VAP per chamber) (UDP UL/DL) (Roam)
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Test Vi freamin ing DASH Server
nd Inter APK

Goal: Host DASH server on LANforge and test Video Streaming using InterOp apk.

This cookbook requires LANforge GUI version 5.4.6 and above.

Background

DASH is used for embedding videos in a web page without using third party services such as youtube or
vimeo. It is mostly used in OTT platforms.

Dynamic Adaptive Streaming over HTTPS (DASH) is a variant of Dynamic Adaptive Streaming (DAS) that uses
the HTTPS protocol for delivering video content over the internet. HTTPS is the secure version of HTTP, and it
provides encryption and authentication to protect the privacy and integrity of the data being transmitted.

With DASH, the video content is encoded at multiple bitrates and is divided into small segments that can be
downloaded and played back in a continuous stream. These segments are delivered over the internet using
HTTPS, which provides secure and reliable delivery of the video content.

Android App has inbuilt Video Media Player (Exoplayer) which can run various types of Media Types which
includes:

Progressive
DASH (Dynamic Adaptive Streaming over HTTPS)
HTTP Live Streaming

Real Time Streaming Protocol

Diagram of Setup

Device Under Test

1. Connect Android Phone to LANforge via USB such that the device will appear in Interop Tab.

o Note: Make sure to enable developer settings in android phones.
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2. Select the device in Interop Tab and click on Batch Modify tab.
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3. Select Launch GUI option to view the mobile screen.
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4. Click Install to install Inferop apk onto the mobile phone.
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Enter LANforge Manager IP, SSID, Encryption and Password. Then, click Apply and start options such
that device will be connected to Wi-Fi and enter testroom. Here, mobile got clustered to the
LANforge with Resource-Id 10.
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7. Torun nginx on eth1 port enable http on eth1 interface by double-clicking on the port and apply the
setfings.
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8. To host DASH server on LANforge use the following commands.
1. sudo dnf install ffmpeg
FFmpeg is a popular multimedia framework that can be used to record, convert, and stream audio

and video files.

yrr— i Copacty el

2. sudo dnf install https://downloadl.rpmfusion.org/free/fedora/rpmfusion-

free-release-$(rpm -E %fedora).noarch.rpm
https://downloadl.rpmfusion.org/nonfree/fedora/rpmfusion-nonfree-release-

$(rpm -E %fedora).noarch.rpm
This command installs the RPM Fusion repositories on a Fedora system. RPM Fusion is a repository of
software packages that are not included in the default Fedora repositories, such as multimedia

codecs and drivers.

3. sudo dnf install gpac

GPAC is an open-source multimedia framework that can be used to create, package, and stream
multimedia content. This command, when run, downloads and installs the GPAC package and its
dependencies on your system. After the installation is complete, use the GPAC tools to create and

manipulate multimedia content.

9. Place below mentioned wifivideo.mp4 and convert.bash file in the html directory:
/usr/local/lanforge/nginx/html/
1. convert.bash
2. wifivideo.mp4
10. Run the convert.bash fo convert . mp4 to .mpd file using the command:
sudo bash convert.bash wifivideo.mp4


http://www.candelatech.com/images/cb_images/dash_interop_convert.bash
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11. A new directory will be created automatically to store the .mpd file. In the below picture,
wifivideo.mpd is stored in wifivideo directory.
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13. Add the URL and Source/Dest File. Select Resource port number of your mobile, enable Real Browser,
and Video Stream options. Add the eth1 IP address on which nginx server is enabled and enter the
URL.
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14. Start the endpoint. The video will be play on the phone and the stats will be reported in the Layer-4
tab in the GUI as well as on LANforge Interop app.
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The stats can also be viewed in the MPD file by using the command: vi wifivideo.mpd in the terminal.
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Mpd file maps with bandwidth that is mentioned in LANforge InterOp app. From the Mpd we can observe
bandwidth as 366837 which is same as mentioned above in InterOp.
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If the network has issues, the bitrate goes down and the same can be reported in LANforge InterOp app. This
can be tested using WANIinks in lanforge.

15. To create a WANIink go to the Status tab and select Netsmith.
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16. Right-click in the Netsmith window and select New Connection.
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17. Select Port 1-A as the port where the server is running (eth1 in this case) and skip Port 1-B. Click OK.
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Then click on Apply in the Netsmith window, the WANIink will be created between eth1 and rddvR1.
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In Port manager this endpoint will also be reflected.
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18. Click on the first of the two ports of the RDD pair, which will open a Configuration Window. Click the
DHCP-IPv4 and HTTP checkbox.
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19. Now go fo Wanlinks tab and click on start opfion to run the connection.
address will be allocated to the first (non-b) port of the RDD pair.

n the Port Manager the IP

o
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20. Then, Click on Stop to bring the device out of test room.
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21. Click on the Batch Modify and enter all the details in the screenshot below. LANforge Manager IP
must be WAN link IP. Here rddVR1 is allocated with “192.168.1.90" IP address.
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22. Click Layer 4-7 tab, create one cross-connect with the following details, Apply the changes,and play
the video. Nginx will run on rddVR1.
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23. Click on
wanlink.

Here the Wanlink transfer rate is 1.54Mbps and the video bitrate reported is 366837. This can be observed in
Layer 4-7 and in InterOp.
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24. Modify the Wanlink to slow DSL and click on Apply. Video Bit rate is reduced to 173307.

anrorge mansger  wermonixan vemsock

It clearly indicates that the Video Player has adapted the lower quality when network is slow.

We can observe the same in the .mpd file.

LANforge InterOp Setup for Android

Goal: Cable an android mobile phone to a LANforge and have the LANforge recognize the
android phone as a resource.

This cookbook requires LANforge GUI version 5.4.6 and above.

Background

Our LANforge InterOp solution is used fo support real clients for testing access points. InterOp gives the ease
of handling real clients with complete automation and detailed, customizable test reporting.

We have support for various kinds of real clients:

- Android clients.

- iOS clients.

- Windows Machines.
- Linux Machines.

- MacOS Machines.

Network Topology:



[ Real Device
LANforge
. etho ethi ethd

)

LAN LAN LAN LAN  WAN
)]

DEVICE UNDER TEST

Representation:

Management ————  Ethernet cables
Network.
——————— USB cables
. =
= Wireless connection

Before getting started:

e |f your mobile is in developer mode, skip to step-3.

e [f you are using XIAOMI mobiles [ Redmi, Poco ..etc] for LANforge Interop then please make sure that
your mobile has Mi account.

Steps to create Mi account:

e Insert asim card in the Mi mobile.

e Create Mi account by providing the credentials.

t t t nnect r android phone to LANfor

1. Open the Settings on the Android phone and click on About Phone.

eone ST AN TTIPY

Lock screen and security
Cloud and accounts
Google

Accessibility

General management
Software update

Help

2. In About Phone, click on Build number 7 times to enable developer options.



e0nz AN T AT00%0111PM eonz % 410050 1:16PM
)
Q search 9 \@/! < SOFTWARE INFORMATION

Vet gy, A P

Android version
(o Lock screen and security 800
Aways On Display, Fingerprints
‘Samsung Experience version
»  Cloud and accounts 90
& Samsung Cloud, Backup and restore, Smart.
Baseband version
@ Google G93sTUVSBCVCT
Google settings
. Accessibility Kernel version

7 b
" vision, Hearing, Dexterity and interaction 3187114365146

DH7005 #1
Thy Jan 16 17.39:31 KST 2020

<= General management
== Longuage ond input, Date and time, Reset
@ Software update

Download updates, Scheduled software up.

SE for Android status
sforcing

) Help "o o H
ay e Tap for 7 Times

AAbout phone Knox version

Stotws, Legal information, Device na

Knox 1

3. Now there will be a new option available in settings tab called “Developer Options”. Click on it and
enable the following options:
Stay Awake.

USB-Debugging.
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4. Connect the device to the LANforge as per the testbed topology. Plug the phone via the port (usb-c
or microusb) at the bottom of the phone to one of the usb-A slots on the LANforge.
5. Open the LANforge GUI window. The Interop tab should appear now. Click on the tab to see your

phone detected as a port.

o LANforge Manager Version(5.4.6)
Control Reporting Windows Info Tests

Status | PortMgr | Extended PortMgr | Layer-3 | L3Endps | Layer4-7 | RF-Generator | Generic | TestMgr | Resource Mor (( Interop J) buT
N’
Start+ || Stop- | | Uninstall | Discover

product model device app_id

Name phantom | adb_user sdk release | sd versi

[N

. in the InterOp tab, double-click on the port to open the Modify ADB Device window. Enter your
device user name.

LANforge Manager Version(5.4.6)

o Modify Adb Device [CXXE) §
Name: 1.1.581ad8a4 Product heroqitetmo

Device  hero2qitetmo Model SM_G935T -
o RF-Generator | Generic | TestMgr | Resource Mgr | Interop | DUT | Profiles | Traffic-Profiles

Q[User-Name [samsungs7dge] | [ aten modity |
i §E Cancel

Ea sdgversﬁ product model device

| Chamber View j

[[start+ | stop- | [ uninstan [ piscover |




7. Close the Modify ADB Device window. Back in the InterOp tab there is a button called Batch-Modiify.
Click on Batch-Modify to see options to configure the Wi-Fi profiles of the client.

LANforge Manager Version(5.4.6)
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8. In the Batch-Modify window, check the use SCRCPY option and click on Launch GULI. This will open a
screen mirror of the mobile in the LANforge GUI and can be used to remotely control the phone if
needed.
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Now click on Install in the Batch-Modify window to install the InterOp app (apk).

10. Close the Batch-Modify window. Click on the Port Magr tab, double click on eth1, and check the
DHCP-IPv4 checkbox or assign a static IP address from the DHCP pool of the AP, which is our
Manager IP address.
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11. Click on the InterOp tab again, double-click on your phone, and fill out the fields of IP address, SSID,
encryption modes of the DUT. Click Apply when fields are entered.
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12. After clicking Apply, the InterOp app will open in the mobile and the Network stats will be visible. The
phone can also be detected in the Resource Mgr and Port Mgr tabs in the GUI now.
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13. Below is an example of ports like wiphy0, wian0, p2p0, which are the ports of the mobile. At this point,
if you click on wian0 port[station] and click on Display Scan, a pop-up in which all the nearby SSID's
Broadcasted near the phone are detected.
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LANforge Server Installation for Windows
Machine

Goal: Install the LANforge Server on the Windows machine, have the LANforge Manager
recognize the Windows machine as a resource, and cluster the LANforge Manager with the
Windows machine.

The LANforge InterOp solution of Candela technologies is used to support real clients for testing Access Points.
InterOp gives the ease of handling real clients with complete automation and populate a detailed reports on
the entire duration of the test. This cookbook requires LANforge version 5.4.6 and above.

We have support for various kinds of real clients:

- Android clients.

- iOS clients.

- Windows Machines.
- Linux Machines.

- MacOS Machines.

Network Topology:

The LANforge and Laptop
should be clustered.
LANforge: CT-521a El Windows
etho ethl eth2 el

=
usB =

Y

LAN  LAN LAN LAN WAN

LS

|
DEVICE UNDER TEST
Management A Controlled N Representation:
Network. A Network. Ethernet cables
M o USB cables
L i §
The confrolled nefwork should be able = Wireless connection

to ping Management network
LANforge Resource

Before getting started:

All applications requiring internet for installation should be installed before starting the LANforge server.

Steps to install LANforge Server on MacOS machine

1. Make sure the Windows laptop runs either Windows 10 or 11.

BR Windows

2. Open Windows powershell as administrator and type in the following command, then press enter.



wget http://www.candelatech.com/windows 1f setup.psl -o windows 1f setup.psl

3. Type in the command that allows executing powershell Bypass scripts in powershell, then press enter.
Set-ExecutionPolicy Bypass

4. Type in the command below to allow auto-login and disable security. Then press enter.
.\windows_1f setup.psl -autologin

Then, unselect the users for “Users must enter a username and password” to prevent the machine requiring a
username or password after reboot.

Users  Advanced

({2 Use the list below to grant or deny users access to your computer,
“X7) andto change passwords and other settings.

[] Users must enter a user name and password to use this computer.

Users for this computer:

User Name Group
L4 Administrator Administrators
&2 DELL

Administrators

Automatically sign in

X
&

; You can set up your computer so that users do not have to type a user
{H\ name and password to sign in. To do this, specify a user that will be
automatically signed in below:

User name: I Administrator
Password: ssssssee
Confirm Password: [ ssssseee

5. Rebooft the laptop (with the below command). After the typing in the command, press enter.
shutdown/r

6. Now connect your laptop as per the Network topology.

7. In the powershell ferminal, download the setup script again (as user admin) with the below

command. After typing in the command, press enfer. wget
http://www.candelatech.com/windows 1f setup.psl -o windows 1f setup.psl

8. Install the following applications from Google:
. OpenSSH client and Server
o Wireshark

. Vnc Server



o LANforge-Server-5.4.6-Installer.exe file from: Candela Technologies Website- 5.4.6

o This link is only for 5.4.6 server. Replace the version number with whatever version number
your lanforge has.

&« (@ (%) https//www.candelatech.com/privat Y8 1= o
Nand T
T OGIES Network Testing and Emulation Solutions

Name Last modified

& Parent Directory

D builds/ 2023-02-09 17:12
3 Bundle Ifver-5.4.6_kern-5.19.17+ osver-F24-i-24 x64.tar.xz 2023-03-14 17:18
z Bundle lfver-5.4.6 kern-5.19.17+ osver-F27-i-27 x64.tarxz 2023-03-14 17:21
z Bundle Ifver-5.4.6_kern-5.19.17+ osver-F30-i-30 x64 tarxz 2023-03-14 17:23
3 Bundle Ifver-5.4.6_kern-5.19.17+_osver-F34-i-34 x64.tarxz 2023-03-14 17:24
z Bundle lfver-5.4.6 kern-5.19.17+ osver-F36-i-36 x64.tarxz 2023-03-14 17:27
@ LANforge-GUI-5 4 6-Installer exe 2023-03-14 16:19
& LANforge-GUl-javadoc-5 4.6 .tar. gz 2023-03-14 16:27
@ LANforge-Server-5.4.6-Installer.exe 2023-03-14 16:18

9. Type in the below command in the terminal to start the LANforge server.

A\windows_1f_setup.psl -1fver 5.4.6

EN Administrator: Windows PowerShell

RestartNeeded :

Path
Online

OpenSSH SSH Server
ver-In-T has been ¢
The operation completed successfully.

Updated 3 rule(s).
ok.

GENUS
METERS
SUPERCL. :
DYNASTY i __ PARAMETERS
RELPATH :
OPER

urnValue
sComputerName

10. After the LANforge Server exe file is downloaded, run the exe file by double clicking on the file. After
running the file, two icons should pop up on the Desktop page (see image below).

=
G

RécycleiBin

Gonfigure
[IANforge

Microsott
Edge

]
Start
[IANforge

Copy the start LANforge option to the following directory such that the app will directly auto start whenever
the windows machine is rebooted.


http://www.candelatech.com/www.candelatech.com/private/downloads/r5.4.6/

[ Users >> Administrator >> AppData >> Roaming >> Windows >> StartMenu >> Programs >> Startup.]

+ Users » Adminastrator » AppOats »

Manage Startup

Share  View  ShodcTook  Application Tooks

Roaming » Microsolt » Windows + StatMenu » Programs » Startup

- " 1 Stan LaMferge

Tiem 1 em selected 17568

1.
ID and many more.

Configure the basic settings like Mode, Resource ID and realm.

|4 LANforge Installation and Configuration

Now we can configure the parameters in the Configure LANforge regarding the resource ID, Realm

lﬂi Setup Mode

|
. —

a1 v

o Resource ID

© ream

Management Interface

Name: ethernet
IP:  192.168.211.236
MAC: 34:e6:d7: :
GUID: {CSCAADDA-10CE-41FB-98DA-D48D70DB4977}
(intel(r) ethernet connection (3) i218-Im)

<

Reset to Defaults Restart on Apply Apply Exit LANforge Config

Basic Network Logging Clustering Advanced fak

Let's configure
LANforge Server!

Your LANforge system should be
configured for a specific Realm,
with a Management Port, and as a
Manager, a Resource or Both.

A typical stand-alone LANforge
system will have the following
values:

« Realm 255 (the
stand-alone realm)

* Resource 1 (the only
LANforge in the realm)

+ Mode Both (Both a
Manager and a Resource)

For clustered LANforge systems,
pick a single realm mumber between
1-254 for all LANforge systems to
be clustered together.

Typically. the Manager is also a

Click on the network tab and select your ethernet interface.

|# | LANforge Installation and Configuration

Basic Network Logging Clustering Advanced

Qﬁ Management Device

Scan Network Interfaces.

g Management Network Interface

Interface
Description

Use DHCP
1Pv4 Address
Netmask

Network Gateway
MAC Address
Interface enabled:
Interface plugged in:
Interface admin-up:

Ignored Network Interfaces

Windows Network Settings...

{CSCAAODA-10CE-41FB-98DA-D48D70DB4977}
intel(r) ethernet connection (3) i218-lm

enabled

| 192.168.211.236

[255.255.255.0

| 192.168.208.1
34:e6:d7:7e:08:75
Enabled

Plugged In

Admin Up

Provide the Lanforge IP for clustering the laptop fo that specific IP address.




£ | LANforge Installation and Configuration

Basic Network Logging Clustering Advanced ~
Connect to Manager 192.168.200.239 b
0 Add Cluster Resource
12. Click on start LANforge and you can see a following prompt on the screen.
B Administrator: LANforge Data Generator - windows_monitor.bat - X

fai Will try

o bind to: @

: again in 1 s
udp .6.0:4802
ly cause is another process
Consider running this command ti
NING: failed to create udp d:
udp & Error# 100
cause is another process alr
Consider running this command to determine the proc
failed to create udp d. socket. Will try
ng to bind to: 8
ady using this port.
determine the proc
ry socket.
hile tryi

netstat -nob
again in 1 s
.8.0:4002

Will try
o bind to: @

netstat -nob
again in 1 s
.8.8:4802

es

Li c is another proce
Consider running this command t
ING: failed to create udp d:

udp bind: Error# 10048 |

cause is another proce

es: netstat -nob
i1l try again in 1
ng to bind to: @.0.0.8:4002
using this port.
Consider running this command to determine the proc
ING: failed to create udp d: Will try
ERROR: udp bind: Error# 10@48 ng to bind to: @
Likely cause is another proce using this port.
Consider running this command to determine the processes:
ING: failed to create udp d: Will try
Error# 10048 :

netstat -nob
again in 1
.0.0:4002
netstat -nob
in in 1
hile try

r running this command to determine the processes
ING: failed to create udp di
udp bind: Error# 10848
cause is another proce using this port.
Consider running this command to determine the processes
14 failed to create udp di Will t

netstat -nob
again in 1
2

netstat -nob
again in 1

13. Now you can detect a resource in the Resource Manager of LANforge GUI.

[ Status | PortMgr | ExtendedPortMgr | Layer-3 | L3Endps | Layer4-7 | RF-Generator | Generic | TestMgr([ ResourceMgr | DUT [ Profiles
Netsmith, Modify Disconnect Restart LAN
Remmina VNC Upgrade Resources | LANfor
A
EID | Shelf|Phan..| Hostname User Ctrl-IP Tx Bytes Rx Bytes bps-TX-3s bps-RX-3s | Ctrl-port| CLI-¢
11 1 ct521b-0fef 192.168.200.239 887,496 49,955 67,885 1,968 4004 4003
115 1 DESKTOP-SSLKLRN 192.168.211.236 487,907 14,752 4,154 1,728 4002 4001

14. Click on Port Mgr to see number of interfaces of the Windows laptop. The “ad1” port is the Wi-Fi
interface of the Windows laptop.
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Disp: |192.168.200.239:10.0 Sniff Packets ] Down |1 | Clear Cou

Rot Timer: jmediun (8 s) | Apply VRE |1 Disple

Al Ethernet Interfaces (Ports) for all Re

. Parent 7 T

Pot | @ T P SEC|  Alas | RX Bytes RXPkis | PpsRX | bpsRX | TXBytes TXPkts | PpsTX | bpsTX | Collisions | F
1010 192168200239 0 17,625,642 202,936 40 46200 25720146 51,281 54 524834 0
1011 192.168.1.5 0 46,486,335 47434 0 666 105006521 106,418 0 723 0
1012 0000 0 0 0 0 0 0 0 0 0 0
1013 0000 0 0 0 0 0 [} 0 0 0 0
1014 0.0.0.0 0 0 0 0 0 0 0 0 0 0
1150 1971 0 8626937 12550 17 39839 1,959,271 883 1] 34483 0
0 lad wiphy0 | 4204 970,850 4,294,967,... 51,305,857 410,445,..| 4,204,985,2304,294,967,... 51,305,858 410,447,2 0
T wphy0 0 0 0 0 0 0 0 0 0

LANforge Server Installation for MacOS

Goal: Install the LANforge Server on the MacOS machine, have the LANforge Manager
recognize the MacOS machine as a resource, and cluster the LANforge Manager with the

MacOS machine.

This cookbook requires LANforge GUI version 5.4.6 and above.



Background

The LANforge InterOp solution of Candela technologies are used to support real clients for testing Access
Points. InferOp gives the ease of handling real clients with complete automation and populate a detailed
reports on the entire duration of the test.

We have support for various kinds of real clients:

- Android clients.

- iOS clients.

- Windows Machines.
- Linux Machines.

- MacOS Machines.

Network Topology:

The LANforge and Laptop

should be clustered. ’
LANforge: CT-521a .
- etho eth2 &
uss g

)

LAN LAN LAN LAN WAN

.

DEVICE UNDER TEST
Representation:
Ethernet cables

_______ USB cables

The controlled network should be able

= Wireless connection
to ping Management network N

Before getting started:

All applications requiring internet for installation should be installed before starting the LANforge server.

Steps to install LANforge Server on MacOS machine

1. Open a new fterminal.

2. Type in the command: sudo su — root to become root user.

| N ) home — bash — 80x24
~ — -bash

/home — -bash [home — bash + I

lapples-MacBook-Air-2:home apple$ sudo su - root
[Password:
apples-MacBook-Air-2:~ root# I

3. Type into the terminal:
1. curl -o 1f_kinstall.pl https://www.candelatech.com/1f_kinstall.pl

Then, press enter. This command downloads Candela's server installation script.

[ NON ) ) home — bash — 80x24

~ — -bash /home — -bash /home — bash + \

lapples-MacBook-Air-2:~ root# curl -o 1f_kinstall.pl https://www.candelatech.com/]
1f_kinstall.pl |

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
108 559k 108 559k 2] 8 214k © ©0:00:02 0:80:02 ——:-—:—— 215k ‘

apples-MacBook-Air-2:~ root# [I

2. chmod a+x 1f_kinstall.pl

Then, press enter. This command give permissions and set proper bits.



L NN

~ — -bash

) home — bash — 80x24

/fhome — -bash

————

/home — bash

lapples-MacBook-Air-2:~ root# chmod a+x 1f_kinstall.pl
apples-MacBook-Air-2:~ root# l

3. ./1f_kinstall.pl --do_all ct --1fver 5.4.6%*

Then, press enter. This command runs the server installation script we downloaded above (with the

proper arguments).

# Done.

# Defaulting ker
# is-vm @

# do-burn: @
# skip-burn:
# do_sys_rcf
# create-bnd
# skip-kern:
# Determining if

# no license.txt

Checking mdSsum
8.

# [12.6]) Command:

nel version to 5.19.17+
is-ubuntu: @

mate-inst'd: @

./1f_kinstall.pl —--do_all_ct ——1fver 5.4.6

lapples-MacBook-Air-2:~ root# ./1f_kinstall.pl --do_all_ct —-1fver 5.4.6
grep: /proc/cpuinfo: No such file or directory
Argument "" isn't numeric in int at ./1f_kinstall.pl line 116.

INSTALL_LOG located at /var/root/tmp/lf_kinstall_28238317_121229.log

install-mate: @

disk-test: @ is-arm: @ is-fedora: @
1 do-gnome: @ uveri: 14 rpi4: @
g: @ is-deb-based: @ osveri: 12603 osver: 12.6
1: @ use-bundle: @ is=64: 1
-1 kver: 5.19.17+ do_upgrade: @ do_grub: @

: /tmp is readable

# Determining if —-tmp_dir /tmp is writable

found
of ./1f_kinstall.pl...

4. Type in the terminal: cd /Users/lanforge and press enter. Then, type in: ./1fconfig and press
enter. These 2 commands change terminal to /Users/lanforge and run the command to configure

LANforge realms.

[apples-MacBook-Air-2:/ root# cd Users/lanforge/
[apples-MacBook-Air-2:lanforge root# sudo ./lfconfig

Interfaces: USB 10
Resource interface

/100 LAN, Wi-Fi
assignment:

Resource 44: Wi-Fi
Specified Resource Addresses:
Key Acceptable Values Value
log_level [8-65535] 7
log_dir [directory path) /Users/lanforge

add_resource_addr
rem_resource_addr
realm

resource

mgt_dev

mode

log_file_len
bind_mgt

shelf

dev_ignore
first_cli_port
connect_mgr
gps_dev

[host:port]
[host:port]

[1-255]

[1-511]

[ethernet device]
[resource, manager, both]
[8-2G)

[8-1]

[1-8]

[eth® ethl ... ethN]
[1025-4199]
[host:port]

[device file]

SEE LIST ABOVE
SEE LIST ABOVE
41

b

USB 16/100 LAN
resource

2}

]

1

4001
192.168.200.239:4002
NONE

5. Specify your lanforge ip manager and press enter. Below is the example of specifying manager

192.168.200.239
connect_mgr 192.168.

200.239:4002

1
I

166.8% |




Your command: connect_mgr 192.168.200.239:4002

Interfaces: USB 10/100 LAN, Wi-Fi

Resource interface assignment:
Resource &44: Wi-Fi

Specified Resource Addresses:

Key Acceptable Values Value

* ok

log_level [8-65535] 7

log_dir [directory path] /Users/lanforge

add_resource_addr [host:port])
rem_resource_addr [host:port]

realm [1-255]

resource [1-511]

mgt_dev [ethernet device]

mode [resource, manager, both]

Other Commands: help, show_all

SEE LIST ABOVE
SEE LIST ABOVE
41

bé

USB 10/108 LAN
resource

If these values are correct, enter 'config', otherwise change
the values by entering the key followed by the new value, for example:

mode manager
Your command: [

8. Specify your realm id and press enter. Below is command example of specifying realm 41.

realm 41

Your command: realm 41

Interfaces: USB 10/10@ LAN, Wi-Fi

Resource interface assignment:
Resource &44: Wi-Fi

Specified Resource Addresses:

Key Acceptable Values Value

* ok

log_level [0-65535] 7

log_dir [directory path] /Users/lanforge

add_resource_addr [host:port]
rem_resource_addr [host:port)

realm [1-255]

resource [1-511]

mgt_dev [ethernet devicel

mode [resource, manager, both]

Other Commands: help, show_all

SEE LIST ABOVE
SEE LIST ABOVE
41

44

USB 10/100 LAN
resource

*

If these values are correct, enter 'config', otherwise change
the values by entering the key followed by the new value, for example:

mode manager
Your command: [J

9. Set aresource number for your laptop. This is any resource number that is already used. Below is an
example of using resource 44. Press entfer after the command is typed.

resource 44

Your command: resource 44

Interfaces: USB 10/100 LAN, Wi-Fi

Resource interface assignment:
Resource 44: Wi-Fi

Specified Resource Addresses:

Key Acceptable Values Value

* ok

log_level [8-65535] 7

log_dir [directory path] /Users/lanforge

add_resource_addr [host:port]
rem_resource_addr [host:port])

realm [1-255]

resource [1-511]

mgt_dev [ethernet device]

mode [resource, manager, both]

Other Commands: help, show_all

SEE LIST ABOVE
SEE LIST ABOVE
41

4h

USB 18/100 LAN
resource

*

If these values are correct, enter 'config', otherwise change
the values by entering the key followed by the new value, for example:

mode manager
Your command: [

10. Give mode as resource to act the Mac laptop as resource using the command below. Then press

enter.

mode resource




Your command: mode resource

Interfaces: USB 10/100 LAN, Wi-Fi

Resource interface assignment:
Resource &44: Wi-Fi

Specified Resource Addresses:

Key Acceptable Values Value
log_level [8-65535] 7

log_dir [directory path] /Users/lanforge
add_resource_addr [host:port]) SEE LIST ABOVE
rem_resource_addr [host:port] SEE LIST ABOVE
realm [1-255] 41

resource [1-511] (1A

mgt_dev [ethernet devicel USB 16/180 LAN
mode [resource, manager, both] resource

Other Commands: help, show_all

If these values are correct, enter 'config', otherwise change

the values by entering the key followed by the new value, for example:
mode manager

Your command:

11. Typein config and enter fo save changes.

12. Start the lanforge server by typing in ./serverctl.bash start and pressing enter.
|apples-MacBook-Air-2:lanforge apple$ sudo ./serverctl.bash start ]
[Password: ]
chown: lanforge: illegal group name
chown: lanforge: illegal group name
Stopping LANforge server processes.

Stopping LANforge with /Users/lanforge/lf_stop

1f_stop: Killing process: 354 (run_client_44.PID)

1f_stop: Killing (hard) process: 354 (run_client_&44.PID)
kill: 354: No such process

1f_stop: Killing process: 8273 (btserver_&4.PID)

1f_stop: Killing (hard) process: 8273 (btserver_44.PID)

kill: 8273: No such process

Stopping any virtual_router setup scripts.

Stopping any XORPsh_helper.pl scripts.

Stopping any gen_cfg.pl scripts.

Killing wifi event helpers......

./serverctl.bash: line 202: rfkill: command not found

Killing all Xorp router processes just in case... seswaveaies DONE
Verifying that DHCP server is installed.........eieveeusssncassasss FAILED
ERROR: DHCP server is not available on this system. Configuring

-

After starting the LANforge server, go to the Lanforge GUI Port Mgr tab to find your MacOS machine
clustered.

LANforge Manager Version(5.4.6)
Sontrol Beporting Windgws [nfo Tests

| stats | PortMgr | EtenceaPortMgr | Layer3 | 13 Endps | Layer47 | REGenerator | Generic | TestMgr Interop | DUT | Profiles | Traffic-profiles | Alers | Warnings.
Disp: [192 168 200 235-10.0 Sniff Packets EMM Clear Counters. Reset Port [
I = 7 ————

for all Resources.:

Pot |@| T i SEC|  Alias ;:::m RX Bytes RX Pids. ‘ PpsRC | bps RX ‘ TX Bytes THPits. ‘ Pps TX ‘ bps TX | Collisions ‘ RXErrors | TXErrors | RX
1010 192168200239 0 ethd 01,425,745 868,634 37 40838 203364021 246,689 22 100584 0 0 0
1011 19216815 0 eth 49420542 65854 o 583 504140690 372499 0 0 [} [} 0
1012 0000 0 em2 [ [ [ o 0 [ 0 [ 0 0 0
1013 0.0.0.0 0 wiphy0 o (] 1) 0 0 0 0 0 0 0 0
1014 0000 0 wiphyl [ [ 0 0 [ 0 [ 0 [ 0 0
1440 192168211.101 0 len2 4,295,449,330 4294970, 15 19,881 4,295,9262004,294,968,.. 8 40454 0 0 [
1441 192.168.1.2 0 en0 wiphy0 77,50 400 0 899 34277 122 [ 876 0 0 0
1442 0000 0 wiphyd [ 0 0 0 [ o [ 0 [ [ [

Resource Mgr tab will also show the laptop and the resource id that was given earlier above to the MacOS
machine.

Status er Mgr rExtendeaPmMgr rLayer—a rBEndps rLayeM—‘l rRFGeneralur rGenen: rTestMgr rkesource Mgr | Interop | |
‘ Netsmith ” Modify ” Disconnect ” Resta®

[ Remmina ” VNC Il Upgrade Resources |U

EID | Shelf|Phan.]  Hostname User cerlp | TxBytes | RxBytes | bps-Tx3s | bps-RX-3s | Cirport|

i1 n | ct521b-0fef 192.168.200.239 390,899,039 12,592,383 45,981 16,962 4004 4
144 1 apples-MacBook-Ai... 192.168.211.101 7,207,010 235,776 20,157 986/4002 4

Now en0 port can be used as station of laptop wiphy radio and run traffic.



LANforge Server Installation for Linux
(Ubuntu) Machines

Goal: Install the LANforge Server on the Linux (specifically Ubuntu) resource machine and
configure the new resource to contact the manager machine to join the LANforge realm.

This cookbook requires LANforge GUI version 5.4.6 and above.

Background

The LANforge InterOp solution of Candela technologies are used to support real clients for testing Access
Points. InferOp gives the ease of handling real clients with complete automation and populate a detailed
reports on the entire duration of the test.

We have support for various kinds of real clients:

- Android clients.

- iOS clients.

- Windows Machines.
- Linux Machines.

- MacOS Machines.

Before getting started:

All applications requiring internet for installation should be installed before starting the LANforge server.

LANforge Server Installation Steps on Ubuntu 18.04.5 and 20.04.5 LTS
machine:

1. Open a new terminal.
2. Create LANforge Accounts:

Create alanforge user and install the LANforge software in the lanforge home directory. Do this by typing in
these commands in the terminal:

sudo adduser lanforge [ENTER]

password lanforge [ENTER]

test34@test34: /home

3. Install the LANforge Server.

From the candelatech page download the LANforgeServer-5.4.6_Linux-F30-xé4.tar.gz file in Ubuntu 18.04.5 or
Ubuntu 20.04.5 LTS machine.

< c @ candelatech.com/private/downloads/r5.4.6/

M Gmail €3 YouTube @ AllureReport (@ Gateway () Actions - Telecomin.. (@ Gateway () GitHub - Telecomin. Daily sanity update.. @ openwifi-allure-rep..

ﬁ LANforgeServer-5.4.6_Linux-F21-x86.tar.gz 2023-06-14 19:58
ﬁ' LANforgeServer-5.4.6_Linux-F24-x64.tar.gz 2023-06-14 20:09
ﬂ LANforgeServer-5.4.6_Linux-F24-x86.t: 2023-06-14 19:59
ﬁl LANforgeServer-5.4.6_Linux-F27-x64.tar.gz 2023-06-14 20:10
ﬁ' LANforgeServer-5.4.6_Linux-F29-x64.tar.gz 2023-06-14 20:09
¥ < TANforgeServer-5.4.6 2023-06-14 20:10
ﬂjl LANforgeServer-5.4.6_Linux-F34-x64.tar.gz 2023-06-14 20:09
ﬁ LANforgeServer-5.4.6_Linux-F36-x64.tar.gz 2023-06-14 20:08
¥ LANforgeServer-5.4.6 MACOS-Monterey.tar.gz 2022-12-21 17:28
ﬁl LANforgeServer-5.4.6_MacOS-10.8.tar.gz 2023-06-14 20:07
ﬁl LANforgeServer-5.4.6_MacOS-10.15.tar.gz 2023-06-14 20:16
ﬂ LANforgeServer-5.4.6_MacOS-12.6.tar.gz 2023-06-14 19:59


https://www.candelatech.com/private/downloads/r5.4.6/LANforgeServer-5.4.6_Linux-F30-x64.tar.gz

4. Open a new ferminal and navigate to Downloads directory using cd Downloads and untar the
downloaded file using the below commands.

cd Downloads [ENTER]

tar -xvzf LANforgeServer-* Linux-x86.tar.gz [ENTER]

test34@test34: ~/Downloads

-5

xvzf LANfor

5. Navigate to the lanforge server path. Then, as root user, install the lanforge server using the below
commands.

cd LANforgeServer-5.4.6/

sudo ./install.bash

test34@test34: ~/Downloads/LANforgeServer-5.4.6

d LANforg

6. Open a new ferminal and type in commands below info that ferminail:

sudo su [ENTER] (to be root user)

root@test34: /fhome/test34

$ sudo su
for tes H
: /home /test3ax i

cd /home/lanforge [ENTER]
./1f_kinstall.pl --do_interop --lfver 5.4.6 [ENTER]

These set of commands will run the server installation script we downloaded above (with the proper
arguments).

[sudo] p:

T+

o cinstall.pl --do_interop --1fver 5.4.6
# Defaulting kernel version i
Jusr/bin/systemctl

is-vm @

WARNING: apt does not have a stable CLI interface. Use with caution in scripts.

ecurity.ubuntu.com/ubuntu fc -security InRelease [114 kB]
n.archive.ubunt C f 1 InRelea

e [114 kB]
[108 k

In the package configuration select “lightdm”.



Mm

root@test34: fhome/lanforge

package configuration

After the installation is successful a “Done” message will be shown in the mate terminal.

WARNING:

no outpl

configuring lightdm
Default display manager:

Edns

root@test34: fhomeflanforge

irehark-gtk to wireshark using updat
file) sour for

from xrdp sesman.ini
mctl restart

OSPF sup
from; nmcli conn sh

8. Configure Lanforge Server

Affer running the install script, cd fo the /home/lanforge directory as root and run the Ifconfig script to

configure LANforge (as below):

cd /home/lanforge

sudo ./lfconfig

Running the command ./1fconfig --help in the terminal will display all flags for the Ifconfig script and

lanforge#
ido . /Lfconfig

evice]
LELET T

. ethn]

NONE

what each usage is.




I Mate Terminal 9 @ &
File Edit View Search Terminal Help

-new_layout --ice

9. LANforge Manager with Clustered Resources

Configure LANforge resources in the same realm as the manager as illustrated by the list of Ifconfig key value
entries in the example below:

Manager (Resource #1)  Resource #2 Resource #3 Resource #4
mgt_dev ethO mgt_dev ethO mgt_dev ethO mgt_dev ethO
resource 1 resource 2 resource 3 resource 4
realm 22 realm 22 realm 22 realm 22

mode both mode resource mode resource mode resource
config config config config

el root@test34: /home/lanforge Q

rem_resource_addr [host:port] LIST ABOVE
[1-255]
[1-511]
[ethernet devi
[resource, manager, both]
[8-2G]
[0-1]
[1-8]
[ethe ethl ... ethN]

8.200.143:4002

wl_probe_timer :
Other Commands help, show_all

ek e e s e e e s sk ko ok sk ek ek ke e ko ok ek

If these values are correct, enter 'config', otherwise change

the values by entering the key followed by the new value, for example:
mode manager

vour command: configll

10. Start Lanforge server

To start the LANforge servers, use the serverctl.bash script as root shown in the commands below:
sudo./serverctl.bash start

i root@test34: fhome/lanforge
Generating start fil

Gi ting op file...

Generating resource start files..

Skipping /home/lanforge/lanforge_eth_343.cfg bec e 1 sts already.
Generating PESQ server start file @...

genPesqServerFile: pesq mode

Generating PESQ server start file 1...

genPesqServerFile: pesq mode

enerating PESQ server start file 2

genPesqServerFile: pesq mode

Generating PESQ server start file 3...

genPesqServerFile: pesq mode

Generating POLQA server start file: 4...

genPesqserverFile: polga mode, is_pesq: ©

LANforge conflguration complete!!

To start LANforge you can use ONE of the following commands:
reboot

OR

init 6

CR

fhome/lanforge/serverctl.bash start

root@test34: /homejlanforge# sudo ./serverctl.bas

11. All clustered resources will now be displayed on the Status page of the LANforge GUI and listed in
the Resource Mgr tab.
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Steps to install LANforge Server on Ubuntu 16.04 LTS machine:

1. Open a new terminal.
2. Create LANforge Accounts

Create a lanforge user and install the LANforge software in the lanforge home directory.
sudo adduser lanforge;password lanforge

3. Install LANforge Server

From the candelatech page download the LANforgeServer-5.4.6_Linux-F21-xé4.tar.gz file in Ubuntu 16.04 LTS
machine.

4. After downloading follow all the above steps from 4-11 for installing lanforge server in Ubuntu 16.04
machine.

Real-Browser Test on Android

Goal: In LANforge, Layer 4-7 Traffic is used to emulate Web-Browsing. Web-browsing can be
offline or online. This cookbook demonstrates how to emulate web-browsing with the real
client Android phone.

This cookbook requires LANforge GUI version 5.4.6 and above.

Test Setup

Device Under Test



https://www.candelatech.com/private/downloads/r5.4.6/LANforgeServer-5.4.6_Linux-F21-x64.tar.gz

Online Real-Browsing Test

1. Make sure that the DUT is connected to the internet. Initial Android interop setup can be done using
the following link.

2. The below picture is an example of two android phones (resource IDs 10 and 12) clustered to the
LANforge in the Port Mgr tab. This is both the radios and mgr port of the phones.

Make sure that the mobile phone devices appear in the Port Mgr tab after infial Android InterOp setup.

0 sovtcaions pices syem i @ M T Thaar23,0358:15

B ] n n

LANforge Manager Version(s.4.6)

Teste | Resource i | irerop | OUT | rores | Tromcproies | Ars | v 3
S Erended ot s | s Lora7 - Gamraior Genaric

SoifPaces 0o [3][_ciarCoumrs | _serpor_| el won 3% 1138 426PM

hosty e

0100 iS00
o101 15216815

o
SN
wassia - Jo
o o

o
1521682001450

3. Click on the Layer 4-7 tab in LANforge and Webpage Test tab in the InterOp app on the phone.

(D Appictions pisces syseem (5 @ M T ThuMar 23, 04005
B W n n

LANforge Manager Version(s.4.6) ©0®

a swp oo e | e
Teir g | 0T | i | T Vi
= Exensesronity B e Generc
G [foe] rethenger st seectmn | s ]| - || esce ] ciar
v o200 ~[co Dspiy ] rpe | [ty | sy | [t - LANforge Inter0p
Nome | @0 | Tipe | sums | Towuts | s | s | oeswe | oo outer| easebon | o s Mesn e | e Aoio

«

ged o ocaboscioc2 s

4. Create a Layer4-7 cross-connect in the LANforge Layer 4-7 tab using your phone (and resource ID).
Add the details below.

(D Appicaions piaces sysem @ M T h Mar 23,00:03:35
5 |4 LANforge Manager .. P SM-G935T (as super... [ Create/Modify Laye... P\ 7]

LANforge Manager Version(s.4.6) ©

—_— — — .
Chamber View StopAl [ Restart Manager Refresn SM-TS05 (as superuser) ©

Control Beporting Windgws Info Tests

Testigr | Resource Mor | Trerop | DUT | Profies | Traficproies | Aers | Warnings | + | WitMessages
: ot ar Erendedportigr Layers e Layeré7 R Generator
octimer [rase__ (1) [o]go] retarager [ s [sans ][] [ usce | [ciar
I
Create/Modify Layer 47 Endpoint 06 & User:SamaungsEdoe
B - Seer 19216818
Nare: samsungrab R Timer fast  (15) || Testhanager [getautum - e
Totaeuff Resource: 12
Sheit [ [+] resource: [] pore: puwanoven [+
E 0
el i e z | en o
A huo [+] enoro 2 5 home

CRspertom [0 JMeset [ 7]

URL Timeout: ~] ons cache Timeoue 60 |~

TFTP BlockSize:

T cisce fewo ] qiecerer.  [iriize @[z

Proxy Auth Types: [ Basic []Digest LINTLM  HTTP Compression: L] Geip [] Deflate

HTTP Auth Types: (] Basic ] Digest [] GSS-Negotiate [INTLM

Stcer  [famedes surp o pp—
Media Source:  [060) ~] Media Qualiy: [tk [+] praybacis: @ -
rsomsess: [ [] Moimum Drsion: [raion®en [ asimumOraiors 0229 |
wt == < eme e

URL G cancelsiechcon —>

Source/Dest ie: [[devinal

[ GetURLs-FromFile

[ Authenticate Server [ Use-Praxy L] AllowReuse

[lAlowCache ] Enable 4XX [ ShowHeaders

#BindONs [WIFPPASY [ZIFIPEPSV o] RealBrowser []VideoStream L] Playbacks Random [ Seeks Random

Appy o Creat Cancel

Enter URL to be browsed, source/dest file, select the resource-ID of the phone, and enable the Real Browser
option, mention URLs per 10minutes.

Below are examples of creating cross-connects using resource IDs 10 and 12.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Setup+LANforge+InterOp+for+Android

Create/Modify Layer 4-7 Endpoint >)o(A) (X

Name: .SamsungTab 1 Rpt Timer: fast (1 s) ¥ | Test Manager: default_tm -v
Sheif. 1 v | Resource: port: o (wlan0)MGT)

1P Addr: Endp ID: 2

URLs per10m:! | Max Speed:

URL Timeout: 10000 i DNS Cache Timeout:

TFTP Block Size: [Default (512 B) > quiesce: Quiesce After: Infinite (8) |
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5. Select both the cross-connects and click Start. Then, in the Android Webpage Test tab, the Candela
Technologies website should load in both the phone. The stafistics should of the Layer 4-7 cross-
connect should also start being report in the GUI Layer 4-7 tab.
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Stats include Total-URLs, URLs/s, UC-Min, UC-Avg, UC-Max and Total ERR.
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Total-URLs: URLs processed and in process. This includes passed and failed URLs.

URLs/s: URLs processed per second over the last minute.

UC-Min: Minimum time in milliseconds to complete processing of the URL for requests made in the last 30
seconds.

UC-Avg: Average time in milliseconds to complete processing of the URL for the last 100 requests.

UC-Max: Maximum time in milliseconds to complete processing of the URL for requests made in the last 30
seconds.

Total ERR: Total failed URLs.

6. Next, enter a wrong URL and start the cross-connect to observe Total-ERR (Total number of failed
URLs).

Observed below are 16 failed URLs.
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Offline Real-Browser Test

1. In the offline browsing test, there is no need have internet enabled on the DUT. First, run nginx on ethl.
Double click on the port, click the HTTP check-box on the left hand side, and Apply the settings.
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2. Download any HTML page and place the .html page in the html directory:
/usr/local/lanforge/nginx/html/ .
3. Asyou can see from the image below, CandelaTechnologies.html was placed in the
/usr/local/lanforge/nginx/html/ path.
Next, create a Layer4-7 cross-connect and fill out the boxes with the information given below.
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4. Start the cross-connect and view the Web Browser tab in the app see the web page load. Statistics
will also start to populate in the Layer 4-7 tab after the cross-connect has started.
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Layer-3 Traffic Test on Android

Goal: Create Layer-3 Traffic between LANforge Manager and Android Resource.

This cookbook requires LANforge GUI version 5.4.6 and above.

Test Setup

Device Under Test

Create Layer-3 TCP/UDP Traffic between LANforge Manager and
Android resource

1. Connect Android phone to LANforge via USB such that the device will appear in Interop Tab. Initial
Android interop setup can be done using the following link.

2. Below is an example of a phone (resource ID 10) that is now clustered with the LANforge.

After entering the test room, the device should appear in Port Mgr tab.
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lLogged nto: localhost4002 as: Admin
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3. Click on the Layer-3 tab, then click on the Create button. This will open a window to create a Layer-3
cross-connect.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Setup+LANforge+InterOp+for+Android
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4. Add the details as mentioned below.

Enter CX name of your choice, CX type (TCP or UDP), endpoint-A value (the resource-ID of your
phone),endpoint-B value (the resource-ID of your LANforge in Resource option). Also, select respective ports
to run the traffic and set Min Tx Rate as required on server side to run download traffic. Click on Apply and
OK to save the cross-connect settings.

The below image is of a TCP downstream cross-connect with an infended load of 6 Mbps.
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5. Click the Charts tab on the app. Then, in the GUI, start the Layer-3 cross-connect by clicking the
cross-connect in the table o highlight it and clicking the Start button in the Layer-3 tab. The graph will
start plotting immediately after starting the Layer-3 cross-connect.

Throughput obtained in Layer-3 will be reflected in the Charts tab in the app.
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6. Further cross-connect data points are displayed in the L3 Endps tab. Also, if a cx on the Layer-3 tab is
highlighted (by single clicking it's row), the endpoints associated with that cx will be selected when
switching to the L3 Endps tab.



Mon Mar 20, 04:51:42

() rppicaions risces sysem S @ M T

e i ooy s i Capay T -
UANforge Manager Version(s45 00
ke oo
Crrberyen o] [ e | 1o
SM-G935T (as superuser) ~ ~
intousiefas Ts] voxeousielm SR e AT - ; i e
MIN TxRate - IMIED | Go|
LANforge InterOp
L Tl [ispty] [ccote] [ogsy][pscnvo X
- Cveoa_ svsnro
o @ [nfu s | e TR | e | w0 oo st oy Taocfll| SPEED () 619 MBps/11027 K55 | lhor .
SamsungS7Edge-TCPDL-A 110014 v v None 0 0 0 0 5990657 5998497 0 6220914 [3 L B oown B Toul 132,930
e sswssy smesss e ewsn e e o % Tt saus (o nbbps X e s g

Samsungs7Edge-TCPOLB 11115

Below is an example of TCP Upstream traffic by selecting the Tx rate on client side.
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Bi-Directional traffic can be run by setting the Tx-Rate ate on both client and server side.
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Loggedinto: locahose4002 as: Admin

Similarly, a UDP cross-connect can be created by changing the CX Type fo LANforge/UDP.

7. The Modify window (found by single-clicking a cross-connect and clicking Modify or double-clicking
on a cross-connect) displays the first configuration section which is sufficient for creating a cx. Further
cross-connect options are displaying by pressing the + button in the upper right-hand corner.
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To understand more about each option, click on this link.

8. Mulfiple cross-connects can be created with a single station by double-clicking on the cross-connect
and selecting Batch-Create option.
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9. Below, Quantity, Port increment, Resource Increment are entered in, then saved by clicking on Apply.
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10. Select all the cross-connects (by clicking the Select All button) and press Start when all of them are
highlighted. This will start all of them. Then, open the Charts fab in the app to observe the throughput.

Below, the throughput is around 66 Mbps the same thing is reflected in Charts tab.
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Vi freaming Test on Androi

Goal: Run a video streaming test on an android device to measure access point
performance and stability. This test streams videos from the local browser on the LANforge or
on the Android phone which is connected to the access point.

This cookbook requires LANforge GUI version 5.4.6 and above.

Background

The LANforge InterOp App has an inbuilt Video Media Player called Exoplayer which can run various types of
media formats. Some examples are:

*  MP4

el DASH (Dynamic Adaptive Streaming over HTTPS)

*  Smooth Streaming Media Source

*  HLS- Media Source (HTTP Live Streaming)

i Progressive Media Source

*  Real Time Streaming Protocol

Test Diagram

Device Under Test

Video Streaming can be done offline or online.

Make sure the DUT is connected to internet & initial Android InterOp setup is complete. Initial Android InterOp
setup can be found using the following link: InferOp Android Setup

Online Video Streaming
DASH Video Streaming

1. Create a Layer 4-7 cross-connect by using the details pictured below.

Use the following sample URL link to run DASH video : https://s3.amazonaws.com/_bc_dml/example-
contfent/sintel_dash/sintel_vod.mpd


https://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Setup+LANforge+InterOp+for+Android
https://s3.amazonaws.com/_bc_dml/example-content/sintel_dash/sintel_vod.mpd
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2. Start the Layer 4-7 cross-connect and select the Video-View tab in the app to view the running video.

While the video is running, the Layer 4-7 cross-connect stafistics (e.g. Bytes-RD, Total-URLs, URLs/s, Rx
Rate, Total-Buffers, Total Wait Time, Mean Video format, Mean Audio format) are able to be viewed in
the Layer 4-7 tab.
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HLS (HTTP Live Streaming)

1. Create a Layer 4-7 cross-connect by using the details pictured below.

Use the following sample URL to run HLS: https://demo.unified-
streaming.com/k8s/features/stable/video/tears-of-steel/tears-of-steel.ism/.m3u8
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2. Start the Layer 4-7 cross-connect and select the Video-View tab in the app to observe the running
video.

While the video is running, the Layer 4-7 cross-connect stafistics (such as Bytes-RD, Total-URLs, URLs/s, Rx Rate,
Total-Buffers, Total Wait Time, Mean Video format, Mean Audio format) are able to be in the Layer 4-7 tab.


https://demo.unified-streaming.com/k8s/features/stable/video/tears-of-steel/tears-of-steel.ism/.m3u8
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The same method of creating a Layer 4-7 cross connect and observing the media in the app can be applied
to other media types such as Smooth, RTSP, and MP4.

Some sample links for those 3 media types:
Smooth: http://playready.directtaps.net/smoothstreaming/SSWSS720H264/SuperSpeedway_720.ism/Manifest
RTSP: risp://wowzaec2demo.streamlock.net/vod/mp4:BigBuckBunny_115k.mp4

MP4: https://filesamples.com/samples/video/mp4/sample_640x360.mp4

Offline Video Streaming

When offline video streaming, the DUT does not need to be connected to the internet.

DASH Video Streaming

To run an offline DASH video, refer to the following cookbook link:
https://www.candelatech.com/cookbook.php?2
vol=wifire&book=Interop:+Test+Video+Streaming+with+DASH+Server+and+interop+APK

MP4 Sireaming

1. Run nginx on eth1 port by double-clicking on the eth1 port in the Port Mgr, checking the HTTP box
circled below, and clicking Apply.

5 B [MATETerminal] |4 LANforge Mana.. ™ SM-GO35T(ass... @ [MATE Terminal] [Chamber View (.. (8 [MATE Terminal) @ MATE Terminal [Batch Modify A... B [MATE Terminal] @ [MATE Terminal] [4] eth1 (ct521b-0f...

LANforge Manager Version(5.4.6) 0B &

Control Beporting Windows Info Tests

Chamber iew Stop Al Restart Manager Refresh HEL
Generic | TestMgr | Resource Mor | Interop | DUT | Profies | Trafic profies | Alerts | Warnings | + | Wi Messages
Statis Exended Port Mar Layer3 5 Endps Loyera7 R-Generator
Disp: [152168.200.167:1 SriffPackets #Ioown [1][_clear counters || Resetport | etete
T LANforge Inter
RoxTimer:jedivn (2 ) [v|[ Aoy v [3 Display Create Moty || Batch Moty orgs boseeOp,

all Resources.

port | 2] 1 » sec| ans (7 etht (cts21b0fef) Configure Settings Ve SPEED (1) 0bps/0bps

1.01.00 192.168.200.167 i |
Lo issiais
o S —————
1.01.03 0.000 d
i R o s "
- ]
e e e J
or s imiars -~
100 /s ST RE T s
FHRER o bon | Hamwp | ocomemeane o = S e
- S -~ -

icr i [ secsmyin_]oicrciens: e |

ons e ik e

Passs 0000 Gompe [0 S =

Puose ooo0 iwis o =

Gateway IP: 0000 1PV GW:. {auTo —
] e —— o= 0 —

B 1cae3ee00fee 1000 Offoad.
o = e .
" [Enabie HTTP server (g for s port. & =
o -
Print Display PBrobe. Sync Apply oK Cancel

2. Download and place the .mp4 file in the following path: /usr/local/lanforge/nginx/html/

Create a Layer 4-7 cross-connect and add the details pictured below to the Layer 4-7 cross connect. Enter
the URL, Source/Dest File, Resource (of the Android mobile), and check the Real Browser and Video Stream
boxes.


http://playready.directtaps.net/smoothstreaming/SSWSS720H264/SuperSpeedway_720.ism/Manifest
https://filesamples.com/samples/video/mp4/sample_640x360.mp4
https://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Test+Video+Streaming+with+DASH+Server+and+Interop+APK
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3. Start Layer4-7 cross-connect and go to Video-View tab in app to observe the running video. Stats

can be observed in the Layer 4-7 cross-connect row.
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LANforge InterOp Setup for iO

Goal: Cable an iPhone to a LANforge machine, then have the LANforge machine recognize
the iPhone as aresource.

This cookbook requires LANforge GUI version 5.4.7 and above.

Background

Our LANforge InterOp solution is used to support real clients for testing access points. InferOp gives the ease
of handling real clients with complete automation and detailed, customizable test reporting.

We have support for various kinds of real clients:

- Android clients.

- iOS clients.

- Windows Machines.
- Linux Machines.

- MacOS Machines.
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Hands-Free iPhone Control:
In order to provide a hands-free solution for iOS testing, LANforge controls each iPhone via a Bluetooth
connection. USB Bluetooth adapters plugged into the LANforge act as Bluetooth keyboard devices. An

adapter connects with the iPhone and then sends it keystroke packets. These keystrokes are interpreted by
the iPhone as actions, and it's possible to perform system functions, navigate the Ul, send text, etc.

Before getting started:

Hardware Requirements:

a Bluetooth 5.0 adapter (Edimax BT-8500 is known to work).
e aniOS device running iOS 16 or later.
e a USB cable for the iPhone device -- USB-A to Lightning/USB-C.

e a LANforge system with at least two free USB ports.

LANforge Machine Installs/Config

1. Simply open a terminal on your LANforge machine (CTRL + ALT + T) and run:
sudo bash /home/lanforge/ios_install_tools.bash
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iOS Device Initial Setup

2. If using a new iPhone, ensure that the initial Apple setup is complete and that the device is logged
into an Apple account. It's fine to log multiple devices into the same Apple account.

3. Visit the following link: iOS Interop App Instaill.


https://testflight.apple.com/join/GpQSr1bw
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4. Download TestFlight, Open TestFlight, and install the LANforge Interop App. Be sure to disable
Automatic Updates.

TestFlight

What to Test
Tiber
“Tostrlight” Would Like to

App Information

Step2

Step2
ep Join the Beta

Join the Beta

Developer

Developer

5. Open the LANforge App, select the 'Network' tab, and enable Location access.
H

6. Open the Settings App on the iPhone.

1. Disable Keyboard Autocapitalization and Autocorrection

Settings

2. Set Display Auto-Lock to Never



3. Disable Safari Suggestions in Search.

Settings Sia search

Connecting the iPhone to LANforge

7. Connect the iPhone via its USB port (Lightning or USB-C) to one of the USB-A slots on the LANforge. (as
per the testbed fopology)

8. On the iPhone screen, when prompted about trusting the computer, select ‘Trust'.

9. Open the LANforge GUI window. The Interop tab should appear now. Click on the tab fo see your
phone detected as an InterOp device.
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Connecting Bluetooth USB Adapter

10. Open a terminal on the LANforge machine (CTRL + ALT + T ). And run:
dmesg -w
11. Plug your USB Bluetooth dongle into one of the USB ports on the LANforge.

12. The ferminal window should show dmesg output acknowledging the new USB device.

lnforgecisz3c 2101~

13. The string 'usb 1-2.1.4" indicates that '2-1-4" is the USB-path of the adapter. Write this down.

14. On your LANforge machine, select the iPhone in the Inferop tab and tap the button labeled Batch-
Modify.
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15. In the Batch-Modify window, enter the Bluetooth Confroller's USB path (found from dmesg earlier).
And click Apply to start the Bluetooth control process.



.. LB A0S
ST Tl e o 028, 5200

Setting up iOS Device Keyboard Control

16. On the iPhone, open the Bluetooth settings page and enable Bluetooth.

17. Keep watch on the iPhone's Bluetooth settings page and a connection prompt should appear.
Select 'Pair’ to pair the phone with your Bluetooth adapter.

18. On the iPhone, open the Keyboard Accessibility settings and enable 'Full Keyboard Access'.



19. Back in the LANForge Batch-Modify window, tap the Setf BT Keybinds button. Allow 5-10 minutes for
this command to run and do not interfere with the process by touching the screen or power-cycling
the phone. Once this command is finished, the phone will return to the home screen and appear idle
again.

5 Uinforge Mamsger . 4] B iy ADS.
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Batch Modify ADB Devices

Starting the LANforge App

20. Set the values needed to connect the iPhone to LANforge: LANforge Manager IP and Resource ID
(must be a Resource ID that's not in use). And if you wish to automatically connect the phone to a
WiFi network, then enter the SSID and password. Click Apply when done populating fields. The app
will restart and attempt to connect using the configured values.

21. Wait for roughly a minute, and if this is your first time connecting the device to LANforge, you will
need to accept the following authorization prompt. If you do not see this prompt appear, ensure that
your configuration values are correct and that the device is connected to the correct network.

22. Open the Resource Mgr tab and the iPhone should appear under the requested resource ID.
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23. Back in the Port Mgr tab, we can see the iPhone's ports, IP address, and MAC address.
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24. Your iPhone should now be ready for use with LANforge testing.

K Limitations:

1. Screen Mirroring iOS devices onto LANforge systems is not yet supported.
2. Automated installation and removal of the iOS Interop app through the Interop tab's Batch-Modify
window is not yet supported.
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