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br0 vap0
eth1 br0
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reboot
GUI

Phone:
Call	Gateway:
Auth	User	Name:
Resource:

Port:
Display	Name:
Tx	file:

Phone:
Call	Gateway:
Auth	User	Name:
Resource:

Port:
Display	Name:
Tx	file:

Mobile:
Rcv	Call:
Bluetooth:
Bluetooth:
Record:
Enable	Scoring:

Record	File:
Scoring	Server:

Apply OK



VoIP/RTP	Endps
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Record	File:
Scoring	Server:

Apply OK
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eth1
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10.26.1.2
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wiphy0

WiFi	VAP
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120
10.26.3.10
10.26.3.250

10.26.1.3
0.0.0.0/0



vap0,	vap1 eth1
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interface=vap0
driver=nl80211
logger_syslog=-1
logger_syslog_level=2
logger_stdout=-1
logger_stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_vap0.dump
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
ssid=ben-138
bssid=80:01:02:03:04:05
country_code=US
ieee80211d=1
hw_mode=a
ieee80211n=1
beacon_int=240
dtim_period=2
max_num_sta=2007
rts_threshold=2347
fragm_threshold=2346
preamble=0
macaddr_acl=0
auth_algs=1
ignore_broadcast_ssid=0
#	Enable	HT	modes	if	you	want	300Mbps+	throughput.
#ht_capab=[HT20][HT40-][HT40+][GF][SHORT-GI-20][SHORT-GI-40]
#						[TX-STBC][RX-STBC123][MAX-AMSDU-7935][DSSS_CCK-40][PSMP][LSIG-TXOP-PROT]
ht_capab=[HT20][HT40+][SHORT-GI-40][SHORT-GI-20]
#vht_capab=[HT20][HT80+][HT80-][SHORT-GI-80]
wmm_enabled=1
wmm_ac_bk_cwmin=4
wmm_ac_bk_cwmax=10
wmm_ac_bk_aifs=7
wmm_ac_bk_txop_limit=0
wmm_ac_bk_acm=0
wmm_ac_be_aifs=3
wmm_ac_be_cwmin=4
wmm_ac_be_cwmax=10
wmm_ac_be_txop_limit=0
wmm_ac_be_acm=0
wmm_ac_vi_aifs=2
wmm_ac_vi_cwmin=3
wmm_ac_vi_cwmax=4
wmm_ac_vi_txop_limit=94
wmm_ac_vi_acm=0
wmm_ac_vo_aifs=2
wmm_ac_vo_cwmin=2
wmm_ac_vo_cwmax=3
wmm_ac_vo_txop_limit=47
wmm_ac_vo_acm=0
channel=36
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server_addr=127.0.0.1
auth_server_port=1812
auth_server_shared_secret=lanforge
wpa=2
wpa_pairwise=CCMP
wpa_key_mgmt=WPA-EAP
#	802.11u	configuration
interworking=1
access_network_type=4
internet=1
asra=1
esr=1
uesa=1
venue_group=2
venue_type=1
hessid=00:00:00:00:00:01
roaming_consortium=01010101
venue_name=eng:LANforge	Test	Venue
network_auth_type=00
ipaddr_type_availability=04
domain_name=lanforge.org
anqp_3gpp_cell_net=055,54
nai_realm=0,lanforge.org,13[5:6],21[2:4][5:7]
#	HotSpot	2.0	configuration
hs20=1
hs20_oper_friendly_name=eng:LANforge	HotSpot	2.0
hs20_wan_metrics=01:8000:1000:80:240:3000
hs20_operating_class=517C
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interface=eth0
driver=wired
logger_syslog=-1
logger_syslog_level=2
logger_stdout=-1
logger_stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_vap2.dump
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
#ieee8021x=1
eapol_key_index_workaround=0
eap_server=1
eap_user_file=/etc/hostapd.eap_user
server_id=lf138.lanforge.com
eap_sim_db=unix:/tmp/hlr_auc_gw.sock
radius_server_auth_port=1812
radius_server_clients=/etc/hostapd.radius_clients

192.168.100.0/24	lanforge
127.0.0.1/24	lanforge

"*@lanforge.com"	TLS
"0"*	AKA
"2"*	AKA
"4"*	AKA



#	Parameters	for	Milenage	(Example	algorithms	for	AKA).
#	The	example	Ki,	OPc,	and	AMF	values	here	are	from	3GPP	TS	35.208	v6.0.0
#	4.3.20	Test	Set	20.	SQN	is	the	last	used	SQN	value.
#	These	values	can	be	used	for	both	UMTS	(EAP-AKA)	and	GSM	(EAP-SIM)
#	authentication.	In	case	of	GSM/EAP-SIM,	AMF	and	SQN	values	are	not	used,	but
#	dummy	values	will	need	to	be	included	in	this	file.
#	IMSI	Ki	OPc	AMF	SQN
232010000000000	90dca4eda45b53cf0f12d7c9c3bc6a89	cb9cccc4b9258e6dca4760379fb82581	61df	000000000000

#	These	values	are	from	Test	Set	19	which	has	the	AMF	separation	bit	set	to	1
#	and	as	such,	is	suitable	for	EAP-AKA'	test.
555444333222111	5122250214c33e723a5dd523fc145fc0	981d464c7c52eb6e5036234984ad0bcf	c3ab	16f3b3f70fc1

cd	/home/lanforge
.	lanforge.profile
hlr_auc_gw	-m	/etc/hlr_auc_gw.milenage_db	>	/tmp/hlr_auc_gw.log&



ctrl_interface=/var/run/wpa_supplicant
fast_reauth=1
can_scan_one=1
#	802.11u	/	Interworking	configuration.
interworking=1
auto_interworking=1
access_network_type=0
#	HotSpot	2.0	configuration
hs20=1
bss_max_count=2000
network={
				interworking_defaults=1
				disable_ht=0
				disable_vht=1
				disable_ht40=0
				disable_sgi=0
				ht_mcs=""
				disable_max_amsdu=-1
				ampdu_factor=-1
				ampdu_density=-1
}
cred={
				username="0555444333222111@wlan.org"
				password="5122250214c33e723a5dd523fc145fc0:981d464c7c52eb6e5036234984ad0bcf:16f3b3f70fc1"
				realm="lanforge.org"
				domain="lanforge.org"
				eap=AKA
}
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interface=vap1
driver=nl80211
logger_syslog=-1
logger_syslog_level=2
logger_stdout=-1
logger_stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_vap0.dump
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
ssid=ABCD-1234
bssid=00:0e:8e:c3:19:79
country_code=US
ieee80211d=1
ieee80211h=0
ieee80211w=0
hw_mode=a
ieee80211n=1
beacon_int=240
dtim_period=2
max_num_sta=2007
rts_threshold=2347
fragm_threshold=2346
preamble=0
macaddr_acl=0
auth_algs=1
ignore_broadcast_ssid=0
#	Enable	HT	modes	if	you	want	300Mbps+	throughput.
#ht_capab=[HT20][HT40-][HT40+][GF][SHORT-GI-20][SHORT-GI-40]
#						[TX-STBC][RX-STBC123][MAX-AMSDU-7935][DSSS_CCK-40][PSMP][LSIG-TXOP-PROT]
ht_capab=[HT20][HT40+][SHORT-GI-40][SHORT-GI-20]
#vht_capab=[HT20][HT80+][HT80-][SHORT-GI-80]
wmm_enabled=1
wmm_ac_bk_cwmin=4
wmm_ac_bk_cwmax=10
wmm_ac_bk_aifs=7
wmm_ac_bk_txop_limit=0
wmm_ac_bk_acm=0
wmm_ac_be_aifs=3
wmm_ac_be_cwmin=4
wmm_ac_be_cwmax=10
wmm_ac_be_txop_limit=0
wmm_ac_be_acm=0
wmm_ac_vi_aifs=2
wmm_ac_vi_cwmin=3
wmm_ac_vi_cwmax=4
wmm_ac_vi_txop_limit=94
wmm_ac_vi_acm=0
wmm_ac_vo_aifs=2
wmm_ac_vo_cwmin=2
wmm_ac_vo_cwmax=3
wmm_ac_vo_txop_limit=47
wmm_ac_vo_acm=0
channel=149
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server_addr=127.0.0.1
auth_server_port=1812
auth_server_shared_secret=lanforge
wpa=2
wpa_pairwise=CCMP
wpa_key_mgmt=WPA-EAP	WPA-EAP-SHA256
#	802.11u	configuration
interworking=1
access_network_type=4
internet=1
asra=1
esr=1
uesa=1
venue_group=2
venue_type=1
hessid=00:00:00:00:00:33
venue_name=eng:LANforge	Test	Venue
network_auth_type=00
ipaddr_type_availability=04
domain_name=mytest.com
anqp_3gpp_cell_net=123,20
nai_realm=0,mytest.com,13:[5:6],18:[5:1][5:2],21:[5:7]
#	HotSpot	2.0	configuration
hs20=1
hs20_oper_friendly_name=eng:LANforge	HotSpot	2.0
hs20_wan_metrics=01:8000:1000:80:240:3000
hs20_operating_class=517C

http://www.candelatech.com/lfgui_ug.php#port
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service


interface=eth1#0
driver=wired
logger_syslog=-1
logger_syslog_level=2
logger_stdout=-1
logger_stdout_level=2
#dump_file=/home/lanforge/wifi/hostapd_eth1#0.dump
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
ieee8021x=1
eapol_key_index_workaround=0
eap_server=1
eap_user_file=/etc/hostapd.eap_user
server_id=lf0301.mytest.com
eap_sim_db=unix:/tmp/hlr_auc_gw.sock
radius_server_auth_port=1812
radius_server_clients=/etc/hostapd.radius_clients

ca_cert=/etc/raddb/certs/ca.pem
server_cert=/etc/raddb/certs/server.pem
private_key=/etc/raddb/certs/server.key
private_key_passwd=lanforge

192.168.100.0/24	lanforge
127.0.0.1/24	lanforge

"*@mytest.com"	TLS
"0"*	SIM,TTLS,TLS,PEAP,AKA
"1"*	SIM,TTLS,TLS,PEAP,AKA

#	Parameters	for	Milenage	(Example	algorithms	for	AKA).
#	The	example	Ki,	OPc,	and	AMF	values	here	are	from	3GPP	TS	35.208	v6.0.0
#	4.3.20	Test	Set	20.	SQN	is	the	last	used	SQN	value.
#	These	values	can	be	used	for	both	UMTS	(EAP-AKA)	and	GSM	(EAP-SIM)
#	authentication.	In	case	of	GSM/EAP-SIM,	AMF	and	SQN	values	are	not	used,	but
#	dummy	values	will	need	to	be	included	in	this	file.
#	IMSI	Ki	OPc	AMF	SQN
232010000000000	90dca4eda45b53cf0f12d7c9c3bc6a89	cb9cccc4b9258e6dca4760379fb82581	61df	000000000000

#	These	values	are	from	Test	Set	19	which	has	the	AMF	separation	bit	set	to	1
#	and	as	such,	is	suitable	for	EAP-AKA'	test.
555444333222111	5122250214c33e723a5dd523fc145fc0	981d464c7c52eb6e5036234984ad0bcf	c3ab	16f3b3f70fc1

cd	/home/lanforge
.	lanforge.profile
hlr_auc_gw	-m	/etc/hlr_auc_gw.milenage_db	>	/tmp/hlr_auc_gw.log	&



ctrl_interface=/var/run/wpa_supplicant
fast_reauth=1
concurrent_assoc_ok=1
scan_cur_freq=1
min_scan_gap=5
p2p_disabled=1

#	802.11u	/	Interworking	configuration.
interworking=1
hessid=00:00:00:00:00:33
auto_interworking=1
access_network_type=0
#	HotSpot	2.0	configuration
hs20=1
bss_max_count=2000
network={
				interworking_defaults=1
				disable_ht=0
				disable_vht=1
				disable_ht40=0
				disable_sgi=0
				ht_mcs=""
				disable_max_amsdu=-1
				ampdu_factor=-1
				ampdu_density=-1
}
cred={
				username="1232010000000000@mytest.com"
				password="90dca4eda45b53cf0f12d7c9c3bc6a89:cb9cccc4b9258e6dca4760379fb82581"
				realm="mytest.com"
				domain="mytest.com"
				eap=SIM
}

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing


https://www.candelatech.com/wifi_client_emulators.php


http://www.candelatech.com/lfgui_ug.php#port
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing








http://www.candelatech.com/ct523-600_product.php




wpa_key_mgmt=FT-EAP
ft_over_ds=1
nas_identifier=000e8e7ee271			#vap1	MAC	without	colon	delimiters,	yours	will	differ.
mobility_domain=a1a1
r0_key_lifetime=10000
r1_key_holder=000e8e7ee271			#vap1	MAC	without	colon	delimiters,	yours	will	differ.
reassociation_deadline=1000
pmk_r1_push=1

#r0kh	is	vap2	MAC	address,	vap2	nas	identifier,	AES	key
r0kh=00:0e:8e:cb:fc:48	000e8ecbfc48	000102030405060708090a0b0c0d0e0f

#r1kh	is	vap2	MAC	address,	vap2	r1	key	holder	MAC,	AES	key
r1kh=00:0e:8e:cb:fc:48	00:0e:8e:cb:fc:48	0f0e0d0c0b0a09080706050403020100

wpa_key_mgmt=FT-EAP
ft_over_ds=1
nas_identifier=000e8ecbfc48			#vap2	MAC	without	colon	delimeters,	yours	will	differ.
mobility_domain=a1a1
r0_key_lifetime=10000
r1_key_holder=000e8ecbfc48			#vap2	MAC	without	colon	delimeters,	yours	will	differ.
reassociation_deadline=1000
pmk_r1_push=1

#r0kh	is	vap1	MAC	address,	vap1	nas	identifier,	AES	key
r0kh=00:0e:8e:7e:e2:71	000e8e7ee271	0f0e0d0c0b0a09080706050403020100

#r1kh	is	vap1	MAC	address,	vap1	r1	key	holder	MAC,	AES	key
r1kh=00:0e:8e:7e:e2:71	00:0e:8e:7e:e2:71	000102030405060708090a0b0c0d0e0f

wpa_key_mgt=FT-EAP	FT-PSK
wpa_passphrase=1234567890

https://candelatech.com/downloads/hostapd_vap1.txt
https://candelatech.com/downloads/hostapd_vap2.txt
https://www.w1.fi/cgit/hostap/plain/hostapd/hostapd.conf
https://blog.fem.tu-ilmenau.de/archives/1002-HowTo-enable-WiFi-roaming-with-hostapd-and-VLANs.html
ftp://ftp.raspberry-pi-geek.com/pub/listings/rasp-pi-geek.com/04/AccessPoint/Listing04.txt




http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service


0.0.0.0/0	lanforge	

"dot11r.user"	PEAP
"dot11r.user"	MSCHAPV2	"!!dot11r123"	[2]

interface=br0
driver=wired
logger_syslog=-1
logger_syslog_level=2
logger_stdout=-1
logger_stdout_level=2
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
eapol_key_index_workaround=0
eap_server=1
eap_user_file=/etc/hostapd.eap_user
server_id=ct523-3n-f20			#Your	server_id	will	be	different.
radius_server_auth_port=1812
radius_server_clients=/etc/hostapd.radius_clients

ca_cert=/etc/raddb/certs/ca.pem
server_cert=/etc/raddb/certs/server.pem
private_key=/etc/raddb/certs/server.key
private_key_passwd=lanforge

ps	auxwww	|grep	hostapd













http://www.candelatech.com/ct525-384-6ac_product.php












https://www.candelatech.com/downloads/ap4-vap0.txt
https://www.candelatech.com/downloads/ap4-vap1.txt
https://www.candelatech.com/downloads/ap4-vap2.txt
https://www.candelatech.com/downloads/ap4-vap3.txt
http://www.candelatech.com/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r
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http://www.candelatech.com/ct520-128_product.php
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http://www.candelatech.com/examples/wifi-migration-hs20-report/


cd	/home/lanforge
./lf_kinstall.pl	--do_radius	--do_hs20	--force_new_certs	

ca.pem
cp	/home/lanforge/hs20/ca/ca.pem	/home/lanforge/osu-ca.pem
cp	/home/lanforge/hs20/ca/ca.pem	/home/lanforge/ota-ca.pem
#On	station	machine,	if	different	from	AP	machine
cp	/home/lanforge/hs20/ca/ca.pem	/home/lanforge/wifi/osu_wlan2/osu-ca.pem

https://www.wi-fi.org/file/passpoint-release-2-deployment-guidelines


/home/lanforge/wifi/hostapd_eth1#0.conf
/home/lanforge/wifi/hostapd_eth1#1.conf

/home/lanforge/wifi/hostapd_eth1#0.conf

interface=eth1#0
driver=wired
logger_syslog=-1
logger_syslog_level=2
logger_stdout=-1
logger_stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_eth1#0.dump
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
ieee8021x=1
eapol_key_index_workaround=0
eap_server=1
eap_user_file=/home/lanforge/hs20/AS/hostapd-osen.eap_user
server_id=ct523-3n-f20
eap_sim_db=unix:/tmp/hlr_auc_gw.sock
radius_server_auth_port=1820
radius_server_clients=/home/lanforge/hs20/AS/hostap.radius_clients

ca_cert=/home/lanforge/hs20/ca/ca.pem
server_cert=/home/lanforge/hs20/ca/server.pem
private_key=/home/lanforge/hs20/ca/server.key
private_key_passwd=lanforge

ocsp_stapling_response=/home/lanforge/hs20/ca/ocsp-server-cache.der



/home/lanforge/wifi/hostapd_eth1#1.conf

interface=eth1#1
driver=wired
logger_syslog=-1
logger_syslog_level=2
logger_stdout=-1
logger_stdout_level=2
dump_file=/home/lanforge/wifi/hostapd_eth1#1.dump
ctrl_interface=/var/run/hostapd
ctrl_interface_group=0
ieee8021x=1
eapol_key_index_workaround=0
eap_server=1
eap_user_file=sqlite:/home/lanforge/hs20/AS/DB/eap_user.db
server_id=ct523-3n-f20
eap_sim_db=unix:/tmp/hlr_auc_gw.sock	db=/home/lanforge/hs20/AS/DB/eap_sim.db
radius_server_auth_port=1821
radius_server_clients=/home/lanforge/hs20/AS/hostap.radius_clients

ca_cert=/home/lanforge/hs20/ca/ca.pem
server_cert=/home/lanforge/hs20/ca/server.pem
private_key=/home/lanforge/hs20/ca/server.key
private_key_passwd=lanforge

ocsp_stapling_response=/home/lanforge/hs20/ca/ocsp-server-cache.der

cd	/home/lanforge
.	lanforge.profile
hlr_auc_gw	-m	/etc/hlr_auc_gw.milenage_db	>	/tmp/hlr_auc_gw.log	&

ps	auxwww	|grep	hostapd_eth

cat	/home/lanforge/wifi/hostapd_log_eth1#0.txt
cat	/home/lanforge/wifi/hostapd_log_eth1#1.txt



ocsp_stapling_response=/home/lanforge/hs20/ca/ocsp-server-cache.der



hs20_icon=64:64:eng:image/png:logo-64x64.png:/home/lanforge/hs20/www/logo-64x64.png
osu_ssid="ABCD-1234"
osu_server_uri=https://osu-server.ct523-3n-f20.lanforge.local/hs20/spp.php/signup?realm=ct523-3n-f20.lanforge.local
osu_friendly_name=eng:LANforge	HS20	Operator
osu_nai=osen@lanforge.com
osu_method_list=1	0
osu_icon=logo-64x64.png
osu_service_desc=eng:LANforge	Example	services

http://www.candelatech.com/examples/hostapd_hs20_r2_osen.txt
http://www.candelatech.com/examples/hostapd_hs20_r2_wpa2.txt




ps	auxwww	|grep	hostapd_vap

tail	-f	/home/lanforge/wifi/hostapd_log_vap1.txt
tail	-f	/home/lanforge/wifi/hostapd_log_vap2.txt



###LANFORGE-HOSTS-START###
#	This	section	may	be	over-written	by	lf_kinstall.pl
127.0.0.1	osu-client.lf0350-c3b0.lanforge.local
10.88.1.1	osu-server.lf0350-c3b0.lanforge.local
127.0.0.1	osu-revoked.lf0350-c3b0.lanforge.local
10.88.1.1	osu-signup.lf0350-c3b0.lanforge.local
7.1.3.2	ocsp.lf0350-c3b0.lanforge.local
###LANFORGE-HOSTS-STOP###

###-LF-HOSTAME-NEXT-###
192.168.100.154	lf0350-c3b0	lanforge-srv

su	-	root
cd	/home/lanforge
.	lanforge.profile
vrf_exec.bash	rddVR5	./ocsp.bash	>	/dev/null	2>&1	&

vrf_exec.bash	vap0	httpd	-f	/etc/httpd/conf/httpd-hs20.conf

http://www.candelatech.com/cookbook.php?vol=wifire&book=WiFi+Limited+AP
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+NAT
http://www.candelatech.com/cookbook.php?vol=ice&book=Virtual+Router+with+DHCP+Service


devinfo.xml devdetail.xml

<DevInfo	xmlns="urn:oma:mo:oma-dm-devinfo:1.0">
								<DevId>urn:Example:HS20-station:123456</DevId>
								<Man>Manufacturer</Man>
								<Mod>HS20-station</Mod>
								<DmV>1.2</DmV>
								<Lang>en</Lang>
</DevInfo>

<DevDetail	xmlns="urn:oma:mo:oma-dm-devdetail:1.0">
								<Ext>
																<org.wi-fi>
																								<Wi-Fi>
																																<EAPMethodList>
																																								<EAPMethod1>
																																																<EAPType>13</EAPType>
																																								</EAPMethod1>
																																								<EAPMethod2>
																																																<EAPType>21</EAPType>
																																																<InnerMethod>MS-CHAP-V2</InnerMethod>
																																								</EAPMethod2>
																																								<EAPMethod3>
																																																<EAPType>18</EAPType>
																																								</EAPMethod3>
																																								<EAPMethod4>
																																																<EAPType>23</EAPType>
																																								</EAPMethod4>
																																								<EAPMethod5>
																																																<EAPType>50</EAPType>
																																								</EAPMethod5>
																																</EAPMethodList>
																																<ManufacturingCertificate>false</ManufacturingCertificate>
																																<Wi-FiMACAddress>020102030405</Wi-FiMACAddress>
																																<IMSI>310026000000000</IMSI>
																																<IMEI_MEID>imei:490123456789012</IMEI_MEID>
																																<ClientTriggerRedirectURI>http://localhost:12345/</ClientTriggerRedirectURI>
																																<Ops>
																																								<launchBrowserToURI></launchBrowserToURI>
																																								<negotiateClientCertTLS></negotiateClientCertTLS>
																																								<getCertificate></getCertificate>
																																</Ops>
																								</Wi-Fi>
																</org.wi-fi>
								</Ext>
								<URI>
																<MaxDepth>0</MaxDepth>
																<MaxTotLen>0</MaxTotLen>
																<MaxSegLen>0</MaxSegLen>
								</URI>
								<DevType>MobilePhone</DevType>
								<OEM>Manufacturer</OEM>
								<FwV>1.0</FwV>
								<SwV>1.0</SwV>
								<HwV>1.0</HwV>
								<LrgObj>false</LrgObj>
</DevDetail>



cd	/home/lanforge/wifi/osu_wlan2
LD_PRELOAD=/home/lanforge/local/lib/resolvconf-override.so	NAMESERVER1=7.1.3.2	\
			vrf_exec	wlan2	~lanforge/local/hs20/client/hs20-osu-client	-x	/home/lanforge/local/hs20/spp/spp.xsd	-dd	-S	wlan2	signup





cd	/home/lanforge/wifi/osu_wlan2
rm	-rf	SP

wiphy1

http://www.candelatech.com/hs20_debug/ap-etc-hosts.txt
http://www.candelatech.com/hs20_debug/sta-etc-hosts.txt
http://www.candelatech.com/hs20_debug/apache_hs20_config.tar.gz


0
'udptest'

eth1
eth1

eth1



eth1

1472

1	MB



1	MB



10	sec
2	sec
10%

200ms
200ms

56kbps
400Mbs

1472
9000

0..+5..955







AUTO



30	sec
5	sec

20%
200ms

1000ms
900Mbps

64,512,1024,1472

0..+50..955





http://www.candelatech.com/examples/script-report-atten-vs-pdu/index.html
http://www.candelatech.com/examples/1118-atten-test-cookbook.txt


eth1

wiphy0

https://www.candelatech.com/wifi_client_emulators.php


RANDOM

128
0

testAP test-AP1

Intervals	=	(num	stations	/	station	increment).

(128	/	8)	*	(30	+	J)	=	480
+	16J	seconds

ping	-I
eth1	10.26.2.100

eth1
10.26.1.2



eth1
sta0	-	sta127

8

30000
UDP-IPv4

24,000	B
330	Mbps

1MB



eth1

TCP-IPv4 4000	B
60	Mbps 60	Mbps

http://www.candelatech.com/lfgui_ug.php#WiFi%20Capacity%20Test






xx:xx:xx:*:*:xx

jedtest



TCP	Pld	(1,460	B)

sta-trf













75%

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing


moni3000





http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi_Station_performance




$SSID:$PSK

hedtest-2100-wpa2:hedtest-2100-wpa2



moni3000
wlan.addr	==	04:f0:21:2f:90:31

wlan.addr	==	04:f0:21:2f:90:31	&&	wlan.fc.subtype	<	4



vap2100:



xx:xx:xx:*:*:xx

jedtest



UDP	Pld	(1,472	B)





attnr

5,	15,	25,	35,	45,	55,	65,	75,	85,	95,	105,	115,	125,	135,	145,	155,	165,	175,	
185,	195,	205,	215,	225,	235,	245,	255,	265,	275,	285,	295,	305,	315,	325,	335,		
345,	355,	365,	375,	385,	395,	405,	415,	425,	435,	445,	455,	465,	475,	485,	495,		
505,	515,	525,	535,	545,	555,	565,	575,	585,	595,	605,	615,	625,	635,	645,	655,		
665,	675,	685,	695,	705,	715,	725,	735,	745,	755,	765,	775,	785,	795,	805,	815,		
825,	835,	845,	855,	865,	875,	885,	895,	905,	915,	925,	935,	945,	955,	955,	945,		
935,	925,	915,	905,	895,	885,	875,	865,	855,	845,	835,	825,	815,	805,	795,	785,		
775,	765,	755,	745,	735,	725,	715,	705,	695,	685,	675,	665,	655,	645,	635,	625,		
615,	605,	595,	585,	575,	565,	555,	545,	535,	525,	515,	505,	495,	485,	475,	465,		
455,	445,	435,	425,	415,	405,	395,	385,	375,	365,	355,	345,	335,	325,	315,	305,		
295,	285,	275,	265,	255,	245,	235,	225,	215,	205,	195,	185,	175,	165,	155,	145,		
135,	125,	115,	105,	95,	85,	75,	65,	55,	45,	35,	25,	15,	5



End	of	Report



for	d	in	`seq	5	+10	955`	`seq	955	-10	5`	;	do	echo	-n	"$d,	"	;	done	|	fold	-
sw80

for	d	in	`seq	0	+5	955`	`seq	955	-5	0`	;	do	echo	-n	"$d,	"	;	done	|	fold	-sw80

for	d	in	`seq	955	-15	25`	;	do	echo	-n	"$d,	"	;	done	|	fold	-sw80

i=0;	while	[	$i	-lt	100	];	do	echo	-n	$((	$i%11	*	95))",	";	i=$[	$i+1	];	done	|
fold	-sw80

08:00:27:c4:4e:4f

http://www.candelatech.com/cookbook.php?vol=misc&book=Windows+IP+Addresses


faster	(1	s)
1

08:00:27:c4:4e:4f
faster	(1	s)

1
jedtest
802.11abgn



-S ping	-S	10.26.0.10

sudo	tcpdump	-ni
sta0	icmp

portal-bot.pl

https://en.wikipedia.org/wiki/LAMP_%28software_bundle%29


/var/www/html

<!DOCTYPE	html	!>
<?php
$valid	=	true;
if	($_SERVER['REQUEST_METHOD']	==	'POST')	{
			/*	custom	error	reporting,	see	get_explanation	*/
			if	(!array_key_exists('username',	$_POST))	{
						header("HTTP/1.1	400	Bad	Request");
						header("X-err-no:	9400");
						header("X-err-msg:	missing	username");
						$valid	=	false;
			}
}
?>
<html>
<head>
			<meta	http-equiv="Content-Type"	content="text/html;	charset=utf-8"	/>
<?php	if($valid)	{	?>
			<title>Login</title>
<?php	}	else	{	?>
			<title>Bad	Request</title>
<?php	}	?>
</head>
<body>
			<?php	if	($_SERVER['REQUEST_METHOD']	==	'POST')	{	?>
						<?php	if(!$valid)	{	?>
									<h1>Bad	Request</h1>
						<?php	return;	}	?>

						<?=	$_POST['username']	?>	access	granted.
			<?php	}	else	{	?>
						<form	method="post"	action="">
									Login:<input	type="text"	name="username"	value=""	/><br	/>
									<input	type="submit"	name="login"	value="Login"	/>
						</form>
			<?php	}	?>
</body>
</html>

http://basic-portal/start
login.php

<Location	/start>
			Redirect	/start	/login.php
</Location>

sudo	apachectl	configtest	&&	sudo	apachectl	restart

curl	-sqv	http://basic-portal/start



portal-bot.pl
portal-bot.bash-example

portal-bot.pl

i ./portal-bot.bash

i ./portal-bot.bash	--logout

portal-bot.bash portal-bot.pl

PBOT_NOFORK
$*

--verbose --debug

portal-bot.bash \

PBOT_NOFORK=1	./portal-bot.pl	\
			--dev										sta100																							\
			--bot										bp.pm																								\
			--ip4										10.26.2.30																			\
			--dns										192.168.100.1																\
			--mgt										/dev/null																				\
			--delays							0,1,3																								\
			--user									"bob"																								\
			--pass									"secret"																					\
			--ap_url							"http://basic-portal/"							\
			--start_url				"http://basic-portal/start"		\
			--login_form			"login.php"																		\
			--login_action	"login.php"																		\
			--logout_url			"logout.php"																	\
			--verbose	--debug	$*

PBOT_NOFORK=1	./portal-bot.pl	\
			-i				sta100																							\
			-b				bp.pm																								\
			--ip4	10.26.2.30																			\
			--dns	192.168.100.1																\
			--mgt	/dev/null																				\
			--delays	0,1,3																					\
			-u				"bob"																								\
			-p				"secret"																					\
			-a				"http://basic-portal/"							\
			-s				"http://basic-portal/start"		\
			-n				"login.php"																		\
			-o				"login.php"																		\
			-t				"logout.php"																	\



			-v	-d	$*

$*
$*

PBOT_NOFORK=1	./portal-bot.pl	-i	sta100		-b	bp.pm	--ip4	10.26.2.30	\
								--dns	192.168.100.1	--mgt	/dev/null	-u	"bob"	-p	"secret"	\
								-a	"http://basic-portal/"		-s	"http://basic-portal/start"
								-n	"login.php"	-o	"login.php"	-t	"logout.php"	-v	-d

portal-bot.pl

-d dbg()
--print

portal-bot.pl

portal-bot.pl

''

$::delays[0]
$::delays[1]
$::delays[2]
$::delays[3+]



--delays	1,0,2

--delays	1,random,2

--delays	2

--delays	3-20,4-25

./portal-bot.bash

i

i chmod	+x	portal-bot.bash

	$	cd	/home/lanforge
	$	chmod	+x	portal-bot.bash
	$	./portal-bot.bash

/home/lanforge/wifi
wifi/portal-bot.sta100.log

i tail	-F	wifi/portal-bot.sta100.log

curl

curl grep

	$	cd	/home/lanforge/wifi
	$	grep	Submitting	portal-bot-sta100.log
Submitting:	/home/lanforge/local/bin/curl	-sLki	-c	/tmp/sta100_cookie.txt	-b	/tmp/sta100_cookie.txt	-4	--interface	sta100	--localaddr	10.44.4.222		--dns-servers	192.168.100.1		--dns-interface	sta100		--dns-ipv4-addr	10.44.4.222		-X	GET		'http://basic-portal/start'
Submitting:	/home/lanforge/local/bin/curl	-sLki	-c	/tmp/sta100_cookie.txt	-b	/tmp/sta100_cookie.txt	-4	--interface	sta100	--localaddr	10.44.4.222		--dns-servers	192.168.100.1		--dns-interface	sta100		--dns-ipv4-addr	10.44.4.222		-X	POST	-d	'username=bob'	'http://basic-portal/login.php'

curl source
/home/lanforge/lanforge.profile

-qv Ctl-C

	$	cd	/home/lanforge
		$	source	lanforge.profile
		#	add	a	-qv	to	see	header	details
		$	/home/lanforge/local/bin/curl	-qv	-sLki	-c	/tmp/sta100_cookie.txt	-b	/tmp/sta100_cookie.txt	-4	--interface	sta100	--localaddr	10.41.4.223		--dns-interface	sta100		--dns-ipv4-addr	10.41.4.223		http://basic-portal/start



*	STATE:	INIT	=>	CONNECT	handle	0xa80158;	line	1397	(connection	#-5000)
*	Added	connection	0.	The	cache	now	contains	1	members
*			Trying	10.51.0.254...
*	TCP_NODELAY	set
*	bind-local,	addr:	10.41.4.223		dev:	sta100
*	SO_BINDTODEVICE	sta100	failed	with	errno	1:	Operation	not	permitted;	will	do	regular	bind
*	Name	'sta100'	family	2	resolved	to	'10.41.4.223'	family	2
*	Local	port:	0
*	STATE:	CONNECT	=>	WAITCONNECT	handle	0xa80158;	line	1450	(connection	#0)
^C

curl

lanforge.profile
curl \

	$	/home/lanforge/local/bin/curl	-qv	\
				-sLki																											\
				-c	/tmp/sta100_cookie.txt							\
				-b	/tmp/sta100_cookie.txt							\
				-4																														\
				--interface	sta100														\
				--localaddr	10.41.4.223									\
				--dns-interface	sta100										\
				--dns-ipv4-addr	10.41.4.223					\
				http://basic-portal/start

Switch Example	Value Purpose

sta100_cookie.txt

sta100_cookie.txt

sta100

10.41.4.223

sta100

10.41.4.223

sta100

GET

Use	HTTP	POST	method

'username=bob'

portal-bot.bash

portal-bot.pl
fork()

i

PHP_SESSID

bot::
i our	$thing;



botlib::request()
@response

my	$post_data	=	"username=".uri_escape($user_name);
my	@response		=	();
request({'curl_args'=>	$::curl_args,
		'url'							=>	$post_url,
		'method'				=>	'POST',
		'delay'					=>	'0,3',						#	see	--delays	option
		'post_data'	=>	$post_data,
		'print'					=>	1},									#	turns	on	debugging
		\@response);

$::delay[1] --delays

$result

botlib::newEvent()

my	$page_time	=	botlib::time_milli()	-	$::start_at;
newEvent("portal_login:	$result",	$page_time,	$::dev);

get_explanation() botlib::dbgdie()
bp.pm

sub	get_explanation	{
			for	$line	(@$ra_result)	{
						($err_code)	=	$line	=~	/^X-err-no:	(.*)$/
									if	($line	=~	/^X-err-no:	/);
						($err_msg	)	=	$line	=~	/^X-err-msg:	(.*)$/
									if	($line	=~	/^X-err-msg:	/);
			}
			return	"$err_code,	$err_msg";
}

username
basic-portal/login.php

header("X-err-no:	9400");
header("X-err-msg:	missing	username");

botlib::request()

botlib::randomDelay()



randomDelay(3,	16)

@::delays
@::delays

portal-bot.pl

portal-bot.bash
portal-bot.pl	--print



portal-bot.bash --print
./portal-bot.bash	--print
portal-bot.pl	--bot	bp.pm	--user	bob	--pass	bob1	--ap_url	http://basic-portal/
	--start_url		http://basic-portal/start	--login_form	login.php	--login_action	login.php
	--logout_form	logout.php

sta300



/home/lanforge/wifi

tail	-f	portal-bot.sta300.log

ping	basic-portal

ping	-I	10.27.0.16	basic-portal

curl	-sqv	http://basic-portal/login.php

route	-n



route	add	-net	10.27.0.0/23	gw	10.26.1.1





lf_ifup_post
lf_ifup_post

/home/lanforge/

-i
--ip4
--ip6
--dns
--mgt



xx:xx:xx:*:*:xx

jedtest

lf_ifup_post



lf_ifup_post	--user	bob	--pass	secret	--url	http://slashdot.org/



1s

​ ​

xx:xx:xx:*:*:*



wiphy2

http://www.candelatech.com/ct523-328-2ac-1n_product.php






wiphy2

http://www.candelatech.com/ct523-328-2ac-1n_product.php






http://candelatech.com/ct520_product.php
https://www.candelatech.com/wifi_client_emulators.php


sta0	-	sta9.

10.26.1.0/24

10.26.1.0/24

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing


eth1#0	-	eth1#9







http://www.candelatech.com/lfserver_install.php#install


1
0

android-test

1
android-test2



1
br0

195.1.2.1/24



300
195.1.2.1

195.1.2.10
195.1.2.20

vap0 vap1



195.1.1.1/24



195
195.1.1.1

2





195.1.3.1/24

195.1.3.2/24
195.1.3.1



android-udp
brent-523
Nexus

br0
wlan0

T1	(1.544	Mbps)
Zero	(0	bps)

fast	(1	s)



http://candelatech.com/cookbook.php?vol=wifire&book=+android+UDP+traffic














http://www.candelatech.com/ct523-328-2ac-1n_product.php




ctrl_interface=/var/run/wpa_supplicant
ctrl_interface_group=0
update_config=1

su	-

if	[	!	-f	'/etc/wpa_supplicant.conf'	];	then	printf	%'s\n'
ctrl_interface=/var/run/wpa_supplicant	ctrl_interface_group=0	update_config=1	>
/etc/wpa_supplicant.conf;	fi





su	-
wpa_cli	-i	sta0	wps_pbc

su	-
wpa_cli	-i	sta0	wps_reg	xx:xx:xx:xx:xx:xx	12345678



http://www.candelatech.com/ct525-384-6ac_product.php








http://www.candelatech.com/ct523-328-2ac-1n_product.php








dd	if=/dev/urandom	of=/home/lanforge/large-file.bin	bs=1k	count=10240

ln	-s	/home/lanforge/large-file.bin	/usr/local/lanforge/nginx/html



sudo	systemctl	stop	httpd.service
sudo	systemctl	disable	httpd.service
sudo	systemctl	daemon-reload







http://www.candelatech.com/ct523-328-2ac-1n_product.php




rdesktop	LANforge-IP

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing


vncviewer	[LANforge-IP]:1





ip.addr==x.x.x.x
wlan.addr==xx:xx:xx:xx:xx:xx

wlan.fc.type_subtype	eq	0
wlan.fc.type_subtype	eq	1

wlan.fc.type_subtype	eq	4
wlan.fc.type_subtype	eq	5

wlan.fc.type_subtype	eq	8
wlan.fc.type_subtype	eq	11

wlan.fc.type_subtype	eq	12

ip.addr==1.1.1.1	&&	ip.addr==2.2.2.2

ip.addr=1.1.1.1	||	ip.addr==2.2.2.2

https://wiki.wireshark.org/DisplayFilters
http://packetlife.net/media/library/13/Wireshark_Display_Filters.pdf


attnr

5,	15,	25,	35,	45,	55,	65,	75,	85,	95,	105,	115,	125,	135,	145,	155,	165,	175,	
185,	195,	205,	215,	225,	235,	245,	255,	265,	275,	285,	295,	305,	315,	325,	335,		
345,	355,	365,	375,	385,	395,	405,	415,	425,	435,	445,	455,	465,	475,	485,	495,		
505,	515,	525,	535,	545,	555,	565,	575,	585,	595,	605,	615,	625,	635,	645,	655,		
665,	675,	685,	695,	705,	715,	725,	735,	745,	755,	765,	775,	785,	795,	805,	815,		
825,	835,	845,	855,	865,	875,	885,	895,	905,	915,	925,	935,	945,	955,	955,	945,		
935,	925,	915,	905,	895,	885,	875,	865,	855,	845,	835,	825,	815,	805,	795,	785,		
775,	765,	755,	745,	735,	725,	715,	705,	695,	685,	675,	665,	655,	645,	635,	625,		
615,	605,	595,	585,	575,	565,	555,	545,	535,	525,	515,	505,	495,	485,	475,	465,		
455,	445,	435,	425,	415,	405,	395,	385,	375,	365,	355,	345,	335,	325,	315,	305,		
295,	285,	275,	265,	255,	245,	235,	225,	215,	205,	195,	185,	175,	165,	155,	145,		
135,	125,	115,	105,	95,	85,	75,	65,	55,	45,	35,	25,	15,	5



http://www.candelatech.com/ct712_product.php
https://greatscottgadgets.com/hackrf
https://en.wikipedia.org/wiki/List_of_WLAN_channels#5_GHz_(802.11a/h/j/n/ac/ax)
https://wlanprofessionals.com/updated-unlicensed-spectrum-charts
https://apps.fcc.gov/kdb/GetAttachment.html?id=V2DzGgztnfxjTcht59nQ7Q%3D%3D&desc=905462%20D02%20UNII%20DFS%20Compliance%20Procedures%20New%20Rules%20v02&tracking_number=27155


usage:	lf_hackrf_dfs.py	[-h]	[--lf_hackrf	LF_HACKRF]	[--pulse_width	PULSE_WIDTH]
																								[--pulse_interval	PULSE_INTERVAL]	[--pulse_count	PULSE_COUNT]
																								[--one_burst]	[--bursts	BURSTS]	[--rf_type	RF_TYPE]
																								[--uut_channel	UUT_CHANNEL]	[--sweep_time	SWEEP_TIME]	[--freq	FREQ]
																								[--daemon	DAEMON]	[--pid_file	PID_FILE]	[--gain	GAIN]	[--if_gain	IF_GAIN]
																								[--bb_gain	BB_GAIN]	[--log_level	LOG_LEVEL]	[--mgt_pipe	MGT_PIPE]
																								[--no_repeat]	[--sample_mod	SAMPLE_MOD]
																								[--host_perf_adjust	HOST_PERF_ADJUST]	[--tx_sample_rate	TX_SAMPLE_RATE]
												dfs	testing	,	FCC0-6,	ETSI0-6
												Note:	some	systems	will	need	to	preface	command	with	sudo	nice	-19

options:
		-h,	--help												show	this	help	message	and	exit
		--lf_hackrf	LF_HACKRF
																								--lf_hackrf	{	last	4	bytes	of	serial	num	from	hackrf_info	}
		--pulse_width	PULSE_WIDTH
																								--pulse_width	{	usecs	}	default:	1	
		--pulse_interval	PULSE_INTERVAL
																								--pulse_interval	{	usecs	}	default:	1	
		--pulse_count	PULSE_COUNT
																								--pulse_count	{	number	}	default:	1	
		--one_burst											--one_burst	store_true	default:	False	
		--bursts	BURSTS							--bursts	provide	a	number	of	bursts	
		--rf_type	RF_TYPE,	--radar_type	RF_TYPE
																									Note:	.lower	used	so	upper	case	or	lower	case	may	be	entered.
																								
																																																to	see	addition	information	telnet	<lanforge	ip>	4003	show_rfgen
																								
																																																--rf_type	OFDM,<duration>,<header	mod>,<payload	mod>
																								
																																																--rf_type	OFDM,<duration>,<header	mod>,<payload	mod>,<on	T1><off	T1>,<on	T2>,<off	T2>,<on	T3>,<off	T3>
																																																								duration	in	micro	seconds,	less	the	500	us	is	invalid	,	0	setting	is	converted	to	1e6	us
																																																								Header	Mod		:	BPSK	,	QPSK
																																																								Payload	Mod	:	BASK	,	QPSK	,	8PSK
																																																								on	T1		:	on	period	microseconds
																																																								off	T1	:	off	period	microseconds

http://www.ieee802.org/18/Meeting_documents/2007_Nov/WFA-DFS-Best%20Practices.pdf






http://www.candelatech.com/examples/wifi-diag-report/index.html
http://www.candelatech.com/examples/wifi-diag-report.pdf


http://www.candelatech.com/cookbook.php?vol=wifire&book=WiFi+Station+Multicast
http://www.candelatech.com/cookbook-files/power-save-mtk7921k-sta-9984-lanforge-vap.pcapng


http://www.candelatech.com/cookbook-files/bad-bcast-powersave.pcapng


http://www.candelatech.com/cookbook-files/power-save-ax200-asus.pcapng
http://www.candelatech.com/cookbook-files/power-save-ax200-sta-9984-lanforge-vap-unicast.pcapng
http://www.candelatech.com/cookbook-files/power-save-mtk7921k-sta-9984-lanforge-vap-unicast.pcapng


http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge














./lf_sniff.py	--lfmgr	192.168.100.238	--station	"1.sta00000"	--sniffer_radios	"2.wiphy0"	--duration	0.25



./lf_sniff.py	--lfmgr	192.168.100.238	--station	"1.sta00000"	\
	--sniffer_radios	"2.wiphy0"	--duration	0.25





[root@ibase-i5-f36	py-scripts]#	./lf_sniff_radio.py	--help
	usage:	./lf_sniff_radio.py
									--mgr	localhost
									--mgr_port	8080
									--radio	wiphy0
									--outfile	/home/lanforge/test_sniff.pcap
									--duration	1
									--channel	36
									--channel_bw	40
									--center_freq	5190
									--radio_mode	AUTO
									--monitor_name	Sniffer0
	
									AX210	sniff	command
									===================
									
									./lf_sniff_radio.py
									--mgr	192.168.0.104
									--mgr_port	8080
									--radio	wiphy7
									--outfile	/home/lanforge/sniff_6G_80.pcap
									--duration	20
									//--channel	1e
									--channel_bw	80
									--channel_freq	5955
									--center_freq	5985
									--radio_mode	AUTO
									--monitor_name	SNIFF_6G_80
									--disable_ht40	0
									--disable_ht80	0



./lf_sniff_radio.py	--mgr	192.168.101.197	--radio	"1.wiphy2"	\
--outfile	sniff_6G-AX210.pcapng	--duration	10	--channel	37e	--ax210	\
--num_stations	1	--ssid	test	--ax210_scan_time	20

./lf_sniff_radio.py	--mgr	192.168.100.193	--radio	"6.wiphy0"	\
--outfile	sniff_6G-MTK.pcapng	--duration	10	--channel	133e

https://candelatech.com/downloads/sniffer_manual.pdf


http://candelatech.com/lfserver_install.php#webauto








https://www.youtube.com/watch?v=fCsR8aK4mqE




http://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+a+RADIUS+server


cat	/home/lanforge/wifi/hostapd_vap2.conf
...
wpa_key_mgmt=WPA-EAP-SUITE-B	WPA-EAP-SUITE-B-192
...





cd	/home/lanforge/wifi
cp	hostapd_vap2.conf	vap2-owe.conf
vi	vap2-owe.conf
wpa_key_mgmt=OWE





bss=vap0000_0
ssid=okctest1
bssid=04:f0:21:19:88:44
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server_addr=127.0.0.1
auth_server_port=1812

http://www.candelatech.com/cookbook.php?vol=wifire&book=Two+WiFi+Access+Points+802.11r
http://www.candelatech.com/wifire_cb.php?_PRINT#vaponly
http://www.candelatech.com/wifire_cb.php?_PRINT#okcboth
http://www.candelatech.com/wifire_cb.php?_PRINT#okcnone
http://www.candelatech.com/wifire_cb.php?_PRINT#staonly
http://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+a+RADIUS+server


auth_server_shared_secret=lanforge
wpa=2
wpa_pairwise=TKIP	CCMP
rsn_pairwise=CCMP
wpa_key_mgmt=WPA-EAP	WPA-EAP-SHA256
bss_load_update_period=100
chan_util_avg_period=600
rrm_neighbor_report=1
rrm_beacon_report=1
bss_transition=1
okc=1

bss=vap0000_1
ssid=okctest1
bssid=04:f0:21:19:89:44
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server_addr=127.0.0.1
auth_server_port=1812
auth_server_shared_secret=lanforge
wpa=2
wpa_pairwise=TKIP	CCMP
rsn_pairwise=CCMP
wpa_key_mgmt=WPA-EAP	WPA-EAP-SHA256
bss_load_update_period=100
chan_util_avg_period=600
rrm_neighbor_report=1
rrm_beacon_report=1
bss_transition=1
okc=1

wpa_cli
#	cd	/home/lanforge
#	.	lanforge.profile
#	wpa_cli	-i	sta00000	scan
#	wpa_cli	-i	sta00000	roam	<next	BSSID>





wpa_cli
#	wpa_cli	-i	sta00000	scan
#	wpa_cli	-i	sta00000	roam	<next	BSSID>

bss=vap0000_0
ssid=okctest1
bssid=04:f0:21:19:88:44
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server_addr=127.0.0.1
auth_server_port=1812
auth_server_shared_secret=lanforge
wpa=2
wpa_pairwise=TKIP	CCMP
rsn_pairwise=CCMP
wpa_key_mgmt=WPA-EAP	WPA-EAP-SHA256
bss_load_update_period=100
chan_util_avg_period=600
rrm_neighbor_report=1
rrm_beacon_report=1
bss_transition=1
#okc=1

bss=vap0000_1
ssid=okctest1
bssid=04:f0:21:19:89:44
ieee8021x=1
own_ip_addr=127.0.0.1
auth_server_addr=127.0.0.1
auth_server_port=1812
auth_server_shared_secret=lanforge
wpa=2
wpa_pairwise=TKIP	CCMP
rsn_pairwise=CCMP
wpa_key_mgmt=WPA-EAP	WPA-EAP-SHA256
bss_load_update_period=100



chan_util_avg_period=600
rrm_neighbor_report=1
rrm_beacon_report=1
bss_transition=1
#okc=1

wpa_cli
#	wpa_cli	-i	sta00000	scan
#	wpa_cli	-i	sta00000	roam	<next	BSSID>



wpa_cli
#	wpa_cli	-i	sta00000	scan
#	wpa_cli	-i	sta00000	roam	<next	BSSID>







https://networktools.he.net/


mailto:toke@toke.dk
https://www.twitter.com/toke_dk
https://flent.org/


 
sudo	dnf	install	automake	texinfo	autoconf	autotools-dev	kernel-devel

 
git	clone	https://github.com/tohojo/flent.git  
cd	flent  
git	checkout	v1.3.2  
sudo	python3	setup.py	install

 
sudo	dnf	install	python3-matplotlib	python3-matplotlib-qt5  
sudo	dnf	install	python3-qt5	python3-PyQt5	python3-QtPy  

 
git	clone	https://github.com/HewlettPackard/netperf.git  
cd	netperf  
sudo	./autogen.sh  
sudo	./configure	--enable-demo=yes  
sudo	make  
sudo	make	install

 
git	clone	https://github.com/schweikert/fping.com  
cd	fping  
git	checkout	3.6  
sudo	./autogen.sh  
sudo	./configure  
sudo	make  
sudo	make	install

 
dnf	install	iperf

[lanforge@ct523c-0b29	~]$	flent	--list-tests	
Available	tests:	
bursts																					:		Latency	measurements	under	intermittent	UDP	bursts	
bursts_11e																	:		802.11e	Latency	measurements	under	intermittent	UDP	bursts	
cisco_5tcpup															:		RTT	Fair	Realtime	Response	Under	Load	
cisco_5tcpup_2udpflood					:		Cisco	5TCP	up	+	2	6Mbit	UDP	
cubic_bbr																		:		Cubic	VS	BBR	smackdown	
cubic_cdg																		:		Cubic	VS	CDG	smackdown	
cubic_dctcp																:		Cubic	VS	DCTCP	smackdown	
cubic_ledbat															:		Cubic	VS	Ledbat	smackdown	
cubic_ledbat_1													:		Cubic	vs	LEDBAT	upload	streams	w/ping	
cubic_reno																	:		Cubic	VS	Reno	smackdown	
cubic_westwood													:		Cubic	VS	Westwood	
dslreports_8dn													:		8	down	-	dslreports	dsl	test	equivalent	
http																							:		HTTP	latency	test	
http-1down																	:		HTTP	get	latency	with	competing	TCP	download	stream	
http-1up																			:		HTTP	get	latency	with	competing	TCP	upload	stream	
http-rrul																		:		HTTP	get	latency	with	competing	RRUL	test	
iterated_bidirectional					:		Iterated	TCP	bidirectional	transfers	example	
ledbat_cubic_1													:		Cubic	vs	LEDBAT	upload	streams	w/ping	
ping																							:		Ping	test	(ICMP	and	UDP)	
qdisc-stats																:		Capture	qdisc	stats	
reno_cubic_westwood_cdg				:		Realtime	Response	Under	Load	
(with	different	congestion	control	algs)	
reno_cubic_westwood_ledbat	:		Realtime	Response	Under	Load	
(with	different	congestion	control	algs)	
reno_cubic_westwood_lp					:		Realtime	Response	Under	Load	
(with	different	congestion	control	algs)	
rrul																							:		Realtime	Response	Under	Load	
rrul46																					:		Realtime	Response	Under	Load	-	Mixed	IPv4/6	
rrul46compete														:		Realtime	Response	Under	Load	-	Mixed	v4/v6	compete	
rrul_100_up																:		100	up	vs	1	down	-	exclusively	Best	Effort	
rrul_50_down															:		50	down	vs	1	up	-	exclusively	Best	Effort	
rrul_50_up																	:		50	up	vs	1	down	-	exclusively	Best	Effort	
rrul_be																				:		Realtime	Response	Under	Load	-	exclusively	Best	Effort	
rrul_be_iperf														:		Realtime	Response	Under	Load	-	exclusively	Best	Effort	(Iperf	TCP)	
rrul_be_nflows													:		Realtime	Response	Under	Load	-	Best	Effort,	configurable	no	of	flows	
rrul_cs8																			:		Realtime	Response	Under	Load	CS8,	one	flow	per	CS/precedence	level	
rrul_icmp																		:		Realtime	Response	Under	Load	-	Best	Effort,	only	ICMP	ping	
rrul_noclassification						:		Realtime	Response	Under	Load	-	no	classification	on	data	flows	
rrul_prio																		:		Realtime	Response	Under	Load	-	Test	Prio	Queue	
rrul_torrent															:		Torrent-like	competition	
rrul_up																				:		Realtime	Response	Under	Load	-	upload	only	
rrul_var																			:		Realtime	Response	Under	Load	-	variable	configurable	streams	
rtt_fair																			:		RTT	Fair	Realtime	Response	Under	Load	
rtt_fair4be																:		RTT	Fair	Realtime	Response	Under	Load	
rtt_fair6be																:		RTT	Fair	Realtime	Response	Under	Load	
rtt_fair_up																:		RTT	Fair	upstream	only	
rtt_fair_var															:		RTT	Fair	-	variable	number	of	hosts	
rtt_fair_var_down										:		RTT	Fair	-	variable	number	of	hosts	(download	only)	
rtt_fair_var_mixed									:		RTT	Fair	-	variable	number	of	hosts	(mixed	up	and	down)	
rtt_fair_var_up												:		RTT	Fair	-	variable	number	of	hosts	(upload	only)	
sctp_vs_tcp																:		SCTP	vs	TCP	
tcp_12down																	:		TCP	download	-	12	streams	w/ping	
tcp_12up																			:		TCP	upload	-	12	streams	w/ping	
tcp_1down																		:		Single	TCP	download	stream	w/ping	
tcp_1up																				:		Single	TCP	upload	stream	w/ping	
tcp_1up_noping													:		Single	TCP	upload	stream	
tcp_2down																		:		TCP	download	-	2	streams	w/ping	
tcp_2up																				:		TCP	upload	-	2	streams	w/ping	
tcp_2up_delay														:		Two	TCP	upload	streams;	2nd	stream	started	delayed	
tcp_2up_square													:		Two	TCP	upload	streams;	2nd	stream	started	delayed	

[lanforge@ct523c-0b29	~]$	netserver
Starting	netserver	with	host	'IN(6)ADDR_ANY'	port	'12865'	and	family	AF_UNSPEC





[lanforge@ct523c-0b29	~]$	flent-gui	rtt_fair_var-2020-04-15T130555.781338.flent.gz

[lanforge@ct523c-0b29	~]$	flent-gui	tcp_download-2020-04-15T112442.452934.flent.gz	tcp_download-2020-04-15T113910.591355.flent.gz

[lanforge@ct523c-0b29	~]$	cat	flent-batch.txt
	
[Batch::tcp-down]
test_name	=	tcp_download
hosts	=	sta00000
title	=	sta00000-tcp-down	rep:${repetition}
filename_extra	=	sta00000-tcp-down-${repetition}
repetitions	=	5
[Batch::tcp-up]
test_name	=	tcp_upload
hosts	=	sta00000
title	=	sta00000-tcp-up	rep:${repetition}
filename_extra	=	sta00000-tcp-up-${repetition}
repetitions	=	5
[Batch::rrul]
test_name	=	rrul
hosts	=	sta00000
title	=	sta00000-rrul	rep:${repetition}
filename_extra	=	sta00000-rrul-${repetition}
repetitions	=	5\



https://flent.org/tests.html#the-realtime-response-under-load-rrul-test
https://www.bufferbloat.net/projects/bloat/wiki/Introduction/


own_ie_override
hostapd.conf

vap0000 wiphy0

vap0000
wiphy1
wlan1 wiphy1

vap0000 wlan1

vap0000 wlan1 test-wpa2-psk qwertyuiop

moni3a

vap0000
vap0000

own_ie_override

vap0000

moni3a

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
http://www.candelatech.com/cookbook.php?vol=wifire&book=Emulating+Degraded+Stations
http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets


wlan1

wlan1 vap0000
vap0000

vap0000
vap0000

own_ie_override=30140100000fac040100000fac040100000fac020c0

wlan1 vap0000
vap0000

vap0000
vap0000

own_ie_override=30120100000fac040100000fac040100000fac02

wlan1 vap0000
vap0000

vap0000

http://www.candelatech.com/wifire_cb.php?_PRINT#control
http://www.candelatech.com/wifire_cb.php?_PRINT#control


vap0000
vap0000

own_ie_override=30140100000fac040100000fac040100000fac023cff

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000

vap0000
vap0000

own_ie_override=30130100000fac040100000fac040100000fac023c

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000

vap0000
vap0000

own_ie_override=30180100000fac040200ffffffff000fac040100000fac020c00

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000

http://www.candelatech.com/wifire_cb.php?_PRINT#control
http://www.candelatech.com/wifire_cb.php?_PRINT#control
http://www.candelatech.com/wifire_cb.php?_PRINT#control


vap0000
vap0000

own_ie_override=30180100000fac040100000fac040200ffffffff000fac020c00

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000

vap0000

vap0000
vap0000

own_ie_override=30160100000fac040100000fac040100000fac020c000000

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000
vap0000

http://www.candelatech.com/wifire_cb.php?_PRINT#control
http://www.candelatech.com/wifire_cb.php?_PRINT#control


vap0000
vap0000

own_ie_override=30150100000fac040100000fac040100000fac020c0000

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000

vap0000
vap0000

own_ie_override=301a0100000fac040100000fac040100000fac020c000000000fac06

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000

http://www.candelatech.com/wifire_cb.php?_PRINT#control
http://www.candelatech.com/wifire_cb.php?_PRINT#control


vap0000
vap0000

own_ie_override=301b0100000fac040100000fac040100000fac020c000000000fac0600

wlan1 vap0000 CTRL-MSG:	NETWORK	NOT	FOUND
vap0000

vap0000

http://www.candelatech.com/wifire_cb.php?_PRINT#control


rsne_override_eapol

vap0000 wiphy0

vap0000
wiphy1
wlan1 wiphy1

vap0000 wlan1

vap0000 wlan1 test-wpa2-psk qwertyuiop

moni3a

vap0000
vap0000

rsne_override_eapol

vap0000

moni3a

wlan1

wlan1 vap0000
EAPOL-Key	Message	3	of	4 vap0000

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
http://www.candelatech.com/cookbook.php?vol=wifire&book=Emulating+Degraded+Stations
http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets


vap0000
vap0000

rsne_override_eapol=30140100000fac040100000fac040100000fac020c80

wlan1 vap0000
EAPOL-Key	Message	3	of	4 vap0000

EAPOL-Key	Message	3	of	4 vap0000 DEAUTH

http://www.candelatech.com/wifire_cb.php?_PRINT#control


rsnxe_override_eapol

WPA:	RSNXE	mismatch	between
Beacon/ProbeResp	and	EAPOL-Key	msg	3/4

802.11w

vap0000 wiphy0

vap0000
wiphy1
wlan1 wiphy1

vap0000 wlan1
802.11w

vap0000 wlan1 test-wpa2-psk qwertyuiop

moni3a

vap0000
vap0000

sae_commit_override

vap0000

moni3a

wlan1 vap0000
WPA:	Key	negotiation	completed

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
https://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+WPA3
http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets


vap0000
vap0000

rsnxe_override_eapol=F40100

802.11w
wlan1 vap0000

WPA:RSNXE	mismatch	between	Beacon/ProbeResp	and
EAPOL-Key	msg	3/4 CTRL-EVENT-DISCONNECTED	for	reason	17:	Information
element	in	4-way	handshake	different	from	(Re-)associate	request/Probe
response/Beacon
Deauthentication Reason	code:	Information

element	in	4-way	Handshake	different	from	(Re)Association	Request/Probe
Response/Beacon	frame	(0x0011)

http://www.candelatech.com/wifire_cb.php?_PRINT#control




sae_commit_override

802.11w

vap0000 wiphy0

vap0000
wiphy1
wlan1 wiphy1

vap0000 wlan1
802.11w

vap0000 wlan1 test-wpa2-psk qwertyuiop

moni3a

vap0000
vap0000

sae_commit_override

vap0000

moni3a

wlan1 vap0000
EAPOL-Key	Message	3	of	4 vap0000

vap0000

http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+VAP+bridge
http://www.candelatech.com/cookbook.php?vol=wifire&book=wifi+testing
https://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+WPA3
http://www.candelatech.com/cookbook.php?vol=wifire&book=sniff+packets


vap0000
vap0000

sae_commit_override=13ffbad00d215867a7c5ff37d87bb9bdb7cb116e520f71e8d7a794ca2606d53
7ddc6c099c40e7a25372b80a8fd443cd7dd222c8ea21b8ef372d4b3e316c26a73fd999cc79ad483eb82
6e7b3893ea332da68fa13224bcdeb4fb18b0584dd100a2c514

bad00d2

wlan1 vap0000
wlan1

CTRL-EVENT-SSID-TEMP-DISABLED reason=CONN_FAILED

http://www.candelatech.com/wifire_cb.php?_PRINT#control












 
   

 



























http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php




http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections




http://www.candelatech.com/examples/rx-sensitivity-report-2019-05-31-03-39-11.pdf
http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php




http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections




http://www.candelatech.com/examples/dataplane-report-2019-05-31-04-40-38.pdf
http://www.candelatech.com/ct522-264-1ac2-1n_product.php






http://www.candelatech.com/examples/dataplane-report-2019-10-02-10-13-00.pdf




http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections




http://www.candelatech.com/examples/rate-vs-range-report-2019-06-01-01-38-54.pdf


http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct704b_product.php
http://www.candelatech.com/ct820a_product.php


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections






http://www.candelatech.com/examples/hunt-report-2020-03-17-02-09-13.pdf
http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php
http://www.candelatech.com/ct820a_product.php




http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections


http://www.candelatech.com/examples/wifi-capacity-report-2019-06-01-01-16-49.pdf


http://www.candelatech.com/ct523c-192-2ac2-1ac-10g_product.php






http://www.candelatech.com/examples/port-reset-report-2019-06-05-11-32-25.pdf
http://www.candelatech.com/ct820a_product.php










http://www.candelatech.com/examples/dataplane-report-2019-06-05-10-09-23.pdf
http://www.candelatech.com/ct522-264-1ac2-1n_product.php






http://www.candelatech.com/examples/wifi-mobility-report-2019-06-07-07-43-44.pdf






http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php


 
   

 







http://www.candelatech.com/examples/ap-auto-basic-cx-2022-10-05-03-33-40.pdf


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
http://ctlocal/cookbook.php?vol=wifire&book=Auto-AP+Test:+Setup


http://www.candelatech.com/examples/ap-auto-mix-stability-2022-10-07-02-25-13.pdf


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
http://www.candelatech.com/cookbook.php?vol=wifire&book=Auto-AP+Test:+Setup


http://www.candelatech.com/examples/ap-auto-capacity-2022-10-07-03-48-40.pdf


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
http://ctlocal/cookbook.php?vol=wifire&book=Auto-AP+Test:+Setup


http://www.candelatech.com/examples/ap-auto-report-2022-10-10-10-11-39.pdf


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
http://ctlocal/cookbook.php?vol=wifire&book=Auto-AP+Test:+Setup


http://www.candelatech.com/examples/ap-auto-band-steering-2022-10-10-02-36-39.pdf


http://www.candelatech.com/ct523c-6ax4+10g-cu_product.php
http://ctlocal/cookbook.php?vol=wifire&book=Auto-AP+Test:+Setup


http://www.candelatech.com/examples/ap-auto-longterm-2022-10-10-02-22-48.pdf


http://www.candelatech.com/ct523c-2ac2-db-10g-cu_product.php
https://www.broadband-forum.org/download/TR-398.pdf
http://www.candelatech.com/ct714_product.php
http://www.candelatech.com/ct820a_product.php
http://www.candelatech.com/ct840a_product.php


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections










http://www.candelatech.com/examples/tr-398-2019-07-26-06-00-52/tr-398-report-2019-07-25-08-44-19.pdf


http://www.candelatech.com/ct523c-2ac2-db-10g-cu_product.php
https://www.broadband-forum.org/technical/download/TR-398_Issue-2.pdf
http://www.candelatech.com/ct714_product.php
http://www.candelatech.com/ct820a_product.php
http://www.candelatech.com/ct840a_product.php


http://www.candelatech.com/cookbook.php?vol=wifire&book=Chamber+View+Setting+up+Attenuator+Connections












http://www.candelatech.com/examples/TR-398v2-max-Tput-22-09-15.pdf
http://www.candelatech.com/lf_tr398_testing_issue_2.php




http://www.candelatech.com/cookbook.php?vol=wifire&book=automated+TR-398+issue+2+test+set








http://www.candelatech.com/ct523c-2ac2-db-10g-cu_product.php
http://www.candelatech.com/ct714_product.php
http://www.candelatech.com/ct820a_product.php








http://www.candelatech.com/examples/mesh-2020-01-22-11-39-29/mesh-report-2020-01-22-11-30-51.pdf












sudo	chmod	a+rwx	/dev/ttyUSB*

sudo	pip3	install
pexpect-serial















../testbed_poll.pl	--jfrog_passwd	secret	--url
http://192.168.100.195/tip/testbeds/ben-home/pending_work/





./lf_tos_test.py	--upstream	1.eth1	--lfmgr	192.168.100.156	--station	"1.sta00000"	\
	--tos	"BK	BE	VI	VO"	--speed_mbps	500	--duration	0.25	--proto	"udp"



http://www.candelatech.com/examples/tos_results-march-18-2020.xlsx
http://www.candelatech.com/examples/tos-plus-results-march-31-2020.xlsx




station-radio	station-port	mode	upstream-port	protocol	pkt-size	speed_ul
speed_dl	QoS

--cx	"1.wiphy0	1.wlan0	an	1.eth1	udp	1024	10000	500000000	BK"

--radio	"1.wiphy0	2	0"

./lf_tos_plus_test.py	--dur	0.5	--lfmgr	192.168.100.156	--ssid	NETGEAR68-5G	--
passwd	aquaticbug712	--radio	"1.wiphy0	2	0"	--txpkts	99
--cx	"1.wiphy0	1.wlan0	an	1.eth1	udp	1024	10000	500000000	BK"
--cx	"1.wiphy0	1.wlan0	an	1.eth1	udp	MTU	10000	500000000	VI"
--cx	"1.wiphy0	1.sta0	anAC	1.eth1	tcp	1472	56000	2000000	BK"
--sniffer_radios	"1.wiphy2"	--wait_sniffer	1





http://www.candelatech.com/cookbook.php?vol=fire&book=switched+network+testing






eth1



http://www.candelatech.com/ct820a_product.php
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USB	1
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USB	2

USB	1
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[	MGT	]

2



2

[	eth3	] 3

Serial:	115200



Serial:	115200
8n1



[
eth2	] [	eth2	]

[	eth3	]



USB	1

1

2

3

3

#LF	on	cable	with	serial	number
SUBSYSTEM=="tty",	ENV{ID_SERIAL_SHORT}=="AK066NLY",	SYMLINK+="ttyLF1",
MODE="0666"
#	AP
#	In	case	we	have	something	w/out	a	serial	number
SUBSYSTEM=="tty",	DEVPATH=="1-2.1.4",	SYMLINK+="ttyAP1",	MODE="0666"



ETH0

realm.py

import	sys
if	'py-json'	not	in	sys.path:
				sys.path.append(os.path.join(os.path.abspath('..'),	'py-json'))

from	LANforge.lfcli_base	import	LFCliBase

https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_variable_time.py


station_list	=	LFUtils.port_name_series(prefix_="sta",
				start_id_=0,	
				end_id_=4,	
				padding_number_=10000)

	ip_var_test	=	IPV4VariableTime(lfjson_host,	lfjson_port,	
				number_template="00",	
				sta_list=station_list,
				name_prefix="var_time",
				ssid="testNet",
				password="testPass",
				resource=1,
				security="wpa2",	
				test_duration="5m",
				side_a_min_rate=256,	
				side_b_min_rate=256)

cleanup()

build()

start()

stop()

def	main():
				lfjson_host	=	"localhost"
				lfjson_port	=	8080
				station_list	=	LFUtils.portNameSeries(prefix_="sta",	start_id_=0,	end_id_=4,	padding_number_=10000)
				ip_var_test	=	IPV4VariableTime(lfjson_host,	lfjson_port,	number_template="00",	sta_list=station_list,
								name_prefix="var_time",
								ssid="testNet",
								password="testPass",
								resource=1,
								security="wpa2",	test_duration="5m",
								side_a_min_rate=256,	side_b_min_rate=256),
				ip_var_test.cleanup(station_list)
				ip_var_test.build()
				if	not	ip_var_test.passes():
								print(ip_var_test.get_fail_message())
								exit(1)
				ip_var_test.start(False,	False)
				ip_var_test.stop()
				if	not	ip_var_test.passes():
								print(ip_var_test.get_fail_message())
								exit(1)
				time.sleep(30)
				ip_var_test.cleanup(station_list)
				if	ip_var_test.passes():
								print("Full	test	passed,	all	connections	increased	rx	bytes")

lfcli_base._pass() lfcli_base._fail()

self._pass()
self._fail() message

print_pass print_fail _pass() _fail()
print_pass print_fail

lfcli_base

get_result_list()
get_failed_result_list()
get_fail_message()
get_all_message()

passes()

get_result_list()
get_failed_result_list()
get_fail_message()
get_message()

https://github.com/greearb/lanforge-scripts/blob/master/py-json/LANforge/lfcli_base.py


station_profile.use_security()

station_profile.set_number_template()

self.station_profile.set_command_flag("add_sta","create_admin_down",1)
self.station_profile.set_command_param("set_port","report_timer",1500)
self.station_profile.set_command_flag("set_port","rpt_timer",	1)

station_profile.create() cx_profile.create()

for	station	in	range(len(self.sta_list)):
				temp_sta_list.append(str(self.resource)+"."+self.sta_list[station])
self.station_profile.create(resource=1,	radio="wiphy0",	sta_names_=self.sta_list,	debug=False)
self.cx_profile.create(endp_type="lf_udp",	side_a=temp_sta_list,	side_b="1.eth1",	sleep_time=.5)
self._pass("PASS:	Station	build	finished")

i foo-A
foo-B

new_station_profile()

create()
self.station_profile.use_security(security_type,	ssid,
passwd)

self.station_profile.use_security("wpa2",	"testNet",	"testPass")	

self.station_profile.number_template_
number_template

self.station_profile.number_template_="00"

self.station_profile.mode

self.station_profile.mode=0

station_profile.admin_up()
realm.wait_for_ip(resource,	sta_list)

cx_profile.start_cx()
cx_profile.stop_cx()

self.local_realm.create_new_l3_cx_profile()

create()
self.cx_profile.name_prefix

self.cx_profile.name_prefix

number_template

self.cx_profile.name_prefix="test_"

_min_bps _max_bps

self.cx_profile.side_a_min_bps=56000
self.cx_profile.side_b_min_bps=56000

StationProfile

https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py
https://www.candelatech.com/lfcli_ug.php#add_sta
https://github.com/greearb/lanforge-scripts/blob/master/py-json/realm.py


StationProfile
set_wifi_extra()

key_mgmt eap
identity passwd realm
domain hessid

key_mgmt="WPA-EAP"
eap="TTLS"
identity="testuser"
passwd="testpasswd"
realm="localhost.localdomain"
domain="localhost.localdomain"
hessid="00:00:00:00:00:01"

set_wifi_extra()

station_profile.set_wifi_extra(key_mgmt,	eap,	identity,	passwd,	realm,	domain,	hessid)

StationProfile L3CXProfile
station_profile.cleanup(resource,	desired_station_list)
cx_profile.cleanup()

Realm remove_all_stations(),
remove_all_endps(),	and	remove_all_cxs()

_debug_on=True
StationProfile.create()

StationProfile.create()

-	381	-	sta0000-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	
{'flags':	132096,
'flags_mask':	68719608832,
'key':	'testPass',
'mac':	'xx:xx:xx:xx:*:xx',
'mode':	0,'
radio':	'wiphy0',
'resource':	1,
'shelf':	1,
'ssid':	'testNet,
'sta_name':	'sta0000'}
								
								

{'current_flags':	2147483649,
'interest':	8437762,
'port':	'sta0000',
'report_timer':	1500,
'resource':	1,
'shelf':	1}
<LANforge.LFRequest.LFRequest	object	at	0x7f13dbc56850>
-~381	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	-	
								
								

https://www.candelatech.com/lfcli_ug.php#set_wifi_extra
https://www.candelatech.com/lfcli_ug.php#add_sta
https://www.candelatech.com/lfcli_ug.php#set_port


add_sta

http://127.0.0.1:8080/help/
http://127.0.0.1:8080/help/add_sta


realm.py

self.local_realm.new_l4_cx_profile()

https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm


l4_cx_profile.requests_per_ten
requests_per_ten	=	600

l4_cx_profile.url

l4_cx_profile.url	=	"dl	http://10.40.0.1	/dev/null"

class	IPV4L4(LFCliBase):
				def	__init__(self,	host,	port,	ssid,	security,	password,	url,	requests_per_ten,	station_list,
								target_requests_per_ten=600,	number_template="00000",	resource=1,	num_tests=1,
								_debug_on=False,
								_exit_on_error=False,
								_exit_on_fail=False):
				super().__init__(host,	port,	_debug=_debug_on,	_halt_on_error=_exit_on_error,	_exit_on_fail=_exit_on_fail)
				self.host	=	host
				self.port	=	port
				self.ssid	=	ssid
				self.security	=	security
				self.password	=	password
				self.url	=	url
				self.requests_per_ten	=	requests_per_ten
				self.number_template	=	number_template
				self.sta_list	=	station_list
				self.resource	=	resource
				self.num_tests	=	num_tests
				self.target_requests_per_ten	=	target_requests_per_ten

				self.local_realm	=	realm.Realm(lfclient_host=self.host,	lfclient_port=self.port)
				self.cx_profile	=	self.local_realm.new_l4_cx_profile()
				self.cx_profile.url	=	self.url
				self.cx_profile.requests_per_ten	=	self.requests_per_ten

				#	Station	Profile	init

l4_cx_profile.start_cx()
l4_cx_profile.stop_cx()

def	build(self):
				#	Build	stations
				self.station_profile.use_security(self.security,	self.ssid,	self.password)
				print("Creating	stations")
				self.station_profile.create(resource=1,	radio="wiphy0",	sta_names_=self.sta_list,	debug=self.debug)
				temp_sta_list	=	[]
				for	station	in	range(len(self.sta_list)):
								temp_sta_list.append(str(self.resource)	+	"."	+	self.sta_list[station])

				self.l4_profile.create(ports=temp_sta_list,	sleep_time=.5,	debug_=self.debug,	suppress_related_commands_=None)

def	start(self,	print_pass=False,	print_fail=False):
				temp_stas	=	self.sta_list.copy()
				temp_stas.append("eth1")
				cur_time	=	datetime.datetime.now()
				interval_time	=	cur_time	+	datetime.timedelta(minutes=1)
				passes	=	0
				expected_passes	=	0
				self.station_profile.admin_up(1)
				self.local_realm.wait_for_ip(self.resource,	temp_stas)
				self.l4_profile.start_cx()
				print("Starting	test")
				for	test	in	range(self.num_tests):
								expected_passes	+=	1
								while	cur_time	<	interval_time:
												time.sleep(1)
												cur_time	=	datetime.datetime.now()

								if	self.l4_profile.check_errors(self.debug):
												if	self.__check_request_rate():
																passes	+=	1
												else:
																self._fail("FAIL:	Request	rate	did	not	exceed	90%	target	rate",	print_fail)
																break
												else:
																self._fail("FAIL:	Errors	found	getting	to	%s	"	%	self.url,	print_fail)
																break
												interval_time	=	cur_time	+	datetime.timedelta(minutes=1)
				if	passes	==	expected_passes:
								self._pass("PASS:	All	tests	passes",	print_pass)

https://www.candelatech.com/lfcli_ug.php#add_l4_endp
https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/test_ipv4_l4_urls_per_ten.py


total-urls
urls/s
rx	rate tx	rate

acc.	denied
bad-url
nf	(4xx)

realm.py

self.local_realm.new_generic_cx_profile()

gen_cx_profile.type
self.cx_profile.type	=	"lfping"

gen_cx_profile.dest
self.cx_profile.dest	=	"127.0.0.1"

gen_cx_profile.interval
self.cx_profile.interval	=	1

class	GenTest(LFCliBase):
				def	__init__(self,	host,	port,	ssid,	security,	password,	sta_list,	name_prefix,	upstream,
																	number_template="00000",	test_duration="5m",	type="lfping",	dest="127.0.0.1",
																	interval=1,	radio="wiphy0",
																	_debug_on=False,
																	_exit_on_error=False,
																	_exit_on_fail=False):
								super().__init__(host,	port,	_debug=_debug_on,	_halt_on_error=_exit_on_error,	_exit_on_fail=_exit_on_fail)
								self.host	=	host
								self.port	=	port
								self.ssid	=	ssid
								self.radio	=	radio
								self.upstream	=	upstream
								self.sta_list	=	sta_list
								self.security	=	security
								self.password	=	password

								self.number_template	=	number_template
								self.name_prefix	=	name_prefix
								self.test_duration	=	test_duration

								self.local_realm	=	realm.Realm(lfclient_host=self.host,	lfclient_port=self.port)
								self.cx_profile	=	self.local_realm.new_generic_cx_profile()
								self.cx_profile.type	=	type
								self.cx_profile.dest	=	dest
								self.cx_profile.interval	=	interval

				#	Station	Profile	init

gen_cx_profile.start_cx()

http://localhost:8080/layer4/list
http://localhost:8080/layer4/all
https://www.candelatech.com/cookbook.php?vol=cli&book=Python:+Create+Test+Scripts+Using+Realm


gen_cx_profile.start_cx()
gen_cx_profile.stop_cx()

def	build(self):
				self.station_profile.use_security(self.security,	self.ssid,	self.password)
				self.station_profile.set_number_template(self.number_template)
				print("Creating	stations")
				self.station_profile.set_command_flag("add_sta",	"create_admin_down",	1)
				self.station_profile.set_command_param("set_port",	"report_timer",	1500)
				self.station_profile.set_command_flag("set_port",	"rpt_timer",	1)
				self.station_profile.create(radio=self.radio,	sta_names_=self.sta_list,	debug=self.debug)
				self.cx_profile.create(ports=self.station_profile.station_names,	sleep_time=.5)
				self._pass("PASS:	Station	build	finished")

def	start(self,	print_pass=False,	print_fail=False):
				self.station_profile.admin_up()
				temp_stas	=	self.sta_list.copy()
				temp_stas.append(self.upstream)
				if	self.local_realm.wait_for_ip(temp_stas):
								self._pass("All	stations	got	IPs",	print_pass)
				else:
								self._fail("Stations	failed	to	get	IPs",	print_fail)
								exit(1)
				cur_time	=	datetime.datetime.now()
				passes	=	0
				expected_passes	=	0
				self.cx_profile.start_cx()
				time.sleep(15)
				end_time	=	self.local_realm.parse_time("30s")	+	cur_time
				print("Starting	Test...")
				while	cur_time	<	end_time:
								cur_time	=	datetime.datetime.now()
								gen_results	=	self.json_get("generic/list?fields=name,last+results",	debug_=self.debug)
								if	gen_results['endpoints']	is	not	None:
												for	name	in	gen_results['endpoints']:
																for	k,	v	in	name.items():
																				if	v['name']	in	self.cx_profile.created_endp	and	not	v['name'].endswith('1'):
																								expected_passes	+=	1
																								if	v['last	results']	!=	""	and	"Unreachable"	not	in	v['last	results']:
																												passes	+=	1
																								else:
																												self._fail("%s	Failed	to	ping	%s	"	%	(v['name'],	self.cx_profile.dest),	print_fail)
																												break
								time.sleep(1)
				if	passes	==	expected_passes:
								self._pass("PASS:	All	tests	passed",	print_pass)

lfping



lfping
start lfping

Destination	Host	Unreachable

64	bytes	from	10.40.0.1:	icmp_seq=1	time=4.55	ms	***	drop:	0	(0,	0.000)		rx:	1		fail:	0		bytes:	64

python	wlan_capacity_calculator.py	-h

Output	display	in	terminal:

https://github.com/greearb/lanforge-scripts/blob/master/py-scripts/wlan_capacity_calculator.py


				
				

>	python	wlan_capacity_calculator.py	-sta	11abg

or
>	python	wlan_capacity_calculator.py

Output	display	in	terminal	(Client	1):

				
				



	python	wlan_capacity_calculator.py	-sta	11abg	-t	Voice	-p	48	-m	106	-e	WEP	
-q	Yes	-b	1	2	5.5	11	-pre	Long	-s	N/A	-co	G.711	-r	Yes	-c	Yes

Output	display	in	terminal	(Client	1):

				
				

>	python	wlan_capacity_calculator.py	-sta	11n

Output	display	in	terminal	(Client	1):

				
				



>	python	wlan_capacity_calculator.py	-sta	11n	-t	Voice	-d	17	-ch	40	-gu	800	-high	9	
-e	WEP	-q	Yes	-ip	5	-mc	42	-b	6	9	12	24	-m	1538	-co	G.729	-pl	Greenfield	
-cw	15	-r	Yes	-c	Yes

Output	display	in	terminal	(Client	1):

				
				

>	python	wlan_capacity_calculator.py	-sta	11ac

Output	display	in	terminal	(Client	1):

				
				



	python	wlan_capacity_calculator.py	-sta	11ac	-t	Voice	-d	9	-spa	3	-ch	20	-gu	800	
-high	1	-e	TKIP	-q	Yes	-ip	3	-mc	0	-b	6	12	24	54	-m	1518	-co	Greenfield	-cw	15	-rc	Yes

Output	display	in	terminal	(Client	1):

				
				

https://github.com/greearb/lanforge-scripts
/lanforge-scripts/py-scripts/update_dependencies.py

 
 



 

 

$	sudo	dnf	install	httpd ↵

$	sudo	apt	install	apache2 ↵

 
 

 

$	sudo	dnf	install	sqlite3 ↵

$	sudo	apt-get	update ↵ $	sudo	apt-get	install	sqlite3 ↵

 
 

 
 

 
 

 

 

 

 

test_rig.json
{
				"test_rig":{
								"Notes":[
												"This	JSON	file	describes	LANforge	system	and	test	run	configuration"
								]		
				},
				"test_rig_parameters":{
								"TEST_BED":	"CT-TEST-001",
								"TEST_RIG":	"CT-TEST-001",
								"DATABASE_SQLITE":	"./tools/qa_sqlite3.db",
								"LF_MGR_IP":	"192.168.100.116",
								"LF_MGR_PORT":	"8080",
								"LF_MGR_USER":	"lanforge",
								"LF_MGR_PASS":	"lanforge",
								"UPSTREAM_PORT":"1.1.eth2",
								"TEST_TIMEOUT":	600,
								"EMAIL_LIST_PRODUCTION":	"support@candelatech.com",
								"EMAIL_LIST_TEST":	"support@candelatech.com",
								"EMAIL_TITLE_TXT":	"Lanforge	QA	Testing",
								"EMAIL_TXT":	"Lanforge	QA	Testing"
				}
}

ct_AX88U_dut.json
{
				"ct_AX88U_dut":{
								"Notes":[
												"The	device	undertest	configuration	is	contained	in	this	file"
								]		
				},
				"test_dut":{
								"DUT_SET_NAME":	"DUT_NAME	ASUSRT-AX88U",
								"USE_DUT_NAME":	"ASUSRT-AX88U",
								"wireless_network_dict":{
												"ssid_idx=0":{"ssid_idx":"0","SSID_USED":"asus11ax-2","SSID_PW_USED":"hello123","BSSID":"3c:7c:3f:55:4d:60","SECURITY_USED":"wpa2"},
												"ssid_idx=1":{"ssid_idx":"1","SSID_USED":"asus11ax-5","SSID_PW_USED":"hello123","BSSID":"3c:7c:3f:55:4d:64","SECURITY_USED":"wpa2"}
								}
				}
}

http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/ct_test_rig.json
http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/ct_AX88U_dut.json
http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/ct_tests.json


ct_tests.json
{
				"ct_tests_001":{
								"Notes":[
												"This	JSON	file	describes	tests	to	be	run	by	LANforge	system"
								]		
				},
				"test_suites":{
								"suite_wc":{
												"create_chamberview_dut_wc":{
																"enabled":"TRUE",
																"load_db":"skip",
																"command":"create_chamberview_dut.py",
																"args":"",
																"args_list":[
																				"	--lfmgr	LF_MGR_IP	--port	LF_MGR_PORT	--dut_name	DUT_NAME",
																				"	--ssid	'ssid_idx=0	ssid=SSID_USED	security=SECURITY_USED	password=SSID_PW_USED	bssid=BSSID'",
																				"	--ssid	'ssid_idx=1	ssid=SSID_USED	security=SECURITY_USED	password=SSID_PW_USED	bssid=BSSID'",
																				"	--sw_version	DUT_SW	--hw_version	DUT_HW	--serial_num	DUT_SERIAL	--model_num	DUT_NAME"
																]
												},
												"create_chamberview_wc":{
																"enabled":"TRUE",
																"load_db":"skip",
																"command":"create_chamberview.py",
																"args":"",
																"args_list":[
																				"	--lfmgr	LF_MGR_IP	--port	LF_MGR_PORT	--delete_scenario",
																				"	--create_scenario	scenario_wpa2_wc",
																				"	--raw_line	\"profile_link	1.1	STA-AC	19	'DUT:	DUT_NAME	Radio-1'	NA	wiphy7,AUTO	-1	NA\"	",
																				"	--raw_line	\"profile_link	1.1	upstream-dhcp	1	NA	NA	UPSTREAM_PORT,AUTO	-1	NA\""																				
																]
												},
												"wifi_capacity":{
																"enabled":"TRUE",
																"timeout":"600",
																"iterations":"1",
																"load_db":"skip",
																"command":"lf_wifi_capacity_test.py",
																"args":"",
																"args_list":[
																				"	--mgr	LF_MGR_IP	--port	LF_MGR_PORT	--lf_user	LF_MGR_USER	--lf_password	LF_MGR_PASS	--instance_name	scenario_wpa2_wc",
																				"	--upstream	UPSTREAM_PORT	--batch_size	1,10,19	--loop_iter	1	--protocol	UDP-IPv4	--duration	6000",
																				"	--pull_report	--local_lf_report_dir	REPORT_PATH	--test_tag	'wpa2_wc'",
																				"	--test_rig	TEST_RIG",
																				"	--set	DUT_SET_NAME"
																]
												},
												"lf_qa":{
																"enabled":"TRUE",
																"timeout":"600",
																"load_db":"skip",
																"command":"./tools/lf_qa.py",
																"args":"",
																"args_list":[
																				"	--path	REPORT_PATH	--store	--png	--database	DATABASE_SQLITE"
																]
												}
								}
				}
}

 
./lf_check.py		--json_rig	ct_test_rig.json	\ 
							--json_dut	ct_AX88U_dut.json	\ 
							--json_test	ct_tests.json	\ 
							--suite	"suite_wc"	\ 
							--path	'/home/lanforge/html-reports/ct_results_directory'

 
 
 
 
 

./lf_check.py		--json_rig	ct_test_rig.json	\ 
							--json_dut	ct_AX88U_dut.json	\ 
							--json_test	ct_tests.json	\ 
							--suite	"suite_wc"	\ 
							--path	'/home/lanforge/html-reports/ct_results_directory'



./lf_qa.py		--path		/home/lanforge/html-reports/ct_results_directory/(results	dir	of	lf_check.py)\
			--store		\
			--png	\
			--database	./tools/qa_aqlite3.db

http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/2021-10-13-06-18-12-lf_check.pdf
http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/2021-10-13-06-21-11-lf_qa.pdf


																"enabled":"TRUE"
 

																"load_db":"CUSTOM_DATABASE"
 

																"timeout":"300"
 

																"iterations":"2"
 

http://www.candelatech.com/examples/cb_eg_cv_view_basic_cicd_ap_testing/2021-10-13-06-18-12-lf_check.pdf
https://candelatech.atlassian.net/l/cp/f5CSRysM






http://www.candelatech.com/images/cb_images/cookbook_lite_mob_sta_report_1.pdf


http://www.candelatech.com/attachments/1182007309/cookbook_lite_mob_sta_report_2.pdf








sudo	dnf	install	ffmpeg

sudo	dnf	install	https://download1.rpmfusion.org/free/fedora/rpmfusion-
free-release-$(rpm	-E	%fedora).noarch.rpm
https://download1.rpmfusion.org/nonfree/fedora/rpmfusion-nonfree-release-
$(rpm	-E	%fedora).noarch.rpm

sudo	dnf	install	gpac

sudo	bash	convert.bash	wifivideo.mp4

http://www.candelatech.com/images/cb_images/dash_interop_convert.bash
http://www.candelatech.com/images/cb_images/dash_interop_video_1.mp4




vi	wifivideo.mpd























wget	http://www.candelatech.com/windows_lf_setup.ps1	-o	windows_lf_setup.ps1

Set-ExecutionPolicy	Bypass

.\windows_lf_setup.ps1	-autologin

shutdown/r

wget
http://www.candelatech.com/windows_lf_setup.ps1	-o	windows_lf_setup.ps1



.\windows_lf_setup.ps1	-lfver	5.4.6

http://www.candelatech.com/www.candelatech.com/private/downloads/r5.4.6/






sudo	su	–	root

curl	-o	lf_kinstall.pl	https://www.candelatech.com/lf_kinstall.pl

chmod	a+x	lf_kinstall.pl



./lf_kinstall.pl	--do_all_ct	--lfver	5.4.6**

cd	/Users/lanforge ./lfconfig

connect_mgr	192.168.200.239:4002



realm	41

resource	44

mode	resource



config

./serverctl.bash	start



sudo	adduser	lanforge

password	lanforge

https://www.candelatech.com/private/downloads/r5.4.6/LANforgeServer-5.4.6_Linux-F30-x64.tar.gz


cd	Downloads

tar	-xvzf	LANforgeServer-*_Linux-x86.tar.gz	

cd	LANforgeServer-5.4.6/

sudo	./install.bash

sudo	su

cd	/home/lanforge

./lf_kinstall.pl	--do_interop	--lfver	5.4.6



cd	/home/lanforge

sudo	./lfconfig

./lfconfig	--help



sudo./serverctl.bash	start



sudo	adduser	lanforge;password	lanforge

https://www.candelatech.com/private/downloads/r5.4.6/LANforgeServer-5.4.6_Linux-F21-x64.tar.gz


http://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Setup+LANforge+InterOp+for+Android








http://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Setup+LANforge+InterOp+for+Android






http://www.candelatech.com/lfgui_ug.php#cx




*			MP4

*			DASH	(Dynamic	Adaptive	Streaming	over	HTTPS)

*			Smooth	Streaming	Media	Source

*			HLS-	Media	Source	(HTTP	Live	Streaming)

*			Progressive	Media	Source

*			Real	Time	Streaming	Protocol

https://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Setup+LANforge+InterOp+for+Android
https://s3.amazonaws.com/_bc_dml/example-content/sintel_dash/sintel_vod.mpd


https://demo.unified-streaming.com/k8s/features/stable/video/tears-of-steel/tears-of-steel.ism/.m3u8


http://playready.directtaps.net/smoothstreaming/SSWSS720H264/SuperSpeedway_720.ism/Manifest
https://filesamples.com/samples/video/mp4/sample_640x360.mp4
https://www.candelatech.com/cookbook.php?vol=wifire&book=Interop:+Test+Video+Streaming+with+DASH+Server+and+Interop+APK




sudo	bash	/home/lanforge/ios_install_tools.bash

https://testflight.apple.com/join/GpQSr1bw






dmesg	-w








